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Section O - Introduction

Applicability

These principles apply to spacecraft, and to mgor payload/instruments. They apply to system contractor/partner
aswdl asin-house/ sub-system project implementation modes.

Background

- JPL hasaQuadlity Palicy:
= JPL will deliver products that meet or exceed customer expectations, while reducing cycle time and cos.
- JPL iscommitted to reduce the totd cost of mission success (i.e., from design/devel opment through flight
operations) consstent with the faster, better, chegper paradigm.
- The number of space missonsa JPL islarge and is expected to incresse.

Mission success must be achieved under conditions of tight budgets and short development schedules. These
conditions create an intense demand for skilled, experienced personnd.

Activities To Achieve F-B-C Projects

There are severd dementsin the JPL plan to enable lower cost missions. JPL is aggressively pursuing severd
high-payoff actions.

Collocating appropriate personnd to enhance work efficiency,

Increasing interdependencies to reduce overdl cost and promote teaming,

Developing and maintaining mode-driven design and test tools and facilities to reduce development time and
cost,

Improving access to key technica personnd to identify and resolve issues early,

Increasing emphasis on mentoring to train personne faster,

Setting up an eectronic parts replacement scheme to provide adequate stores,
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Documenting Develop New Products processes to standardize project development,
Documenting flight-proven system design, flight operations, and safety and mission assurance
principles to guide project implementation.

Thislast dement isthe subject of this document.

Scope

This document addresses the principles to be followed/ utilized in the formulation and implementation processes
for JPL Hight Projects, including hardware and software design/devel opment, margins, design verification, Safety
and Mission Assurance and flight operations control and monitoring.

Additions/Updates

As technologies develop and design methods improve, and experience in the F-B-C environment increases,
additions and revisons will be identified to these principles and passed through the same process as was taken to
generaethisinitia set. The need for updating will be evauated annudly.

Categorization Of The Principles

These principles reflect JPL standards and the way of “doing business’. The design principles are categorized
into three sections:

Section 1 - Generd Principles
Section 2 - Detailed Principles

Section 3 - Hight Operations Principles

Adherence To Principles

These principles are JPL Design/ Oper ations standar ds, and each project is required to address them:

Proposals responding to Announcement of Opportunities (AOs) will address exceptions (as known at that
time) to the principles at the proposal Technical, Management and Cost Review.

Project exceptions to the genera principles (and any exceptions of the other principles known at the time of
PIP preparation) will be documented, with rationae, in the Project Implementation Plan (PIP). This requirement
is established in the JPL_Project Planning Policy.

Project exceptions to the detailed principles, and the flight operations principles will be addressed during the
project lifecycle in the gppropriate project reviews. The Project Review Plan will identify the gppropriate reviews
for each principle and how the principles will be addressed. These requirements are established in the JPL
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Reviews Palicy.
Exceptions or changesto any of these principlesidentified subsequent to the PIP approva shdl be

documented by waiver. For tracking purposes a summary log identifying dl waivers shdl be included in an
update to the PIP.
- All exceptions/ waiversto these principles shal be addressed at the Mission Readiness Review.

For System Contract/ Partnering implementations, the project will obtain from the Contractor/Partner
exceptions to the principles, in accomplishing the above.

Organization Of Principles

The principles within each section are listed more or less chronologicaly, as they would be considered and
implemented during the course of a Hight Project implementation. Globd principles are listed firdt, then design
planning and requirements, design implementation, verification and vaidation, and findly flight operations.

Format Of Principles Descriptions

The principles are denoted as bold numbered expressons, and include a“shall” statement. The principles are
covered by anumbered subject heading, such as“1.6 Early Design Decisions”. Some principle descriptions
are augmented by a supporting “Rational €’ and/or an amplifying “Note’ which areinitdics. These satements
generdly gpply to the principle described immediately above them, but in some cases may apply to severd of the
descriptions above them.

Glossary


http://www.abbottaerospace.com/technical-library

AO Announcement of Opportunity

ARR ATLO Readiness Review

ASIC Application-specific integrated circuit

ATLO  Assambly, Tedt, Launch and Operations
BER Bit error rate

CBE Current best estimate

CCSDS  Conaultative Committee for Space Data Systems
CDR Criticd Design Review

COTS Commercid Off-The-Shelf

CM Configuration Management

DNP Develop New Products (process domain)
EDAC  Error Detection and Correction

EDL Entry, Descent, and Landing

EMI Electromagnetic Interference

EPROM  Erasable Programmable Read-Only Memory
ESD Electrogtatic discharge

FMEA  Falure Mode Effects Andyss

FPGA Fied-programmable Gate Array

GPMC  Governing Program Management Council
HRCR  Hardware Requirements Certification Review
H/W Hardware

V&V Independent Verification and Vdidation
PDR Prdiminary Desgn Review

PFR Problem/Failure Report

PIP Project Implementation Plan

PMSR  Prdiminary Misson and Sysem Review
POR Power-on reset

PR Procurement Requisition
PROM  Programmable Read-Only Memory
QA Qudity Assurance

RFP Request for Proposa

RHU Radioisotope heater unit

RTG Radioisotope Thermoel ectric Generator

SE Support equipment

SRCR Software Review (/) Certification Recird

SW Software

TMOD  Tdecommunications and Mission Operations Directorate
TRL Technology Reaediness Level

Section 1 - General Principles
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1.1 Priorities

1.

Safety of people (project personnd, flight crew, public) shall be the paramount requirement. Hence,
safety requirements and compliance thereto shal be shown to be not compromised in trade-offs againgt
the other project parameters.

Rationale: Safety of personnel must not be compromised while achieving mission objectives.

The project shdl focus on gpplying prudent engineering and risk management decison-making to achieve
mission success within the cost and schedule congraints, sacrificing performance if necessary. Congstent
with this, the project ordered priorities shal be safety, reliability, cost, schedule, and performance.

Project shdl dso prioritizel weight misson/system competing requirements, with rationae, to guide
design and implementation trade-offs.

The Project shdl provide in the appropriate planning documents a description regarding how priorities
will be used to guide the resolution of technical/programmatic issues aswell as guide the design
implementation.

1.2 Develop New Products (DNP)

1.

The design shall use demongtrated and vaidated Develop New Products (DNP) design
modeling/smulation methodol ogies and processes.
Rationale: To reduce cost and speed devel opment.

1.3 Flight Hardware L ogistics Program (FHL P)

1.

The Hight Hardware Logistics Program shdl be used whenever it can provide schedule or financia

benefits for a project. The planned usage of equipment from this program shal beincluded in the

project proposa and planning documents.

Rationale: Provides projects and programs with opportunities to save time and/or money by
providing an inventory of materiel, and brokering and managing consolidated procurements for
materiel among projects

1.4 Mission Data System (MDYS)

1.

Compatibility with the Misson Data System (MDS) gpproach for design/development of flight and

ground system software, test software, and flight scenario (sequence design and verification) software

shdl be amgor consderation.

Rationale: Use of the MDS complies with the long-term JPL objectives and strategy for
concurrent operations of many small missions.
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1.5 Modeling/ Simulation

1. Modding and smulations shal be used early and often to develop and evauate desgns. The modds
shdl beredigtic taking into account real mechanica/eectrica configurations, intended operationa
conditions, materia properties, €eic.

2. Expectationd predictions for the models’ smulations used, and therr fiddity limits, shal be documented.
Modes'smulations shal be test-vaidated.
4. Modding/ smulation outputs shall be assessed and compared with predictions and system requirements.

w

1.6 Make Early Design Decisions

1. Prgectsshdl identify and maintain a“top ten” list of required design decisons and milestones.
Rationale: It is better to make a few “ questionable” decisions that keep the design process
moving forward rather than delay decisions to make the design “ perfect” . Remember, “ better
isthe enemy of good;” hence, avoid the temptation to make the design better if it is already
good enough.
Note: This principleis enabled by early definition and approval of requirements and
capabilities
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1.7 Design to Requirements/Capability

1.

Misson and system requirements, and intersystem capabilities and interfaces, shall be basdined

(approved by the project), and afunctiona design identified which can stisfy the requirements, as early

asfeasble, but by Project PDR at the latest.

Note Desires/goals may be considered if acceptance provides high payoff at low
cost/risk or significantly reduces/avoids future cost/risk.

The design process shdl consder exigting capability and the cost effective use of inherited (flight and
ground) designs, H/W, SW, SE, etc., asamagor cost/risk reduction.

Desgns shdl use commercid off the shdf (COTS) functiondity where it isfeasble and reduces cost/risk;
especidly consder COTSfor Prototype, EM and Support Equipment (SE).

Particular attention shal be given to Red Flag PFRYsignificant PFRs and 1SAs relating to the existing

capability.

Rationale: | dentifies incompatibilities between previous usage and current mission
requirements.

The design process shdl consider the use of new concepts/advanced technology when it is needed to
meet the priorities, provides or preserves prudent margins, or isidentified as arequirement to enable
future missons.

New technol ogies/concepts shall be identified in the project implementation plan with the associated
risks, including actions being taken to maximize prospects for success, addressed. Use of technologies
whose assessed maturity are lessthan TRL level 6 shdl bejudtified inthe PIP.

Project shdl conduct as a part of the trangtion to phase B a capabilities vs. requirements review.
Compatibility of inherited cagpabilities, and adequate qudification of new technology shdl be
demonstrated with respect to the system functiond, performance, and environmenta requirements a the
review. Thisreview can stland aone or augment/support the PMSR.

Design inheritance reviews shdl be held as early as practica in phase B to assess the system

compatibility of inherited functiondity with the defined levd 3 and 4 requirements. At aminimum

address:

meass, power, performance, interfaces, requirements changes, design analyses, environment quaification
(hardware and software), test history, support equipment compatibility, problem logs/PFRs and waivers
from previous usage, parts rdiability, materid/process changes, parts/component availability and
margins.

Operating characteristics and requirements drivers from inherited/ existing flight systems elements on the

flight operations system design and vice-versa shdl be identified in the preiminary design activity and

reviewed a the flight sysem PDR.

Rationale: To identify requirements feasibility and drivers, and to assess inter system, and
flight systenv subsystem design compatibility with them, such that existing capability costing
assumptions can be validated, and costly later changes will be avoided.
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1.8 Standards

1. Industry and JPL Standards (H/W and SW) shdl be consdered in dl aress of the design to reduce
cost/risk, eg., Consultative Committee on Space Data Standards (CCSDS). Where deviation from
dandardsis necessary, and risk is conscioudy accepted, these risks shdl be included in the Significant
Risk Lig.

1.9 Risk -Based Design Trade-Offsand Margin

1. Tradeoffsbased on baancing risk shdl be used in desgr/ development/ mission operations decision
meaking and be cons stent with the project’ s principle for priorities, particularly sefety.

Rationale: A balanced risk approach improves the prospects for success within
technical/programmatic resources. Trade-off studies can be used to identify effective use of
programmatic and technical resources in varying combinations, enabling proactive risk
management to balance/reduce overall project risk.

2. Hardware/ Software trades shdl be performed early in the project using risk as ametric.

3. Desgn and programmiatic resource margin requirements (e.g. mass, power, budget, schedule) shdl be
edtablished early inthe project. The usage of these marginsto effectively solve problems and mitigate
risk shdl be apart of the margin management planning.

4. Theactud usage of the margins shal be assessed and reported againgt the plan regularly throughout the
life-cycle. Corrective action shdl adways be considered when actua usage deviates sgnificantly from
plan.

5. Tomaintain thisbaance, Project shal congder accepting, when prudent, the least unsatisfactory
trade-off solution for problem resolution.
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1.10 Single Failure Tolerance/ Redundancy

1.

No credible sngle failure of any dectrical, mechanicd or eectromechanical eement shdl result in loss of

the entire misson.

Note: Redundancy may be used to provide protection against potential single point
failures. Redundancy may be implemented as block or functional redundancy.

Where block redundancy is used, cross-strapping circuitry shal be subjected to Failure Mode Effects

Andysisto demondrate intended rdiability improvements.

Note: Cross strapping adds significant cost, possible “ sneak path” failure modes, and
increases system complexity, requiring more extensive fault analysis, system and subsystem
testing, and more test time to acquire operating hours and characterize the cross-strapped
configurations.

A potentia sngle point failure exemption list shal be developed, (e.g., primary structure).

During devdopment alist of potentid credible single point failures shal be developed, maintained and
reported at PMSR, PDR, CDR, ATLO START and Launch.

The ligt of acocepted potentia single point failures shal be communicated to the flight operations team.
Particular attention shdl be given to those items where the risk mitigation plan requires flight operationd
actions.

All identified potentid single point failures shal be addressed a the Pre-Ship Review and the Misson
Readiness Review.

Use of sngle-string design may be considered if risk can be demonstrated to be acceptable.

Note: Engineering subsystems are generally made redundant for long missions. Missions
may consider single string designs based on historical failure data, statistical trade studies,
design robustness and consequences of mission failure. Science Instruments can generally be
single string. Projects that adopt a single-string operational approach for critical events should
do so with special attention to the use of functional redundancy and control algorithm
robustness (e.g. EDL.)

1.11 Nuclear M aterials

1.

The design shdl avoid the use of nuclear materids, (eg., RHUs, RTGs) unlessthey are essentid to
mission viahility or overwhemingly cost-effective.


http://www.abbottaerospace.com/technical-library

1.12 Design Fallback Options

1.

Desgn descope or falback options shdl be identified early in design conceptudization.
Rationale: High risks (e.g. using new technology) may be carried longer in the
implementation if descope options are available.

Note: The impacts on the design performance and effort resulting from exercising these
options must be understood and acknowl edged.

Trigger-events/dates shall be identified in advance and adhered to.
Rationale: Thisfacilitates decisions as late as possible while still retaining the benefit of
descoping.

1.13 Safety and Mission Assurance

1.

The project shdl plan early in the formulation phase for adequate safety and mission assurance activity,
and shdl identify the respongbilities of the participating organizations in tailored Safety and Misson
Asaurance plans. These plans shdl define the project’ simplementation of the following JPL processes.
- Misson Assurance and Independent Assessment

System Safety

Reviews

Risk Management

Rdiahility Engineering

Qudity Assurance

Electronic Parts Engineering
Assurance engineering shdl be integrated and concurrent with the design activity throughout the project
lifecyde.
Project qudity assurance provisons shdl be flowed down to dl project acquisitions.
Rationale:

Proposals should reflect S& MA approach to customer, and assurance engineering can be
involved in the earliest design decisions.

Avoids redesign resulting from after-the-fact MA review, and resolves product quality issues
asthey arise.

Communicates the mission assurance program with the project, and provides acknowledged
infusion of S& MA into devel opment processes.

10
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1.14 Design Margins

1.

Desgn margin requirements shal be established cons stent with design maturity, misson environments,
and consder potentiad changes due to environment and mission/system design uncertainties, and “don’t
know-don't knows’.

Desgn margins shdl be robust enough to accommodate design uncertainties and enable design changes

with minimal sysem-wide “ripple effects’.

Rationale: Robust margins enable design and programmatic trades to be made effectively
and rapidly without lengthy studies, thereby preserving programmatic resources (budget and
schedule).

Desgn margins shdl be managed and traded at the highest possible leve in the misson or system (eg.

performance vs. available power, dlocations of timing uncertainties.)

Rationale: If margins are locally traded, artificial constraints can be created which
unnecessarily reduce the system capability to achieve the prime mission/science objectives OR
cause non-productive work.

Robust margins in system resources shdl be available for flight operations.

Rationale: Sufficient margins in system resour ces such as power, thermal range, telecom,
memory, timing, bandwidth, pointing, and delta-V improves operability by enabling operatorsto
effectively accommodate differencesin flight conditions from predicted, and by maximizing
response capability to anomalies while preserving mission return.

1.15 System Perfor mance Allocations

1.

The project shdl identify, and alocate nomind values and uncertainties to the distributed contributors to
system performance (e.g. pointing error contributors) as early as possible. Driving system performance
contributors shal be identified and included in the project risk assessment.

Estimates of nominad and uncertainty vaues shdl be updated as often as needed, and specificaly
reviewed at mgjor design reviews (eg. PDR, CDR).

1.16 Combining System Performance Contributors

1.

2.

The gpproach (e.g. linear sum, RSS, confidence leve, etc.) for combining system performance
contributors nomina values plus uncertainties shal be defined for each performance measure.

The combining gpproach shall take into account the dependence/ coupling of the contributors, the nature
of the uncertainties (systematic or random) and the uncertainty distributions (Gaussian, uniform, etc.).

Specific unallocated margin, relative to the performance requirement, shal be identified and maintained
in this combining process.
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1.17 JPL LessonsL earned/NASA Alerts

1.

1.18.

The design shdl be reviewed early in the formulation process, and at appropriate pointsin the life-cycle,
by the engineering team against the JPL/ NASA Lessons Learned data base, NASA/JPL Alerts, eic.
Items of potentid gpplicability to the project shdl be identified and dispositioned.

Rationale: Important “ lessons’ can be drawn from past events, which have applicability
beyond the original event, which can preclude recurrence of faults/failures, and enable early and
cost-effective changes. Some examples of past troublesome areas are:

propulson system contamination

cabling (e.g. wire treetment, open pins, insulation
power converter design

micro-meteoroid modeling and protection
deployments (e.g. booms, covers)

Project Risk Assessments

The project shall perform, with appropriate independent assessment support, atotal misson risk
assessment, at inception of project, and in reviews as defined. These assessments shal be documented
in the appropriate project planning documents.

Rationale: To ensure JPL and customers are informed of risk to programvproject success,

and to provide independent assessment back to project to enable possible mitigation approaches
outside the project’ s sphere of influence.

These assessments shd| specifically identify and address risks to project and program objectives.
Risk assessments shdl specifically include margin assessment as one of the risk metrics.

1.19 Closed-L oop Failure Reporting and Flight Team Awar eness

1.

The JPL eectronic problem log/PFR System shal be used. If an appropriate contractor’s system is

used, sgnificant and red-flag PFRs (at a minimum) shdl be recorded in the JPL. PFR system as well.

Rationale: Uniformity of describing and reporting problems, and consistent reference
capability enables cross-project understanding of risks and implications of the issues.

The project shal establish and use a concurrent engineering process involving the gppropriate project
team members (e.g. designers, systems engineers, assurance, test and operations engineers) to close
problemsin atimely and confident manner. The Project Manager shdl disposition the acceptance of Red
Flag PFRs and address them at the Pre-Ship and Mission Readiness Reviews.

Red Flag PFRs and significant PFRs shall be compiled and forwarded routingly to the flight operations

team, preferably at or before the beginning of Flight-Ground System end-to-end testing.

Rationale: To make the flight team awar e of those pre-launch problems that may pose a
significant threat to flight operations activities.
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1.20 Peer Reviews

1.

Projects shdl use independent peer oversight/ review prior to desgn reviews (PDR, CDR, etc.). Peer

reviews shdl include intra-system reviews (e.g. Entry, Descent and Landing, Fault Protection.) These

reviews shal be implemented using the procedure “ Planning and Implementing Peer Reviews’, in DMIE.

Rationale: Reviews provide early detection and correction of deficiencies, and provide
periodic assessments of progress against plan. Use of experts from outside the project team
improves the activity. Peer reviews allow discipline-specific penetration into the details of
design and implementation issues. Reporting the findings to a subsequent project review
provides the review board with essential detailed insight otherwise not available in the formal
review presentation format.

PDR or CDR shdl address the findings and actions from the peer reviews.

Rationale: Peer reviews properly focus on the adequacy and characteristics of the detailed
design of elements of the system. In order to maintain compliance with mission and operations
customer expectations, timely independent review of results of the peer reviews against systems
requirements, concept of operations and mission design is necessary and effective.

Peer Reviews shall be recommended/ considered by line management or project as needed to ded with
specia topics or issues asthey arise.

1.21 Testability

1.

2.

The design shdl be implemented so that hardware testing, including in-Situ troubleshooting activities, can
be effectively performed at the subassembly (board), assembly, subsystem and system leve.

The design shdl enable software testing at unit, module, subsystem test bed and system test bed levelsto
incrementally verify functiondity/operability.

The software design shdl include sdf-test and built- in test routines to test operation and permit timely
fault diagnogtics.

The software sdf-test and built-in test routines shdl be removable for flight. If not removable, the test
routines shal not cause flight hardware damage or interfere with proper operation of the flight software if
inadvertently executed in flight.

The design shdl endble “early and often” testing throughout development.
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1.22 Accessibility

1. Thedesgn shdl provide sufficient accessibility to permit hardware rework/ verification in ardiable,
efficient manner without adding unwarranted hardware risk.

2. Thedesgn shdl avoid the use of “blind” mating of dectrical connectors.

3. Sharp corners or edges shdl be avoided in the flight system design.
Rationale: Precludesinjury to personnel, or damage to hardware caused by snagging of
garments.

1.23 Test Beds

1. Thenumber and type of test beds, including S'W-only test beds, and support equipment (hardware and
software) shall be identified and provided for early in the development plan.

Rationale: Multiple test beds enable concurrent testing to be done at various stages during
the development cycle. Multiple test beds enable a “ build a little, test a little” design approach
for early software or hardware/ software problem identification and resolution. S'W only test
beds enable early software and/or flight sequence problem identification and resolution prior to
committing to the more expensive and often time-critical use of the hardware system test beds.

2. Test bedfiddity shdl be maintained. Differences (H/W and S'W) from flight shal be documented and
maintained. Simulation models shdl be vaidated by test, usng sufficient parametric variation in the
smuldions to ensure the existence of adequate margins, when system-leve flight system verification is
performed on atest bed.

Note: During component selection, system engineers should consider the modeling
feasibility and effort as an extremely important selection criteria.

1.24 Test and I n-flight Protection of Flight Hardware

1. Hight hardware interfaces with ground handling and test equipment shal be designed with protective
overvoltage/ overcurrent or overpressure, etc. devices.
Rationale: Precludes test operator/test equipment or environmentally-induced (e.g. lightning)
damage or degradation to flight hardware.

2. Thesysem/hardware and software developers shdl provide to the flight operations team a set of
operating flight rules, including heelth maintenance rules and rules for life -limiting dements that ensure the
hedth/sdfety of the flight system.

3. Sygem developers shdl be involved in conducting flight operations, particularly in the early operations
activities following launch.

14
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1.25. Systems Validation

1.

2.

The Project shdl establish aplan for providing demondration that the integrated project sysems will
accomplish the intended mission and effectively satisfy the cusomer’s god's and objectives.

The Project shdl perform aMisson Design Veification Test (MDVT) to vdidate the end-to-end
Spacecraft - Deep Space Network - Ground Data System capability of the misson systemsto
accomplish mission objectives.
Note: System Validation includes:
edablishing that the requirements identified through misson synthesis to the implementing systems,
traced down to the lowest levels of implementation, meet customer needs.
demondrating, through the Systems Design Verification activity, the confidence that the requirements
are met, and the inter-operability of the hardware and the software.
demondrating through end-to-end integrated systems anadysis, demondtration, acceptable
inter-operability and robustness of the systems,
demondrating through operationa readiness testing, that the people and procedures function
effectivaly in flight-like operations environments, including dl voice, command, tdemetry and decison
paths, and in aredigic misson timdine.

1.26 Design Verification

1.

2.

The Project shdl establish a systematic, comprehensive system design verification plan showing how dl
system requirements compliance will be demongtrated.

“Test asyou fly and fly asyou tes” (e.g. using flight sequences, flight-like operating conditions, and the
same oftware functiondity) shdl be the system verification philosophy. Where testing is not possible,
verification shal be demongtrated by independent anadyses.

The design verification plan shdl a least provide for nomind and off-nomind end-to-end system
verifications, environmentd verifications, fault protection, flight sequence and cross-system
verificaions.

Appropriate sysem-leve sress testing (beyond norma design verification level) shdl be performed to
determine capability boundaries and demongtrate robustness of the end-to-end systems design, in order
to assure hedth/ safety and provide confidence in successful completion of mission criticd activities.
Stresstesting shdl consider testing, for example, single faults that cause multiple-fault symptoms,
occurrence of subsequent faultsin an dready faulted Sate, etc.

The design verification plan shal aso provide for early system functiond and performance verifications.
In particular, system level verifications shdl include testing of appropriate flight sequences under both
nomind and smulated faulted conditions, verifications of interfaces with the Launch Vehicle, the Deep
Space Network, the Ground Data System, and other project-unique interfaces. The plan shdl require
asysem leve dectricd “plugs-out” test usng the minimum number of test equipment connections.

In addition to usud redl-time data andysis, comprehensive non red-time analyss of test data shal be
planned to identify problems and enable early resolution with minima cost/schedule impact.

Hardware and software verification shal be planned during the formulation phase.
Tedting shdl be the primary method for design verification. If test verification isnot practica or
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aopropriate, other methods such as modeling/smulation using test-verified model Ssmulaions, anayss
and ingpection methods shall be specified and used. Results of verification by smulations and/or
andyses shdl be independently reviewed.

9. Vaification by visud inspection of mechanicad clearances and margins (e.g. potentid reduced
clearances after blanket expangon in vacuum) shall be performed on the find as-built hardware.
Rationale: To verify the adequacy of thermal blanket clearances, etc. before and after

environmental test, handling, etc.

10. Vaeification of adl deployable or movable appendages and mechanisms shdl include full-range
aticulation.

1.27 Use of Engineering or Prototype Hardware

1. Engineering or prototype models shal be asidentical as practica to the flight unitsin the functionality
being tested. When used to vaidate/quaify adesign, the modd shall be tested to at |east the same levels
and in the same manner astheflight unit.

2. If engineering or prototype models are intended to be possible future flight spares, the plan for this usage
shdl be established early in the design concept devel opment.

3. Toenableuseof engineering or prototype models as flight spares, appropriate actions shdl be taken to
ensure hardware ssfety, rdiability, and functiondity.

1.28 Use of Protoflight Hardware

1. Protoflight hardware (hardware intended to be flown for which there is no direct qudlification heritage)
shdl be vaidated/ qudified to the following conditions:
- Themd - Qudification levds and durations
Dynamic - Qudification levels, but Hight Acceptance durations
EMC/ Magnetics - Qudlification levels

1.29 Critical Hardwar e Power On/Off Cycling

1. InHlight routine power cycling of critica hardware for power margin management purposes shdl be
avoided, unless cycling is essential to mission viability and the risk is demonstrated to be
acceptable.

16
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1.30 Critical Sequence Telemetry/Monitoring

1.

The design shdl provide the capability for smultaneous red-time transmission and on-board storage of
mission critica sequence (e.g., launch, fly-by science, orbit insertion, entry/descent and landing, €tc.)
data. Stored critica data shall be protected from lossin the event of selected anomdlies, (e.g., trandent
power outage) and shall be tranamitted to Earth as soon as practicd.

Mission critical event (e.g., Launch Vehicle separation, deployments, etc.) and deployables verification
shdl be available viared-time telemetry.

1.31 Earth Orbital Debris

1.

2.

Orbital debris safety consderations shall be addressed during the project formulation phase and during
the implementation phase.

Orbita debrisfrom launch vehicles, spacecraft, instruments or components thereof (e.g., launch vehicle
2nd or 3rd stage, instrument covers) shall be limited, as much as practicd, by employing prudent design
and flight operations techniques, as gppropriate.

- The design and flight operations shal employ debris-limiting options (e.g., propellant depletion burns,
cover release inhibits) congdering norma and off-norma operations, and certain anomalous events (e.g.,
explosions, breakups, or collison with other debris).

Identification of orbital debris sources, potentid hazards and a debris-limiting assessment shdl be
presented at the PMSR. Functiona design implementation shal be reviewed at the Project PDR and
findized a the CDR.

Rationale: Limit the proliferation of debris that may be a safety threat to personnel or
space vehicles (current and future) generated by orbital debris.

Earth orbiting spacecraft shdl be desgned (wherever possible) with capability to be de-orbited rdiably
at the end-of-mission.

1.32 Telecommunication Telemetry/Command Capability

1.

Tdemetry and command capability shal be available throughout the mission in norma cruise pointing
atitude, and during specia cruise phase misson/system activities (e.g., long duration Deep Space
Trajectory Correction Maneuvers, propulsion misson-critical pyro device actuations).

Rationale: To provide “ real-time” monitoring of activities and enable ground contingency
commanding, if necessary.

17
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1.33 “Keep-it-smple’ Design Philosophy

1.

Designs shdl employ a*“keep-it-smple’ philosophy (i.e., straight-forward designs) to reduce risk/cogt, to
enable easy implementation, design verification and flight operationd usage (e.g., where gppropriate,
passive antenna coupling vs active switching).

Use of “complex” design implementations shall be avoided. Added complexity shdl be judtified to be

essentia to meet misson requirements/congraints.
Rationale: To maximize the prospects for safe, reliable operation.

1.34 Har dwar e/ Softwar e System Design and Verification

1.

2.

Standards shdl be utilized in defining HW/SW and SW/SW interfaces between the flight systems and the
ground, between flight systems and within aflight system; e.g., CCSDS for telemetry and command.

System/mission requirements shdl be tracegble to the project-level requirements, and detailed

requirements on hardware and software elements, and interfaces between them, shall be traceable to the

systemymisson requirements.

Rationale: To ensure completeness & correctness of critical requirements, in order to use
requirements to accomplish software and system validation.

Mission scenarios shall be generated early and used to enable effective hardware/ software functionality
dlocation. They shdl be maintained current and used to guide the design, integration and test activities at
dl leves

The number and type of interfaces employed in the design of the flight software shal be minimized.

Test/diagnostic code shdl be designed and incorporated into the software early so that problem
resolution can be done rapidly and easly a dement and flight system level, and adapted by the flight
operations team.

Fault case issues shdl be addressed and solutions incorporated into the design as early as practica
during the design cycle. Fault protection software shall be specified in the systems engineering process
to handle dl credible flight systlem single -fault scenarios.

Prior to computer design/procurement, analyss shdl be employed to estimate the amount of throughput
and memory required to meet the project needs. Procured or designed processing components shall
exceed estimated requirements by at least afactor of 4.


http://www.abbottaerospace.com/technical-library

1.35 MandatoriesList

1. Nolaer than 9 months before launch, the Project shall develop and maintain a prioritized list specifying
the mandatory ATLO tests and mission operations tests products that must be completed to commit to
the launch. Changesto theligt, or test/ product shortfalls, shall be reviewed/ approved by the Project
Manager.

Rationale: Permits Project to focus on the essential work and make the most effective use of
personnel, schedule, and budget resources.

1.36 Projects Budget and Schedule Reserve

(A) Budget Reserve

1. Budget resarves shal be planned and managed.
2. Budget reserves shal be assessed and reported periodically and at mgjor Project milestones.

3. When assessment of reserves results in less than the specified level, an action plan shdl be developed
for approval by the Director For.

Definitions:
Budget Resarve= {Unencumbered Budget Reserve/Estimated Cost-to-Go} x 100%
Tota Budget =  Estimated Cost-to-Go + Unencumbered Budget Reserve

Step-1 Step-2
Proposal  Proposal

&lor &lor Shipto
Hight A-to-B A-to-B  Project PDR &/or Launch
Missons Trandtion Trandtion B-to-C/D Trandgtion  Project CDR Stat of ATLO Site
Hight Proposal  Proposa Start of
Experiment Response toResponse to Instrument/Payload  Instrument/Payload  Instrument/Payload Dedliver to
Projects AO AO PDR CDR 1&T ATLO
Budget
Reserves
(%) 30% 30% 25% 20% 20% 10%
Example:

Unencumbered development (phase C/D) budget reserve = 25% of the estimated devel opment (phase
C/D) Cost-to-go at the Project PDR, or equivalently, the phase B-to-C/D transition.

Notes:
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Mission operations (phase E) budget reserve = 15% at the start of phase E.

Budget reserve for operations during extended missions = 5% (assumes carry forward of any unused
budget reserveis allowed).

Cost-to-Go includes the funded schedule margin, but excludes the launch vehicle costs.

Developments, if any, deferred to phase E, require appropriate budget reserve separate from that
identified herein for mission operations.

Budget reserves for phase E in early project life cycle cost estimates may be more than those specified
herein, in order to account for the uncertainty in operations complexity.

Budget reserves less than those specified may be appropriate in certain cases. For example,
devel opments with a high degree of directly relevant inheritance, or where there has been a large
investment during formulation to retire implementation risk.

Budget reserves more than those specified may be appropriate in certain cases. For example, where
development of low TRL enabling technology is necessary, or where de-scope options represent
significant mission degradation, or where the other margins (schedule, technical) used to managerisk are
at the lower limits of their acceptable ranges.

The distribution of the budget reserve isimportant in the management of risk. It isessential that
adequate budget reserve be available in all fiscal yearsto allow a management response to the threats to
a successful outcome.

The result of Project-specific tailoring, if any, of the budget reserve principle is documented in the
approved Project Plan.

(B) Schedule Margin

1. Schedule margins shdl be planned and managed.
2.  Schedule margin shall be assessed and reported periodically and at mgor Project milestones.

3. When assessment of margin resultsin less than the specified leve an action plan shdl be developed for
approval by the Director For.

4. Schedule margin shdl beidentified in the Project Plan.

Definitions:
ScheduleMargin= No planned activities, but funded schedule
Totd Schedule=  Planned activities + Schedule Margin
Schedule Margin Rate= Schedule Margin/(Planned Activity +Schedule Margin)

From gart of implementation  From start of ATLO toshipto  From ddlivery to the launch

Hight Missons to delivery to ATLO launch gte dteto launch
From gtart of implementation
Hight Experiment to ddivery to From gtart of instrument/payload
Projects ingrument/payload 1& T I&T to ddivery to ATLO N/A
Schedule Margin 1 week/month (2.8 months/
Rate 1 month/year 2 months/year year)
Notes:

Schedule margins less than those specified may be appropriate in certain cases. For example, developments
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with a high degree of directly relevant inheritance, or where the impact of missing the ddlivery milesoneis
tolerable. The specified schedule margins assume impacts resulting from flight misson launch dday and flight
experiment Project late insgrument/payload delivery are Sgnificant.

Schedule margins greater than those specified may be appropriate in certain cases. For example, where the
development of low TRL enabling technology isin series with ddivery, or where cryogenic system testing is
required before ddivery.

Management of schedule use becomes increasingly difficult in progressing through the development lifecycle as
degrees of freedom decrease, condtraints increase, and time to solve problems becomes short. The specified
schedule margins recognize this experience by requiring ample margins for later activities where the schedule for
resolution of problemsis under less direct control of the Project management.

The result of Project-specific tailoring, if any, of the schedule margin principle is documented in the gpproved
Project Plan.

Section 2 - Detailed Principles

2.1 System Massand Power Margins

Because of the ambitious nature (technical and programmatic) of JPL missons, aggressive, balanced risk
management is necessary to enable success. Therefore, it is prudent to have ample mass and power resources to
account for and accommodate uncertainties and expected growth. Furthermore, ample mass and power
resourcesin conjunction with ample funding resources provide flexibility to resolve developmentd and operationd
issues, and enable timely, balanced risk management decisions without having to perform time -consuming trade
studies to micro-manage every kg. and watt. For example, projects can use funding to mitigate mass and/or
power growth, or use both funding and mass to mitigate power growth, or use mass and power to preserve
budget and schedule.

The detailed design principles for mass (2.1A) and power (2.1B) margins are based on areview of actua growth
histories (from about phase B start to ATLO dart) for severd flight projects. These data suggest that total mass
and power growth, from knowns and unknowns (items that became known only as the design was being
implemented) ranged from 20% to 48%, with mogt in the range of 25% to 40%. Factors affecting growth
included misson/system design changes, design complexity, amount of inheritance, amount of new technology/
concepts, qudity/fiddity of early estimates, and funding available.

A mass metrics versus design life-cycdle maturity chart (Figure 1) is provided to graphicaly illustrate margin,
current best estimate (CBE), dlocations and growth. A similar chart can be generated for power, €tc.
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(A) MassMargins

Definitions:
Margin= Allocation - Current Best Etimate (CBE);
% Margin = magn_X 100
alocation

The above % margin definition shdl be used by dl projectsin both the formulation and
implementation phase.

Allocation is defined as the cgpability from the launch vehicle,

CBE isdefined as. best edtimate taking into account everything known.

To improve the prospects for meeting the actud alocation, a reduced alocation may be used in the
above management algorithm, which subtracts areserve of afew percent (e.g., <5%) of the dlocation
as amargin management reserve.

1. Postive Margins shdl be maintained throughout the development cycle.
2. Thefollowing dgorithm, based on mass growth history, shal be used to estimate mass growth:

New designs shdl use 30% or more growth from the PM SR depending on the nature, maturity,
amount of new technology/ concepts, and complexity of the design.

Inherited designs shdl use 15% or more growth from the PM SR depending on the outcome of
inheritance reviews.

Inherited hardware shdl use 10% or more growth from the PM SR depending on the outcome of
inheritance reviews.

Inherited hardware shdl use 2% growth from the PMSR if hardware is totally known to be without
change, and is “build-to-print”. Any change to these conditions should be evauated and alarger growth

percentage applied.
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3. Expeienceindicates there will likely be sgnificant growth to ded with knowns and unknowns.
Adequate margin shdl be provided to accommodate growth. Hence, Spacecraft system level mass
margin shall be at least 30% at the PM SR, 20% at Project PDR, 10% at CDR, 5% at ATLO Readiness
(ARR) and 2% at launch or as set by the project manager.

4. Required margin curves shal be generated for mass to assess satus throughout the design life cycle, eg.,
PMSR, Project PDR, CDR, ATLO gart, Launch. Margins can decrease as design maturity increases
(Iess uncertainty).

5. Theentire spacecraft mass shall account for on-board propellants. The propellant load shall be szed to
provide the required delta velocity for the total mass alocation.

6. Mass CBEs and mass growth shdl be reported and compared with the required margin curves to assess
margin atus periodicaly (at least quarterly) and at implementation design reviews. Mass growth
estimates shal be combined in alinear, RSS d or combination thereof, depending on dependence/
coupling. Monthly mass reporting shall be considered, where appropriate.

7. Significant deviations from the mass margin requirements shal be accompanied with rationde and
recovery options/impacts.

(B) Power Margins

Definitions:
Margin= Allocation - Current Best Etimate (CBE);
% Margin = margin_ X 100
alocation

The above % margin definition shdl be used by dl projectsin both the formulation and
implementation phase.

Allocation is defined as the cgpability from the power source. Where the capability degrades with
mission duration, the alocations should be based on specified (end-of-mission) performance

CBE isdefined as. best estimate taking into account everything known.

To improve the prospects for meeting the actua alocation, areduced alocation may be used in the
above management algorithm, which subtracts areserve of afew percent (e.g., <5%) of the dlocation
asamargin management reserve.

1. Postive Margins shdl be maintained throughout the development cycle.

2. Thefadlowing adgorithm (based on history) shdl be used to estimate design growth:

New designs shdl use 30% or more growth from the PMSR depending on the nature, amount of
new technology/ concepts, maturity and complexity of the design.

Inherited designs shdl use 15% or more growth from the PM SR depending on the outcome of
inheritance reviews.

Inherited hardware shdl use 10% or more growth from the PMSR depending on the outcome of
inheritance reviews

Inherited“ use-as-is’ hardware shdl use 2% growth fromthe PMSR. Any change to these

conditions should be evauated and alarger growth percentage applied

3. Experienceindicates there will likely be sgnificant growth to ded with knowns and unknowns.
Adequate margin shall be provided to accommodate growth. Hence, Spacecraft system level power
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margin for cruise, misson critical, and safing modes shdl be at least 30% at PM SR, 20% at Project
PDR, 15% at CDR, and 10% at ATLO Start (ASR).

Required margin curves shall be generated for power to assess status throughout the design life cycle,
eg., PMSR, Project PDR, CDR. Margins can decrease as design maturity increases (less uncertainty).

Power CBEs and power growth shal be reported and compared with the required margin curvesto
asess margin gatus periodicdly (at least quarterly) and at implementation design reviews. Power
growth estimates shdl be combined in alinear or RSS d or combination thereof, depending on
dependencel coupling. Monthly power reporting shal be considered, where gppropriate.

Sgnificant deviations from the power margin requirements shal be accompanied with rationde and
recovery optionsimpacts.

At launch, there shall be at least 10% predicted power margin for mission-critical, cruise, and safing
operating modes, to accommodate in-flight operationd uncertainties (e.g., unexpected increasesin
electrica load consumption or different than pre-launch planned usage profile and/or Iess than pre-launch
expected power source output), improve the prospects for successful completion of mission critical
activities, and reduce the likdihood of an under-voltage fault condition.

2.2 Flight Software Margins

1.

Prior to computer desigr/procurement, anaysis shal be employed to establish margins for critica
performance resource parameters such as CPU speed, control cycle rates, interrupt rates and durations,
communications bandwidth, random access memory (RAM) and erasable programmable read-only
memory (PROM and EPROM). Anaysis results are documented as the Current Best Etimate (CBE). A
development shall observe the following experience-based guiddines for margin a critica development
milestones:

At computer selection, total capability tobe:  400% of CBE

At implementation start (start of Phase C/D):  60% margin
At launch: 20 % margin*

where
Magin= Totd Cgpability — CBE
%Margin= 100x(Total Capability-CBE)/(Tota Capability)
* To accommodate post-launch fixes, new capabilities, and to maintain adequate in-flight operating margins
The flight software shal be designed to support measurement of computing resources, such as throughput
and memory.

All margin and performance estimates are conddered speculative until measured. Externd instrumentation
is recommended.

CBE'sfor identified margins shal be tracked continuoudy and reviewed at least quarterly as well as at
PDR, CDR, ATLO gart, and Launch. Margins shdl be re-examined in conjunction with proposed
ggnificant desgn changes.

Sgnificant deviations from the margin requirements shal be accompanied with rationde and
recovery/options impacts.

Hight software shal accommodate both nomina hardware inputs (within specifications) and transent
off-nomina inputs from which recovery may be required.
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2.3 Power-On Reset (POR) State/Toggle Commands

1. At prime power turn-on or recovery from a power under-voltage condition, each subsystem shall
autonomoudy configure to aunique, unambiguous, safe, system compatible Sate.

2. A POR occurrence shdl be unambiguoudy identifigble via tdlemetry.
3. Toreduce uncertainty of knowledge of spacecraft Sate, toggle commands shal be avoided.

2.4 Fault Protection/ Flight Team Commandability

1. Thefault protection sysem design shdl be in-flight-commandable to permit changing the State of
enable/disable parameter and other pertinent parameters, e.g., threshold and persistence values. The
datus of these parameters shdl be tdlemetered and made available for timdly flight team use.

2.5 System Fault Recovery State Response

1. During non mission-critica cruise periods following afault condition, the flight protection response shal,
a aminimum, autonomoudy configure the spacecraft to a safe, quiescent, ground commandable Sete,
tranamitting, a least an RF carrier downlink signdl.

2. During criticd mission activities (eg., launch, orbit insertion), the flight fault protection response shdl
autonomoudy re-establish the needed spacecraft functiondity to permit safe, reliable and timely
completion of the misson criticd activity.

2.6 Slosh Dynamics M ass Properties

1. Thesysemseéffects of propellant dosh dynamics and other sources of variability in spacecraft mass
properties shall be accounted for, when applicable. In particular, the effects on sability, pointing
accuracy, and fault protection, shall be addressed. Methods of positive mass property control (e.g.
propulsion latch valves, trim orifices) shdl be incorporated into the design to preclude unacceptable fluid
migration or mass property change.

2.7 Information System Design and Margin - Data System and
Telecommunications
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1.

The information system and telecommunication system design shdl meet a default end-to-end downlink

data qudity average threshold bit-error rate (BER) < 10'6 and an uplink threshold command BER < 10

*5 Unless otherwise specified by the project.

Data System

1.

To meset limited Deep Space Network tracking pass demands, the information system design shall
consder sgnificant use of data editing, data compresson and improved data encoding techniques to meet
downlink telemetry data requirements.

The information system design shdl have bulk data storage capability to enable storage of time critica
science data and/or engineering telemetry data during long non-track periods and accommodate for flight
operational uncertainties caused by westher effects or ground tracking station problems.

The information sysem design shdl use the minimum number of normal operations data modes as
needed to meet the science/engineering requirements.  Acceptable sub-optimum return shdl be
conddered, particularly if cost/risk can be significantly reduced.

The information system design shdl use the minimum number of normal operations tdlemetry formats to
meet the misson science/enginesring requirements. Acceptable sub-optimum return shall be consdered,
particularly if cost/risk can be significantly reduced.

Theinformation system design shal have engineering emergency data modes and formats (measurements)
for diagnogtic use. A hierarchical measurement gpproach shal be used so that assessment of spacecraft
hedth/safety can be rapidly attained.

The information system design shdl provide adequate telemetry data to rapidly assess hedth status under
normal and faulted operations. Specid consderation shdl be given to providing increased telemetry
indrumentation for misson-unique or other sendtive functions.

The information system design shdl provide sufficient telemetry data and sampling frequency, including any
specid diagnodtics, to enable the flight team to perform anomay determination,
investigation/recongtruction, particularly for misson critica activities.

Telecommunications Design and Margin

1.

2.

The tedlecommunications system (end-to-end flight and ground telecom eements) shdl be designed to
meet the required information return, radio navigation and radio science requirements.

To reduce spacecraft mass and power demand, the Earth downlink shall be designed using the lowest
practical power-gain product that meets the misson information return and qudity requirements with
gppropriate margin, consstent with the misson/TM OD-approved Deep Space Network capabilities and
tracking coverage.

Tdecommunication equipment antennas and ancillary hardware shdl be the minimum needed to meet the
mission and system telecom requirements with acceptable risk and operating margin.

The spacecraft uplink shall be designed to accommodate an S-band or X-band carrier frequency. The
gpacecraft downlink shal accommodate S-, X- or Ka-Band carrier frequencies.

At implementation tart (end of Phase B), nomind Deep Space link margins shall be at least 3 db. Deep
Space links with extreme geometry conditions, surface-to-orbit links, or surface-to-surface links shall
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consder 10 db or more margin, depending on the nature, complexity and scope of design uncertainties.

During implementation (Phase C/D), margins shall be probabiligticaly defined using appropriate atistical
combinations of link parameter tolerances. Link margins shall be reported at PDR, CDR, ATLO dart
and Launch.

The telemetry system end-to-end design shal permit ground operators, early in the ground tracking pass,
to determine rapidly and unambiguoudy the state of the spacecraft, particularly to determine if the
spacecraft executed a fault protection response.

The design shdl permit smultaneous command/telemetry capability usng the same antenna or smilar
coverage antennas.

2.8 Thermal Design and Margin

Thermd Control Design Margin is the difference between the Hight-alowable (FA) Temperature range
and the range between the worst-case hot and cold predicted temperatures. Worst case is that
combination of redigtic thermd extremes that produces the maximum hot and minimum cold predicted
temperatures.

General

1.

2.

3.

Temperature design shdl be tailored to the specific gpplications of the mission with congderation for both
equipment reliability and temperature/performance interactions.

Passive therma design/approaches shall be used where practicd. Active, complex therma control design
shall be avoided whenever possible.

The system thermd design shdl control the subsystems to within the dlowable flight temperature ranges.

Thermal Design Margin

1.

2.

The design shdl have adequate thermal design margin to ensure no credible thermd threet to hardware
when operating under norma conditions.

Bus electronics (at the mounting or therma control surface for the specified assembly) and spacecraft
mechanisms shdl be qudified (by testing) for -35°C to +75°C OR FA temperature limits extended by
-15°C and +20°C whichever is greater.

For credible abnorma conditions resulting from anomaly-induced power disspation and/or off nomina
sun attitude conditions, the thermd design shdl maintain temperatures within FA limits extended by +/-
5°C (acceptance temperature range).

For non-credible, but plausible, conditions the thermd design shdl maintain temperatures within FA limits
extended by -15°C, and + 20°C (i.e. qud/protoflight levels)

The thermal design shdl keep piece-part silicon junction temperatures less than 110°C (assuming a
mounting surface temperature of 70°C) for the planned circuit design and packaging scheme. Higher
junction temperatures may be considered where risk is shown to be acceptable or permitted by other
technologies (e.g., GaAs).
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6.

7.

Except for detectors, optics, and other instrument-unique hardware, the payload instrument e ectronics
shdl be designed to the spacecraft bus e ectronics requirements.

Optics, detectors and other unique hardware shal be designed for alowable flight temperature limits
extended by -15°C and +20°C and margins may be tailored to specific gpplication based on required
operating temperature ranges of sengtive eements.

Thermd Cyding:

Electronic hardware design shdl be capable of surviving power on-off temperature cycling and/or
solar exposure cycling of three times the number of wordst-case expected mission cycles with worst-case
flight temperature excursons. Prior to having amisson estimate, the equivdent of 10,000 cycleswith a
15°C ddtaT for new/inherited design hardware shal be used.

M echanical hardware design therma cycling profile shal be tailored for the specific application.

Hight hardware therma cycling shal be minimized to preclude the risk of damage.

Rationale:  Thermal cycling has been implicated as a major contributor to faults/problems.

2.9 Propulsion Design and Margin

1.

10.

Propellant tank volume shdl be szed to accommodate the nominad misson based on the required
determinitic and statistical delta velocity needs (based on the total mass dlocation), and appropriate
ullage.

Statistica ddlta velocity estimates shall be based on 99% probability.

Propellant load estimates shdl be based on specification minimum vaue Isp for engine/thruster and
alocated spacecraft system mass.

Tanks shdl meet the appropriate pressure vessal design and safety margin requirements under
worst-case conditions.

Safe, reliable operation of propulsion subsystem components (e.g., valves, thrusters) shdl be
demondtrated by tests over arange of conditions that envelop flight operations expectations, with
gppropriate margins, (e.g., feed pressures, flow rates, mixture ratios, high voltages).

A component cycling usage margin of 50 percent or more beyond the worst case misson use shdl be
demonstrated based on the hardware heritage, prior misson use or qudification testing. Margin shdl be
reported at PDR, CDR, and ATLO sart.

Hardware shdl be thermally controlled to remain safely (>10 °C) above propellant freezing temperature
whenever the hardwareis in contact with propellant or propellant vapor.

Hardware that will come in contact with propellant vapor shal be thermaly controlled over the entire
mission to remain safely (>10 °C) above the temperature at which prope lant condensation will occur.

Bi-propellant propulson systems shdl incorporate a passive means of ensuring thet liquid fuel and
oxidizer are prevented from mixing in the pressurization system or tanks.

Gasregulators (Sngle or series redundant) shal be used to provide long-term isolation of pressurant
from the propellant tank.
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2.10 Prime Power Distribution/Switching and Margin

1.

Power System Grounding/ Fault Tolerance - The prime power ditribution hot and return lines shdl

be DC-isolated from spacecraft chassis by at least 2 K ohms.

Rationale: Ensure that a single fault short to spacecraft chassis anywhere in the distribution
system between the power source, electronics and the user loads does not pose a catastrophic
failure.

L oad Removal - Prime power on/off switching of dectricd loads shdl be done by “smultaneoudy”

switching both hot and return Sdes.

Rationale: Ensure total load removal (no possible ground return sneak paths) in case of
power-related faults.

Surge Control/ Load Removal - Power interfaces shal be implemented with in-rush current surge
uppression protection and with load remova capability to “clear” aload faullt.

Critical/ Non-Critical Load Selection - A critica and non-critica prime power bus shdl be

considered. Hardware power bus assgnment (critical or non-critical) shdl be conagtent with time

critica misson load requirements and maintaining spacecraft safety and ground commandability.

Rationale: It is prudent to provide the maximum power margin practical post-power fault
state for normal cruise operations.

Power Converters

1.

Subsystem off-the-shelf power converters shal be assessed to ensure compatibility with gpplication and

surrounding circuitry.

Rationale: Power Converter designs differ in their detailed signatures (ripple, spikes,
transients, etc). Assessing senditivity of user circuits to these details early can preclude costly
problems later.

Subsystem power converters shall be capable of operating via an externdly supplied synch frequency
sgnd or in afree-running mode, near the synch frequency.
Rationale: To minimize EMI effects.

| nterface Circuit Margins

1.

At implementation phase start (phase C/D), there shdl be 30 percent margin on the spare power switch
and circuit count, including cabling and connector pins to accommodate late identified needs with
minimum cog, schedule impact. Circuit count margin shal be reported at Project PDR, CDR, and
ATLO.
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2.11 Battery Energy Margin

1.

At implementation phase gart (phase C/D), the design shdl have 40% or more energy margin (depending
on new or inherited hardware/designs) assuming an alowable depth-of-discharge of 40% and current
best estimate (CBE) of dectrica load demand, including losses. Energy margin shdl be managed and
reported Smilar to power margin.

For solar array missions, battery capacity requirements shall account for nomina launch/ array
deployment to cruise operationd conditions, as well as appropriate margin for ground and/or space flight
anomdies, and misson-critical modes.

2.12 Short Term Transient Energy Demands

1.

The design shdl consider capacitor bank energy storage to accommodate short-term large peak step
loads, e.g., propulsion vave actuation.

2.13 PYRO Design and Firing Margins

1.

2.

The design shdl have the capability to guarantee firing up to 6 NASA Standard Initiators (NSIs)
smultaneoudy under worst-case conditions (temp, voltage, etc.).

Pyro circuits shal incorporate gppropriate current limiting to control maximum circuit current flow.

The design of firing circuits shdl avoid Smultaneous arming of multiple functions without separate
independent protection.

Rationale: To avoid spurious unplanned pyro events caused by planned firings or other transient
effects.

At implementation phase start (phase C/D) there shdl be 30 percent margin on the spare pyro firing
circuits, including cabling and connector pins. Circuit margin shal be reported at PDR, CDR, and ATLO
Start.

Rationale:  To accommodate late identified needs with minimum cost, schedule impact
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2.14 Electrical Grounding and Interfacing

1.

10.

11.

12.

Grounding and Interfacing shdl be implemented in the eectrical and mechanica design (including
packaging) to minimize EMI. The grounding and interfacing design shll:

Provide for an equipotentia spacecraft, and “Faraday” cage where needed,

Provide low conducted and radiated emissions,

Provide high transent noise immunity on circuitry, and

Provide prevention or minimization of externa and internd eectrodtatic discharge (ESD).

A datic bleed resstive path using a 1 Megohm or greater resstor shall be provided in each assembly

from circuit return to the assembly sructure.

Rationale: to prevent charge buildup during periods when the unit is not mounted to the
spacecr aft.

Structure or shields shall not be used for the primary circuit return path. Wires shal be used.

Each subsystem ground tree (i.e. power converter secondary) shdl have aloca single point DC ground
to gpacecraft chasss viathe shortest practica wire length.

All non-coaxid interfaces shdl use twisted-shielded wire pairs with shields grounded gppropriately,
unless other wire treatments can be used.

Examples of other possible wire treatments are twisted pairs, triplets or no twisting at al depending on
applications and the EMI threst.

High current, high di/dt and dv/dt interface wires shal be gppropriately shielded/grounded. Furthermore,
PY RO and power interfaces shal be physicaly separated from signd interfaces as much as practica,
e.g., different routing and separate connectors.

Inductive loads (e.g. vave cails) shdl be equipped with back-EMF trangent suppression.

Space-exposed or “spacecraft-buried” ungrounded conductors shall be demonstrated to not pose an
ESD disruption or damage thregt. There shdl be no ungrounded (floating) conductor > 15 cm in length.

Functions that pass through externa spacecraft connectors (e.g. Umbilica, direct access) shdl be

protected in the event of inadvertent connection of any conductor to any other conductor and spacecraft

chasss.

Electricd sgnds (eg. data, timing, power, circuit returns) that use flexible cable or that cross mechanicd

interfaces shdl be immune to transent sgnd interruption.

Note: The amount of transient protection depends on the function and sensitivity of the
circuitsinvolved.

Power hot and return and chassis functions shal be adequately separated to preclude possibility of
hot-to-return or hot-to-chassis shorts. Power connector pin assgnments, cable routing, and electronic
circuit layouts shal receive specid engineering review/ oversght, particularly in designs where the prime
power and circuit return and spacecraft chasss are in close proximity.

Electricd interfaces passing through cable cutter separation devices shdl be dead-faced prior to
actuation of the device, eg., Sgnd and power interfaces shall be unpowered.

31
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2.15 Structural Design and Margin

1. Wherecog efective (e.g., not driving mass to the extent that a new launch vehicleis required) the
primary structure shal be designed with high safety factors (>2.0 ultimate).
Rationale:  To preclude the need for structure verification static load testing.

2. Saticload tegting shdl be required for dl primary structures, as apart of quaification, and to

demongrate margin.

3. Desgn ghdl condder usng the most cost effective, lightweight materias to reduce mass as long as they

are compatible with other design requirements, e.g., thermal, electrical and safety requirements.

4. Secondary structure design shal meet the load values from the mass/acce eration curve or test to the flight

environments with gppropriate margin.

5. Theintegrated design of structure, deployed appendages, and the attitude control response, shall
preclude/minimize possible interactions caused by lower order moda frequencies.

2.16 Force/Torque Margin

1. Misson critica deployables design (e.g., solar arrays) shdl demongtrate a margin of at least 100% under
worgt-case conditions, particularly cold, stiff cable bundles and considering vacuum versus air, and
coefficient of friction effects

2. Misson criticd separations design (e.g., launch vehicle, probe release) shall demondtrate a margin of a
least 100% under worst-case conditions.

3. Misson critical mechanisms and actuators design shall demondtrate at least 100% margin for the range of
motion at the end-of-life conditions under worst-case conditions, including restart from any position
within the range of mation.

4, “Heper” springsshdl be used to assure first motion separation of surfaces where fraying/fretting is
possible. “Helper” sorings shdl aso be used to provide for guaranteeing latching of deployed dements.

5. Marginsshal be reported a PDR, CDR, and ATLO.
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2.17 Radiation Design Margin (RDM)

Note: RDM is a design factor to be applied in the design specification of electronic parts

and part application design. Itisnot areserve, or other resource which can be used up during
the design

RDM is defined: electronic part capability :
electronic part expected loca environment

RDM shdl be cdculated based on the Current Best Estimate (CBE) plus reasonable margin to
accommodate uncertainties for space environment, trangport modeling, and part capability.
Notes:

Shielding to an RDM of 2 (traditional goal value) isrequired at the end of the nominal mission
unless the project can demonstrate acceptable risk with lower margin.

Circuit design margins are currently calculated including the combined effects of radiation,
temperature, aging, voltage variations, etc. Voltage and temperature are major contributors.
- Voltage and temper atur e effects may be traded for radiation effects at some risk.
- Ahigher chance of degradation at/near the end of the mission may be accepted, provided that
mission success is not dependent on at/near end-of-mission events.

- Where spot shielding of a component is to be applied, an RDM of 3 isrequired to account for
greater modeling uncertainties.

2.18 Graceful Degradation

1.

The design robustness shdl include consideration of:
Inadvertent operation outside expected flight environments, e.g., temperatures, radiation dose
- Shortfdlsin performance, eg., RF power output, antennagan

Fault propagation due to collocation of components, e.g., thrusters, adjacent redundant electronic
components on the same chip.

Rationale: To reduce possibility of catastrophic mission loss or major mission degradation.

2.19 Configuration Design and Fields-of-View (FOV) Interactions

1.

The configuration design shal provide an appropriate amount of additiona clearance beyond nomind
specified FOVsto preclude /minimize obscuration effects, (e.g. to sensors, antennas and thrusters),
caused by structural eements, blankets, booms, etc.

Straylight input shdl be considered and effects precluded /minimized, particularly for attitude control
cdedtid reference sensors and science imaging ingruments (e.g. visble, IR and UV spectrd regions).

Thruster or externd venting plume impingements shall be precluded/ minimized.
RF antenna pattern digtortion effects shdl be precluded/ minimized.
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2.20 I nterface Commonality

1. Thesysem design shdl use acommon dectrica interface approach and circuits to reduce interface
designs and protocols.

2. Thesystem design shdl minimize the number and type of interface gpproaches/circuits used.

3. Thesystem design shal consder the use of proven reliable interface types where fault issues, etc. have
aready been addressed, e.g., 1553 data bus or other avionics standards.

2.21 Reliability Analyses/ Design Confidence

1. Misson/Sysem-leve fault tree andyses (FTAS) shdl be performed and maintained/updated throughout
the project life cycle. The most recent FTA shall be presented at PM SR, Project PDR, CDR and
pre-ship reviews.

2. TheDedgn shdl be assessed for robustness through a program of andyses tailored from the Religbility
Analyses Handbook (JPL D-5703) or Contractor/Partners equivaent, including Part Perameter Data
from available databases, and Derating Guidelines (JPL D-8545). Andysstest typesto be performed
shdl indude
Wordgt-case circuit andyds, Voltage-Temperature- Frequency margin testing (where it isfeasble and
prudent) to demondrate performance margin.

Failure mode effects functiond andyss (FMEA) at the systemv/subsystem functiond block diagram and
interface levels - identifies potentid critical Sngle falure points.

System interface circuit, functiond, and fault analyses (mechanica, thermd, etc.) - demondrate that faults
in one subsystem/system will not propagate or functionally degrade other subsystems.

(Failure Modes Effectd Criticdity Andyses (FMECAS) are generdly applied to dectronics and eectronic
functiona interfaces, and subsystem mechanica Fault Tree Andyses (FTAS) to devices and mechanisms).
Parts stress andyses - verify margins.
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2.22 Electronic Parts Usage

General

4.

Appropriate derating of parts shal be incorporated in eectronics design.

The availability and cost/risk effectiveness of grade-one parts shall be consdered before COTS parts
become the design basdline.

An early design parts list review shdl be performed against documented requirementsto:
Identify long-lead time parts.

- Assessradigtion dose, laich up and Single Event Effects (SEE) capability/compatibility.
Minimize the number of different part types.

- Provide parts vendor assessment information.

- Asaure dl known partsissues are identified and closed early.
Benefit from Parts Engineering/independent assessments and knowledge from other missions.
Provide data to project risk database.
Cogt-effective match between design and parts capabilities.

The root cause of eectronic parts falures shdl be determined.
Rationale: Avoids repeating same or related failure, and devel ops effective and efficient
corrective action that addresses underlying cause.

ASICsand FPGAS

5.

6.

10.

11.

Mixed sgnd (digitad and analog) ASICs shall be considered to meet packaging and power
constraints/objectives.

ASIC desgn shdl develop behaviora and hardware description models to capture implementation of
system design specifications and evauate performance.

Test vectors shdl be developed and smulations performed to demongtrate the hardware description
modd design matches behaviord mode, the gate level model matches the behaviord mode and fault
containment is understood.

Functiond tests shal be performed with smultaneous digita, andog and mixed signd circuitry to assess
interactions, as well as, separate tests on each portion of the ASIC.

Andog, digita and mixed sgnd ASICs shall be modded or smulated and compared with test data.

Andog and digitd ASICs shdl be wafer-probed at room temperature and a maximum rated operating
temperature.

Margins shdl be maintained for the alocation of gates to implement an ASIC gpplication. Depending on
the complexity and maturity of the design, margins shdl be at least 15 percent a CDR.
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2.23 FPGA/ ASIC Transient Operationsat Power Turn-On/ Turn Off

1. Precautions (e.g. time-out) shal be taken to prevent adverse effects due to the unpredictable logic states

of FPGAs and ASICs, which can occur a power-on and power-off.
Rationale: During power turn-on or turn-off, FPGAs/ AS Cs may be in unpredictable logic

states for several 10's of milliseconds.

2.24 Synchronous/ Asynchronous Digital Design

1. Synchronousdesign shdl be used for digitd logic to guarantee the sequence of logica decisons and the
vdidity of data transfer.

2. Thesynchronous design of ASIC or FPGA shdl be verified, asaminimum, by post-route timing anayses
using aplace and route tool and test vector amulation with timing checkers performed at the primitive
leved. Timing of boundary conditions (pin-outs) shall be constrained both for place, route, and test vector
smulation.

Note: Asynchronous design may be used if techniques are employed and demonstrated to
provide guarantees for sequence verification and validation to the same confidence level as used
for a synchronous design.

2.25 Systems Safety

1. System Safety anadlyses, ingpections and tests, and required reports, shal be performed according to the
guidelines and requirements of JPL Standard for System Safety (D-560). These indlude:
A preliminary hazard anadlys's- in support of preparation of System Safety Plan
- A Safety Compliance Data Package
Safety tests and/or ingpections, and Facility and operationa Safety Surveys

2.26 Environment Compatibility Verification

1. Environmenta design assessments and verification tests shdl be performed to verify the design againgt the
pecified environment. These shdl be performed at the unit, and system level, considering the
requirements and guidelines of JPL D-14040, “Process and Technica Guidelines for Spacecraft
Hardware Project-Specific Environmental Assurance’. Such analyses and tests may include:

- Andyses - Single Event Effects (SEE), micrometeoroid, pressure profile, magnetic fields, etc.
Unit-level Qud random vibration, pyro, thermd, EMC, and Acceptance random vibration and thermd
System-level/ Protoflight random vibration and/or acoustic, pyro shock, therma vacuum, EMC
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2.27 Electronics Minimum Operating Time

1.

A minimum power-on operating time shal be established for dl eectronics as follows:

Unit Levd prior to spacecraft integration:  each eectronic assembly, including eech Sde of a
block-redundant element, shall have at least 200 hours operating time.

System Levd prior to launch: each sngle-string dectronic assembly shdl have 1000 hours operating

time. Each sde of a block-redundant dement shdl have at least 500 hours operating time with agod of
1000 hours.

2.28 Quality Assurance Verification and Validation

1.

2.

3.

JPL source QA provisions shdl be provided for critical processes/products and strategically applied to
high-risk suppliers.

Anayses, ingpections, and/or tests shal be performed to ensure that the as-built product is consistent with
the as-designed Basdine Configuration.

Qudity assurance provisons, as defined in the Project QA Plan, shal be implemented throughout the

ATLO process. Such provisons may include:

- Work proactively in the safety and contamination control activity to ensure hardware integrity.
Provide configuration support for test and flight software.

- Asaure that project documentation requirements are met.

- Conduct aphysica verification of dl hardware - to ensure that it meets the workmanship, CM and
other project requirements.

- Witness Critical operations.
Maintain spacecraft/insgrument configuration log.
Remain an integra part of the SRCR/HRCR process.

2.29 High Voltage Power Supply Controls

1.

High voltage power supplies shall have at least two independent, separate controls to activate/deactivate
high voltage to assure that no single fault/command can result in high voltage state, which may result in risk
to personnel or hardware, or be amisson safety hazard.

Section 3 - Flight Operations Principles
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3.1 Operability

1.

2.

The flight systems and flight operations design shdl be developed concurrently to enable codt-effective
end-to-end operations.

The flight systems shdl consider methods to reduce operationa complexity and interdependencies (eg.
require less calibrations, provide more on-board closed-loop control, provide robust technical margins,
provide more autonomy).

Operability desgn trades conducted and attributes incorporated shdl be identified at the flight systems
PMSR, Project PDR and CDR.

3.2 Flight Operation Sequences

1.

Flight sequences shal operate the spacecraft congstent with flight rules provided by the developers and
within environments and functiona regimes experienced during development testing.  Any planned
operation beyond that ground tested shall be tested prior to flight use to demondtrate safe, religble
functiondity and acceptable margin OR shall be approved by the Project Manager.

All flight sequences shdl have been tested on a high fiddlity flight-like system test bed and dl anomdies
dispositioned prior to sequence uplink transmisson.

Standardized sequencing techniques shal be used for repetitive sequencing activities to reduce cost and
risk.

For misson time-critica sequences (e.g., launch, orbit insertion), the driving design requirement shdl be
safety and reliability, even at the expense of reduced performance.

After initiation, mission time-critical operations shdl not require “ ground-in-the-loop” commanding to
enable successful operation/completion.

The launch sequence and other mission critical sequences shal be test-verified on the spacecraft before
launch under nominad and faulted conditions using the find load flight software. If resources or other
factors do not permit testing of critical mission sequences, the system test bed may be used for
verification.

Completion of the launch sequence shall |eave the spacecraft in a ground-commandable, safe Sate
requiring no “immediate’ time-critical ground commeanding to assure hedth/safety.

Flight sequencesto be used within the first 30 days after launch (e.g., Trgectory Correction Maneuver)
shdl be test-verified on the spacecraft prior to launch.

Flight software loads/'updates and sequence memory loads, particularly for those affecting mission critical
capahility, shal be verified by amemory readout or checksum readout. Depending on the gpplication
and misson/system consequence, Single or multiple readouts shdl be considered.
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3.3 First Timeln-flight Events

1. Frginflight useof functiondity, particularly for misson critica or irreversble events, shdl receive
gpecid development attention (e.g., andyzing what ifs, reviewing Red Hag PFRs, sgnificant PFRs/ISAS,
identifying need for additiond testing, identifying need for contingency plans) during the sequence
development process to assure safe, reliable flight operation.

3.4 System Test Bed - Spacecr aft Fidelity

1. After launch, the ground system test bed configuration/state shall be maintained as close as practica to
the flight spacecraft Sate, particularly the flight software code, parameters, counters, etc., to minimize test
initidization and run times, and to provide high confidence in the test bed results

3.5 Contingency Plans

1. Foratleast misson criticd and firg time in-flight events, contingency plans shdl be developed to minimize
the threet to hedlth/safety in case of unexpected/improper spacecraft response.

2. All contingency commands shdl be system test bed-verified prior to transmission to the spacecraft.
Additiondly, Launch related contingency plans should be test-verified on the spacecraft

3.6 Operating Margins

1. Adequate operating margins (e.g. memory, timing, power) shall be maintained for al stored sequence
controlled and red-time flight activities to maximize the prospects for safe, reliable operation.

3.7 Telemetry Predictsand Alarm Limits

1. Subsystem telemetry measurement predictions and alarm limits shal be developed and in-place prior to
planned spacecraft operations to provide rapid assessment of operationa performance and provide an
early dert of potentia spacecraft problems.
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3.8 Powering off the Spacecraft Downlink

1. Afterinflight turn on, the spacecraft downlink RF transmitter hardware (e.g., exciters, power amp) shall
not be turned off during nomind flight operations. The tranamitter shal remain powered during the entire
mission unless momentarily power cycled via system autonomous fault protection responses.

3.9 Maintaining Spacecr aft Health/Safety

1. Spacecraft operations shdl be consgstent with maintaining hedth/safety. Hence, unnecessary risk-taking
shall be avoided. If hedth/safety flight rule violations are necessary to implement activities, violations
shall be approved by the Project Manager.

3.10 Fault Protection (F/P) Value Limit Strategy

1. Spacecraft Autonomous fault protection enable/ disable strategy, threshold trigger values, and
perdstence values shdl be established consdering mission phase gpplicability and operationd activity.
The enable/disable, trigger, and persstence vaues shdl be sdlected to ensure safety but not “ hair
triggered” to cause inadvertent F/P entry/ execution.

3.11 Spacecr aft Characterization and Evaluation

1. Theflight operations team shall consder early demongtration of spacecraft functional capabilities prior to
actual mission need to characterize and eva uate the spacecraft and ground system end-to-end operation.
Early characterization/evauation enables the Project to identify flight/ground system shortfals and make
changes safly and reliably with minimd threet to the misson.

3.12 Power Cycling and Prime/ Redundant Hardwar e Usage

1. Power cyding of misson-critical hardware shal be avoided.

Prime selected hardware eements shdl remain in use for al operations.

3. Swapping to redundant hardware e ements shall be limited to fault recovery actions to assure health/
sfety.

4. Smultaneous use of selected prime and redundant hardware to enhance reliability/performance for

accomplishing mission critical activities shal be consdered only after careful study, and shdl be approved
a the Mission Event Readiness Review.

N


http://www.abbottaerospace.com/technical-library

3.13 Redundant Ground Coverage

1. Redundant ground coverage (eg., Ste or antenna at same Site) shdl be planned during mission critical
operations to guarantee red-time performance vishility and enable ground contingency commanding, if
necessary.

Appendix A: SoftwarePrinciples

A.l Introduction

Recent changesin JPL’s externd environment have resulted in the establishment of many smdl flight projects
operating under tight budgets and schedules. Indeed, the Laboratory has set agod of sgnificant reductionsin
both cycle time and cost, while maintaining the quality of the products we ddiver. This places a premium on
concurrent development and careful process tailoring within the context of proactive risk management.

Traditionally software development has been addressed well into the project life cycle as athird- or fourth-leve
design congderation. However, tighter development schedules, plus the growing pervasiveness of software
throughout the misson system has made it mandatory to define, design, and implement flight software in amore
disciplined manner. Mission success (including personnd and equipment safety) is of paramount importance;
risk, cost, and schedule are managed accordingly.

Although applicable to other domains, mission-critical software isthe primary target of the software devel opment
principles contained in this document. Mission-criticad software isidentified by each project and typicaly includes
flight software aswell as software used in the uplink, downlink, and navigation processes. (See Section 1.0 of
D-15378 for guidance in identifying mission-critica software)) In addition to software, these principles aso apply
to the development of misson-critical firmware, through completion of testing in asmulated hardware
environment. “ Software development”, as used here applies to both pre-ddivery and post-ddivery development
activity; the latter is often cdled “ maintenance’.

The principles are intended to foster the needed discipline by documenting good practice within the JPL
environment. They elaborate the broader principles contained in this document and at the same time provide
additiond guidance on meeting the requirements documented in The Software Devel opment Process Description,
D-15378. The principles come from both JPL’ s own experience (lessons learned) and from the literature on
software engineering and management (good practice el sewhere, not yet widespread at JPL).

Process oversights are the root cause of many of JPL’ s recent mission failures. Moreover, inadequate planning
and ineffective implementation are common contributors to schedule and cost overruns. Thus thisinitid verson
of software development principles emphasizes the requisites of good software process in the JPL environment.
The last section focuses on detailed design and development practices for flight software. It is planned to expand
the treetment of detailed design principles in a subsequent version, paying particular atention to the differing
needs of flight software, insrument software, tedecommunications, telemetry and command, navigation, and

4
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science data processing.

It isintended that these software principles be used in the same fashion as the principlesin the body of D-17868,
namdy:

Software devel opment — both in-house development and subcontracted/partnered devel opment — should
comply with each gpplicable principle unless there are good reasons to take exception.

Compliance with each Generd Principle (or the rationale for not complying) is documented in the Project
Implementation Plan, which summarizes compliance details documented in the project Software Development
Pan. Compliance will be verified during reviews.

These generd principles are loosdy organized around life cycle activities. The statement of aprincipleis bold
numbered; supporting text appears asitdic font. Supporting text is not part of aprinciple; it is meant to illuminate
the intent of the principle. Principles are numbered within each topic to facilitete use. In addition to the published
sources listed in Section 2.0 of this gppendix, these software principles drew upon the expertise and experience
of abroad spectrum of JPLers representing practitioners, and both line and project management.

Note that it is not the intent of this document to prescribe or preclude any software development life cycle.

A.2 Published Sources

1. N. Brown, ed., The Program Manager’ s Guide to Software Acquisition Best Practices, version 2.0,
Department of Defense (1996).

2. A. M. Davis, 201 Principles of Software Development, McGraw-Hill (1995).

3. J. Hihn and H. Habib-agahi, Hight Software Cost Risk: Andys's and Recommendations, JPL D-18409
(January 2000).

4, M. Landano and J. Rose, Design, Veification/Vaidation and Operations Principles for Flight Systems,
JPL D-17868 (June 1999).

5. C. Lin, Project Close-Out Plan, Alaska SAR Facility Development Project, JPL D-18032 (August
1999).

6. C. Linand H. Kea, GSFC/JPL Quadlity Mission Software Workshop Report Held on August 17-19,
1999 in Annapolis, MD (October 1999).

7. NASA Course on Software Acquisition Management (September 1997).
8. Report on the Loss of Mars Polar Lander and Deep Space 2 Missions, JPL D-18709 (March 2000).
0. S. McConnell, Rapid Development, Microsoft Press (1996).

10.  Software Development Process Description [SDPD], JPL D-15378, Rev. D (1999).
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11.

12.

R. Stutzke, in Proc. 7th European Software Control and Measurement Conference (1996).

R. Thayer, ed., Software Engineering Project Management, |EEE (1997).

A.3 General Principlesfor Software Development

The generd principles of software development applicable to JPL flight projects are organized into the following

topics.

RoOooo~NoUoA~wWdNE

System Definition/System Engineering
Panning and Monitoring

Cogt Egtimation

Software Risk Management
Organization and Staffing

Desgn and Implementation
Integration and Test

Configuration Management

Software Acquisition

Product and Process Verification

A.3.1 System Definition/System Engineering

1.

All requirements shall be organized in a comprehensve framework, formaly documented, and tracesble
to higher-level requirements where possible.
A summary of the verification effort should be reported at all major reviews. Some milestones
where verification reports should be considered are:

Demonstrate that the software architecture will address the top-level requirements

Verify that the design covers all the requirements

Ensure that the test plan verifies all requirements

Review the test results to assure compliance with requirements.
Requirements shdl be prioritized.
Requirements are prioritized to facilitate implementation planning and possible changes in scope
and budget. In most cases, a categorization of requirements will suffice -- exhaustive rank
ordering is not needed. System level requirements allocated to software should be prioritized to
separ ate mandatory from desirabl e features and should be labeled to indicate the time phasing of
planned implementation.

All interna and externd interfaces shal be defined and documented.
Interfaces between flight hardware and flight software should normally be the responsibility of
system or subsystem engineering.

Functiona requirements shdl be vaidated against a concept of operations early.

Prior to implementation, the end user shal have the opportunity to review the functiona requirements and
approve them, as appropriate.
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10.

11.

12.

13.

Hardware, software, and operations engineers shdl jointly perform hardware/software trade-offs and
develop an integrated system and software architecture that addresses the mission requirements and
operations concept.

The mission software architecture shdl be developed and documented prior to gpprova of the Project
Implementation Plan (PIP). The architecturd design shall be subsequently updated and reviewed at dl
Sgnificant reviews.
A software design shdl be smple and modular to facilitate devel opment, debugging and testing, future
modifications, and the rgpid undergtanding of itslogicd structure. Important concepts to gpply include:

Cohesion and coupling

Information hiding (encapsulation)

Standardization of interfaces and data Structures

Ease of tedting.

A good modular design exhibits strong cohesion or affinity among the functions assigned to each
module and minimal coupling or interfaces with other modules. Encapsulation within the module
of information needed by that module alone further promotes this concept.

When the design process of one element creates requirements for another element, the schedule,
WBS and budget should reflect these interdependencies.

The software architecturd design and development plan shal be engineered to accommodate probable
requirements change.

Proposed requirements changes shal be documented and assessed for cost, schedule, and technical
impact before being accepted as a ddivery commitment.

There shdl be aforma review of software requirements prior to implementation.
Multiple reviews may be required for iterative development.

System engineers shdl review software integration and test results to identify and document unforeseen
but dlowable system idiosyncrasies.

The developer of a multi-misson system shdl provide a potentia project user with the following items:
An architecturd design document

- As-built capabilities and design documentation
Tedt plans, procedures, cases, and results
Development and testing tools used for the pertinent verson, plus user’ s guides for the delivered tools
An adapter's guide
Training to facilitate project adaptation.

A.3.2 Planning and Monitoring

1.

The software development plan shal be written in afashion to communicate a shared vison, define gods,
and assgn respongibilities to participants.

This shared vision should be refined and articulated throughout devel opment.

The software development plan shdl be developed in concert with the Project Implementation Plan

(PIP), address topicsin The JPL Software Development Process Description and NPG 7120.5A insofar
as gpplicable, and shdl comply with JPL software qudity assurance palicy.
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A list of topicsto pay particular attention tc

follows: - Change control for requirements and design
Integrated schedule documentation
Reuse strategy, if applicable - |dentification of quality records

- Sub-plans (as needed) for - Peer reviews

. Incrementa builds - Design, implementation, and operation of the

. Integration & test development and test environment

. Configuration management - Testing philosophy

" Risk assessment and management . Problemreporting

- Verification of procured items - NASA Independent Verification and Validation
Progress/product metrics (IV& V).

The deveopment plan shdl employ an incrementd or iterative gpproach to implementing and testing
system components.

Implementation shdl be planned at aleve of detail that facilitates tracking the progress of individua
developers or smdl teams.

| nterdependencies among major activities shal be negotiated, captured, and maintained in a network
schedule or equivdent, with the critical path indicated.

Schedule margin should be consistent with budget reserve.

The ground support equipment and simulation software schedules should be responsive to the
flight software schedule.

The devdopment plan shdl provide for design, early implementation, and vdidation of both the
development environment and the required test facilities, with particular attention to the needs of
physicdly distributed devel opment.

Concurrent development of interfacing hardware and software shdl be jointly planned and shdl be
coordinated viaintegrated hardware/software peer reviews and the joint preparation of integrated test
plans.

To reduce costly rework and schedule delays caused by independent devel opment of interfacing
hardware and software, close cooperation is required by the separate development teams. Joint
planning and joint peer reviews nurture cooperation.

Planning shdl provide for training developers, testers, users, operators, and maintainers.
In addition, developers should be briefed on system structure and mission goals.

Reviews shdl be identified in the software development plan. Reviews may be combined, as appropriate.
Softwar e reviews of interest to the project as a whole shall be incorporated into the project review
plan The following topics should be addressed in designing a project review scheme:

Commitment to a proposal or work package

Completion of user requirements

Completion of development plan and risk management plan
- Architectural design, addressing interfaces and interactions between modules

Inheritance review that addresses |egacy code, reusable components, and COTS, support by
original developersand cost estimates are key topics.

Technology readiness

Completion of systenysubsystem requirements and design (as needed)

Compl etion of software requirements and design (iterative development may necessitate
multiple reviews); inheritance should be addressed explicitly.

Test architecture and test plan, including design of testbeds, simulators, and models
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Test readiness
Functional validation or pre-acceptance test
Requirements for Software Review/Certification Record (SR/ICR)
- Peer reviews.
eview of a oftware design and its implementation in code shdl include technical experts externd to the
project, hardware engineers (e.g., product integrity engineers) who understand the design and function of
al interfacing hardware components, and representatives from the operations team.

If sgnificant software inheritance is planned, areview shal be held prior to project PDR.

A software inheritance review should be part of the project inheritance review. Its purpose isto
establish feasibility and risk, and to estimate the additional development effort required. The
approach to inheritance should be reviewed at PDR and CDR as well.

Note: A key risk factor in inheritance is the accessibility to the individuals who devel oped the
software that is a candidate for inheritance.

Peer reviews shdl be gpplied to requirements, designs, code, test plans, test results, and documentation.
Stable membership of peer review teams is recommended.
The effectiveness of reviews may be enhanced by using checklists of common errors and critical
issues.
Development progress and product quality shal be tracked by metrics, tailored to project needs.
Recommended metrics are:

Resources and Cost (e.g., planned vs. actual effort)

Schedule and Progress (e.g., for each build, percent completion of requirements, design, code,
and test)

Product Quality (e.g., a plot of PFRs opened vs. closed; percent of code tested; rework effort)

Growth and Stability (e.g., source lines of code; requirements volatility)

Processor Capability (e.g., time history of identified margins).

Anomdlies, change requests, and liens shall be documented, dispositioned, and tracked.

Adherence to the development plan and the test plan shall be reviewed periodicaly, and these plans shall
be revised as appropriate.

Trangtion to operations and maintenance shal be guided by a plan addressng topicsin D-15378.
Pertinent topics include the following:
- Auser’s guide and operator’s manual

Detailed description of operational idiosyncrasies, known problems, and requested changes;
resolution of problems and implementation of changes should be prioritized
- A complete set of test cases and test reports

I dentification of tools and associated databases used in design, coding, integration and test,
configuration management, installation, and the tracking of defects/changes

Identification of reports, studies, and data pertinent to improving product performance
- As-built design documentation at a level of detail needed to familiarize the maintainer with the
softwar e structure and function; design documentation should include coding standards and
designrules.

I dentification of other devel oper responsibilities necessary to support transition to
mai ntenance.
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17. A dose-out plan shal provide for documentation and publication of lessons learned (with particular
attention to updating software principles) as required by NASA NPG 7120.5A.

A.3.3 Cost Estimation

1. All cost estimatesthat are the basis for commitments shal be based on a bottoms-up estimate derived
from an architectural design and an operations concept.
Cost estimates should address:
- Documentation
Maintenance/upgrade of development tools
Softwar e support to the modeling and simulation of hardware systems
Development of simulated input data in the absence of actual input data sets
Realistic support to project integration and test/ATLO
- Training the staff in the use of devel opment techniques/tools and familiarizing the staff with the
mission systems
Transition to operations and maintenance
Personnel turnover.

A top-down estimate based on analogies to completed development may be useful as a cross-check
on a bottoms-up estimate. To prepare for changes in scope and budget, it is recommended that
cost be mapped to a work breakdown structure that includes both devel opment tasks and
development support functions, such as configuration management and integration & test.

2. Useof inherited software, multi-mission software, COTS, and public domain software modules or tools
that have not been characterized, or whose interna functions must be modified, shdl be budgeted and
scheduled, based on an analysis of the required adaptation effort.

3. A cod edimate shal contain afunded margin that is based on a comprehensgive risk management plan and
daffing profile. The process for deployment of budget and schedule reserves shdl be documented.

4, Edimates of the cost-to-complete and time-to-complete the development shall be prepared periodicaly
and examined a milestone reviews.
Quarterly updates are recommended for cost-to-complete and time-to-compl ete.

a7
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A.3.4 Softwar e Risk M anagement

1. A project shdl prepare a software risk management plan that identifies and prioritizesrisk items (risk list),
trigger events, descoping, and other risk mitigation options. The software risk management plan shdl be
prepared prior to the start of design, be updated periodicaly, and be reviewed at Project PDR and all
other sgnificant reviews.

A softwar e risk management plan can be a section in the software development plan. An
important adjunct of thisplanisa Risk List that is used to track and disposition development risk
items. Common riskitemsare:

Requirements that are to-be-supplied or need additional definition

Unverified assumptions and unknown/indeter minate performance parameters

Interfaces that have not been verified

Tight margins

Critical schedule interdependencies, especially for work done out-of-house

Performance of COTS software

Testbed availability.

2. Software safety/hazard andysis shall be completed and integrated into the project’ s risk assessment early
inthelifecyde.

3. Thedevdopment plan shdl provide for early vaidation of interfaces, high-risk dgorithms, and COTS.
Insofer as practica, software shal be developed in risk order, with initia attention to the highest risk items.
It is recommended that prototyping be used during Phase B of a project to 1) get an early start on
the design of difficult functions, and 2) establish team-to-team interfaces and stabilize the
development process. Early implementation of the core architectural elements (software principle
3.6.10) addresses interface risks, which comprise a category of risks common to most
development. Software principle 3.6.10 reinforces thisidea by requiring early resolution of the
interfaces inherent in the core elements. The intent isto get the core software running in parallel
with prototyping and implementation of other high-risk software elements.
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A.3.5 Organization and Staffing

1. Toensure project-wide coordination of software tasks, each project shall have an experienced software
manager with overal respongbility for the development and integration of flight and ground software
systems.

2. Toensure project-wide coordination of software efforts with other project eements, each project sndl
have an experienced software system enginesr.
This person’s responsibilities should include:
- Negotiation of requirements
Review of requirements, designs, and plans
Control of the software design
Negotiation of interface agreements

3. Thegaffing plan shdl provide for filling key software roles early, provide for saffing through ATLO and
mission operations, and plan for an orderly trangition of staff during close-out.

4. Early inthedesign phase, aproject shdl establish the role of software system architect, who has the
authority for developing and communicating avision of the structure and function of the misson software
system and its relationship to hardware subsystems.

The software architect is responsible for formulating the design and implementation philosophy, as
described in the development plan, and for communicating this philosophy to developers, system
engineers, and integration and test personnel. The software architect is a role distinct from the
software manager identified in software principle 3.5.1, and from the softwar e system engineer
identified in 3.5.2. Nevertheless, in some cases one individual may occupy two or all of theseroles.

5. The software architecture shal be documented before staffing up the implementation team.
Preparing the software architecture before staffing up the implementation team is meant to ensure
that software designers and programmers will be able to apply their effort effectively.

6. Ifitislikdy tha software will be used to solve interface problems late in development, the Saffing plan
and budget shdl provide for retention of a cadre of experienced development and test personnd through
ATLO.

A.3.6 Design and | mplementation

1. Thedesgn documentation shall include an explicit identification of software configuration items and their
relaionships, and shdl include a narrative that documents performance, quaity of service, assumptions,
and condraints.

2. The software design shdl incorporate the gppropriate level of functiond flow-charting (or equivalent
overview of the software design) prior to the start of code development.

3. Thesoftware design shdl be verified by atrace to software and misson requirements. To ensure that
each software requirement is captured, justified, and properly interpreted, atwo-way trace of system
requirements down and software requirements up, shal be performed.
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Software logic design and its implementation in code shall be based on:

Diagrams that depict flow of control, Sate trangtions, or equivaent graphics that facilitate
comprehendve evauation of the execution paths
- Anandyss of possble software fallures

Explicit congderation of off-nomina behavior and possible failure of interfacing hardware
components.

Design reviews shal explore potentia performance issues (e.g. depth of queues, Sze of arrays, task
darvation).

Parameter vaues in flight software input and output data files shdl:

Specify both anomina vaue and an dlowable range gppropriate for trapping errors

Document and verify the derivation or origin of both the nomina vaue and the dlowable range of
vaues.

The software logic shdl verify that each parameter vaue in a database or datafile that is either input to or
output from the software fdls within an dlowable range and shal provide for fault correction and
recovery in the event that dlowable ranges are violated.

Prior to implementation, the design of an Application Specific Integrated Circuit (ASIC), aFidd
Programmable Gate Array (FPGA), or any hardware containing embedded code, shall be reviewed
jointly by the hardware and system designer(s) and by those responsible for the design of interfacing
software.

Design complexity can have multiple downstream devel opment impacts. These impacts should be
identified early in the design process to ensure that the agreed upon design has the required
flexibility to handle probable changes in higher level design requirements while permitting a joint
har dwar e-softwar e devel opment that 1) falls within the combined budget and schedule constraints
and 2) provides for adequate design, integration, and test of all components.

Margins shal be established early for critical performance parameters such as CPU speed, control cycle
rates, interrupt rates and durations, communications bandwidth, RAM, and EPROM sizes. Margins shdl
be tracked continudly and shdl be re-examined in conjunction with Sgnificant design changes.

New technologies, tools, and architectura gpproaches to be employed shal undergo aformd technology
readiness review and shdl be assessed as potentid risk items.

The core software architectural e ements shal be implemented early.

| dentification and resolution of fundamental integration problemsis greatly facilitated by early
implementation of core elements that permit end-to-end execution of the code. Code review for
critical architectural components should reduce initial integration problems.

A software development shdl employ indtitutionaly supported development toals.

Design of the development environment shall address protection againgt unauthorized access, virus
protection and removal, periodic back-ups, and disaster recovery plans and procedures
Periodic off-site back-ups are recommended.

A software development shal establish and monitor the use of documented design rules and coding
standards.

The ddivered software product shal comprise both code and as-built documentation.
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A.3.7 Integration and Test

1

2.

The design shdl enable software testing at unit, module, subsystem testbed, and system testbed levels to
incrementaly verify functiondity/operability.
The overdl test activities shdl be focused on critical functiond aress.

Monitoring of test coverage is strongly recommended. All paths of importance to flight
operations should be identified and tested -- corresponding to both nominal and off-nominal use.

Formulation of awritten integration and test plan shdl be done concurrently with the development of
software requirements and shdl include a plan for the vdidation of documentation for end users. The test
plan and status shal be updated and reviewed & PDR, CDR, and dl other sgnificant reviews.

The integration and test plan shdl comply with the requirementsin JPL D-15378.
Alist of topicsto pay particular attention to follows:

The multiple level s and scope of testing to be performed

Test scenarios, test cases, and test tools to be acquired or developed in order to realize the
required code coverage

Use of automated testing to expand test coverage

Maintenance of a regression test suite

Use of the institutional problem reporting system to give the project visibility into test status
(use of a separate anomaly tracking tool by the development teamis not precluded).

For real-time systems such as flight software, it isimportant to test initial condition states -- e.g.
boots/resets of the target system and all interfacing systems -- to conduct multi-day tests, and to
exer cise redundancy continually.

I ndependent testers shall be used to verify requirements compliance for mission- criticad software.

Use of testers who are separate from the implementation team should be considered for
verification of all flight software. Participation of operations engineersin pre-delivery testing is
highly recommended.

Test planning shal include detailed plans to verify the correctness of the software during trangtion from
one mission phase to another (e.g. from cruise to planetary encounter, from cruise to
entry/descent/landing (EDL ), or from EDL to landed).

Test planning shdl be guided by afalure modes and effects andyss (FMEA) and/or fault tree andysis
(FTA) that congders 1) possble software failure modes and 2) both failure and off-nomind behavior of
interfacing hardware components.
The test plan should specify the extent of exception testing, error injection testing, and transient
testing.
In systems that have redundant processing strings, the testing shall be varied to exercise dl strings
adequatdly -- eg., don’t dways run on string A.
Test planning and the design of test cases and test procedures shdl be based on the premise that the
software contains serious errors that must be detected via thorough identification of off-nomind,
implausible, and otherwise unexpected conditions arisng from:
- Defective software logic design

Incorrect initidization of parameter values

Erroneous parameter vaues in datainput files

Hardware failures and trangent or anomalous hardware behavior, and unexpected hardware-software

51
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interactions
Processor resets.

The test team should be energetic, creative, and persistent in their effortsto “ break the software".

Regresson testing shdl be conducted systematicdly to verify correctness of both changes to software
logic and additions/del etions/changes to parametersin datainput files.

A test shdl be repeated from the beginning if the test is aborted or flawed.

The Priminary Misson System Review (PMSR), PDR, and CDR shdl include a description of the
development environments, test facilities, and smulation capakilities to be employed. The capabilities
provided by each testbed shal be presented, and the capabiilities lacking from the testbed set shdl dso
be identified.

Software traceability from fina system test back to mission requirements shall be demondtrated, with
each user requirement traceable to one or more test cases.

Unit testing shdl be required for incluson in abuild. The systems engineer or his ddegate shdl define
passfal criteriafor unit testing. Unit testing shdl, & aminimum, test againgt the full operationd ranges of
parameters.

Written defect tracking shal begin at the earliest practicd time. Defect tracking shdl include
documentation of problems with the devel opment environment.
It is often helpful to track defects found in requirements and design.

The defect tracking system shdl identify the release or version where the defect was found and the
release where it wasremedied. The defect tracking system shdl dso reference any documented
problems related to the defect (eg. ISA, PFR, PIR).

Pre-ddivery tests shdl be done in the actua operationd environment or a high fiddity smulation of it.
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A.3.8 Configuration Management

1. Configuration management (CM) shdl be gpplied to the objectsidentified in JPL D-15378, and the
gpproach to CM shal be documented in aCM plan.

CM provides the capability to reconstruct all development artifacts, tools, and products for a
previous build or release. Objects requiring CM include the following:

Code, including COTS

Build procedures and scripts

Development and test tools -- including operating systems, compilers, assemblers, linkers,
design tools, data files that are input to code generators, simulation models, and testbed hardware
and software
- All test products (plans, procedures, scenarios, cases, data, results, etc) and critical records
such as anomaly reports, change requests, and action items

Documentation -- including plans, requirements, designs, release description document, and
user guides/helps.

2. TheCM function shdl be guided by documentation that describes the scope of CM responsibilities:
Itemsto be placed under configuration management
- When each item isto be basdined
Rules for submitting code to the library, induding identification of changes
- Metricsto be routindly collected and reported by CM
- Written procedures needed to implement the CM process.

3. Prior to deivery, CM shdl audit the ddivery build to verify that this build contains the correct version of
each module, that test software has been properly isolated, and that the documentation standards
required for delivery have been satified.
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A.3.9 Software Acquisition

1. Whenasgnificant portion of the software for a project is developed by subcontractors or partners
(supplier), the Project Implementation Plan shal describe how this software acquisition will be managed.
Pertinent topics to be addressed in a Software Acquisition Management Plan include the
following:

Provisions for handling requirements change.

- Verification by JPL that high-level requirements have been accurately transformed into design
requirements.

- Verification by JPL of the specification of interfaces between the supplier’s product and
systems external to it.

- Verification by JPL that the supplier’ s Software Development Plan addresses the software
development principlesin this document and that the supplier’s development plan is being
effectively implemented.

- Verification by JPL that the supplier’ s Risk Management Plan is adequate and is being
effectively implemented.

Provision for JPL review of any arrangements by the supplier to subcontract or partner a
portion of the development for which the supplier isresponsible.

Soecification of product and process metrics to be reported to JPL by the supplier during
devel opment.

Provision for in-process review by JPL of intermediate products -- documents, code, test plans,
test results, etc. It isrecommended that JPL participate in both milestone reviews and detailed
technical reviews.

- Verification by JPL that the supplier’s Integration and Test Plan is adequate.

Provision for JPL participation in pre-delivery testing and preparation of a JPL plan for
acceptance testing of the supplier’s completed product.

I dentification of documentation to be delivered to JPL by the supplier.

2. Prior to usein development or integration into the product, a COTS component that incorporates
software or firmware (e.g. interface card, micro-controller, FPGA, or gyro) shdl be comprehensvely
tested to ensure that it satisfies documented acceptance criteria and that it contains no anomdies or
undocumented features that may condrain itsintended use.

In order to identify potential problemsin advance, it may be useful to prepare acceptance criteria
at the time the purchase order is placed.


http://www.abbottaerospace.com/technical-library

A.3.10 Product and Process Verification

1. A prgject shdl establish and maintain a software product and process verification function that coversthe
full misson software life cyde.
This function has the following responsibilities:

The documented acceptance of the appropriate products at completion of critical project
milestones.

Audit of the integrity of the software product prior to delivery and at other designated pointsin
the development cycle.

Periodic verification of the activities and products of the software configuration management
function, with special attention to media control, protection against unauthorized access, and
back-ups.

Ensuring that designated intermediate and final software products comply with requirements
and standards, and are developed in compliance with documented plans and procedures. This
includes in-house devel opment, subcontracted development, COTS software, and COTS hardware
components that incor porate software.

Periodic evaluation of the project’s software development process and recommendations for
improvement.

2. All discrepancies found during a software certification review shal be reflected on the Software Review
and Certification Record (SRCR) and be recorded as action items that are tracked by the project until
closure,

3. Prior to ddivery, there shdl be an independent verification that all software requirements have been met,
that all approved changes have been implemented, and that al anomalies designated for resolution prior to
delivery have been resolved.

Such verification is normally done by an organization that has a reporting channel independent of
project management. This verification activity examines test cases and results, and traceability of
test cases to software and mission requirements.

4. Thereshdl beaformal acceptance te, involving end-to-end exercise of misson-critical systems, and
witnessed by the customer.
Participation of both the customer and users in acceptance testing is highly recommended.

A.4 Flight Software

1. Prior to computer design/procurement, analyss shal be employed to establish margins for critica
performance parameters such as CPU speed, control cycle rates, interrupt rates and durations,
communications bandwidth, random access memory (RAM) and erasable programmable read-only
memory (PROM and EPROM). Andysis results are documented as the Current Best Estimate (CBE).
A development shal observe the following experience-based guideines for resource margin at critica
development milestones:

At computer selection, total capability to be: 400% of CBE
At implementation art (start of Phase C/D): 60% Margin
At launch: 20% Margin*
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where Margin= Totd Cgpability - CBE (current best estimate)
% Margin= 100x(Totad Capability - CBE)/(Totd Capability).

All margin and performance estimates are considered speculative until measured. External
instrumentation is recommended.
* To accommodate post-launch fixes, new capabilities, and to maintain adequate in-flight
operating margins
The flight software shal be designed to support measurement of computing resources, such as throughput
and memory.

CBE'sfor identified margins shdl be tracked continualy and reviewed at least quarterly aswell as a
PDR, CDR, ATLO gart, and Launch. Margins shdl be re-examined in conjunction with proposed
sgnificant design changes.

Significant deviations from the margin requirements shal be accompanied with both arationae and
recovery/options impacts.

Hight software shal accommodate both nomind hardware inputs (within specifications) and trangent
off-nomina inputs, from which recovery may be required.

Where appropriate, it iswiseto include the rationale for a tersely stated requirement so that the
designer may under stand the broader context in which this component will function.

Flight software shdl employ appropriate Sandards in interfacing to the ground or other spacecraft
subsystems -- e.g., CCSDS for telemetry and command.

Al flight software shall be readily modifisble during flight.

The dtitude and articulation control sysem (AACS) dgorithm and its implementation in flight software
ghdl:

Be sengtive to identified modding uncertainties

Preclude an undesired response to mathematica singularities

Respond predictably to possible flight events that exceed modding capabilities.

Fault, falure, and anomaly identification and recovery shdl be incorporated into the design as early as
practica during the design cycle. At the minimum, fault protection software shal be desgned to restore --
or maintain if required -- al sysem functions following or during al credible single-faullts.

Additionally, it is good practice to identify non-credible faults at the beginning of design.

Redundant processing strings, such as command and data handling, shal be designed to avoid single-point
falurestha incapacitate dl strings -- e.g., ah dement such as shared memory that is susceptible to
corruption or hardware failure.

Flight software shall be designed to accommodate processor resets during mission-critical events, such as
entry/descent/landing.

Firmware incorporated in the command and data handling system shdll include error detection and
correction (EDAC) logic.

Flight computer designs shall include error detection and correction (EDAC) logic on the EEPROMS, and
the load process shal be designed to detect and respond to the failure if the EDAC detects an
uncorrectable bit error.

Hight software shal be designed for testability and operability. Self-test/ diagnostic code shall be
designed and incorporated into the software early, so that problem resolution can be done rapidly and the
software can be easlly adapted by the flight operations team.
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The software sdlf-test and built-in test routines shal be removable for flight. 1f not removable, the test
routines shdl not cause flight hardware damage or interfere with proper execution of the flight software if
tests are inadvertently executed.

If built-in test code is removed, prior tests must be rerun to verify that nothing has changed.

There shdl be at least one dedicated, hardware-in-the-loop testbed for the use of flight software
development by a project.

Engineering models of hardware components should be integrated into the testbed as early as
practicable.

Hight software testbed fiddity shal be maintained. Differences between the testbed and the flight system
shdl be documented.

All criticd tegting of the spacecraft and misson operations shal be done with the flight version of the
software. (“Hy asyou test and test asyou fly”.) If changes are made to the flight software after these
tests have been completed, the total test suite shal be repested.

Itisparticularly important to test initial condition states, such as boots/resets of both the target
system and interfacing systems.

When testing several units of code together, the tester should be aware of the operational use of
the modules; run tests as close to real scenarios as possible.

Hardware smulaion models used in design, unit testing, subsystem integration, and ATLO shdll be
congstent in order to facilitate meaningful comparisons across platforms. Planned differencesin modes
shdl be documented, and differences in expected test results shdl be bounded.

In support of software design, models are often developed for sensors, actuators, thrusters,
reaction wheels, gimbals, computer buses, etc. Ideally, one should use the same model in all
development and test platforms and in ATLO. When thisis not possible, it isimportant to identify
model differences and bound the expected differencesin test results.

When software models or smulations are used to vdidate adesign in lieu of test, these modd s themselves
be validated to ensure that:

The level of fidelity is gppropriate.

The documented envelope of mode vdidity has been thoroughly verified via sysematic parametric
vaidion.

The uncertainty in Smulation results is bounded.
Sufficient design margin exists to handle the documented mode uncertainties.
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