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FOREWORD

1

2.

3.

Originally, Military Standard 188 (MfL-STD-188) covered technical standards for
tactical and long-haul communications, but later evolved through revisions (MIf,-
STD-188A, MIL-STD-188B) into a document applicable to tactical communications
only (MmSTD-188C2).

The Defense Communications Agency (DCA) published DCA circulam (DCAC) pro-
mulgating standards and engineering criteria applicable to the long-haul Defense
Communications System (DCS) and to the technical support of the National MU-
itary Command System (NMCS).

As a result of a Joint Chiefs of Staff [JCS) action, standards for all military commu-
nications are now being published in ‘a MI’L-STD-188 series of documents. ‘The MIL
STD-188 series is subdivided into a MIL-STD-188-1OO series covering common stan-
dards for tactical and long-haul communications, a MIL-STD-188-200 series covering
standards for tactical communications only, and a MIL-STD-188-300 series covering
standards for long-haul communications only. Emph&s is being placed on develo~
ing common standards for tactical and long-haul communications published in the
MIL-STD-188-1OO series

4. This document contains tectilcal standards and desirm objectives for hiKh-altitude

5

6.

-.
electromagnetic pulse (HEMP) protection of ground-based facilities which are nodes
in a HEMP-hardened network for performing critical and time-urgent command, con-
trol, communications, computer, and intelligence (C4I) missions. The requirements
are stringent in order to avoid both darnage and functional upsets which prevent mis-
sion accomplishment within operationally prescribed timelines. The standards apply
uniformly to all facilities in the end-to-end chain, since d“wruption of a single node
may result in network failure.

Thw initial version of MIIATD-lW-125 addresses HEMP hardening for Exed ground-
bssed facilities which perform critical, timeurgent C’I missions. Studies are currently
iII progress to demonstrate sound and practical measures for protection of trans-
portable systems. The standard will be amended to include requirements and design
objectives for HEMP harderring of transportable, critical, time-urgent C’ I systems
when these studies are completed.

Use of the standard for HEMP protection of other ground-baaed communications-
electronics facilities that require hardening is encouraged to the extent permitted by
cost constraints.

. ..
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7. Performance, acceptance, and verification requirements are contained in the body of
the standard. HEMP-unique acceptance and verification teat techniques are tempo-
rarily included as appendices A, B, and C; it is intended that these procedures will
ultimately be promulgated as separate standards.

8. Implementation of MIIATD-1S8-125 is supported by MILHDBK-423 (in prepara-
tion), ‘High-Altitude Electromagnetic Pulse (HEMP) Protection for Fixed and Trans-
portable Ground-Based Facilities.” The handbook also includes planning, manage
ment, logistics, and data requirements for HEMP protection acquisition programs
and hardnem maintenance and hardness surveillance requirements for operational
facilities.

iv
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MIL-STD-18&125

1. SCOPE

1.1 Purpose. Th~ standard establishes minimum requirements and design objectives for
high-altitude electromagnetic pulse (HEMP) hardening of 6xed and transportable ground-
based facilities which perform critical, time-urgent command, control, communications,
computer, and intelligence (C41) mtilons. Facilities required to fully comply with the
provtilons of the standard will be designated by the Joint Chkfs of StatT, a Military
Department Headquarters, or a Major Command.

1.2 =. This standard prescribes minimum performance requirements for low-risk pr-
tection from mission-aborting damage or upset due to HEMP threat environments of DoD-
STD-2169. The standard also addressee minimum testing requirements for demonstrating
that prescribed performance has been achieved and for verifying that the installed protec-
tion subsystem provides the operationally required hardness for the completed facility.

1.3 Applications. Thw standard shall be used in the design, engineering, fabrication,
installation, and testing of specifically designated 6xed and transportable ground-based
facilities in a HEMP-hardened, critical, time-urgent C41 network. Such nodee include
subscriber terminak and data processing centers, transmitting and receiving communica-
tions stations, and relay facilitiae. The standard applies to both new construction and
retrofit of dst”mg facilities. Although only local portions of facility intercormecte are ad-
dressed, it is assumed that survivable long-haul communications paths, fiber optic links,
or other hardened interconnects between facilities will be provided as required for mis-
sion accomplishment. Use of the standard for HEMP protection of other ground-bssed
communications-electronics facilities that require hardening is also encouraged.

1.4 Objectives. Survivable C41 capabilities are essential to a credible military deterrent.
Thu standard supports nuclear survivability objectives by providing a standardized, low-
risk protection approach for fixed and transportable ground-based facilities in a HEMP-
hardened C41 netwurk. These uniform requirements ensure balanced HEMP hardening for
afl critical facilities in the network.

lThis initialversionof the standard addressesfixed facilitiesonly. It will be emended to include
transportablefacilitieswhencurrentstudiesta demonstratesound md practicalhardeningmensures
for transportablesystems are completed.
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2. REFERENCED DOCUMENTS

2.1 Government documents.

2.1.1 Specifications, standards, and handbooks. Unless otherwise specified, the fol-
lowing specifications, standards, and handbooks of the issue listed in that issue of the
Department of Defense Index of Specifications and Standards (DoDISS) specified in the
solicitation form a part of this standard to the extent specified herein.

SPECIFICATIONS

MILITARY

MWQ-9858 – Quality Program Requirements.

STANDARDS

FEDERAL

FED-STD-368 -
FED-STD-1037 -

MILITARY

DoD-STD-1OO
MIL-STD-188-124
MIL-STD-248

MH.-STD47O
MIL-STD-785

MIL-STD-1472

MIL-STD-2165

DoD-STD-2169

Quality Control System Requirements.
Glossary of Telecommunication Terms.

Engineering Drawing Practices.
Grounding, Bonding and Shielding.
Welding and Brazing Procedure and Performance
Qualification.
Maintainability Progrm Requirements.
Reliability Program for Systems and Equipment
Development and Production.
Human Enginesring Design Criteria for Military
Systems, Equipment and Facilities.
Testability Program for Electronic Systems and
Equipments.
High-Altitude Electromagnetic Pulse (HEMP)
Environment (U) (document is classified Secret).
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HANDBOOKS

MILITARY

MILHDBK-419 - Grounding, Bonding, and Shielding.
MH.-HDBK-423 - High-Altitude Electromagnetic Pulse (HEMP)

Protection for Fixed and Transportable
Ground-Based Facilities. (in preparation)

MILHDBK-729 - Corrmion and Corroeien Prevention Metals.

2.1.2 Other Gov ernment documents, drawings, and publications. The following other
Government documents, drawings, and publications form a part of this standard to the
extent specified herein.

DoD Directive 4245.4 - Acquisition of Nuclear-Survivable Systems.
JCS Pub. 1 - Joint Chiefs of StafE DoD Dictionary of Military

and Associated Terms.
DNA-H-86-60 - DNA EMP Engineering Handbook for

Ground Based Facilities.

(Copies of specifications, standards, handbooka, drawinga, and publications required
by contractors irrconnection with specific acquisition functions should be obtained from
the contracting activity or iMdirected by the contracting officer.)

2.2 Other publications. The following documents form a part of this standard to the
extent specified herein. Unless otherwise specified, the “Muss of the documents which are
DoD adopted shall be those listed in the issue of the DoDISS specified in the solicitation.
The issues of documents which have not been adopted shall be those in effect on the date
of the cited DoDISS.

NFPA 101 - Life Safety Code.

(Appficatione for copies should be addressed to the National Fire Protection Associ-
ation, Batterymarch Park, Quincy, MA 02269.)

2.3 Order of precedence. In the event of a conflict between the text of this standard and
the references cited herein, the text of this standard shall take precedence.

3
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3. DEFINITIONS

3.1 Acronyms used in this standard. The acronyms used in this standard are defined as
follows

a.

b.

c.

d.

e.

f.

&

h.

i.

j.

3.2

C41 - Command, Control, Communications, Computer, and Intelligence

CW – Continuous Wave

DoDISS – Department of Defense Index of Specifications and Standards

FWHM – Full Width at Half Maximum Amplitude

HEMP – High-Altitude Electromagnetic Pulse

MEE – Mission-Essential Equipment

PCI – Pulsed Current Injection

POE – Point-of-Entry

RF – Radio Frequency

SELDS - Shielded Enclosure Leak Detection System

Sources for definitions. Sources for definitions of terms used in MIL-STD-188-125,
in order of decreasing priority, are as follows:

a.

b.

c.

3.3

FED-STD-1037, “Glossary of Telecommunication Terms”

JCS Pub. 1, “Dictionary of Military and Associated Termsn

DNA-H-86-60, “DNA EMP Engineering Handbook for Gound Bssed Facilities”

Additional detiltione.

3.3.1 Aperture point-of-entry. Aperture points-of+ntry are intentional or inadvertent
holes, cracks, openings, or other dkcontinuities in the facility HEMP shield surface. Inten-
tional aperture points of entry are provided for persomel and equipment entry and egress
and for fluid flow (ventilation and piped utilities) through the electromagnetic barrier.

4
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An electrical wire or cable or other conductive obiect.3.3.2 Conductive po in~of-entry. . .
such sa a metal rod. which Daeeee through the electromwmetic barrier is a conductive
point-of-entry. Conductive p~n~f-entry-are also called p~netrating conductors.

3.3.3 Electromagnetic barrier. The HEMP electromagnetic barrier is the topologicafly
clcsed surface created to prevent or Iiiit HEMP fields and conducted transients from
entering the enclosed space. The barrier consists of the facility HEMP shield and point-
of-entry treatments, and it encloses the protected volume.

3.3.4 Electromagnetic stress. An electromagnetic stress is a voltage, current, charge, or
electromagnetic field which acts on en equipment. If the electromagnetic etmm exceeds the
vulnerability threshold of the equipment, mission-aborting darnage or upset may occur.

3.3.5 Facility HEMP shield. The facility HEMP shield is the continuous metallic housing
that substantially reduces the coupling of HEMP electric and magnetic fields into the
protected volume. The facility HEMP shield is part of the electromagnetic barrier.

3.3.6 HEMP acceptance test. An acceptance test of a system, subsystem, or component
is performed to ensure that specified performance characteristics have been met. HEMP
acceptance tests, conducted near the conclusion of a hardening construction or .inatallation
contract, are tests for the purpose of demonstrating that at least minimum performance
requirements of the HEMP protection eubsystem have been achieved before the eubsystem
will be accepted by the Government from the contractor.

3.3.7 HEMP hardness. HEMP hardness is the ability of the facility to withstand expc-
sure to a HEMP environment without mission-aborting damage or upset. Shielding effec-
tiveness end performance of point-of-entry treatments and special protective measures are
factors in determining HEMP hardness.

3.3.8 HEMP hardness critical item. A hardness criticaf item is an item at any assembly
level having performance requirements for the purpose of providing protection from an
explosion or natural disaster. Nuclear hardness critical items provide protection from
enviroomenb produced by a nuclear event or are specially designed to operate under
nuclear stresses. HEMP hardness critical iterns are the elements of the HEMP protection
subsystem.

3.3.9 HEMP hardness critical process. A HEMP hardnem critical process is a process,
specification, or procedure which must be followed exactly to ensure that the associated
hardness critical item attains its required performance.

5
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HEMP hardness maintenance and hardness surveillance. HEMP hardness main-
tenance and hardness surveillance are the combined preventive maintenance, inspection,
test, and repair activities accomplished on a HEMP-protected operational facility to ensure
that HEMP hardness is retained throughout the system life cycle.

3.3.11 HEMP protection subsystem. The HEMP protection subsystem includes the
electromagnetic barrier and all special protective measures installed for the purpose of
hardening the mission-essential equipment against the HEMP environment.

3.3.12 Low-risk HEMP hardening. Low-risk HEMP hardening is a hardening technique
that features a high-quality electromagnetic barrier with minimized and protected points-
of-entry. Virtually all mission-essential communications-electronics and support equipment
are placed in the protected volume enclosed by the barrier and operate in a relatively
benign electromagnetic environment, isolated from the external HEMP stresses. The low-
risk approach results in a well-defined HEMP protection subsystem configuration with
inherent testability.

3.3.13 Mwsion-eesential equipment (MEE). M~sion-essential equipment includes all
cornmunicationa-clad.ronics and support equipment required to perform specified missions.
In the context of th~ standard, MEE refers to equipment required to perform missions
specified to be hardened against the HEMP envirmrment.

3.3. I4 Penetrating conductor. Any electrical wire or cable or other conductive object,
such ss a metallic rod, which passes through the electromagnetic barrier is a penetrating
conductor. Penetrating conductors are also called conductive points-of-entry.

3.3.15 Penetration entry area. The penetration entry area is that area of the electr~
magnetic barrier where long penetrating conductors (such as an electrical power feeder)
and piping points-of-entry are to be concentrated.

3.3.16 Point-of-entry (POE]. A point-of-entry is a location on the electromagnetic bar-
rier where the shield is penetrated and HEMP energy may enter the protected volume un-
less an adequate POE protective device is provided. POES are classified as aperture POES
or penetrating conductors according to the type of penetration. They are also classified
ss architectural, mechanical, structural, or electrical POES according to the architectural-
engineering discipline in which they are usually encountered.

3.3.17 POE protective device or POE treatment. A POE protective device or treatment
is the protective measure used to prevent or limit HEMP energy from entering the protected
volume at a POE. Common POE protective devices include waveguides-below-cutoff and

6
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closure plates for aperture POES, and filters and electrical surge arresters on penetrating
conductors.

3.3.18 Protected volume. The protected volume is the three-dimensional space enclosed
by the electromagnetic barrier, except for those spaces which are also within special pro-
tective volumes.

3.3.19 Pulsed current injection (PCI]. Pulsed current injection is a test method for
measuring performance of a POE protective device on a penetrating conductor. A HEMP
threa~relatable transient is injected on the penetrating conductor at a point outside the
electromagnetic barrier and the residual internal transient stress is measured inside the
barrier.

3.3.20 Residual internal stress. Residual internal stresses are the electromagnetic fields,
voltages, currents, or charges which originate from the HEMP environment and penetrate
into the protected volume after attenuation by elements of the electromagnetic barrier.

3.3.21 Retrofit HEMP hardening. A retrofit action is an action taken to modify in-
service equipment. Retrofit HEMP hardening is the installation or substantial upgrade of
the HEMP protection subsystem for an existing facility or equipment.

3.3.22 Shielded enclosure leak detection system (SELDS]. Any of a class of commerc-
ially available instrument designed for checking shielding effectiveness in the magnetic
6eld test regime is called a SELDS. Most of these instruments operate at one or more
discrete frequencies, often of the order of 100 kHz.

3.3.23 Special protective measures. Special protective measures include all HEMP hard-
ening measures required in addition to implementation of the electromagnetic barrier.
Special protective measures are necessary for mtilon-eesential equipment outside the bar-
rier, for mizaion-essentiai equipment which is within the protected volume and experiences
damage or upset during verification testing, and in ewes requiring a special protective
volume.

3.3.24 Special protective volume. A special protective volume, enclosed within a special
protective barrier (see illustration in 5.1.8.3), is a region within the electromagnetic barrier
where electromagnetic stresses due to HEMP may exceed the residual internal stress limits
for the protected volume. The special protective barrier may be a separate shield with
protected penetrations; more commonly, shielded cables or conduits and equipment cab-
inets and closed piping systems are used to provide the needed electromagnetic isolation
from the protected volume.

7
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3.3.25 Verification testing. Verification tests are conducted for demonstrating that the
installed HEMP protection subsystem provides the required HEMP hardness. They are
performed after the construction and acceptance testing are complete and after the equip-
ment is installed and functioning, to determine if the operational system suffers mission-
aborting damage or upset due to simulated HEMP excitations. Verification is normaUy a
Government-conducted test, and is not part of a facility construction contract.

3.3.26 Vulnerability threshold. The vulnerability threshold of an equipment is the mini-
mum stress level whkh causes the equipment to suffer definite degradation. In the contkxt
of this standard, the vulnerability threshold is the minimum electromagnetic stress which
causes mission-aborting damage or upset.

3.3.27 Waveguid&below-cutoff. A waveguid~below-cutoff is a metallic waveguide whose
primary purpose is to attenuate electromagnetic waves at frequencies below the cutoff fre-
quency (rather than propagating waves at frequencies above cutoff). The cutoff frequency
is determined by the transverse dimensions and geometry of the waveguide and properties
of the dielectric material in the waveguide.

3.3.28 Waveguid*below-cutoff array. A waveguid~below-cutoff array is an assembly
of parallel waveguides-below-cutoff, with adjacent cells usually sharing common cell walls
(see illustration in 5.1.5.2). A waveguid-below-cutoff array is used when the area of the
shield aperture required to obtain adequate fluid flow within pressure drop limitations is
larger than the permissible area of a single waveguidebelow-cutoff.

8
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4. GENERAL REQUIREMENTS

4.1 General.

4.1.1 HEMP protection overview. The need exists for uniform and effective hardening,
verification, hardness maintenance, and hardness surveillance of fixed and transportable
ground-based C41 facilities, which require network interoperability during and after ex-
posure to HEMP env”uonmenb. In critical tim+urgent applications where some momen-
tary upseta, as well as damage, are mission-aborting, the hardening requirements include
stringent shielding, POE protection, and epecial protective measures. Because normal
operational experience may not indicak the condition of the HEMP protection subsys-
tem, thorough verification testing, hardness maintenance, and hardness surveillance after
deployment are necessary. For additional information, refer to supporting handbook MIL-
HDBK-423.

4.1.2 Integration with related requirements. Elements of the HEMP protection subsys-
tem can serve multiple purposes. For example, the electromagnetic barrier can also be
used to meet emanatiom security requirements. HEMP hardening measures should be
integrated with those of electromagnetic disciplines, such as electromagnetic interference,
electromagnetic compatibility, lightning protection, and TEMPEST, and with treatments
for other hardening requirements.

4.2 Hardness program management. Hardness program management for fixed and
transportable ground-based facilities being HEMP hardened in accordance with require
ments of this standard shall implement the policy and procedures of Department of Defense
Directive 4245.4. Design and engineering, fabrication, installation, and testing activities
shall be managed to eccompl”d the following objectives:

a. To provide a HEMP-protected facili~ design based upon verifiable performance spec-
ifications

b. To verify hardness levels through a coat-effective program of testing and analysis

c. During the acquisition process, ti develop a maintenance and surveillance program
which supports the operational phase of life-cycle HEMP hardness

*HEMP planning, anafysis,design, test procedures, and test reporting documentation, and re-
quirementsfor herdnesemeintenmce end hardnessmrrveillenceprogramdevelopmentmd execution
are described in MILHDBK-423.

9
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4.3 HEMP hardening design. Facility protection against the HEMP threat environment
specified in DoD-STD-2169 shall be achieved with an electromagnetic barrier and with ad-
ditional special protective measures as required. The electromagnetic barrier shall consist
of the facility HEMP shield and protective devices for all POES. Special protective mea-
sures shall be implemented for hardening mission-essential equipment whkh must be placed
outside the barrier and for other special cases to be defined. Reliability (MIL-STD-785),
maintainability (MH,-STD-470), safety and human engineering (MIL-STD-1472), testabil-
ity (MIL-STD-2165), and corrosion control (MH,-HDBK-729) shall be incorporated into
the HEMP protection subsystem design.

4.3.1 Facility shield. The facility HEMP shield shall be a continuously welded or brazed
metallic enclosure which meets or exceeds shielding effectiveness requirements of this stan-
dard (see s.1.3.1).

4.3.2 Points-of-entry. The number of shield POES shall be limited to the minimum
required for operational, Iifesafety, and habitability purposes. Each POE shall be HEMP
protected with POE protective devices which satk+ performance requirements of this
standard (see 5.1.4 through 5.1.7).

4.3.3 Mwsion+ssential equipment. All equipment required to perform trans- and post-
attack missions shall be designated u mission-essential equipment. MEE includes such
items as communications-electronic equipment, data processing subsystems, command and
control equipment, local portions of hardened interconnects,s and critical support subsys-
tems such as power generation, power distribution, and environmental control.

4.3.3.1 Mission-essential equipment within the electromagnetic barrier. All MEE which
will operate satisfactorily and compatibly within the facility HEMP shield shall be installed
inside the electromagnetic barrier. No HEMP-unique performance characteristics are re-
quired in design and selection of mission-essential equipment which will be housed within
the barrier.

4.3.3.2 M~sion-essential equipment outside the electromagnetic barrier. MEE, such as
a radio antenna or evaporative heat exchanger, which must be placed outside the electr~
magnetic barrier, shall be provided with special protective messures (see 5.1.8) ss required
to ensure HEMP hardness in the HEMP threat environment.

‘Although they are not included within the scope of this document, HEMP-hardenedintercon-
nects and survivable long-haul communicationcircuits to other hardened facilities in the network
must be provided M requiredfor mission accomplishment.
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4.3.3.3 HEMP-hardened electrical power. The facility shall be provided with HEMP-
hardened electrical power generation and distribution capabili@ sufficient to perform trans-
and post-attack missions, without reliance upon commercial electrical power sources.

4.3.4 Special protective measures. Special protective measures shafl be implemented in
special cases where HEMP hardness cannot be achieved with the electromagnetic barrier
alone. Additional shielding, transient suppression/attenuation devices, and equipment-
level protection shrdl be provided as required to achieve HEMP hardness. The three
categories of cases requiring epecial protective measurm are as follows:

a. MEE which must be located outside the electromagnetic barrier and, therefore, is not
protected by the barrier (see s.1.8.1)

b. MEE which is enclosed within the electromagnetic barrier and experiences mtilon-
aborting damage or upset during verification testing, even though the barrier elements
satisfy afl performance requirements (see 5.1.8.2)

c. Speciaf protective volumes and barriers to provide supplementary isolation, when
POE protective devices cannot satisfy the barrier requirements without interfering
with facility operation (see 5.1.8.3)

4.4 HEMP testing. The HEMP testing program ehall demonstrate that hardness per-
formance requirements have been satisfied and that the required HEMP hardness has been
achieved. This program shall include quality assurance testing during facility construction
and equipment installation, acceptance testing for the electromagnetic barrier and special
protective measures, and verification testing of the completed and operational facility.

4.4.1 Quality assurance program. A quality assurance program in accordance with FED-
STD-368 and MIL-Q-9S58 shall be implemented during facility construction and inetal-
Iation to demonstrate that the HEMP protection subsystem materials and components
comply with performance requirements of thw etandard. The quafity aswrance test pr~
cedures and remlte shafl be documented for use as beaeline configuration and performance
data for the hardn~ maintenance and surveillance program.

4.4.2 Acceptance testing. Acceptance of the HEMP protection subsystem shall be baaed
upon successful demonstrations of compliance with hardness performance requirements of
th~ etandard. HEMP acceptance tests of the electromagnetic barrier and speciaf protective
mesaures shall be conducted after all related construction work has been completed. Ac-
ceptance test procedures and results shall be documented for use as baseline configuration
and performance data.

11
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4.4.3 Verification tesiting. After completion of the HEMP protection subsystem and
installation and operational checks of the facility equipment, HEMP hardness of the facility
shall be verified through a program of tests and supporting analysis. The verification
program shall provide a definitive statement on the HEMP hardness of critical, time-
urgent mission functions at the facility under test. Verification test procedures and results
shall be documented for use as baseline configuration and performance data.

12
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5. DETAILED REQUIREMENTS

5.1 Fixed facilities.

5.1.1 HEMP protection subsystem topology.

5.1.1.1 Electromagnetic barrier topology. The electromagnetic barrier, consisting of the
facility HEMP shield and POE protective devices, shall be configured to accomplish the
following technical requirements:

a. To enclose all m“~ion-eesential equipment except those equipments such ss radio
antemq evaporative heat exchangers, or external securi~ sensors, which will not
function properly if placed within the protected volume

b. To mintilze the number of POES

C. To avoid requirements for special protective measures internal to the barrier

d. To facilitate HEMP acceptance and verification testing

e. To miniroiie requireroerrta for scheduled hardness maintenance

5.1.1.2 Penetration entry area. As a design objective, there should be a single penetra-
tion entry area on the electromagnetic barrier for all piping and electrical POEs except
those connected to external conductors lees than 10 m (32.8 ft) in length. The penetration
entry area shall be located as far from normal and emergency personnel and equipment
accesses and ventilation POES as is permitted by the facility floor plan.

5.1.2 Facility grounding.

5.1.2.1 Equipotential ground plane. Fixed grourrd-besed C41 facilities shall be grounded

USiXWIthe equipotenti~ ground plane method in accordance with MH.-STD-188-124 and
guidance in MIL-HDBK-419. The facility HEMP shield shall form a major portion of the
equipotential ground plane.

5.1.2.2 Grounding ta the facili~ HEMP shield. Grounds for equipment and structures
enclosed within the protected volume shall be electrically bonded to the inside surface of the
shield by the shortest practical paths, including via the raised floor structure. Grounds for
equipment and structures outside the electromagnetic birrier shall be electrically bonded
to the outside surface of the shield or” to the earth elrxtrode subsystem. Ground cables

13
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used to connect the facility shield (equipotential ground plane) to the earth electrode
subsystem shall be electrically bonded to the outside surface of the shield, and at least one
such ground cable shall be located at the penetration entry area. All grounding connections
to the facility HEMP shield shall be made in a manner which does not create POES.

5.1.3 Facility HEMP shield.

5.1.3.1 Shielding effectiveness. The facility HEMP shield, with all POE protective de-
vices installed, shall provide at least the miniirrm shielding effectiveness shown in figure 1.

5.1.3.2 Shield construction. The facility HEMP shield, exclusive of its POES, shall be
a continuous steel or copper enclosure, closed on all wall, ceiling, and floor surfaces. All
seams and joints between adjacent panels shall be continuously welded (for steel shields)
or continuously brased (for copper shields). Welding and brazing shall be performed using
procedures and personnel qualified in accordance with MIL-STD-248.

5.1.3.3 Shield monitoring capability. A built-in test capability to at least qualitatively
monitor for electromagnetic shield leakage shall be provided (see 5.1.11).

5.1.3.4 Shield construction quality assurance.

5.1.3.4.1 In-progress inspection of welded and brazed seams. In-progress inspection of
welded and brased seams and joints shall proceed continuously in parallel with the shield
fabrication and assembly activity. The quality of all shield seams and joints, including
those used for installation of POE protective devices, shall be monitored with visual and
magnetic particle inspection, SELDS measurements, or dye penetrant testing.

5.1.3.4.2 Shielding effectiveness survey. After the shield is closed but before interior
equipments and finishes are installed, a shielding effectiveness survey shall be performed.
SELDS testing and plane wave shleldmg effectiveness tests shall be employed. Shield
defects found during the survey must be corrected, retested, and shown to provide the
required performance before the interior equipment and finishes are installed.

5.1.3.5 Shield acceptance testing. After completion of the shield and after installation
of the POE protective devices, internal equipments, and finish work provided under the
construction contract, the shield acceptance test shall be conducted to determine if the
facility shield performs in accordance with minimum requirements of figure 1. The test
shall be conducted with P OES and their protective devices in a normal operating configura-
tion, using shielding effectiveness test procedures of appendix A. All defects found during

14
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the acceptance testing shall he corrected, retested, and shown to provide the required
performance before the installation of communications-electronics equipment.

5.1.3.5.1 Facility shield modifications. E POEe are added or the facility HEMP shield
is breached and repaired after acceptance, shield acceptance testing in the affected area
shall be repeated.

5.1.4 Architectural points-of-entry.

5.1.4.1 HEMP protection for architectural POES. HEMP protection for architectural
POES, including personnel entryways and exits and equipment accesses through the facility
shield, shall be provided with electromagnetic closure, waveguid~below-cutoff techniques,
or combinations of closure and waveguides-below-cutoff.

5.1.4.1.1 Quality assurance for architectural POE protective devices. All welded or
brssed seams and joints required for installation of architectural POE protective devices
shall be monitored under the program of in-progr=s inspection of welded and brazed
seams (see 5.1.3.4. 1). Shielded doors and other closure or access covers shall be subjected
to electromagnetic and mechanical quality sss-ce tests to demonstrate acceptable per-
formance.

5.1.4.1.2 Acceptance testing for architectural POE protective devices. Acceptance test-
ing for arcMtectural POE protective devices shall be conducted using shielding effectiveness
test procedures of appendix A.

5.1.4.2 Personnel entryways and exits. HEMP protection for all normal and emergency
personnel entryways and exits shall be provided with a tw-door shielded waveguid~below-
cutoff entryway or with a two-door shielded vestibule (figure 2). As design objectives, the
number of personnel entryways and exits should be constrained to the min”num require-
ments of NFPA 101 and the main personnel entryway should be a waveguide-below-cutoff.

5.1.4.2.1 Waveguide entryway dimensions. When a waveguide-below-cutoff entryway is
used, height and width of the waveguide shall each not exceed 2.44 m (8 ft), and the length
of the waveguide along its shortest path shall be at least five times the diagonal dimension
of the cross+ ection. As a design objective, no electrical wirhg, piping, or other conductors
should run longitudinally inside the waveguide entryway. Where electrical wiring cannot
be eliminated from the entryway, it shall be run in metal conduit. All conduits and
other groundable conductors such as pipes or handrails in the waveguide entryway shall
be electrically bonded to the entryway shield at intervals not exceeding 1 m (3.3 ft).
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CONDUCTING FACILITY
wAVECUIDE SHIELD HEMP

a Waveguide entryway.

FACILITY HSh!P

CONOUCTINC
SHIELD

VESTIBULE SHIELD

WEDAOTOH:

OOORS

LOSURE
[FOR OUTSIOE DOORS)

b. Vestibule entryway.

FIGURE 2. Typical waveguide and vestibule entryways.
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5.1.4.2.2 Entryway shield. The entryway shield shall comply with the same require
ments applicable to the facility HEMP shield (see 5.1.3). All entryway PO ES, either into
the facility protected volume or to the outside, shall comply with the same requirements
applicable to other POES through the electromagnetic barrier (see 5.I.5 through 5.1.7).

5.1.4.2.3 Entryway shield doors. Entryway shield doer frames shall be welded or brased
into the entryway shield. When installed, vestibule shield doors shall provide at least the
minimum shielding effectiveness shewn in figure 1. Waveguide entryway doors shall provide
at lesst the mtilmum electric and plane wave shleldlng effectiveness shown in figure 1, but
are not required to satisfy the magnetic shielding effectiveness criteria. A weather enclosure
with appropriate environmental controls shall be provided to protect exterior shield doors
from corrosion and exposure to blown dust and other natural elements.

5.1.4.2.4 Entryway interlocks and alarms. The entryway shield doors shall be provided
with interbcks to ensure that at least one of the shield doors remains closed except during
emergency evacuations. The entryway shield doors shall be provided with an alarm to
ind]cate that the interlock hss been overridden or that both shield doors are open.

5.1.4.3 Equipment accesses. A protected equipment access POE shall be provided only
when movement of the equipment through a personnel entryway is not practical. HEMP
protection for equipment accesses through the facility HEMP shield shall be provided with
electromagnetic closure. The metal access cover shall be continuously seam welded in place,
if anticipated usage is less than once per 3 yeare, and shall be radio frequency gssketed
and secured by a closure mechanism which ensures a proper gssket seal, when expected
usage is more frequent. When closed, the equipment access covers shall provide at least the
minimum shielding effectiveness shown in figure 1. A weather enclosure shall be provided
to protect exterior gasketed access covers from corrosion and exposure to blown dust and
other natural elements.

5.1.5 Mechanical points-f-entry.

5.1.5.1 HEMP protection for mechanical PO ES. HEMP protection for mechanical
POES, including piping and ventilation penetrations through the facility HEMP shield,
shall be provided with waveguid~below-cutoff techniques. As a design objective, the num-
ber of piping POES should be constrained to fewer than 20 and the number of ventilation
POES should be constrained to fewer than 10.

5.1.5.1.1 Quality assurance for mechanical POE protective devices. All welded and
brazed seams and joints required for installation of mechanical POE protective devices,
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including those for piping and ventilation penetrations, shall be monitored under the pr~
gram of in-progress inspection of welded and brazed seams and joints (see 5.1.3.4.1).

5.1.5.1.2 Acceptance testing for mechanical POE protective devices. Acceptance test-
ing for mechanical POE protective devices, including those for piping and ventilation pen-
etrations, shall be conducted using shielding effectiverms &t procedures of appendix A.

5.1.5.2 Metallic piping POEs. Metallic piping shall penetrate the facility HEMP shield
as a pipe section which is configured as a single waveguide-below-cutoff or a waveguid~
below-cutoff array (figure 3). Dielectric hoses or pipes shall be converted to metal piping
before penetrating the shield. The presence of the protected piping POE shall not degrade
shielding effectiveness of the facility HEMP shield below the minimum requirements of
figure 1.

5.1.5.2.1 Metallic piping waveguide dimemions. The inside diameter of a single wave
guiddelow-cutoff and each of the transverse cell dimensions in a waveguid~below-cutoff
array shall not exceed 10 cm (4 in), except where a special protective volume will be
established (see 5.1.8.3.1). The length of the waveguide section shall be at least five times
the inaide diameter of a single waveguid~below-cutoff or at least five times the transverse
cell diagonal dimension in a waveguide-below-cutdT array.

5.1.5.2.2 Metallic piping waveguide construction. All joints and couplings in the wave-
guide section shall be circumferentially welded or brased, and the waveguide-below-cutofT
shall be circumferentially welded or brased to the facility HEMP shield at the POE. Cell
walk of a waveguide-below-cutoff array shall be metallic, and there shall be continuous
electrical bonds at all intersections and between the cell walls and the waveguide wall.
No dielectric (glass, plastic, etc.) pipe lining shall be permitted in the waveguide section.
External and internal piping shall be connected at the ends of the waveguide section; no
HEMP-uoique requirements apply to these couplings.

5.1.5.3 Ventilation POES. Ventilation ducts shall penetrate the facility HEMP shield in
a section of metallic ducting which is configured as a waveguide-below< utoff array panel
(figure 4). The presence of the protected ventilation POE shall not degrade shielding
effectiveness of the facility HEMP shield below the minimum requirements of figure 1.

5.1.5.3.1 Waveguide array dimensions. Each of the transverse cell dimensions of the
waveguidt+below-cutoff array shall not exceed 10 cm (4 in). The length of the waveguide
shall be at least five times the transverse cell diagonal dimension.
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FIGURE 4. Typical waveguiddwlow-cutoff array ventilation POE protective device.

5.1.5.3.2 Wavwguide array construction. The waveguide-below-cutoff array panel frame
shall be circumfererrtially welded or brazed to the facility HEMP shield at the POE. Cell
walls shall be metaflic and there shall be continuous electrical bonds at all intersections
and between the cell walls and the duct wall. No conductor shall be permitted to pass
through the waveguide.

5.1.6 Structural points-of-entry.

5.1.6.1 HEMP protection for structural POEe. HEMP protection for structural POES,
including beams, columns, and other metallic structural elements which must penetrate
the electromagnetic barrier, shall be provided with continuously welded or brased seams
and joirrta between the penetrating element md the facility shield. Aa a design objective,
the facility should be configured to minimize the number of metallic structural elements
required to penetrate the barrier. Nonmetallic structural elements shall not penetrate the
electromagnetic barrier.

5.1.6.2 Quality aeaurance for structural POE protective treatment. All welded and
brazed seams and joints required for structural POE treatment shall be monitored under
the program of in-progress inspection of welded and brazed seams (see 5.1.3.4.1).
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5.1.6.3 Acceptance testing for structural POE protective treatments. Acceptance test-
ing for structural POE protective treatments shall be conducted using shielding effective-
ness test procedures of appendix A.

5.1.7 Eledrical points-of-entry.

5.1.7.1 HEMP protection for electrical POES. HEMP protection for electrical POES,
including all power, communications and control penetrating conductors whether shielded
or unshielded, shall be provided with transient suppression/attenuation devicw (except
under conditions identified in 5.1.7.9).

5.1.7.1.1 Electrical POE protective device requirements. A transient suppression/atten-
uation device shall consist of an electrical surge arrester and additional linear and nonlinear
elements es required. The varistor voltage at 1 mA direct current d.c. (for a metal oxide
varistor) or the d.c. breakdown voltage (for a spark gap) shall be 150 to 250 percent of the
peak operating voltage on the line. The protective device shall limit the residual internal
transient stress to a maximum prmcribed for each class of electrical POE, when prescribed
pulses are injected at its external terminal (see table I). Additionally, the protective de-
vice shall be rated to withstand at least 2000 short pulses at the prescribed peak injection
current without damage or performance degradation, as defined in test procedures of ap-
pendix B.

5.1.7.1.2 Electrical POE protective device installation. Electrical POE protective de
vices shall be installed in the configuration shown in figure 5. The external and inter-
nal conduits and compartment covers do not have shielding requirements as part of the
electromagnetic barrier, but shieldkg may be necessary as a special protective measure
(see 5.1.8) or to satisfy other electromagnetic requirements. The presence of the protected
electrical POE shall not degrade shielding effectiveness of the facility HEMP shield below
minimum requirements of figure 1.

5.1.7.2 Quality assurance for electrical POE protective devices. All welded and brazed
seams and joints required for installation of electrical POE protective devices shall be
monitored under the program of in-progress inspection of welded and brazed seams (see
5.1.3.4.1). Transient suppression/attenuation devices shall be subjected to electrical and
mechanical quality assurance teds to demonstrate acceptable performance.

5.1.7.3 Acceptance testing for electrical POE protective devices. Acceptance testing for
electrical POE protective devices shall be conducted using the pulsed current injection test
procedures of appendix B.
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MIL-STD-188-125

5.1.7.4 Commercial electrical power feeder POES. A transient suppression/attenuation
device shall be provided on each penetrating conductor of a commercial electrical power
feeder POE. The section of the commercial power feeder immediately outside the elec-
tromagnetic barrier shall be buried for a length of at least 15.2 m (50 ft). As a design
objective, a maximum of two commercial electrical power feeders should penetrate the
facility HEMP shield.

5.1.7.4.1 Commercial power POE protective device requirements. A 4000 A pulse with
10 m risetime and 500 ns full width at half maximum amplitude (F WHM), occurring on
a penetrating conductor at the POE protective device external terminal, shall produce a
residual internal transient stress no greater than 10 A and shall not cause device damage
or performance degradation.’ A pulse of 500 A with 1 ps risetime and 5 ms FWHM and a
pulse of 200 A with 0.5 s risetime and 100 s FWHM, at the POE protective device external
terminal, shall not cause device damage or performance degradation.4 If a POE protective
device cannot be designed to satisfy the residual internal transient stress limits without
interfering with operational signals which it is required to psss, a special protective volume
shall be established (see 5.1.8.3.2). As a design objective, each commercial power feeder
should be provided with a device to d~connect the incoming lines automatically if a HEMP
event occurs or manually for alert conditions.

5.1.7.5 Other electrical power feeder POES. A transient .suppreasion/attenuation device
shall be provided on each penetrating conductor of electrical power feeder POES which
supply internal power to equipment outside the electromagnetic barrier. As a design
objective, internal power should be supplied only to MEE outside the electromagnetic
barrier. Nonessential equipment outside the barrier should be powered from an external
source.

5.1.7.5.1 Electrical power POE protective device requirements. A 4000 A pulse with
10 m risetime and 500 ns FWHM, occurring on a penetrating conductor at the POE
protective device external terminal, shall produce a residual internal transient stress no
greater than 10 A and shall not cause device damage or performance degradation.4 If a
POE protective device cannot be designed to satisfy the residual internal transient stress
lirrits without interfering with operational signals which it is required to pass, a special
protective volume shall be edablished (see 5.1.8.3.2).

4Common mode pulsewithstandingrequirements,waveformdetailsof the injected pulses,addi-
tionrdconstraintson the residualinternaltransientstress,andcircuit test configurationinformation
are contained in PCI test proceduresof appendix B.
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5.1.7.6 Audio and data line POEs.

5.1.7.6.1 Standard audio and data lines All standard voice and data Iinea, whether
shielded or unshielded, shall be converted to fiber optics outside the electromagnetic barrier
and shall penetrate the facility HEMP shield on all-dielectric fiber optic cables. Electrc+
optic equipment outside the electromagnetic barrier shall be protected using special pro-
tective meaauree (see .5.1.8.1), if the associated audio or data line is mtilon essential. The
fiber optic cable POE shall be protected with a waveguid+below-cuto5 protective device.

5.1.7 .6.1.1 Fiber optic waveguide dimensions. The inside diameter of a fiber optic wave
guidebelow<utoff shall not exceed 10 cm (4 in). The length of the waveguide shall be at
least five timee the inside diameter of the waveguid~below-cutoff.

5.1.7 .6.1.2 Fiber optic waveguide comtruction. All joints and couplings in the wave
guide shall be circumferentially welded or brazed, and the waveguidebelow-cutoff shall be
circumferentirdly welded or brased to the facility HEMP shield at the POE. No conductors
or conducting fiuide shall be permitted to pass through the waveguide; the waveguide shall
be filled or its ends shall be capped to prevent inadvertent insertion of conductors.

5.1.7.6.2 Nonstandard audio and data lines. A transient suppression/attenuation device
shall be provided on each penetrating conductor of shielded or unshielded nonstandard
audio or data Iinee which cannot be practically converted to fiber optics. As a design
objective, a maximum of 20 such nonstandard audio or data lines should penetrate the
facility HEMP shield.

5.1.7.6.2.1 Nonstandard audio and data POE protective device requirements. An

8000/@ A or 500 A pulse with 10 m risetime and 500 m FWHM (where N is the
number of penetrating conductor in the audio or data cable and the larger amplitude
is chmerr), occurring on a penet rat”mg conductor at the POE protective device external
terminal, shall produce a residual internal transient stress no greater than 0.1 A and shall
not cause device darnage or performance degradation. 4 A pulse of 500 A with 1 ps risetime
and 5 me FWHM and a pulse of 200 A with 0.5 s risetime and 100 s FWHM, at the
POE protective device external terminal, shall not cause device darnage or performance
degradation.4 If a POE protective device cannot be designed to satisfy the residual internal
transient stress limits without interfering with operational signals it is required to pass, a
special protective volume shall be established (see 5.1.8.3.2).

5.1.7.7 Electrical control and signal line POES. A transient suppreseion/attenuation de-
vice shall be provided on each penetrating conductor of electrical control and signal lines,
whether shielded or umhielded. As a design objective, the number of control and signal

27

http://www.abbottaerospace.com/technical-library


MIL-STD-188-125

lines penetrating the facility HEMP shield should be minirrized by use of alternate control
techniques.

5.1.7.7.1 POE protective device requirements for control and signal lines operating at
voltages less than 90 V. An 8000/@ A or 500 A pulse with 10 ns risetime and 500 ns
FWHM (where N is the number of penetrating conductors in the control or signal cable
and the larger amplitude is chosen), occurring on a penetrating conductor at the POE
protective device external terminal, shall produce a residual internal transient stress no
greater than 0.1 A and shall not cause device damage or performance degradation.’ If a
POE protective device cannot be designed to satisfy the residual internal transient stress
limits without interfering with operational signals it is required to pass, a special protective
volume shall be eetabliihed (see 5.1.8.3.2).

5.1.7.7.2 POE protective device requirements for control and signal lines operating at
90 V and higher. An 8000/@ A or 500 A pulse with 10 ns risetime and 500 ns FWHM
(where N is the number of penetrating conductors in the control or signal cable and the
larger amplitude is chosen), occurring on a penetrating conductor at the POE protective
device errternal terminal, shall produce a residual internal transient stress no greater than
1 A and shall not cause device damage or performance degradation.’ If a POE protective
device cannot be designed to satisfi the residual internal transient stress limits without
interfering with operational signals it is required to pass, a special protective volume shall
be established (see 5.1.8.3.2).

5.1.7.8 Radio frequency antenna line PO ES. A transient suppression/attenuation device
shall be provided on signal-carrying conductors of all penetrating radio frequency antenna
lines. The antenna cable shields shall be circurnferentially bonded to the facility HEMP
shield at the POE.

5.1.7.8.1 Antenna line POE protective device requirements.

5.1.7 .8.1.1 Signal conductor injection for receiv=only antennas. A pulse of the prescribed
waveform and amplitude, occurring on the signalawying conductor at the external ter-
minal of a receiv~nly antenna line POE protective device, shall produce residual internal
transient stresses no greater than 0.1 A on the signal< arrying conductor and shield and
shall not cause device darnage or performance degradation.’ The pulse waveform and
amplitude are determined by the lowest characteristic response frequency, f, which is
600/L MHz (where L is the largest dimension of the associated antema in meters). The
prescribed pulse is an 8000 A double exponential with 10 ns risetime and 500 ns FWHM,
where the lowest characteristic response frequency is less than 2 MHz.4 The prescribed
pulse is a 2 MHz damped sinusoid with 2500 A peak current, where the lowest response
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frequency is 2 MHz ta 30 MHz.’ The prescribed pulse is a 30 MHz damped sinusoid with
900 A peak current, where the loweet reeponse frequency ie 30 MHz to 200 MHz, and a
200 MHz damped sinusoid with 250 A peak current, when the lowest response frequency

is Weate th~ 200 MHz.4 ~ a pOE protective device cannot be designed ta satiefy the
residual internal transient stress limits without interfering with operational signals it is
required ta pzse, a special protective volume shall be established (see 5.1.8.3.2).

5.1.7 .8.1.2 Signal conductor injection for transmit antennae. A pulse of the prescribed
waveform aod amplitude, occurring on the signakwrying conductor at the external ter-
minal of a tmnzmi&ordy or tranzceive antenna line POE protective device, shall produce
residual internal transient stresses no greater than 1 A on the signal-carrying conductor
and 0.1 A on the shield and shall not cause device damage or performance degradation.4
The pulse waveform and amplitude are determined by the lowest characteristic response
frequency, j, which is 800/L MHz (where L is the Iargeet dimension of the associated
antema in meters). The prescribed pulse is an 8000 A double exponential with 10 ns
rieetime and s00 m FWHM, where the lowest characteristic response frequency is Iezs
than 2 MHz.4 The prescribed pulse is a 2 MHz damped sinusoid with 2500 A peak cur-
rent, where the lowest response frequency is 2 MHz to 30 MHz.4 The prescribed pulse ie a
30 MHs damped sinusoid with 900 A peak current, where the lowest r~ponze frequency ie
30 MHz ta 200 MHz, and a 200 MHz damped sinusoid with 250 A peak current, when the
lowet reeponee frequency is greater than 200 MHr,.4 ff a POE protective device cannot
be designed to satisfy the reeidurd internal transient stress Iimita without interfering with
operational signals it is required to pass, a ripecial protective volume shafi be established
(See 5.1.8.3.2).

5.1.7 .8.1.3 Shield injection. A 1000 A pulse with 10 ns risetime and 500 ns FWHM,
occurring on the shield of a buried antenna cable at a point outside the electromagnetic
barrier, shall produce reeidual internal transient stresses no greater than 0.1 A on the
signal-cmrying conductor and ehield and shall not cause POE protective device darnage
or performance degradation.4 For a nonburied antenna cable, arr800U A pulse with 10 ne
rizetime and 500 nz FWHM on the shield at a po”mt outeide the barrier shall produce
reeidual internaf transient strmeee no greater than 0.1 A on the signal-carrying conductor
and shield and shall not cause POE protective device darnage or performance degradation.4
An antenna cable is considered buried when lees than 1 m (3.3 ft) of its total length is
not covered by earth or concrete fill and it terminates at a buried antenna. The cable is
considered nonburied if at least 1 m (3.3 ft) of its total length is not covered.
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5.1.7.9 Conduit shielding.

5.1.7.9.1 Buried control and signal line conduits. A control and signal cable run be
tweerrtwo protected volumes may be HEMP-protected using a buried metal conduit, when
the length of the run is less than 25 m (82 ft). A cable containing one (or more) control
or signal limesor one (or more) power lines with maximum operating current below 1.0 A
is considered to be a control and signal cable. A conduit is considered buried when lees
than 1 m (3.3 ft) of its total length is not covered by earth or concrete 611.Transient sup-
pression/attenuation devices are not required on the penetrating conductors under these
conditions.

5.1.7.9.2 Nonburied control and signal line conduits. A control and signal cable run be
tween two protected volumes may be HEMP-protected using a nonburied metal conduit
when the length of the run is less than 3.1 m (lo.2 ft). A conduit is considered nonburied
when 1 m (3.3 ft) or more of its total length is not covered by earth or concrete fill.
Transient suppression/attenuation devices are not required on the penetrating conductors
rmder these conditions.

5.1.7.9.3 Power line conduits. A cable run between two protected volumes and contain-
ing only power lines with operating currents above 10 A may be HEMP-protected us”mga
buried metal conduit, when the length of the run is less than 2500 m (8200 ft). A cable run
between two protected volumes and containing only power lines with operating currents
above 10 A may be HEMP-protected using a nonburied metal conduit, when the length
of the run is less than 312 m (1025 ft). For a cable run of power lines with operating cur-
rents between 1.0 A and 10 A, the maximum conduit length is 250 m (820 ft) for a buried
conduit and 31.2 m (102 ft) for a nonburied conduit. Transient suppression/attenuation
devices are not required on the penetrating conductors under these conditions.

5.1.7.9.4 Conduit requirements. HEMP protection conduits shall be rigid metal conduit,
circumferentially welded or brazed at all joints and couplings, and circumferentially welded
or brased to the facility HEMP shlelde at POES on both ends. Pull boxes in the conduit
run shall be welded or brazed metal enclosures and shall be electromagnetically closed
with welded, brazed, or radio frequency gasketed and bolted covers. A 1000 A pulse
on a buried control and signal line conduit and an 8000 A pulse on a nonburied control
and signal line conduit, with 10 ns risetime and 500 ns FWHM, shall produce a residual
internal transient stress no greater than 0.1 A on the wire bundle inside the conduit.4 The
same pulses occurring on the outer surface of a power line conduit shall produce a residual
internal transient stress no greater than 10 A, when the operating current on the lowest
rated conductor in the wire bundle inside the conduit is above 10 A, and no greater than
1.0 A when the operating current is between 1.0 A and 10 A.’
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5.1.8 Special protective meaeures. In special csaes where HEMP hardness cannot be
achieved with the electromagnetic barrier alone (see 4.3.4), special protective measures
shall be implemented. Special protective messuree shall not be ueed as a substitute for an
electromagnetic barrier which satisfiee the performmce requirements of this standard.

5.1.8.1 Muio~entird equipment outside the electromagnetic barrier. Special protec-
tive measures shall be implemented to HEMP harden misriorr-essential equipment which is
placed outeide the electromagnetic barrier in accordance with provisions of thie standard
(see 5.1.1.1). Special protective meaeures for MEE outside the barrier may include

a.

b.

c.

d.

e.

f.

Cable, conduit, and local volume shielding

Linear and nonlinear transient suppreesion/attenuation devices

Equipment-level hardening (reduced coupling crow-section, dielectric means of signal
and power transport, use of inherently robust components)

Remoting sensitive circuits to locations within the protected volume

Automatic recycling features or operator intervention schemes, when the rnidon
timeline permits

Other hardening measures appropriate for the particular equipment to be protected

Performance requirement for the special protective measures shall ensure that HEMP-
induced peak tim~domain current stresses at the equipment level are at least 20 dB less
than the vulnerability thresholds of the equipments

5.1.8.2 Minion-essential equipment inside the electromagnetic barrier. Special protec-
tive measares shall be implemented to HEMP harden mission-essential equipment which
is withii the electromagnetic barrier, but experiences m“~ion-aborting damage or upset
during verification testing. Special protective measuree for MEE inside the barrier may
include cable, conduit, and volume shielding, transient supprmsion/attenuation devices,
equipmen+level hardening, automatic recycling, operator intervention featuree, and other
hardeniag measures appropriate for the particular equipment to be protected. Perfor-
mance requirement for the special protective measures shall ensure that HEMP-induced
peak tim~domain current streeses at the equipment level are at leaat 20 dB less than the
vulnerability thresholds of the equipment.c

‘See MIL-HDBK-423 for methede to determinevulnerabilitythresholdsand guidance in spply-
ing the 20 dB margin.
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5.1.8.3 Special protective volumes.

5.1.8.3.1 Special protective volumes for piping POES. When a piping POE waveguide-
below-cutoff must be larger than 10 cm (4 in) to provide adequate fluid flow and a
waveguid-below-cutoff array insert cannot be used, a special protective volume shall be
established inside the electromagnetic barrier (figure 6).

5.1.8 .3.1.1 Special waveguide requirements. A waveguid~below-cutoff which must be
larger than 10 cm shall be of the minimum inside dhrneter consistent with its functional
requirements. The length of the waveguide section shall be at least five times the inside
diameter. All joints and couplings in the waveguide section shall be circumferentially
welded or brased and the waveguide shall be circumferentially welded or brased to the
facility HEMP shield at the POE. No dielectric lining shall be permitted in the waveguide
section.

5.1.8 .3.1.2 Special protective barrier for piping POES. A special protective barrier shall
completely enclose piping which is protected at its POE with a waveguide-below-cutoff
larger than 10 cm in inside diameter. The special protective barrier may be a separate
shield with protected penetrations or it may be implemented using the metal walls of
the piping system itself. Performance requirements for the special protective barrier shall
ensure that the total shielding effectiveness, measured through the primary electromagnetic
barrier and special protective barrier, satisfi- at least the minimum requirements shown
in figure 1.

5.1.8.3.2 Special protective volumes for electrical POES. When an electrical POE pro-
tective device cannot be designed to achieve the transient suppression/attenuation per-
formance prescribed for the class of electrical POE (see 5.1.7) without interfering with
operational signals it is required to pass, a special protective volume shall be established
inside the electromagnetic barrier (figure 6).

5.1.8 .3.2.1 Special electrical POE protective device requirements. An electrical POE
protective device which cannot achieve the prescribed transient suppression/attenuation
performance shall be designed to provide the maximum transient suppression/attenuation
consistent with its functional requirements. When the pulse prescribed for the CISSSof
electrical POE occurs at the external terminal, the POE protective device shall perform
in accordance with its design and the device shall not be darnaged or degraded.

5.1.8 .3.2.2 Special protective barrier for electrical POES. A special protective barrier
shall completely enclose wiring and equipment directly connected to an electrical POE
protective device whkb cannot achieve the transient suppression/attenuation performance
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required by 5.1.7. The special protective barrier may be a separate shield with protected
penetrations or it may be implemented using cable and conduit shields and equipment
cabinets. Performance requirements for the special protective barrier shall ensure the
following:

a. That thetotal shleldhg effectiven=s, me=ured through theprim~ electromagnetic
barrier and special protective barrier, satisfies at least the minimum requirements of
figure 1.

b. That the total transient suppremion/attenuation, measured through the primary elec-
tromagnetic barrier and special protective barrier, satisfies at least the minimum
requirements of 5.1.7.

5.1.8 .3.2.3 M~sion-essential equipment in a special protective volume. Special protec-
tive messures shall be implemented as necessary to harden mission-essential equipment in
a speciaf protective volume to the HEMP-induced signals which will occur in that volume.
Special protective measures for MEE in a special protective volume may include cable,
conduit, and volume shleldhg, transient suppremion/attenuation devices, equipment-level
hardening, remoting sensitive circuits, automatic recycling, operator intervention features,
and other hardening messures appropriate for the particular equipment to be protected.
Performance requirements for the special protective measures shall ensure that HEMP-
induced peak time-domain current stresses at the equipment level are at Ieast 20 dB less
than the vulnerability thresholds for the equipments

5.1.8.4 Quali~ assurance for special protective measures Quality assurance tests shall
be conducted to ensure that special protective measures comply with performance require
ments for the particular installation.

5.1.8.5 Acceptance testing for special protective messures.

5.1.8.5.1 Special protective measures for mission-essential equipment. Acceptance test-
ing is not required for equipment-level special protective messures installed on MEE in
accordance with 5.1.8.1, 5.1.8.2, and 5.1.8.3.2.3. HEMP hardness provided by these SP*
cial protective measures shall be demonstrated during the verification test program.

5.1.8.5.2 Special protective barriers. Acceptance testing for all special protective barri-
ers shall be conducted using shielding effectiveness test procedures of appendix A. Addi-
tionally, acceptance testing for all special protective barriers required because of an elec-
trical POE protective device shall include pulsed current injection in accordance with test
procedure of append”w B.
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5.1.9 Reliability and maintainability. The HEMP protection subsystem shall be de-
signed and constructed to be rugged, reliable, and maintainable. Reliability and main-
tainability program tasks and requirements shall be included in the facility acquisition
specifications to rmure that reliability is considered in component selections, to reduce the
frequency, complexity, and costs of designdictated maintenance, and to provide adequate
provisioning with spare hardness critical items and maintenance tools and supplies.

5.1.10 Safety and human engineering. Safety and human engineering criteria, principles,
and practices shall be applied in the deign, selection, and placement of HEMP protection
subsystem elements. Entryways shall be designed to accommodate expected traffic and
shield doom shall operate simply with operating forces within limits imposed by MIf,-
STD-1472. Inspection covers shall be designed for safety and ease of removal and proper
reinstallation. Electrical POE protective devices shall provide fail-safe features, such as
capacitor discharge resistors, for protection of personnel during installation, operation,
maintenance, and repair.

5.1.11 Testability. The HEMP protection subsystem shall be designed and constructed
ta accommodate qualky assurance, acceptance, and verification testing and hardness main-
tenance and hardness surveillance. The facility shield shall be accessible for visual inspec-
tion at all POES. Access for periodic shielding effectiveness measurements shrdl,be provided
except on tbe fioor shield of a bottom floor and on buried facilities. The builbin shield
monitoring capability shall consist of a permanently installed large loop or a permanently
installed shield injection point system, as described in MILHDBK-423, or other exciter
and sensor elements which will detect significant changes in the electromagnetic barrier
performance. Electrical POE protective devices shall be installed with accessible pulsed
current injection drive points and measurement points.

5.1.12 Corrosion control. Corrosion protection measures shall be implemented in the
design and construction of tbe HEMP protection subsystem. The facility shield and POE
protective devices shall be constructed with inherently corrosion-resistant materials or
metafe ehafl be coated or metallurgically procsseed ta resist corrosion. Pockets where
water or condensation can collect shall be avoided and a crawl space shall be provided
above the ceiling shield to aflow inspection for roof leakage. Buried conduits or cables shall
be coated with esphalt compound, plastic sheaths, or equivalent corrosion protection, and
a means for detecting leakage shall be prwided. Joints between dti]milar metals shall
be avoided and, where required, shall be provided with corrosion preventive measures.
Cathodic protection shafl be provided, where required by environmental conditions.

5.1.13 Con6guration management. A hardness configuration management program shall
be implemented during design and construction of the HEMP protection subsystem.
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Hardness critical items and hardness critical processes shall be identified in the facility
drawings in accordance with DoD-STD-1OO, and installed hardness critical iterns shall be
distinctively marked. Facility design and installation changes shall be assessed for potential
HEMP hardness impacts prior to approwl. The affected portiom of the HEMP protection
subsystem shall be retested when configuration changes occur after acceptance testing.

5.1.14 Verification te4ing. After the HEMP protection system has been accepted and fa-
cility equipment is installed and operational, a verification teat program shall be conducted.
As a minimum, verification testing shall include continuous wave (CW) immersion testing
of the electromagnetic barrier, PCI tests at electrical POES, and additional site-specific
tests as needed to demonstrate effectiveness of special protective measures. All deficien-
cies identified by the verification test program shall be corrected, retested, and shown to
provide the required hardness.

5.1.14.1 CW immersion testing. CW immersion testing shall be performed in accor-
dance with procedures of appendix C. At frequencies where the measurement dynamic
range exceeds the attenuation required by figure 1, ratios of illuminating field strength to
the internal field measurements shall be equal to or greater than the minimum shielding
effectiveness requirement. Internal field measurements shall be below the instrumentation
noise or operating signal level in frequency bands where measurement dynarpic range is
less than attenuation requirements of figure 1. Internal current measurements, when ex-
trapolated to threat using equations de6ned in appendix C, shall be less than 0.1 A. No
interference with mission-essential communication~electronics or support equipment shall
occur.

When approved by the sponsoring agency for the verification test, a thorough program
of shielding effectiveness measurements using procedures of appendix A and a thorough
SELDS survey in accordance with MIL-HDBK-423 guidance may be performed in lieu of
the CW -ersion test.

5.1.14.2 Pulsed current injection verification testing. PCI verification testing shall be
performed in accordance with procedures of appendix B. Residual internal transient stress
measurements shall not exceed maximum limits for the applicable class of electrical POE.
POE protective devices shall not be damaged or degraded by the PCI excitations. No
timeurgent, mission-aborting damage or upsets of MEE shall occurs

5.1.14.3 Verification for special protective measures. Sitespecific procedures for veri6-
cation of special protective measures shall be developed based upon test approaches of

‘The determinationwhetheran observed interruptionor upset is mission-abortingis the respon-
sibility of the operational authority for the facility.
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5.1.14.3.1 and 5.1.14.3.2. The verification testing shall demonstrate that HEMP-induced
electromagnetic stresses resulting from facility exposure to the threat environment of DOD-
STD-2169 will not cause time-urgent, m’ksion-aborting damage or upsets.e

5.1.14.3.1 Verification of specird protective measure9 for m~lon-esaentiai equipment.
Verification testing for MEE hardened with special protective measures shall generally
include coupling measuremen~ and pulsed current i@ction procedures. The coupling
test shall be threat-level illumination, threat-level skin current injection, or threat-relatable
testing such as CW immersion (see appendix C). MEE cable currents shall be measured
and shall be extrapolated to threat when required.

Long conductors, which connect to the MEE and are directly exposed to the HEMP
environment, shall be PCI tested with injected pulses of the amplitudes and waveforms
prescribed “mappendix B.

Cables, which connect or are internal to the MEE and are not directly axposed, shall
also be PCI teated. The injected pulse characteristics shall comply with one of the following
requirements:

a Amplitudes equal to 10 times the (measured or extrapolated) threat responses and
waveforms similsx to the measured data

b. Amplitudes and waveforms prescribed in appendix B for the applicable class of elec-
trical circuit

These verification test excitations shall not cause tirn~urgent, mission-aborting dam-
age or upset of MEE.e

5.1.14.3.2 VeriEcation of special protective barriers. VeriEcation of special protective
barriers shall include PCI testing of all electrical POES which penetrate into the special
protective volume from outside the protective volume. Amplitudes and waveforms of the
@cted pulses shall be as prescribed in appendix B. In addition to functional observations
and measurements required by 5.1.14.3.1, residual internal stresses shall be measured on
conductors which penetrate from the special protective volume into the protected volume.
Responses measured at testpoints within the protected volume shall not exceed maximum
allowable limits, and the test excitations shall not cause time-urgent, mission-aborting
damage or upset of MEE.6

5.2 Transportable facilities. HEMP protection requirements for transportable ground-
based facilities performing critical, timeurgent missions will be provided in a future amend-
ment to MIL-STD-18&125.
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6. NOTES

(This section contains information of a general or explanatory nature that maybe helpful,
but is not mandatory.)

6.1 Intended use. The standard contains minimum requirements and design objectives
for HEMP protection of ground-bssed facilities whklr perform critical, time-urgent C41
missions. The purpose is to standardize design, construction, and test of HEMP protection
subsystems for these facilities and to thereby sasure the quality and durability of the
protection.

6.2 Subject term (key word) listing.

Continuous wave (CW) immersion
Electrical surge arrester
Electromagnetic barrier
Facility HEMP shield
Hardening
Hardness verification
Low risk HEMP protection
Mwsion-eesential equipment
Nuclear survivability
Point-of-entry
Protection device, point-of-entry
Pulsed current injection
Shielding effectiveness
Special protective measures
Survivability /vulnerability
Transient suppression/attenuation device
Waveguidebelow-cutoff
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APPENDIX A

SHIELDING EFFECTIVENESS TEST PROCEDURES

10. GENERAL

10.1 Scope. Thw appendix establishes procedures for merwuring shielding effectiveness
of the electromagnetic barrier required for low-r”wk high-altitude electromagnetic pulse
(HEMP) protection of critical ground-based facilities with time-urgent missions. The pro-
cedures are applicable for testing other HEMP-hardened facilities, when specified by the
procurement documentation.

10.2 Application. These procedures shall be used for shielding effectiveness accep-
tance testing of the facility HEMP shield and aperture poinbof-entry (POE) protective
treatments, ae required by DETAILED REQUIREMENTS of MLL-STD-188-125. The
procedures shall also be performed for acceptance of repaira or installations of new POE
protective devices after construction acceptance, except that only areas affected by the
repair or installation shall be tested. Shielding effectiveness measurement may alao be
conducted ae part of the verification test program.

20. REFERENCED DOCUMENTS

20.1 Gov ernment documents. The following documente form a part of thw append-m to
the extent specified:

MIL-STD-285 - Attenuation Measurements for Enclosures, Electromagnetic
Shielding, for Electronic Test Purposes, Method of.

NSA 65-6 - National Security Agency Specification for RF Shielded
Enclosures for Communications Equipment: General
Specification.

DNA-EMP-1 - Electromagnetic Pufse (EMP) Security Classification
Guide (U) (document ie classified S-RD).

7HEMP-uniquetest procedures are temporarily includedee appendices to MfLSTD- 188-125; it
is intended that these procedure will ultimately be promulgated M separati standardeoutside of
the MIL-STD-18& series.
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30. DEFINITIONS

30.1 Shielding effectiveness. Shieldlng effectiven~s at a test area for the purposes of this
procedure is the ratio, expressed in decibels (dB), of the received signal when the receiving
antenna is illuminated by electromagnetic radiation in the ted calibration configuration
(no shield present) to the received signal through the electromagnetic barrier in the test
measurement configuration. Assuming that antenna voltage is detected

()SE =20 log ;
m

where Vm is the measured signal at the test area and V. is the calibration signal at the
same frequency and transmitting antenna polarization. Shielding effectiveness values are

test method-dependent and different values may be obtained when tim~domain or other
frequency-domain measurement techniques are used.

40. GENERAL REQUIREMENTS

40.1 General. Thm HEMP shield~ effectiveness test method is a modified MIL-STD-
285 or NSA 65-6 procedure. A transmitting antenna is placed on one side of, the electr~
magnetic barrier in the center of each test area. The receiving antenna is centered on the
ted area at the oppoeite side of the barrier to obtain a stationary measurement. Addition-
ally, the receiving antenna is swept over the entire test area and rotated in orientation until
the maximum received signal strength is detected. Selection of test areas, test frequencies,
and polarizations of the transmitting antennas are defined in the appendm.

40.2 Purpose. These procedures define shielding effectiveness, as used in MIL-STD-
188-125. The purpose of the measurements is to obtain shielding effectiveness data for
demonstrating compliance with facility shield and aperture POE treatment performance
requirements eatabliihed by MHA3TD-188-125.

40.3 HEMP protection subsystem test configuration. The shielding effectiveness accep-
tance test should be conducted near the conclusion of the construction contract, when
the following prerequisite conditiom are met. The facility shield assembly shall be fully
complete. All POES and their POE protective devices, required as part of the construction
work, shalI be instaIled and in a normal operating condition. Internal and external wiring
to conductive POE protective devices, if provided under the construction contract, shall be
in place and comected. Penetrating fiber optic cables, if provided under the construction
contract, shall be installed. All interior equipment and finish work under the construction
contract shall be completed. Installed equipment may be either operating or nonoperating.
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A visual shieId inspection shall be performed before starting the measurements to assure

that these configuration requirements have been met.

When these shielding effectiveness measurements are conducted as part of the verifi-
cation test program, the facility shall be in a normrd operating configuration and shall be
performing actual or simulated mission functions. The HEMP protection subsystem shall
be intact.

40.4 kraiysis requirements. There are no pretest or post-test analyses required for these
procedures.

40.5 Test equipment requirements. Test equipment required for shielding effectiveness
measurements is identified in table IL

40.6 Operational impact analysis and risk. Since the electromagnetic barrier must r~
main intact during conduct of the shielding effectiveness measurement sequence and use
of electrically no”~ equipment must be restricted, construction activity or unusual opera-
tions (facility modification, maintenance) may be afTected. Radiated s“~al levels are low
and present no hazard to equipment, but frequency adjustments may be required to avoid
self-interference or interference with nearby facilities. Normal electrical safety precautions
apply.

40.7 Test plan and procedures. A shielding effectiveness test plan and detailed test
procedures shall be prepared. These maybe combhed in a single document or two separate
documents may be used. As a minimum, the documentation shall contain the following
information:

a.

b.

c.

d.

A statement of test objectives

Facility identification and d=cription

Plane wave testarea identification-The entire eurfece (including the tloor when both
sides of the ehleld are accesible) of the electromagnetic barrier shall be divided “into
numbered plane areas not greater than 2.5 m x 2.5 m (8.2 ft x 8.2 ft), ae illustrated
by the ecample in figure 7. A plane wave transmitting antenna location exists at the
center of each area. A list of POES, by test area, shall be included.

I.aw frequency magnetic field test area identi6cation—Each 2.5 m x 2.5 m plane
wave test area which contains a POE shall also be designated as a magnetic field test
area. Additional magnetic field test areas shall be chosen to survey the entire surface
of the electromagnetic barrier in sections not greater than 7.5 m x 7.5 m (24.6 ft x
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TABLE II. Shleldmg etiectiveness test equipment requirements.

Equipment

Oscillator(s)

Power Amplifier(s)

Preamplifier(s)

Receiver(s) /. . .
Spectrum Analyzer(s)
Antenna Kit?

Miscellaneous Cables
and Attenuators

Characteristics

15-30 kHz, 300-500 kHz, 1–20 MHz,
100-400 MHz, 900-1000 MHz
15-30 kHz, 300-500 kHz, 1–20 MHz.
100-400 MHz, 900-1000 MHz, power
output ss required for dynamic range
15-30 kHz, 300-500 kHz, 1–20 MHz,
100-400 MHz, 900-1000 MHz, amplifi-
cation and noise figure as required
for dynamic range
15-30 kHz, 300-500 kHz, 1–20 MHz,
100-400 MHz, 900-1000 MHz
15-30 kHz. 300-500 kHz. 1-20 MHz.
100-400 M’Hz. 900-1000 ‘MHz ‘
As required

lAny sntennzs which radiate at the prescribed frequencies, with edequate field strength for
compliance with dynamic range requirements,may he used. The proceduresare written assuming
use of dipele or aperture antennas for plane wave measurementsand Imp antennasfor magnetic
field measurements.

42

http://www.abbottaerospace.com/technical-library


MIL-STD-188-125

APPENDIX A

66

ox
\ “ )––-i––--i I

‘w_L-11
43

—

http://www.abbottaerospace.com/technical-library


e.

f.

&

h.

i.

j.

k.

L

m.

MIL-STD-188-125

APPENDIX A

24.6 ft). A magnetic field transmitting antenna location existsat thecenter of each
test area.

Electric field transmitting antenna and test point locations, when required by the
procurement documentation

Identification of test frequencies

Test equipment identification by manufacturer, model, ~dserialn~ber

Any deviations from requirements of thk appendix

Procedures for marking, repair, and retest of defects

Data management-including calibration and measurement data quality control pro-
cedures, data acceptability criteria, preservation of data records, and psss/fail criteria

Safety

Security (see A.40.9)

Test scbedul~includmg priori~ of measurements

Data item dmcription DI-R-1759A, “Nuclear Weapons Effects Test Plan,” should be used.

40.8 Test report requirements. A shielding effectiveness test report shall be prepared.
As a minimum, the report shall contain the following information:

a.

b.

c.

d.

Facility identification and test plan reference

A discussion of any deviations from the test plan and requirements of thki appendix

Test calibration and measurement data—figure 8 illustrates a typical data sheet.

Pam/fail conclusions

Data item description DI-R-1760A, ‘Nuclear Weapons Effects Test Report,” should be
used.

40.9 Data classification. Test data may be classified. DNA-EMP-1 and the classification
guide for the specific facility or system should be consulted for guidance.
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50. DETAILED REQUIREMENTS

50.1 Plane wave shieldlng effectiveness measurements.

50.1.1 Plane wave data requirements. For each plane wave test area (see A.40.7.c), eight
shieldkg effectiveness measurements shall be made. Stationary and swept measurements
shall be made at two frequencies for each of two transmitting antenna polarizations, as
follows:

a. Frequencies-One frequency in the range of 100-400 MHz and one frequency in the
range of 900-1000 MHz

b. Antema polarizations-Dipole (or antenna aperture) parallel to the test area surface
in two orientations at 90 degrees to each other and parallel to the principal weld
seams in the shield

50.1.2 Plane wave calibration procedure. Plane wave calibration for each frequency and
transmitting antenna polarisation shall be performed in accordance with figure 9. The
transmitting and receiving dipole antemas shall be parallel to each other (or aperture
antenna phmes parallel to each other). The dwtance between antennas shall be as large
ss pOssible, within dynamic range constraints, but shall be at least 2.5 m (8.2 ft). The
receiving antenna position shall be varied by +30 cm (1 ft) from its nominal location to
ensure that it is not located at a minimum of the radiation pattern. Test equipment shall
be chosen to provide a dynamic range at least 20 dB in excess of the shielding effectiveness
requirement at the test frequency.

During calibration, no equipment or other electromagnetic reflectors (except ground)
shall be closer than three times the antenna separation. The antennas shall be at lesst
2 m (6.6 ft) above ground.

The received signal strength for each frequency and transmitting antenna polarization
shall be recorded as the calibration signal (V.) for that configuration.

50. I.3 Plane wave measurement procedure. Plane wave shielding effectiveness measure-
ments for each test area and at each required frequency and transmitting antenna polar-
ization shall be performed as shown in figure 9. Identical equipment, antennas, cables,
and equipment settings (except attenuator settings) shall be used in the calibration and
measurement sequences.

The transmitting antenna shall normally be placed outside the electromagnetic barrier
and it shall be centered on the test area. The transmitting dipole axis (or aperture antenna
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b. Measurement.

AS LARGE AS POSSIBLE. WITHIN DYNAMIC RANGE CONSTRAINTS.

AND AT LEAST 2.5 m (8.2 ft)

dl – 30 cm (1 ft)

30 cm (1 ft) (STATIONARY MEASUREMENT)

5 cm (2 in) to 60 cm (2 ft) (SWEPT MEASUREMENT)

FIGURE 9.

. .

Plane wave test configurations.
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plane) shall be parallel to the test area surface and parallel to one of the two principal
weld seam directions. The distance from the transmitting antenna to the test area surface
shall be 30 cm (1 ft) less than the separation at which calibration wss performed.

The receiving antema shall normally be inside the barrier. To obtain the stationary
mes.mrement, the receiving antenna shall be centered on the test area and the dipole axis
(or aperture antenna plane) shall be parallel tn the transmitting antenna axis (or plane).
Distance from the receiving antenna to the test area surface shall be 30 cm (1 ft). The
received signal strength shall be recorded as the stationary measured signal (Vm) for that
test area, frequency, and transmitting antenna polarization.

To perform the swept measurement, the receiving antenna shall be swept over the
entire test area at distances from approximately 5 cm (2 in) to 60 cm (2 ft) from the
test area surface and shall be rotated in orientation until a maximum received signal is
obtained. The maximum received signal strength shall be recorded as the swept messured
signal (Vm) for that test area, frequency, and transmitting antenna polarization.8

50.1.4 Plane wave ps9s/fail criteria. The pass/fail criteria for plane wave sh]elding ef-
fectiveness are shown as a function of frequency by figure 10.

50.2 Low frequency magnetic field shtelding effectiveness measurements.

50.2.1 Magnetic field data requirements. For each 2.5 m x 2.5 m magnetic field test
area (see A.40.7.d), twelve shielding effectiveness measurements shall be made. Stationary
and swept measurements shall be made at three frequencies for each of two transmitting
antenna polarizations, as follows:

a.

b.

Frequencies-One frequency in the range of 15–30 kHz, one frequency in the range
of 300-500 kHz, and one frequency in the range of 1–20 MHz

Antenna polarizations-Plane of the loop antenna normal to the test area surface in
two orientations at 90 degrees to each other and parallel to the principal weld seams
in the shield

sWhen the test areacontainsan apertureor conductive POE which requiresa special protective
volume inside the ektromagnetic harrier,the receivingantennashall also be swept over the entire
outer surfaceof the special protective barrier,at distances from approximately5 cm to 60 cm from
the barriersurface, and rotated in orientation. Psm/fsil criteriafor these resdhgs are the same as
the paw/fail criteria for other shieldkrgeffectivenessmemurements.
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For each 7.5 m x 7.5 m magnetic field test area, six shielding effectiveness measure-
ments shall be made. Stationary measurements shall be made at three frequencies for each
of two transmitting antenna polarizations, as described above.

50.2.2 Magnetic field calibration procedure. Magnetic field calibration for each fre-
quency and transmitting antenna polarization shall be performed in accordance with fig-
ure 11. The loops of the transmitting and receiving antennas shall be in the same plane.
The dwtance between antennes shall be as large se possible, within dynamic range con-
straints, but shall be at least two loop dkmneters and at least 1.25 m (4.1 ft). The receiv”mg
antenna position shall be varied by +30 cm (1 ft) from its nominrd location to ensure that
it is not located at a minimum of the radiation pattern. Test equipment shall be chosen to
provide a dynamic range at least 20 dB in excess of the shielding effectiveness requirement
at the test frequency.

During calibration, no equipment or other electromagnetic reflectors (except ground)
shall be closer than three times the antenna separation. The antennas shall be at least
2 m (6.6 ft) above ground.

The received signal strength for each frequency and transmitting antenna polarization
shall be recorded as the calibration signal (V.) for that configuration.

50.2.3 Magnetic field measurement procedure. Magnetic field shielding effectiveness
measurements for each test area and at each required frequency and transmitting antenna
polarization shall be performed as shown in figure 11. Identical equipment, antennas, ca-
bles, and equipment settings (except attenuator settings) shall be used in the calibration
and measurement sequences.

The transmitting antenna shall normally be placed outside the electromagnetic bar-
rier, and it shall be centered on the test area. The plane of the transmitting loop antenna
shall be normal to the test area surface and parallel to one of the two principal weld seam
directions. The distance from the transmitting antenna to the test area surface shall be
30 cm (1 ft) less than the separation at whkh calibration was performed.

The receiving antenna shall normally be inside the barrier. To obtain the stationary
me~urement, the receiving antenna shall be centered on the test area and its loop shall
be in the same Diane es that of the transmitting antenna. Distance from the receiving
antenna to the t--t area surface shall be 30 cm (~ ft)
be recorded as the stationary measured signal (V~)
transmitting antenna polarization.
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a. Calibration.

y,++

F,=~~=H-,
ELECTROMAGNETIC

BARRIER b. Measurement.

dl - LOOP DIAMETER

d2 - AS LARGE AS POSSIBLE. WITHIN DYNAMIC

RANGE CONSTRAINTS. AND AT LEAST 2 X dl

OR 1.25 m (4.1 ft), WHICHEVER IS LARGER

d3 = d2 -30 cm (1 ft)

d4 = 30 cm (1 ft) (STATIONARY MEASUREMENT)

== 5 cm (2 in) to 50 cm (2 ft) (SWEPT MEASUREMENT)

FIGURE 11. Magnetic field test configuration.
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To perform the swept measurement, when required, the receiving antenna shall be
swept over theentire tmtaeaat distmc- from approximately 5cm(2 in) to60cm(2ft)
from the test area surface and shall be rotated in orientation until a maximum received
signal is obtained. The maximum received signal strength shall be recorded as the swept
measured signal (VJ for that test area, frequency, and transmitting antenna polarization.8

50.2.4 Magnetic field pass/fail criteria. The pass/fail criteria for magnetic field shleldlng
effectiveness are shown as a function of frequency by figure 10.

50.3 Electric field shielding effectiveness measurements. Electric field shielding effec-
tiveness measurements are not required unless such tests are explicitly prescribed by the
procurement documentation. When required, electric field test point locations, frequencies,
and calibration and measurement procedures shall be in accordance with MIL-STD-265
and additional instructions contained in the requiring document. The psss/fail criteria for
electric field shielding effectiveness are shown as a function of frequency by figure 10.
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PULSED CURRENT INJECTION TEST PROCEDURES

10. GENERAL

10.1 Scope. Th~ appendix establishes pulsed current injection (PCI) test procedures
for electrical point-of-entry (POE) protective devices required for low-risk high-altitude
electromagnetic pulse (HEMP) protection of critical ground-based facilities with time-
urgent missions. The procedures are applicable for testing other HEMP-hardened facilities,
when specified by the procurement documentation.

10.2 Applications. These procedures shall be ueed for acceptance teeting after con-
struction of the HEMP protection subsystem and for verification testing of electrical POE
protective treatments after the facility is completed and operational, as required by DE
TAILED REQUIREMENTS of MIL-STD-188-125.

20. REFERENCED DOCUMENTS

20.1 Government documents. The following document forms a part of this appendix to
the extent specified:

DNA-EMP-1 - Electromagnetic Pulse (EMP) Security Classification Guide (U)
(document is classified S-RD).

30. DEFINITIONS

30.1 Norme. Norma are scalar quantities which characterize the featume of a complicated
waveform. Norms used as pass/fail criteria for PCI test residual internal stresses are peak
current, peak rate of rise, rectified impulse, and root action.

30.2 Peak current. The peak current norm of a current waveform I(t), in unite of arn-
pems, is the maximum absolute value of I(t) over times from t = O to t = 5 x 10-%. At
the start of the PCI tilve pulse, t = O.

‘HEMP-unique test procedure ere tempnrerilyincludedw appendices to MIIATD-188- 125; it
ie intended that these procedures will ultimately be promulgatedes eeperate stenderds outside of
the MILSTD-188- series.
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30.3 Peafr rate of rise. Thepeak rate ofrisenorm of a current waveform, in units
of amperes per second, is the maximum absolute value of dI/dt over times from t = O to
t = 5 x 10-9s. At the start of the PCI drive pulse, t = O.

30.4 Rectified impulse. The rectified impulee norm of a current waveform I(t), in units
of arnper~seconde, is defined by the equation

Rectified impufse = ~sx’”-”s [I(t)ldt
o

where t = O at the start of the PCI drive pulse.

30.5 Root Action. The root action norm of a current waveform I(t), in units of amperes-

~=, is defined by the equation

R.taction=~-

where t = O at the start of the PCI drive pulse.

40. GENERAL REQUIREMENTS

40.1 General. Pulsed current injection acceptance testing is used to demonstrate that
electrical POE protective devices, as-installed, perform in accordance with MIL-STD-188-
125 transient suppreesion/attenuation requirements. PCI verification testing confirms the
transient suppression/attenuation performance in operational circuit configurations and
demonstrates that mission-essential equipment (MEE) are not darnaged or upset by resid-
ual internal transient stresses.

The test method couples threatirelatable transients to penetrating conductors at in-
jection pointa outside the electromagnetic barrier. Injections in both common mode (all
penetrating conductors of a cable simultaneously driven with respect to ground) and indi-
vidual wire-to-ground configurations are required. For purposes of this procedure, ground
is a point on the facility HEMP shield in the vicinity of the POE protective device under
test. Residual internal responses are measured, and operation of the MEE is monitored
during the verification test to determine if mission-aborting damage or upsets occur.

The required tests are performed on each penetrating conductor and cable, radio
frequency (RF) antenna shield, and conduit shield. Simultaneous injection of all electrical
POE protective devices, if practicable, is desirable for verification testing.

54

http://www.abbottaerospace.com/technical-library


MIL-STD-188-125

APPENDIX B

40.2 Purpme.

40.2.1 h rposes of PCI acceptance testing. The purposes of PCI testing, as an accep
tance test procedure, are aa follow

a. To measure the performance of as-installed conductive POE protective devices

b. To demonstrate through post-test inspection, surge arrester performance checks, and
respome data analysiz that the protective devices will not be darnaged or degraded
by threat-relatable transients

c. To identify defective devices or faulty installation practices, so that repairs or re-
placements can be made

40.2.2 Purposes of PCI verification teztins. The purposes of PCI testing, as part of a
verification teat program, are as follows

a. To m~ure the performance of conductive POE protective devices in operational
circuit configurations

b. To demonstrate, through pat-test inspection, surge arrester performance checks, and
reqome data analysia, that the protective devices will not be darnaged or degraded
by threat-relatable transients

c. To identify defective devices or faulty installation practices, so that repairs or r~
placement can be made

d. To characterize the residual internal transient stresses

e. To demonstrate that residual internal transient stresses will not cause mission-aborting
darnage or upsets of the MEE in its various operating states

f. To provide data for HEMP hardnezz rsmzament of the facility and bazeline data for
the hardnem maintenance/hardrrms surveillance program

40.3 HEMP protection subsystem test configuration.

40.3.1 Acceptance test facility configuration. PCI testing for acceptance is performed
after the POE protective devices have installed at the facility. The electromagnetic barrier
is not required to be complete, but it must be recognized that an incomplete barrier may
result in degradations of the POE protective device performance and the instrumentation
signal-~ no”weratio. Equipment which, in the facility operation, will electrically connect
to the POE protective device under test is not required to be powered or installed.
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40.3.2 Verilicatio ntestfacilit yconfiguration. When PCIveri6cation testing isconducted,
the facility shall be inanormal operating configuration and shall be performing actual or
simulated missions. The HEMP protection subsystem shall be intact. Equipment which
electrically connects to the POE protective device under test shall be powered and oper-
ating, except as otherwise specified in this procedure.

40.4 Pretest analysis requirements. There are no pretest analyses required for PCI ac-
ceptance testing. Pretest analysis for PCI verification ted,ing shall be performed to deter-
mine operating states in which the MEE will be teated. An equipment should be tested in
multiple states ‘when the switching produces significantly different propagation paths for
the residual internal transient, significant changes in the equipment vulnerability threshold,
or significant changea in the function being performed. A mission-essential transceiver, for
example should be tested in at Iesst two states-transmitting and receiving—and a digital
interface shordd be teeted in both the low and high signal states.

40.5 Test equipment requirements. Test equipment required for pulsed current injection
testing is identified in table III.

40.6 Operational impact analysis and risk.

40.6.1 Acceptance testing impact. When PCI testing is performed = an acceptance
test procedure, the electromagnetic barrier must remain reasonably intact, such that POE
protective device performance and instrumentation signal-tcmoise ratio are not excessively
degraded, and use of electrically noisy equipment must be restricted in order to achieve
the required measurement sensitivity. Construction activity may, therefore, be affected.

40.6.2 Verification testing impact. During PCI verification testing, the barrier must
remain intact and use of electrically noisy equipment whklr is not part of the normal
site equipment complement must be restricted; unusual operations (facility modification,
maintenance) may be affected. Mission operations can continue normally, except u follows

a. The circuit and POE protective device under test may be unavailable for normal use;
it may be necessary to disconnect unprotected equipment outside the barrier, and
the circuit may be periodically deenergized.

b. A special sequence of activities may be required so that the circuit and facility can
be tested in their various operating states.

40.6.3 R~k. PCI testing requires application of high voltages and large currents. Special
high-voltage electrical safety precautions apply. Because of the high injection levels, risk of
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TABLE III. PCI teat equipment requirements.

I Equipment I Short Pula.d

[Pulse Generatorez iUDta 8000A. double

1 I Charack.riatice

intermediate Puls.d I Lang Pulse’

Up tn 500A, double Up to 2W A, double

I exponential waveform
and damped sinusoidal
waveform

Current SenaOre 10 kHz-750 MHz,
(fnjeckd lhrrsient) O-&MOA
CurrentSensnre lm HZ-750 MHZ,
(W,dual fnternal 0-100 A, tranafer

‘Ihnsient) impedance rwrequired
fnr measurement
sensitivity

OeciUnawpee or 100 Hz-750 MHx,
‘hrrsient Digitizer+ minimumsensitivity

aa required for

measurementsensitivity

Data Rar.nrde$ I o-5 m
I

Preamplifier(s) 1100 Hx-750 MHs,

I amplificationand noise
figure a9 requiredfor

EhretrumentatinnShield An requiredfor isolation

exponentialwaveform Iexponential waveform

I
d.c. -10 MHs. d.c. -10 kHz.

0-500 A

d.c. - 10 MHs I d.c. -10 kHz

==I===—

I
—

As required for isolation As required for L901atim

lrom pulse generator from pulse generator

An required
I

Aa required

l.% B.50.2.1 for characteristicsof the ehort, inbxrrwdiak, and long pulaea.
‘Pufsa generator current output requirementsare stated in terme of current detivered at the

exterrrrdterminalof the POE protective device. The methndof cnuplingthe pulsegeneratoroutput
to the penetratingconductor and the pulsegeneratnrsnurceimpedance are not specified. However,
cmmeetionof the pulse generator into the circuit under ket must not interferewith nnrmalcircuit
operatinnand pulse generatnraourix impedance must normallybe much greaterthan the elTective
bad impedance.

‘Use of a perennalmmpukr with m 1EEB488 generalpurpose inkrface bus (GPIB) to cnntrol
instrumentationand store test data on magnetic disk is strongly recommended.
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POE protective device or equipment damage cannot be completely eliminated. However,
the procedures aredesigned tominirnize this risk.

40.7 Test plan and procedures.

40.7.1 Acceptance test plan. A comprehensive, site-specific tat plan and detailed test
procedures for PCI acceptance testing shall be prepared.
single document or two separate documents may be used.
tation shall contain the following information:

These may be combined in a
As a minimum, the documen-

a.

b.

c.

d.

e.

f.

&

h.

i.

A statement of the test objectives

Facility identification and description-including a site plan, floor plan of the shielded
volume, list of shield POES, and a description of the HEMP protection subsystem

Identification of circuits and POE protective devic- to be tested-including circuit
functions and manufacturers’ data sheets and specifications for the protective devices

Identification of test points and injection levels (see table IV)

HEMP simulation and data acquisition equipment description-including manufac-
turer, model and serial numbers, characteristics, and detailed calibration procedures

hy deviations from the requirements of this appendix

Data management—including data quality control procedures, data acceptability cri-
teria, data processing requirements, annotation and presentation of data records, and
ps5s/fail criteria

Safety

Security (see B.4o.1O)

Test schedul~including priority of measurements

Data item description DI-R-1759A, “Nuclear Weapons Effects Tests Plan,” should be used.

40.7.2 Verification test plan. A comprehensive, site-specific test plan and detailed test
procedures for PCI verification testing shall be prepared. These may be combined in a
single document or two separate documents may be used. As a minimum, the documen-
tation shall contain the following information:

a. A statement of the test objectives
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TABLE lV. PCI amplitudes and waveforms.

a. Double exponential waveform (fig. 12).

b. Damped sinusoidal waveforme (fig. 13).
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TABLE IV. PCIamplitudes andwaveforrns (concluded).

c. Notes totable IV.

lkrammmon mtiet=& all~netmting mndumoa i.themble 8xsimuIta".o"sly dtinti1h=~1 mgmund,whcmg round
isapi”t cm the facifily HEMP sbicld in thevitiltyof the FQEpmtecttidevicc. Common mode tcsls.m rq.ired forvcrificalion,
but they are not rq.imd for accepf.sncc.

2TRS 1X104 s ISa design cbjcctiw. TIIe minimum rquircmem is 7R 55 x 104 S.

3F0r. wire-to-ground tc.sl,each penetrating conductor in the cable is drivm! with rc+cct to ground, whmc gm.nd is a poinl on
the facifily HEMP shield in the vicinily of the POE pmtcctivc device.

%hicbcvcr is smaller. Vmtti and Imt=d arc the maximum rnltagc and c.mcnt rmi.w of the POE pm,e.t~ d~% ICSfXCt*lY.

%Vhichcvcr is larger, N is the number of ~netmting m.ductors in the cable.

%nt.rm.diatc and long p.lx wire-tegmu.d lc.slsof audio@!a lines arc rq”ircd for acccptancc, but they arc not rquir.d for
vcficat ion.

7 f = dW/L MHA tie= L is the Imgcst diiension of lb. hated antenna i. rnctcrs, When J 52 MHL a double cqmncnti.1
pulse is rq”ircd. When f >2 MHz, a dmqxd sinusoidal waveform is s@ fiuf.

%@al conductor terminated to the shield with 30 & The shield cnnductor u .Iccwicnlly kmded to the facility HEMP shield.

9An antenoa shield is considered buried when it tcrmi”atcs a! a buried amen”. and 16s then 1 m (33 ft) .[ is total length is not
covwcd by an carlh or concrete fifl. A conduit is mnsidercd buried when it mnncms wv protected Kdumcs and less than 1 m (33 fl)
of its total I.nglh is .01 cfm”mcdby canh or rnncret. fill.

%or n shi.ld-l~gm.nd test, mtim.m fcnsiblc I.ngrh of the antenna ii.. shield is driv.m with rcspccl m gm.nd, wh.rc gm.nd
is a ~int on the facilify HEMP .hicld in the vicinity of th. POE pmkmdw device.

llFO, ~ ~“d”it.tv””d tcst, mtim”m feasible Ie”gth of the conduit is driven with rcqcct to ground, whert gm..d is . POi.1

o“ th. facifhy HEMP shield in th. vicinity of the conduit penetration.

12wtri”g inteml to tb. ~“d.it is tcrmi”nted at the installed equipment, if prcseot. Other inlcmal rnring k b..dkd togcth.r

and terminated in common 213 I’CSU1OISat cacb end. TIIe co.d”it is welded to the fiuilily HEMP shields al both ends.

%bc damped sinusoidal waveform is a design cbjecrke. The minimum rcq.irement is to inject lhc c“rrcnt o“tp.t fmm a PCI
m.rx wbicb defivcra the following CLWIC.Ip.lfc [I(I)] with an .mpecified waveform into a 50 n calibration load

a. ~r,(,,d203’
-F

where I is time i“ bezo”ds, f isthe prescribed P4 current in ampmcs, fc is the prescribed Ce.tCr frq.. my, ~DS is u ~li.g cOnst.nt
(KC. fig. 13), and T is the tire. of th. first mm cmssi.g or I/fctiichcver DXUIS eadicr.
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1
0.91

‘(t) = KDEl(e-@-e-Ot)
I i = PEAK CURRENT (TABLE IV)

= FUNCTIONS OF rR AND FWHM

,
I

1
I

NO SIGNIFICANT
UNDERSHOOT AT

LATE TIME

TIME

FIGURE 12. Double exp onential waveform,

\

l(t)= KIX ie-~sinf2fi,t)

‘ i = m%K CURRENi (ii3LE Iv)
/\

‘=k

f, = CENTER FREQUENCY (TABLE IV)

y “ O = OECAY CONSTANT (TABLE IV)

/
t = TIME (S)

KDS = FUNCTION OF fc ANO Q

TIME

FIGURE 13. Damped sinusoidal waveform.
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Facility identification and description-includ]ng a site plan, floor plan of the shielded
volume, list of shield POES, list ofmission-essential equipment inside and outside the
electromagnetic barrier, anda description of the HEMP protection subsystem

Identification of circuits and POE protective devices to be tested-including circuit
functions and manufacturers’ data sheets and specifications for the protective devices

Identification of test points

HEMP simulation and data acquisition equipment description-including manufac-
turer, model and serial numbers, characteristics, and detailed calibration procedures

Detailed test procedures—including facility and circuit configuration requirements,
equipment operating states, diagrarm of the data acquisition system, injection levels
(see table IV), data requirements, and step-by-step procedures

Data management-including data quality control procedures, data acceptability cri-
teria, data processing requirements, annotation and preservation of data records, and
psss/fail criteria

Safety

Security (see B.4O.1O)

Tat schedul-including priority of measurements

Data item description DI-R-1759A, “Nuclear Weapons Effects Tests Plan,” should be used.

40.8 Test report requirements.

40.8.1 Acceptance test report. A PCI acceptance test report shall be prepared. As a
minimum, the test report shall contain the following information:

a.

b.

c.

d.

e.

Facili@ identification and test plan reference

A discussion of any deviations from the test plan and requirements of this appendix

Copies of the measured results, along with sensor calibrations and instrumentation
settings required to convert the data to engineering units

As umroary table of the norms of the measured internal responses and comparison
to the maximum allowable residual internal response characteristics (see table V)

Pe.5e/fail conclusions
,
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Data item description DI-R-1760A, “Nuclear Weapons Effects Test Report,” should be
used.

40.8.2 Verification test report. A PCI verification test report shall be prepared. Aa a
minii, the test report shall contain the following information:

a. Facility identification and test plan reference

b. A discussion of any deviations from the test plan and requirements of this appendix

c. Copies of the measured results, along with semor calibrations and instrumentation
settinge required to convert the data to engineering units

d. A summary table of the norms of the measured internal responses and comparison
to the maximum allowable residual internal response characteristics (see table V)

e. Test conclusions-includirrg a definitive statement of HEMP hardness of mia.4on func-
tions, based on continuous wave (CW) immeraion (see appendix C) and PCI test
results and supporting analysis

f. Test chronology-including a sequence of events and identification of failures, upsets,
or interference observed and the conditions under which they occurred

Data item description DI-R-1760A, ‘Nuclear Weapons Effects Test Report,” should be
used.

40.9 Pm&ts9t analysis requirements

40.9.1 Analysis of acceptance teat data. Post-test analysis of PCI acceptance measured
data is required for data corrections for probe and instrumentation response characteristics
and conversion of reeulta into norms in engineering units.

40.9.2 Analysis of verification test data. Poe&test analysis of PCI verification measured
data is required for data corrections for probe and instrumentation response characteristics
and conversion of rssulte into norms in engirreer”mgunits. Additional analysis of measured
data shafl be performed to assist in developing a definitive statement of facility HEMP
hardness. Detailed requirements for pos~test analysis of PCI verification test resul~ shall
be established by the sponsoring agency for the test. They will generally include calcula-
tions of threat responses from CW immersion and PCI test data, analysis of verification
test adequacy, development of hardness conclusions, and recommendations for corrective
actions, if required.
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Test data mav declassified. DNA-EMP-1 andtheclassifica-40.10 Data cl=sification.
tion guide for the specific facility orsystem should be consulted for guidance.

40.11 Alternative teet methods. When approved bythesponsoring agency, cable shield
injection may be used for verification testing on shielded intruite control or signal lines
in lieu of the common mode PCI requirement. M-urn required current amplitude and
the prescribed waveform for cable shield injection shall be as shown in table VL Intr~ite
cable shields shall be driven over their entire length by removing intermediate grounds and
other low-impedance paths to ground along the cable run. Internal response measurements
shall be made on the bulk cable. Pass/fail criteria of table V apply.

TABLE VI. Cable shield PCI amplitudes and waveforms.

I I Double Exrronential
Waveform ‘(Fig. 12)

class of Peak Current - ~ RMetime - TR FWHM
Electrical POE (A) (s) (s)

Control/Signal Lines
(Intraeite)

8000 1<1X1O-8 5 x 10-7 -5.5 x 10-’

1 TR < 1X 10-s s is a designobjective. The minimumrequirementis rn <5 x 10-s s.

50. DETAILED REQUIREMENTS

50.1 Test configuration. Typical PCI test configurations are illustrated in figure 14, and
a typical data recording system is illustrated in figure 15. The pulse generator output
may be directly coupled to the circuit under test, or it may be capacitively or inductively
coupled. All injection current amplitude and waveform requirements refer to the signal
observed on the external current sensor. The external current sensor shall be within 15 cm
(6 in) of the external terminal of the POE protective device, and there shall be no branches
in the wiring between the sensor location and the external terminal. The internal current
sensor shall be within 15 cm (6 in) of the internal terminal of the POE protective device,
and there shall be no branches in the wiring between the censor Iocat ion and the internal
terminal.
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a. Cemmon mode test configuration.

TO DATA *

Rygwmc
TO DATA

mOTECTIVE CIEVICE

,

L

LOAD

b. Wir~to-ground test configuration.

FIGURE 14. Typical PCI teet configurations.
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INSTRUMENTATION SHIELD
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RECORDER SUPPLY
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TO MEASUREMENT SENSORS

FIGURE15. Typical PCI data recording system.
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50.1.1 Acceptarrce tezt configuration. For PCI performed as acceptance testing, the
external load shall be an open-circuit termination and the internal load shall be a dummy
reziztor (see B.50.2.3).

50.1.2 Verification test configrrration. For PCI verification testing, the external load
shall be the installed site equipment or an equivrdent dummy load impedance,l” which

-W the circuit ~der test @be energized and performing actual or s“mulated functions.
The internal load for PCI verification testing shall be the installed site equipment, which
shall he energkedll and performing acturd or simulated functions.

50.2 Current injection requirements.

50.2.1 Maximum injection levels. Maximum required current amplitudes and prescribed
waveforms for acceptance and verification PCI testing for all ckms of electrical POES shall
be as shown in table IV and figures 12 and 13. These requirements apply to the signal
observed at the external current sensor, shown in figure 14. Note that common mode PCI
injections are required only during verification testing, and that intermediate and long
pulse wire-bground @te on intarzite audio or data lines are required only for acceptance
tezting.

50.2.2 Testing sequence. To minimize the pozzibility of POE protective device or equip
ment damage, a series of pulzez at increasing amplitude shall be applied as follows

a.

b.

c.

Pulse at the lowest available current output from the pulse generator; this level shall
be lmz than 10 percent of the maximum amplitude in table IV or lezs than that

amplitude whi~ Mtivatez any nonl”mear components in the POE protective device,
whichever is greater.

Perform a series of pulses, increasing the amplitude by a factor of approximately two
at each step; when tasting several circui~ with identical POE protective devicez, th~
seriez of inkrmediate pulzez may be abbreviated after the first twu samples.

Pulse at the maximum required amplitude for the circuit under test. Peak current
should not exceed 110 percent of the levels Wed in table IV.

IoWhen the ti~m~ equipment is not designed tn withetend the test transients, teMPOr6rY
protection should be provided or a dummy load should be used in place of the extem~ equipmen;.

llwhen the ~imuit under test operates at voltagee greater than 600 V a.c. or 600 V de. end
cannot eefely be teeted with power on, PC] verificationtesting may be performed in a deenergized
ccmdition. Swities, relay ccmtacts,end other circuit interruptersshall ba placed in the operating
state to simulate the power-on condition.
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CAUTION: Surge arresters in electrical POE protective devices have limited pulse
lives. The number of test pulses delivered to each device should be recorded for
inclusion in maintenance records. If the total number of previous pulses on the
device exceeds 90 percent of the rated Iiie, surge arresters should be replaced before
starting the test.

Th~sequence shall beused for both acceptance and verification testing.

50.2.3 Acceptarxe ted load reeiatance. Ohmic values of the PCI acceptance test in-
ternal load resistors for all classes of electrical POES shall be as lieted in table IV. For
wire-to-ground tests, only the penetrating conductor under test requires the specified ter-
mination. For conduit shield tests, internal wiring shall be terminated on normal equip-
ment, if present, and other conductors shall be bundled together and terminated with a
common 2 fl resistor at each end. Wiring which connects the load res”ktor between the
internal terminal of the POE protective device and its enclosure shall be less than 30 cm
(I2 in) in length.

50.3 Measurements and functional observations.

s0.3.1 Data requirements. At each step in the testing sequence, for both. acceptance
and verification testing, the external pulse amplitude and waveform and the internal pulse
amplitude md waveform shall be recorded.iz The internal pulse waveform shall be recorded
to time of 5 ms after the start of the PCI short drive pulse, with recording instrument
sweep speeds which allow resolution of the early, intermediate, and late time response.

50.3.2 Verification test functional observations. Operation of facili~ mission-essential
equipment shall be monitored dur”mg and immediately after the pulse for indications of
damage or upset. A detailed description of any abnormal occurrences shall be prepared
for inclusion in the test chronology.

s0.4 Measurement procedures. PCI test procedures for acceptance and verification test-
ing shall be as follows:

a. Set up the pulse generator source and data acquisition equipment in the desired
configuration and perform calibrations.

lZWhen the pOE protective device leads into a special protective VOhrne inside the electr*

magnetic barrier, amplitudes and waveforms shell also be recorded on all electrical POESthrough
the special protective barrier into tbe protected volume. The measurementsshall be made in the
protected volume. Pass/fail criteria for these data are the same as the pess/fail criteria for other
internrdresponse measurements.

70

http://www.abbottaerospace.com/technical-library


MIL-STD-188-125

APPENDIX B

b. Reenergize the circuit to be tested, for acceptance testing or when required by safety
considerations, and imtall seneors. Reenergize the circuit after sensor installation is
complete (verification test only).

c. Perform a noise check of the data recording system to emure a satisfactory signal-~
noiee ratio.

d. Eetablish the required facility, equipment state, and test configurations.

e. Inject a pulee into the circuit under test at the lowest available current output from
the puke generator (see B.50.2.2).

f. Record measurement point reeponees.

g. Record results from the functional monitoring of the m“wion-eszential equipment
(verification test only).

h. Compare measured and observed results to the psss/fail criteria (see B.50.5). If the
results are not satisfactory, halt the test and effect repairs or replacement of the POE
protective device. Repeat the PCI teet procedure after the corrective action has been
completed.

i. Repeat steps e through h at increasing injection levels until the maximum required
transient has been injected.

j. Continue to the next state to be tested and repeat steps d through i (verification test
only).

k. Reenergize the circuit under test, when required, and remove the sensors and pulse
generator output connection.

L Disconnect the ekctricaf surge arrester from the circuit. Measure the voltage at 1 mA
direct current (d.c.) of a metal oxide varistor or the d.c. breakdown voltage of a spark
gap. Compare the measared results ta the device specifications. If the results are not
satisfactory, effect repairs or replacement of the POE protective device. Repeat the
PCI test procedure after the corrective action has been completed.

m. Reconnect the electrical surge arrester, and restore the circuit to its operational
configuration.

n. Continue to the next circuit to be teated and repeat steps b through m.
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50.5.1 Internal reeponse pess/fail criteria. The POE protective device shall be consid-
ered satisfactory when both of the following criteria are met:

a. Norms of the measured internal response waveforms, at all short pulse injection levels,
do not exceed the maximum allowable norm values of table V for the applicable class
of electrical POE.lS

ff internal responses measured in the PCI verification test cannot be discrim”mated
from circuit operating and noise signale, the test shall be repeated in a power-off
(acceptance) configuration. The psss/fail determination for internal response norms
shall then be made using the resulting power-off data.

b. Poet-test physical inspection of the POE protective device, surge arrester messur~
ment of voltage at 1 mA d.c. current (for a metal oxide varistor) or d.c. breakdown
voltage (for a spark gap), and response data analysis indicate that the device has not
been damaged or degraded by the test pulses.

The internal response paes/fail criteria apply for both acceptance and verification testing.

50.5.2 Verification test functional pees/fail criteria. Hardening of equipment within the
electromagnetic barrier shall be considered satisfactory when both of the following criteria
are met:

a. No damage to mission+ssential equipment occurred during the PCI verification
te9ting.

b. No mission-aborting interruption of rnission-=sential functions or upsets of mission-
essential equipment occurred during the PCI verification testing.14

50.5.3 Teat failurw. AKKyfailure to satisfy the internal response or functional success
criteria shall be considered a HEMP vulnerability. An investigation into the cause of the
possible vulnerability shall be conducted. The condition shall be corrected, if possible, and
the PCI verification test sequence shall be repeated.

I$When the protected side of the POE protective device is contained within a 9PeCial Protective

volume, norms of the meesured internal responses must not exceed design values for that special

protective volume.
I’The deter~nation of whether m observed interruption or upset is mission-aborting is tbe

responsibdityof the operational authority for the facili~.
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CW fMMERSION TEST PROCEDURES’S

10. GENERAL

10.1 Scope. This appendix establishes procedures for continuous-wave (CW) immereion

testing of the electromagnetic barrier required for low-risk high-aftitude electromagnetic
pulse (HEMP) protection of criticaf ground-baaed facilities with timeurgent mizsiorrs. The
procedures are applicable for testing other HEMP-herdened facilities, when specified by
the procurement documentation.

10.2 Application. These procedure shall be used for verification testing of the facility
HEMP shield and aperture point-of-entry (POE) protective treatments, as required by
DETAILED REQUIREMENTS of MIIATD-188-125.

20. REFERENCED DOCUMENTS

20.1 Governmemt documents. The following documents form a part of this appendix to
the extent specified:

DoD-STD-2169 - High-Altitude Electromagnetic Pulse (HEMP)
Environment (U) (document ia claseitied Secret).

DNA-EMP-1 - Electromagnetic Pulse (EMP) Security Classification
Guide (U) (document is classified S-RD).

30. DEFINITIONS

30.1 IIkoinating field. The illuminating field at a location with respect to the trans-
mitting antenna is the total electromagnetic field, includ”mg ground effects, which would
be measured at that po”mt if the facility or system under test wae not preeent. Thue, the
iffuminating field doee not inclu& refktione from the facili& under teet.

30.2 Principal component of the illuminating field. A principal component of the illu-
minating field is a magnetic or electric field component which is maximized by the antema
geometry and ground effects. For example, azimuthal magnetic field and vertical electric

16HEMp.uniqueteet proceduresare temporarily included ae appendices to Ml~STD- 18~ W it
is intended that these procedures will ultimately be promulgated ee separate standardsoutside of
the MIf.ATD-18& series.
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field are principal components of the illuminating field of a vertical monopole antenna over
a ground plane.

30.3 Reference field. The reference field in a CW immersion test is a mesmred field for
monitoring the output from the transmitting antenna. The reference sensor may be placed
at any location with respect to the antenna and facility, where the measurement hse a
known relationship ta the illuminating field at all frequencies of intered. ThE requirement
impli~ that reflections from the facility under test are negligible at the reference sensor,
or that they can be analytically subtracted from the measured data. When corrected for
facility reflections and location with respect to the transmitting antenna, the reference
field measurement provides the illuminating field data.

40. GENERAL REQUIREMENTS

40.1 General. The C W immersion test procedure is an element of verification testing,
performed as soon se practical after the HEMP-protected facility is completed and oper-
ational. The test method illuminates the exterior surface of the electromagnetic barrier
with radiated CW fields and surveys the interior protected volume to identify shield defects
and inadequately protected aperture POES and to provide data for hardness assessment.
Because coupling to exposed external portions of penetrating conductors may not be effi-
cient, CW immersion hsa limited effectiveness for evaluating conductive POE protection.
Therefore, protection provided for penetrating conductors is also evaluated with pulsed
current injection (PCI) testing (see appendix B).

40.2 Purpose. The purposes of CW immersion testing are es follows:

a. To measure attenuation of electromagnetic fields in the HEMP portion of the spec-
trum by linear elements of the es-built electromagnetic barrier

b. To identify HEMP shield and aperture POE protective device defects, faulty instal-
lation practices, and inadvertent POES, so that repairs can be made

c. To characterize residual internal field and conducted electromagnetic stresses, within
limitations of the linearity and planarity sssumptiom, through pos&teet analysis

d. To observe operation of the facility for interference or upset (interference which occurs
ss the result of the low-level CW excitation may indicate a circuit which is particularly
vulnerable to HEMP effects)

e. To provide data for HEMP hardness ssseesment of the facility and baseline data for
the hardness maintenance and hardness surveillance program
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40.3 HEMP protection subsystem test configuration. During conduct of the C W imm-
ersion test, the facility shall be in a normal operating configuration and shall be
performing actual or simulated m“~ion functions. The HEMP protection subsystem shall
be intact.

40.4 Pretest anafysis requirement. Pretest analysis shall be performed to select trans-
mitting antenna locations, reference sensor locations, and measurement points. Transmit-
ting antenna locations shall be chosen ta obtain the required illuminating field strength
and e5cient couplii ta all areas on the electromagnetic barrier surface. Reference sensor
locations shafl be chosen to monitor tbe trmsmitting antenna output and determine the
illuminat”mg field. Measurement points shafl be chosen to provide representative mappings
of field responses within the protected volume and special protective volumes and current
responses within the internal cable plant.

40.5 Test equipment requirements. Test equipment required for C W immemion testing
is identified in table VH.

40.6 Operational impact analysis and risk. Since the electromagnetic barrier must r~
main intact during conduct of the CW immersion test and use of electrically noisy equip
ment whklr is not part of the normal site equipment complement must be. restricted,
unusual operations (facility modification, maintenance) may be affected. Muion opera-
tions can cont”mue normally, except that a special sequence of activities may be required
so that the facility can be teeted in ita various operating states (transmitting, receiv~nly,
etc.). Radiated signal levels are low and present no hazard to equipment, but frequency
clearance and bands in which transmissions must be suppressed may be required to avoid
self-interference or interference with nearby facilities. Normal electrical safety precautions
apply.

40.7 Test plan and procedures. A comprehensive, site-specific test plan and detailed
teat procedures for CW immersion testing shall be prepared. These may be combhed
inta a single document or two separate documents may be used. As a minimum, the test
documentation shafl contain the following information:

a.

b.

A statement of the test objectives

Facili~ identification and description-” including a site plan, floor plan of the pr-
tested volume, list of shield POES, list of mission-essential equipment inaide and
outside the electromagnetic barrier, and a description of the HEMP protection sub-
system
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TABLE VII. CW immersion test equipment requirements.

Equipment Characteristics

Network I 100 kHz-1 GHz, mtilmum sensitivity
Analyzer(s) 1 as required for measurement sensitivity
Power I 100 kHz–1 GHz, amplification es required
Amplifier(s) for measurement se~itivity

Antenna(s) 100 kHz–1 GHz

Sensors Fre&6eld, surface current (or charge)
density, current, voltage, 100 kHz-1 GHz

Preamplifiers 100 kHz–1 GHz, amplification and noise figure
as required for measurement sensitivity

Data Recorderl Dual channel

Fiber Optic 100 kHz–1 GHz, up to several hundred
Links meters in length
Mwcellaneoue Cables I AS required
and Attenuators I I

1Use of a personal computer with an IEEE488 general purpose interkice
bus (GPIB) to mntrnl instmmentation and store test data on magnetic disk

is strongly recommended.

c. Tranernitting antenna locations, reference sensor locations, and expected mewm~
ment sensitivity of the illumination and instrumentation system

d. CW illu-tion and data acquisition equipment identification-inchrding manufac-
turer, model and serial numbers, characteriztice, and detailed calibration procedurw

e. Detailed test procedures-including facility configuration requirements, equipment
operating states, diagrams of the test configuration, step-by-step procedures, and
meszurement point locations

f. Data management-including data quality control procedures, data acceptability cri-
teria, data processing requirements, amotation and preservation of data records, and
pass/fail criteria
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g. Safety

h. Security (see C.40.10)

i. Test schedule-including priority of measurement

Data item description DI-R-1759A, ‘Nuclear Weapona Effecte Test Plan,a shoufd be used.

40.8 Test report requirement. A CW immersion test report shall be prepared. As a
rninii, the test report shall contain the following information:

a. Facili~ identitlcation and test plan reference

b. A diacuesion of any deviations from the test plan and requirement of this appendix

c. Copiee of the measured results, along with semor calibration and instrumentation
settings required to convert the data to engineering unite

d. Teet results and conclusione-including a definitive statement of HEMP hardness
of rniseion functione, baeed on CW immersion and PCI test results and supporting
anafyaes

e. Test chronology-including a sequence of events and identification of failures, upsets,
or interference observed and the conditiom under which they occurred

Data itern description DI-R-1760A, ‘Nuclear Weapons Effects Test Report,” should be
used.

40.9 Poet-te9t analysk requirements. A pmt-teet analysis of the meaaured data shall
be performed to easiet in developing a definitive statement of facility HEMP hardnesa.
Detailed requirements for posktest analysee of verification test results shall be established
by the sponaorirrg agency for the test. They will generally include calculation of threat

~POmeS from CW immion and pCI tat data, mrdyeia of verification test adequacy,
development of hardness concluaiona, and recommendation for corrective actions, if r~
quired.

40.10 Data classification. Test data may be classified. DNA-EMP-1 and the claasiEca-
tion guide for the specific facility or eystem should be consulted for guidance.

40.11 Alternative teet methods. When CW illumination of a facility is not practical

because of physicaf interference with other facilities in the vicinity, the CW immersion test
may be performed ueing CW current injection on the outer surface of the electromagnetic

77

http://www.abbottaerospace.com/technical-library


MIL-STD-188-125

APPENDIX C

barrier. Asit&spwific CWsMeld current injection t=tplmad detailed procedww shall
define the shield excitation technique, source strength, injection points, and predicted
shield current density distributions. Minimum data acquisition system sensitivity required
forverifying the HEMP protwtion subsystem effwtivenes mdpus/fail criteria shall be
determined.

When approved by the sponsoring agency, a thorough program of shielding effective
ness mesaurements (see appendix A) and athorough shielding effectivenem leak detection
system (SELDS) survey in accordance with MIL-HDBK-423 guidance may be used for
verification testing in lieu of the CW immersion test.

50. DETAILED REQUIREMENTS

50.1 Test configuration. The CW immersion test configuration is illustrated in figure 16.
Swept or stepped CW excitation, generated by the network analyzer source, is propagated
to the transmitting antenna location via a hardwired or fiber optic link. The signal is
amplified and radiated from the antenna-a vertical monopole, horizontal dipole, log P*
riodic, rhombic or other antenna-to illuminate the facility. The reference sensor, located
in a clear area where the measured field has a known relationship to the total field il-
luminating the facility, monitors the source output. Freefield, surface current or charge
density, current and voltage sensors monitor the response at measurement points inside
(and outside, if desired) the electromagnetic barrier. Preamplifiers and fiber optic links
are used, es required, in the measurement channels. Reference and measurement point
data are monitored on the network analyzer and recorded. Figure 17 illustrates a sample
1 MHz to 100 MHz data record, where identical B (time rate of change of the magnetic
induction field) sensors are employed in both channels and the reference channel is a direct
measurement of the illuminating field.

50.2 ‘J.kmsmitting antenna locations. Transmitting antema InCationsshall be chosen to
illuminate all areas on the barrier surface with the radiated field excitation. Three or four
locations around the periphery of the facility will normzdly be required. The antenna shall
be placed as far from the facility as possible, within physical and measurement sensitivity
constraints.ls

Iewhen R > ~w and R > 2D2/A~I~ —where R is the distance from the antenna to the
barrier, .l~ is the wavelengthof the lowest radiated frequency, ~~1~ is tbe wavelengthof the
highest rarhatedfrequency,and D is the antennacharacteristiclength or largestharrierdimension
transverseto the propagation directionof the illuminatingfield-results can be interpretedas plane
waveresponses. When these inequalitiesarenot satisfied,near-fieldand wavecurvatureeffectsmay
be significant.
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FIGURE 17. CW immersion teet record.
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50.3 Measurement Iocatiom. For facilities less than 900 m’ (10,000 ft*) in shielded
floor area, a minimum of 5 (x 3 components) electric or magnetic fr-tield measurement
locations, 3 (x2 components) surface current or charge denzi~ measurement locations,
and 20 current measurement locations throughout the shielded volume shafl be chosen
for each transmitting antenna location. For larger facilities, the number of measurement
locations shafl be increased in proportion ta the total shielded floor area.

Meaaummrmt points for each transmitting antenna location should be concentrated
in the 40 to 50 percent of the protected volume and in special protective volumes physically
closest to electromagnetic barrier surfaces which are directly illuminated.

Internal free-field measurement pointa shall be chosen to provide a representative
mapping of field responses within the electromagnetic barrier. The fre~field measurements
shall be made in areas which are relatively clear of equipment. The three orthogonal com-
ponents of the field response shall be recorded. Internal magnetic fre~field measurements
should normally be emphasized.

Internal surface current or charge density measurements shall principally be made at
penetration areas on the electromagnetic barrier. Internal surface current density mea-
surernente should normally be emphasized. When measuring surface current density, the
two orthogonal compxmrd,e of the response shall be recorded.

Internal current measurement points shall be chosen to provide a representative map
ping of current responses in the internal cable plant. Current me~uremente shall be made
on selected penetrating cables near their POE protective devices, on selected cables with
long interior runs or Iayoub producing efficient coupling geometries, and on input cables
to selected mizzion-ezzential equipment.

An interior electromagnetic survey, with CW excitation applied from each transmit-
ting antenna location, shafl be performed to locate areas of maximum respome. Particular
attention should be given b barrier penetration areas. Additional free-field and current
measurement pointe shafl be chosen where the largest signals are detected daring the
survey.

50.4 Test frequencies. Test data are desired at frequencies from 100 kHz to 1 GHz. It is
usually necessary k divide the frequencies into several bands, selecting difTerent antennas
to maximize the radiation efficiency in the different bands.
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50.5

a.

b.

c.

d.

e.

f.

&

h.

i.

Measurement procedures. CW immersion test procedures shall be as follows:

Set up the data acquisition equipment in the desired configuration and perform cal-
ibrations. Mhimum sensitivity of the data acquisition system should be – 147 dBm
or lower.

Set up the transmitting antenna and map its fields. The principal component of the
illuminating field:

[speed of light (.)x magnetic induction field (Bi,,.minp.timg)] or electric field (Ei,,umin.ti.g)

should be at least 1 V/m from 1 MHz to 50 MHz and at least 0.1 V/m from 50 MHz
to 100 MHz at the point on the electromagnetic barrier closest to the transmitting
antenna. As a design objedive, the principal component of the illuminating field
should be at least 0.1 V/m from 100 kHz to 1 MHz and 0.01 V/m from 100 MHz to
1 GHz. Choose a reference sensor location.

Perform a check of each data acquisition channel to verify link noise immunity. Dis-
connect the sensor and terminate the sensor cable in its characteristic impedance.
Energize the radiating source, and record the received signal strength as a function
of frequency.

With the radiating source energized, perform a survey of the area to be monitored
and select the additionrd measurement locations.

Place the sensor and use preamplifiers as required to obtain the desired measurement
sensitivity.

With the source and data acquisition equipment in a normal configuration, except
that the power amplifier is turned off, record the noise and operating signal response
at the measurement point as a function of frequency. Narrow band filter and long
sweep time settings of the network analyzer are necessary.

Turn the power amplifier on and record the reference and measurement point r~
sponses as a function of frequency, using the same filter and sweep time settings
employed for the noise and operating signal measurement.

Perform data quality control. Annotate and preserve the data records

Record any interference with the operation of facility equipment observed during the
CW immersion test. Also record test and operational conditions which existed at the
time the interference was noted.

82

http://www.abbottaerospace.com/technical-library


MIL-STD-188-125

APPENDIX C

j. Continue to the next mezzurement location andrepeat steps e throughi.

k. When meazurementz foronetranzmitting arrtenna location arecompleted, continue
to the next transmitting antenna location and repeat steps b through j.

50.6 P=/failcriteria*s.

50.6.1 Internal field meazurementa. In frequency bande where the mezaurement dy-
namic range is less than the required attenuation, internal CW immersion free-field and
surface current or charge density measurements shall be considered satisfactory when there
izno observable test point responee above the noiaeand operating signal level.

In the frequency band where the measurement dynamic range ie greater than the
required attenuation, expected to be at least 5 MHz to 100 MHz, internal CW immersion

field measurements shall be considered satisfactory when the test point responses are below
the principaf component of the illuminating field by at least the required attenuation. This
success criterion is expressed by the following equations:

50.6.1.1 For internal magnetic induction field measurements.

801XI
%ernd ~ ~ x BiUumi.ati.8 W <8 X 10°

where

w .

measured component of the magnetic induction
field at a test point inside the electromagnetic bar-
rier (Wb/m2)

principal component of the illuminating magnetic
induction field at the point on the electromag-
netic barrier closest to the transmitting antenna
(Wb/m’)

regular frequency (s-l)

I%mse pare/fail criteria apply to all measurement made in the protected volume. Responsee
meaeuredin a epecial protective volume must not exceed design values for that epecial protective
volume.
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50.6.1.2 For internal electric field measurements.

llin~.~~ <10-6 X~ill.tin.ting

where

Einiemd = meaeured component of the electric fieldat a test
point inside the electromagnetic barrier (V/m)

Eillud.tii.g = principal component of the illuminating electric
field at the point on the electromagnetic barrier
closest to the transmitting antenna (V/m)

50.6.1.3 For internal surface current density measurements.

6.4x 109
JSin,md < — X Billuti.tii.~ W< 8X108

w

where

J.qinkm~, = measured component of surface current
density at a test point inside the electr-
magnetic barrier (A/m)

50.6.1.4 For internal charge density measurements.

Qs.,ntemd~ 8.9 X 10-17 X Eill.mir..ti.&

where

Qsir.,_, = measured surface charge density at a test
point inside the electromagnetic barrier
(C/m2)

50.6.2 Internal current measurements. Internal CW immersion current measurements
shall be considered satisfactory when the peak value of the threat-extrapolated response,
transformed into the time domain, does not exceed 0.1 amperes. This success criteria is
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expressed by the following equation:

f“ =

I,hma,(w) =

.

Iiimd(w) =

E,hm,,(w) =

Great(w) =

the lowest CW immemion teat frequency
(Hz)

the highest CW immersion test frequency
(Hz)

threat-extrapolated current in the frequency
domain (A/Hz)

J.bd(w)

[,x BiUufidti(~)] or Ew.-*.,
x Etk@ (W)

measured current at a test point inside the
electromagnetic barrier (A)

early-time threat HEMP field in the
frequency domain (V/m-Hz) (see DoD-STD-
2169)

complex conjugate of ~,hfi~(w)

50.6.3 Interference. Asnctional monitoring of facility operation shall be comidered satis-
factory when no interference with mi%onaential communication-electronics or support
equipmeat is observed.

50.6.4 Test failures. Any failure to eatizfy the internal field measurement, internal cur-
rent measurement, or interference success criteria ehall be conzidemd a HEMP vulnera-
bility. An investigation into the cause of the possible vulnerability shall be conducted.
The condition shall be corrected, if possible, and the CW immersion test sequence sha[l
be repeated.
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