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2. Retain this notice and insert before table of contents.

3. Holders of MIL-STD-188-141A will verify that page changes and
additions indicated above have been entered. This notice page
will be retained as a checklist. This issuance, together with
appended pages, is a separate publication. Each notice is to be
retained by stocking points until the military standard is
completely revised or cancelled. Paragraphs and tables that have
been changed are identified by a vertical bar in the margin.

Custodians:
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Navy--EC
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Review activities:
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Navy--MC, SH

Preparing activity:
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MIL-STD-188-141h

1. sCOPE .

1.1 Scope. The purpose of this document is to establish technical

parameters, in the form of mandatory standards and optional design objectives

(DOS), that are considered necessary to ensure interoperability of new long-

haul and tactical radio equipment in the medium fre~ency (MF) band and in the
high frequency (HF) band. It is also the purpose of this document to

establish a level of performance for new radio equipment as 1s considered

necessary to satisfy the requiraents of the majority of users. These

technical parameter, therefore, represent a minimum set of interoperability

and performance standards. The technical parameters of this document may be

exceeded in order to satisfy certain specific re~irementst provided that
interoperability is maintained. That is, the capability to incorporate

features such as additional standard and nonstandard interfaces is not
precluded.

1.2 Amlicabilitv. This standard is mandatory within the Department of

Defense (DoD) in the design and development of new MF and HF radio equipment.
It is not intended that existing equipment and systems be ixrunediately
converted to comply with the provisions of this standard. New equipment

and systems and those undergoing major modification or rehabilitation shall
conform to this standard. If deviation from this standard is required, the

I user should contact the lead standardization activity for waiver procedures.

1.3 Application uuidance. The terms “system standard” and “design

objective” (DO) are defined in FED-STD-1037. In this document, the word

“shall- identifies mandatory system standards. The word ‘should- identifies

design objectives which are desirable but not mandatory.

This page supersedes page 1/2 of 15 September 1988.
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2.

2.1 GoverMent documents.

MIL-STD-188-141A
NOTICE 2

APPLICABLE DOCUMENTS.

2.1.1 S=cifuone’ standards. and ● The following

specifications, standards, and handbooko form a part of this document to the

extent specified herein. Unless otherwise specified, the issues of these

documents are those listed in the issue of the Department of Defense index of
Specifications and Standards (DODISS) and supplement thereto, cited in the
solicitation (see 6.2).

STANDARDS

FEDESUU

FED-STD-1OO3 Telecommunications, Synchronous Bit Oriented
Data Link Control Procedures (Advanced Data
Communication Control Procedures)

Telecommunications: Glossary of

.Telecommunication Terms
FED-STD-1037

MILITARY

MIL-STD-188-1OO Common Long Haul
System Technical

MIL-STD-188-11O Interoperabil ity
Data Modems

and Tactical Communication
Standarda

and Performance Standards for

MIL-STD-188-114 Electrical Characteristics of Digital Interface
Circuits

MIL-STD-188-148 (S) Interoperability Standard for Anti-Jam (AJ)
Communications in the High Frequency Band (2-30
MHz) (u)

(Unless otherwise indicated, copies of Federal and military specifications,

standards, and handbooks are available from the Naval Publications and Forms
Center (ATTN: NPODS), 5801 Tabor Avenue, Philadelphia, PA 19120-5099. )

2.1.2 Other Governme nt documents, drawinasl and nubli catio~ The

following other Government documents, drawings, and publications >orm a part

of this document to the extent specified herein. Unless otherwise specified,

the issues are those cited in the solicitation.

U.S. DEPARTMENT OF COMMERCE

National Telecommunications and Information Administration (NTIA)

NTXA Manual
Management

This page supersedes

of Regulations and Procedures for Federal Radio Frequency

page 3 of 15 September 1988.
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(Application for copies should be addressed to the U.S. Department of
Commerce, NTIA, Room 4890, 14th and Constitution Ave N.W., Washington, DC

20230. )

2.2 Non-Government mblicat ions. The following documents form a part of

this document to the extent specified herein. Unless otherwise specified, the

issues of the documents which are DoD adopted are those listed in the issues
of the DODISS cited in the solicitation. Unless otherwise specified, the

issues of the documents not listed in the DODISS are the issues of the
documents cited in the solicitation (see 6.2).

INTERNATIONAL STANDARDIZATION DOCUMENTS

North Atlantic Treaty Organization (NATO) Standardization Agreements
(STANAGS)

STANAG 4203 Technical Standards for Single Channel HF Radio
Equipment

STANAG 5035 Introduction of an Improved System for Maritime Air
Communications on HF, LF, and UHF

(Applications for copies should be addressed to: Commanding Officer, Naval

Publications and Forms Center, ATTN: NPFC 106, 5801 Tabor Avenue,

Philadelphia, PA 19120-5099. )

Quadripartite Standardization Agreements (QSTAGS)

QSTAG 733 Technical Standards for Single Channel High
Frequency Radio Equipment

(Application for copies should be addressed to: Commanding Officer, Naval
Publications and Forma Center, ATTN: NPFC 106, 5801 Tabor Avenue,

Philadelphia, PA 19120-5099. )

International Telecommunications Union (ITU), Radio Regulations

CCIR Recommendation Improved Transmission System for HF

455-1 Radiotelephone Circuits

(Application for copies should be addressed to the General Secretariat,
International Telecommunications Union, Place des Nations, CH-1211 Geneva 20~
Switzerland. )

(Non-Government standards and other publications are normally available from
the organizations that prepare or distribute the documents. These documents

also may be available in or through libraries or other informational
services.)

This page reprinted without change.
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2.3 Order of IXecedence. In the event of a conflict between the text of

this document and the references cited herein, the text of this document takes
precedence. Nothing in this document, however, supersedes applicable laws and

regulations unless a specific exemption has been obtained.

This page reprinted without change.

5/6

http://www.abbottaerospace.com/technical-library


MIL-STD-188-141A
NOTICE 2

—

This Page Intentionally Left Blank.

http://www.abbottaerospace.com/technical-library


I

I

MIL-STD-188-141A
NOTICE 2

3. DEFINITIONS.

3.1 ~erm~. Definitions of terms used in this document shall be as

specified in the current edition of FED-sTD-1037. In addition, the following

definitions are applicable for the purpose of this standard.

Butomatic soundinq. Sounding is the ability to empirically test selected

channels (and propagation paths) by providing a very brief beacon-like
identifying broadcast which may be utilized by other stations to evaluate
connectivity, propagation~ and availability, and to select known working

channels for possible later use for communications or calling. Such

soundings are primarily intended to increase the efficiency of the ALE
function, thereby increasing system throughout. Sounding information is

used for reducing the set of assigned channels to be used for a particular
ALE connectivity attempt.

GQa&E* The deployment of RF assets with limited physical separation.
Insufficient separation or inadequate Electromagnetic Interference (EMI)
suppression for the site conditions can result in degraded performance due
to EMI (cosite interference).

ah-verforman ce HF data modem. High-speed (capable of at least 1200 bps)

or robust data modules which incorporate sophisticated techniques for
correcting or reducing the number of raw (over-the-air induced) errors.

Icedcom~ressor and exmmder [Lincom ● A speech processing system
consisting of a compressor and expander linked by a control channel
separate from the audio (speech) channel.

Linhna -o
, tection (LP) Linking protection is the protection of the

linking function of aut&natic link establishchent from manipulation and
unintentional interference.

Link uualitv analvsis (LOA~. The overall process by which relative
measurements of signal quality are performed. This signal quality is

characterized by such parameter assessments as BER, SINAD, and MP. Such

assessments are stored and/or exchanged between stations for ALE decision
use.

?hase noise (dBclHz~. The amount of single-sided phase noise, contained
in a one-hertz bandwidth, produced by a carrier (signal generation)
source, and referenced in decibels below the full (unsuppressed) carrier
output power.

This page supersedes page 7 of 17 June 1992.
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3h rdi -order intercept mint . The third-order intercept point is a

standard measure of how well a receiver performs in the presence of strong
nearby signals. The receiver third-order intercept point is an

--

extrapolated convergence (not directly measurable) of a desired output
(two test signals) and receiver mixer-produced third-order intermodulation
distortion products.

NOTE : Testing is conducted using two frequencies, fl and f2,
which fall within the first intermediate frequency mixer
passband. (In general, the test frequencies will be about
20-30 kHz apart.)

--

This page supersedes page 8 of 17 June 1992.
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3.2 Abbreviations and acronvms. The abbreviations and acronyms used in

this document are defined below. Those listed in the current edition of FED-

STD-1037 have been included for the convenience of the reader.

ABCA

ACK

AGC

AJ

AL-o

AL-1

AL-2

AL-3

AL-4

ALC

ALE

ANSI

ARQ

ASCII

BER

bps

CCEP

CCIR

CMD

COMSEC

CRC

DATA

dB

dBc

DBM

DCA

DCAC

American, British, Canadian, and Australian (Armies)

acknowledgement

automatic gain control

anti-jam

unprotected application level

unclassified application level

unclassified enhanced application level

unclassified but sensitive application level

classified application level

automatic level control

automatic link establishment

automatic message display

American National Standards Institute

automatic repeat request

American Standard Code for Information Interchange

bit error ratio

bits per second

Commercial COMSEC Endorsement Program

International Radio Consultative Committee

ALE preamble word COMMAND

Communications Security

cyclic redundancy check

ALE preamble word DATA

decibels

decibels referenced to full-rated peakenvelope power (PEP)

data block message

Defense Communications Agency

Defense Communications Agency Circular

This page supersedes page 9 of 17 June 1992.
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DCE

DCS

DXSA

DISAC

DO

DoD

DODISS

DTE

DTM

EDC

FCS

FDM

FEC

FIPS

FSK

HF

IAW

ICD

ICW

MD

ISB

ISDN

Iso

ITU

JCS

LP

LPCM

data circuit-teminating equipment

Defense Cocm’nunicationsSystem

Defense Information Systems Agency

Defense Information Systems Agency Circular

design objective

Department of Defense

Department of Defense Index of Specifications and Standards

data terminal equipment

data text message

error detection and correction

frame check sequence

frequency-division multiplexing

forward error correction

Federal Information Processing Standarda

frequency-shift keying

high frequency

in accordance with

interface control document

interrupted continuous wave

intermodulation distortion

independent sideband

Integrated Services Digital Network

International Organization of Standardization

International Telecommunications Union

Joint Chiefs of Staff

linking protection

linking protection control module

-

This page supersedes page 10 of 17 June 1992.
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I

LQA

LSB

MP

MSB

NAK

NATO

NBFM

NMCS

NSA

NTIA

0S1

PEP

PI

PP

PTT

QSTAG

REP

RTTY

SINAD

SNR

SSB

STANAG

TBD

TOD

uncl

MlL-STD-l 88-1 41A
NOTICE 2

link quality analysis

(1) lower sideband (radio);
(2) least significant bit (data)

multipath

most significant bit

nonacknowledgement (request for repeat)

North American Treaty Organization

narrowband frequency modulation

National Military Command System

National Security Agency

National Telecommunications and Information Administration

Open Systems Interconnection

peak envelope power

protection interval

parts per million

push to talk

Quadripartite Standardization Agreement

ALE preamble word REPEAT

radio teletypewriter

signal-plus-noise-plus-distortion to noise-plus-distortion
ratLo

signal-to-noise ratio

single sideband

Standardization Agreement (NATO)

to be determined

time of day

unclassified

This page supersedes page 11 of 17 June 1992.
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USAISEC

USE

I UTC

UUF

UUT

VFCT

VSWR

U.S. lmny Information Systems Engineering Command

upper sideband

Coordinated Universal Time

user unique function

unit under teBt

voice frequency carrier telegraph

voltage standing wave ratio

.

This page supersedes page 12 of 17 June 1992.
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4. GENERAL REQUIREMENTS .

4.1 General. By convention, frequency band allocation for the MF band is

from 0.3 megahertz (MHz) to 3 MHz and the RF band is from 3 MHz to 30 MHz.
However, for military purposes, eguipment designed for HF band use has been
historically designed with frequency coverage extending into the MF band. For

new HF equipment, HF band standard parameters shall apply to any portion of
the MF band included as extended coverage. Currently there are no known

military requirements below 1.5 MHZ. Consequently, this portion of the MF

band ia not Standardized.

Equipment parameters will be categorized using functional use groups for radio
aaaemblages3/9ets. Historically, these groups have been fixed (long-haul)
installations and tactical sets. The tactical sets are subgrouped further
into vehicle transportable and manpack versions. Although these distinctions
still exist in principle, the former lines of distinction have become somewhat
blurred. The mobility of current military forces dictates that a significant
number of long-haul requirements will be met with transportable systems, and
in some cases, such systems are implemented with design components shared with

I manpack radioe. When such ‘tactical” equipment is used to meet a long-haul
requirement, the equipment shall meet long-haul minimum performance standards.

Basic HF radio parameters are contained in this section and in section 5. HF
technology going beyond the basic radio is contained in the appendices.
Figure 1 shows the relationship of the functional aspects of current HF
technology in terms of International Standard 7498 (1S0 7498-1984), the Open
Systems Interconnection (OSX) Reference Model. The shaded area in figure 1

indicates coverage in this section and section 5.

4.2 Bmim ent O= ration mode. .

4.2.1 Baseline mode. Frequency control of all new HF equipment except
manpack~ shall be capable of being stabilized by an external standard. Should

multiple-frequency (channel) storage be incorporated, it shall be of the
programmable-memory type and be capable of storing/initializing the

I operational mode (see 4.2.1.1 and4.2.1.2 below, and40.30f appendix A)
associated with each particular channel.

4.2.1.1 Sinule-channel. All new single-channel HF equipment shall
provide, as a minimum, the capability for the following one-at-a-ttie
selectable operational modes:

● . One nominal 3-kHz channel upper sideband (USB) or lower sideband (LSB)

I

(selectable).

b. One (rate-dependent
channel.*

bandwidth) interrupted continuous wave (ICW)

c. A narrowband frequency modulation (NBFM) channel capability should be
included as a design objective (DO).

I * Not mandatory

This page supersedes
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FIGURE 1. Phvsical layer with transceiver and modem elements.
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4.2.1.2 ~ulticha~ . All new multichannel HF eguipment shall provide a
single channel capability as set forth in paragraph 4.2.1.1 as a minimum and
one or more of the following modes, 6electable one at a time:

a. Two nominal 3-kHz channels in the USB and LSB (two independent
channels in the same sideband--sideband selectable).

b. One nominal 6-kHz channel in the USB or LSB (selectable).

c. NO nominal 3-kHz channels in the USB and two in the LSB (four
independent 3-kHz channels--two in each sideband).

d. One nominal 6-kHz channel in the USE and one in the LSB (two
independent 6-kHz channels--one in each sideband).

e. One nominal 3-kHz channel in the USB and one in the LSB (two
independent 3-kHz channels--one in each sideband).

4.2.2 Aut omatic link establishment (ALEI mod~ Should an ALE capability
be included, it shall be of the channel-scanning t&e and shall provide for
contact initiation by either or both manual and automated control. Detailed
requirements are in appendix A. See 4.5 for the list of features required to
support this operational mode.

4.2.3 finti-+am [Ml mode. If AJ is to be implemented, the AJ
capabilities and features for HF radios shall be in accordance with MIL-STD-
188-148.

4.2.4 &inM.na Drotection iLP~. If LP is to be implemented, the LP
capabilities and features for HF radios shall be in accordance with appendix
B.

4.3 Jnterface naramete~ ●

4.3.1 Electrical characteristics of diuital interface9. As a minimum,

any incorporated interfaces for serial binary data shall be in accordance with
the provisions of MIL-STD-188-114, and any other interfaces specified by the
contracting agencies. Such interfaces shall include provisions for request-
to-send and clear-to-send signaling. The capability to accept additional
standard interfaces is not precluded.

4.3.2 ~lectrical characteristics of analou interfaces. See 5.3.6 and
5.4.5*

4.3.3 ~odulation and data 6iunalinu xate~ The modulation rate
(expressed in baud (Bd)) or the data signaling*rate (expressed in bits per

I second (bps)) at interface points A and A’ in figure 2 shall include those
contained in the HF modem portion of MIL-STD-188-11O.

4.4 North Atlantac Tr
,

eatv Oraanizati on [NATO) and ad$ip~ti et

~ e o reme ts.

.—

This page supersedes page 14 of 17 June 1992.
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4.4.1 Sinule-channel communications 8vstems. If interoperation with NATO
member nations is required for land, air, and maritime applications, single-
channel HF radio equipment shall comply with the applicable requirements of
the current edition of STANAG 4203.

.

—

This page supersedes page 14a of 17 June 1992.
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4.4.2 ~aritime air icatim svstem~. If interoperation with NATO
member nations is required, HF maritime air communications shall comply with
the applicable requirements of the current edition of STANAG 5035.

4.4.3 ~-mrf ormance HF data modems. If interoperation with NATO
member nations is required, land, air, and marithne, single-channel ?IF radio
equipment shall comply with the applicable requirements of the appropriate
STANAG .

I 4.4.4 QuadriDartite Standardize tion Agreements [0STAGs~o If
interoperation among American, British, Canadian, Australian, and New Zealand

I (ABCA) Armies is required, HF combat net radio equipment shall comply with the
applicable requirements of the current edition of QSTAG 733.

4.5 pdantive co~nic~ons ● Adaptive HF describes any HF communications
system that has the ability to sense its communications environment, and, if
required, to automatically adjust operations to tiprove communications
performance. Should the user elect to incorporate adaptive features, they
shall be in accordance with the requirements for those features stated in this
document.

The essential adaptive features are:

a. Channel (frequency) scanning capability.

b. Automatic link establishment (ALE) using an embedded selective calling
capability. A disabling capability and a capability to inhibit responses
shall be included.

c. Automatic sounding (station-identifiable transmissions). A capability

to disable sounding and a capability to inhibit responses shall be
included.

d. Limited link quality analysis (LQA) for assisting the ALE function:

(1) Relative data error assessment.

(2) Relative SINAD (optional).

(3) Multipath/distortion assessment (DO).

This page supersedes page 16 of 15 September 1988.
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5. DETAILED REQUIREMENTS.

5.1 General.

5*1.1 troducti~~. This section provides detailed performance standards

for MF and HF radio equipment. These performance standards shall apply over

the appropriate frequency range from 2.0 MHz to 29.9999 KHz (DO: 1.5 MHz to

29.9999 ~Z).

5.1.2 sianal ~d noise relationshinq. The signal and noise relationships

I are expressed as signal-plus-noise-plus-distortion to noise-plus-distortion

ratio (SINAD), unless otherwise identified. Unless otherwise specified, when

the ratio is stated, the noise bandwidth is 3 kHz.

5.2 Common euuiun ent characteristics. These characteristics shall apply

to each transmitter and to each receiver unless otherwise specified.

5.2.1 pis~laved freuuencv. The displayed frequency shall be that of the

carrier, whether suppressed or not. “

5.2.2 rre~ encv coveraue. The radio equipment shall be capable of

operation over the frequency range of 2.0 MHz to 29.9999 MHz in a m=imum of
1OO-HZ frequency increments (DO: 1O-HZ) for signal-channel equipment, and

1O-HZ frequency increments (DO: l-Hz) for multichannel equipment.

5.2.3 ~reuuencv accuracy. The accuracy of the radio carrier frequency,

including tolerance and long-term stability but not any variation due to
doppler shift, shall be within A30 Hz for tactical application and within
~10 Hz for all others, during a period of not less than 30 days. See 4.1 for

application statements on dual parameters.

5.2.4 Phase etability. The phase stability shall be such that the

probability that the phase difference will exceed 5 degrees over any two
successive 10 millisecond (ins)periods (13.33-ms periods may also be used)
shall be less than one percent. Measurements shall be performed over a

sufficient number of adjacent periods to establish the specified probability
with a confidence of at least 95 percent.

5.2.5 ~hase noiee. The synthesizer and mixer phaee-noise spectrum at the

transmitter output shall not exceed those limits as depicted in fi~res 3 and
4 under continuous carrier single-tone output conditions. Figure 3 depicts

the limits of phase noise for cosited and non-cosited fixed-site and
transportable long-haul radio transmitters. Figure 4 depicts the limits for

tactical radio transmitters. See 4.1 for application statements on dual

parameter.

This page supersedes page 17 of 17 June 1992.
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NOTE:

dBc=Decibels referenced to full-rated pep.

FIGURE 3. phase noise limit mask for fixed site and transportable

Jona-haul radio transmitters.
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FIGURE 4. Phase noise limit mask for tactical radio transmitters.
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5.2.6 Band width~. The bandwidths for high frequency band emissions shall
be as shown on table I. Use of other HF band emissions is optional; however,
if selected, shall be as shown on table I. Other high frequency band
emissions which may be required to satisfy specific user requirements can be
found in the NTIA Manual of Regulations and Procedures for Federal Radio
Frequency Management.

I

I

I

I

I
I

TABLE I. pandwidthq.

Maximum Allowable
Emiaeion type 3 dB Bandwidth (kHz) Mandatory Req.

Interrupted continuous wave (ICW) 0.5 Yes~

Frequency-shift keying (FSK) 0.3 No
(85-Hz shift)

Frequency-shift keying (FSK) 1.1 No
(850-Hz shift)

Single-sideband modulation (SSB) see 5.2.7.1 Yes
single-channel

4

Independent-sideband modulation
(ISB)

~

two channels see 5.2.7.1 No
4

four channels see 5.2.7.2 No
I--. . . ., . , ● * ..-

.

NOTE : Although the response values given are for single-channel USB
operation, an identical shape, but inverted channel response, is
required for LSB or the inverted channel of a dual-channel independent

sideband operation.

w Not manaatory tor raa~os aesAgnea xor -E.

5.2.7 Overall channel remonse 9.

5.2.7.1 Sinaie-channel or dual-channel omrat ion. The amplitude vs.
frequency response between (fO + 300 Hz) and (fO + 3050 Hz) shall be within

3 dB (total) where f. is the carrier frequency. The attenuation shall be at

least 20 dB from f. to (f. - 415 Hz), at least 40 dB from (f.- 415 Hz) to (fo
- 1000 Hz), and at least 60 dB below (f. - 1000 Hz). Attenuation shall be at

least 30 dB from (f. + 4000 Hz) to (f. + 5000 Hz) and at least 60 dB above (f.

+ 5000 Hz). See figure 5. Group delay the shall not vary by more than 1.0
ms over 80 percent of the passband of 300 Hz to 3050 Hz (575-2775 Hz).
Measurements shall be performed end-to-end (transmitter audio input to
receiver audio output) with the radio equipent configured in a back-to-back
test setup.

-

This page supersedes page 20 of 15 September 1988.
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5.2.7.2 Four-channel owrati on. When four-channel independent 8ideband

operation is employed, the four individual 3-kHz channels shall be configured

I as shown in figure 6, which also shows the amplitude response for these four
channels. Channels A2 and B2 shall be inverted and di8placed with respect to .

channels Al and B1 as shown on the figure. This can be accomplished by using
subcarrier frequencies of 6290 Hz above and below the center carrier
frequency, or by other suitable techniques which produce the required channel
displacements and inversions. The suppression of any subcarriers used shall
be at least 40 dB (DO: 50 dB) below the level of a single tone in the A2 or

B2 channel modulating the transmitter to 25 percent of peak envelope power “
(PEP). See figure 6. The rf amplitude versus frequency response for each
individual ISB channel shall be within 2 dB (DO: 1 dB) between 250 Hz and

3100 Hz, referenced to each channels’s carrier (either actual or virtual).
Referenced from each channel’s carrier, the channel attenuation shall be at
least 40 dB at 50 Hz and 3250 Hz, and at least 60 dB at -250 Hz and 3550 Hz.
Group delay distortion shall not exceed 1500 microseconds over the ranges 370

I Hz to 750 Hz and 3000 Hz to 31OO Hz. The distortion shall not exceed 1000
microseconds over the range 750 Hz to 3000 Hz. Group delay distortion shall

not exceed 150 microseconds for any 1OO-HZ freguency increment between 570 Hz
and 3000 Hz. Measurements shall be performed end-to-end (transmitter audio
input to receiver audio output) with the radio equipment configured in a back-
to-back test setup.

NOTE : When using multichannel voice frequency carrier telegraph
(VPCT) modulation, as specified on table 5.2-1 of MIL-sTD-188-1OO, do
not use channel 16 (frequencies of 2932.5 Hz, 2975 Hz, and 3017.5 Hz).

5.2.8 *solute delav. The absolute delay shall not exceed 10
milliseconds (ins)(DO: 5 ms) over the frequency range of 300 Hz to 3050 Hz.
Measurements shall be performed back-to-back as in 5.2.7.1.

5.2.9 ~incomDeK Should a voice compression and expansion capability be
included, it shall m~et CCIR 455-1 Lincompex requirements. In addition, such

a device shall incorporate calibration techniques that automatically remove
radio-link frequency errors for the receiver expand= function with the start .
of reception of each Lincompex transmission. The calibration sequence is

shown in figure 7.

5.3 Transmitter characterist icso

5.3.1 Noiee and distortion.

5.3.1.1 Jn-band noise. Broadband noise in a l-Hz bandwidth within the
selected sideband shall be at least 75 dBc belw the level of the rated peak
envelope power (PEP) of the HF transmitter for fixed station application and
65 dBc below the level of the rated PEP of the HF transmitter for tactical
application.

This page supersedes page 22 of 15 September 1988.
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5.3.1.2 ~ntermodulation distortion (IMD\ The IMD products of HF
transmitters produced by any two equal-level ;ignals within the 3 dB bandwidth
(a single-frequency audio output) shall be at least 30 dB below either tone
for fixed station application and 24 dB below either tone for tactical
application when the transmitter is operating at rated PEP. The frequencies
of the two audio test signals shall not be harmonically or subharmonically

related and shall have a minimum separation of 300 Hz.

5.3.2 Sr#Ctral purity.

5.3.2.1 Sroad band emissions. When the transmitter is driven with a
single tone to the rated PEP, the power spectral density of the transmitter
broadband emission shall not exceed the level established on table II and as

I hs own in figure 8. Discrete spurs shall be excluded from the measurement, and
the measurement bandwidth shall be 1 Hz.

●

TABLE 11. 9ut -of-band wwer svectral densitv limits for rad~o
o txansmit ters.

4

Attenuation Below In-Band Power
Frequency (Hz) Density (dB)

fm= f,~ (0.5 B + 500) 40 (DO: 43)

fm=fC~l.OB 45 (DO: 48)

fm=fC~2.5B 60 (DO: 80)

,

(fC + 4.0 B) s fm~ 1.05 f, 70 (DO: 80)

0.95 fC s fm~ (f, - 4.0 B)

h

fgll< 0.95 f,

fill2 1.05 fc

90 (DO: 120)

Where: fm = frequency of measurement (Hz)

f, = center frequency of bandwidth (Hz)
B = bandwidth (Hz)

This page supersedes page 25 of 15 September 1988.
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5.3.2.2 PLE$C- te freuuencv 8PUrious emissions. For HF transmitters, when

driven with a single tone to produce an rf output of 25-percent rated PEP, all
discrete frequency spurious emis@ions shall be suppressed as follows:

Eor fixed aDRli Catioq

o Between the carrier fre~ency fC and fC~ 4B (where B = bandwidth)? at

least 40 dBc.
o Between fCi 4B and +5 percent of fc removed from the carrier

frequency, at least 60 dBc.
o Beyond *5 percent removed from the carrier frequency, at least 80 ciBc.
o Harmonic performance levels shall not exceed -63 dBc.

See figure 9A.

F= tact- an~l~tio~

o Between the carrier frequency fC and fCt 4B (where B = bandwidth), at

least 40 dBc.
o Beyond fCt 4B at least SO dBc.

o Harmonic performance levels shall not exceed -40 dBc.

See figure 9B.

5*3.3 ●

oCarr~er sumressioq . The suppressed carrier for tactical
applications shall be at least 40 dBc (DO: 60 dBc) below the output level of a
single tone modulating the transmitter to rated PEP. The suppressed carrier

for fixed site applications shall be at least 50 dBc (DO: 60 dBc) below the

output level of a single tone modulating the transmitter to rated PEP.

5.3.4 Automatic leve1 control (ALc) Starting at ALC threshold, an

increase of 20 dB in audio input shall”r~sult in less than a 1 dB increase in
average rf power output.

5.3.5 Attack and release time delays.

5.3.5.1 ~ttack-time delav The time interval from keying-on a
transmitter until the transmit~ed rf signal amplitude has increased to 90
percent of its steady-state value shall not exceed 25 ms (DO: 10 mu). This
delay excludes any necessary time for automatic antenna tuning.

This page supersedes page 27 of 15 September 1988.
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5.3.5.2 Jlelease-time delav. The time interval from keying-off a

transmitter until the transmitted rf signal amplitude has decreased to 10
percent of its key-on steady-state value shall be 10 m or less.

5.3.6 sianal input interface characterietice ●

5.3.6.1 Innut siana1 rmwer. Input signal power for microphone or handset

input is not standardized. When a line-level input io provided (see 5.3.6.2),

rated transmitter PEP shall be obtainable for single tone amplitudes from
-17 dBm to +6 dBm (manual adjustment permitted).

5.3.6.2 Jnmxt audio aianal interface.

I 5.3.6.2.1 Ynbal anced interface. When an unbalanced interface is

provided, it shall have an audio input impedance of a nominal 150 ohms,
unbalanced with respect to ground~ with a minimum return loss of 20 dB against

I a 150-ohm resistance over the nominal 3 kllzpassband.

5.3.6.2.2 Jlalanced interfac~. When a balanced interface is provided, the

audio input impedance shall be a nominal 600 ohms, balanced with respect to

ground, with a minimum return loss of 26 dB against a 600-ohm resistance over
the frequency range of 300 Hz to 3050 Hz. The electrical symmetry shall be

sufficient to suppress longitudinal currents at least 40 dB below the
reference signal level.

Page 27a added.
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5.3.7 Transmitter output load irmedance. The nominal rf output load

impedance at interface point B in figure 2 shall be 50 ohms, unbalanced with
respect to ground. Transmitters shall survive any VSWR at point B, while

derating the output power as a function of increasing VSWR. However, the

transmitter shall deliver full rated forward power into a 1.3:1 VSWR load.
Figure 10 is ● design objective for the derating curve. The VSWR between an

exciter and an amplifier shall be less than 1.5:1. The VSWR between an

amplifier and an antenna coupler shall be less than 1.5:1 for fixed
applicaticm! and less than 2.0:1 for tactical application.

NOTE : The full-rated output power of a transmitter, over the
operating frequency range, is defined to be (a) the rated PEP when the
transmitter is driven by a two-tone signal consisting of equal
amplitude tones; and (b) the rated average power when driven by a
8ingle tone. The output rating @hall be determined with the
transmitter operating into a 50-ohm load.

5.4 Jteceiver character istits. 0

5.4.1 Receiver rf characteristics. All receiver input amplitudes are in
terms of available power in dBm from a SO-ohm source impedance signal
generator.

5.4.1.1 aae re3ect iOq ● The rejection of image signals shall be at

I least 70 dB for tactical HF receivers and 80 dB for all other HF receivers
(DO: 100 dB).

5.4.1.2 ~~te~ ediate-freuu encv (IFI rejecti on. Spurious signals at the
intermediate frequency (frequencies) shall be rejected by at least 70 dB for
tactical HF receivers and 80 dB for all other HF receivers (DO: 100 dB).

5.4.1.4 her sianal-freau encv external SDurious responses. Receiver

rejection of spurious frequencies, other than IF and image, shall be at least

I 65 dB (55 dB for tactical application) for frequencies from +2.5 percent to
+30 percent, and from -2.5 percent to -30 percent of the center frequency, and

I at least 80 dB (70 dB for tactical application) for frequencies beyond ~30
percent of the center frequency.

5.4.1*5 J?eceiver protection. The receiver, with primary power on or off,
shall be capable of survival without damage with applied signals of up to
+43 dBm (DO: +53 dBm) available power delivered from a 50-ohm source fOr a

duration of 5 minutes for fixed site applications and 1 minute for tactical
applications.

This page supersedes page 29 of 15 September 1988.
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5.4.1.6 Peaensitization dvnamic ranue. The following requirement shall

apply to the receiver in an SSB mode of operation with an IF passband setting
providing at least 27S0 Hz (nominal 3 kHz bandwidth) at the 2 dB points. With

the receiver tuning centered on a sinusoidal input test ei.gnaland with the
test signal level adjusted to produce an output SINAD of 10 dB, a single
interfering sinusoidal signal, offset from the test signal by an amount equal
to ~5 percent of the carrier frequency, is injected into the receiver input.

The output SINAD shall not be degraded by more than 1 dB as follows:

a. For fixed site radios, the interfering signal is equal to or less than
100 dB above the test signal level.

b. For tactical radios, the interfering signal is equal to or less than
90 dB above the test eignal level.

5.4.1.7 eiver Sen Sitivity The sensitivity of the receiver over the

operating frequency range? h the-sideband mode of operation (3-kHz
bandwidth), shall be such that a -111 dBm (DO: -121 dBm) unmodulated signal

at the antenna terminal, adjusted for a 1000 Hz audio output, produces an
audio output with a SINAD of at least 10 dB over the operating frequency
range.

5.4.1.8 J?eceiver 0$1t-~f-band IMQ ● Second-order and higher-order

responses shall require a two-tone signal amplitude with each tone at -30 dBm
or greater (-36 dBm or greater for tactical applications), to produce an
output SINAD equivalent to a single -110 dBm tone. This requirement is

applicable for equal-amplitude input signals with the closest signal spaced
30 )cHzor more from the operating frequency.

5.4.1.9 cent mint. Using test signals within the first

IF passband, the worst-case third-order intercept point shall not be less than

I +10 dBm (+1 dBm for tactical applications).

5.4.2 Receiver distortion and internallv aenerate d swrious outmts.

5.4.2.1 The total of IMD products, with two

equal-amplitude~ in-channel tones spaced 110 Hz apart, present at the receiver

I rf input, shall meet the following requirements. However, for frequency
division multiplex (FDM) service, the receiver shall meet the requirements for
any tone spacing equal to or greater than the minimum between ●djacent toneo

in any KIM library. The requirements shall be met for any rf input amplitude

I up to O dBm PEP (-6 dBm/tone) at rated audio output. All IMD products shall

be at least 35 dB (DO: 45 dB) below the output level of either of the two

tones.

This page supersedes page 31 of 15 September 1988.
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I 5.4.2.2 ~diacent-channel IMD ● For multiple-channel equipment, the

overall adjacent-channel IHD in each 3 kHz channel being measured shall not be
greater than -35 dBm at the 3 kHz channel output with all other channels
equally loaded with O dBm unweighed white noise.

5.4.2.3 audio freuuencv total harmonic distcu?tion. The total harmonic
distortion produced by any single-frequency rf test signal, which produces a

I frequency within the frequency bandwidth of 300 Hz to 3050 Hz shall be at
least 25 dB (DO: 35 dB) below the reference tone level with the receiver at
rated output level. The rf test signal shall be at least 35 dB above the
receiver noise threshold.

5.4.2.4 ~ntern ally aenerated 8puri0ufioutrmtq. For 99 percent of the
available 3 kHz channels, internally generated spurious signals shall not
exceed -112 dBm. For 0.8 percent of the available 3 klizchannels, spurious
signals shall not exceed -100 dBm for tactical applications and -106 dBrnfor
fixed applications. For 0.2 percent of the ●vailable 3 kllzchannels, spurious
signals may exceed these levels.

5.4.3 Automatic uain control (AGC) characteristic . The steady-state
output level of the receiver (for a single tone) shall not vary by more than
3 dB over an rf input range from -103 dBm to +13 dBm for fixed application or
-103 dBm to O dBm for tactical application.

5.4.3.1 PGC a~ck time {nondata mode~. The receiver AGC attack time
shall not exceed 30 ms.

5.4.3.2 ~GC release time [nondata mo~. The receiver AGC release time
shall be between 800 and 1200 ms for SSB voice and ICW operation. This shall

be the period from rf signal downward transition until audio output is within
3 dB of the steady-state output. The final steady-state audio output is
simply receiver noise being amplified in the absence of any rf input signal.

5.4.3.3 ~GC reauirem ents for data servicg In data service, the receiver

AGC attach time shall not exceed 10 me. The A;C release time shall not exceed

25 me.

5.4.4 Jleceiver 1inearity. The following shall apply with the receiver
operating at maximum sensitivity, and with a reference input signal that
produces a SINAD of 10 dB at the receiver output. The output SINA.D shall
increase monotonically and linearly within ~ 1.5 dB for a linear increase in
input signal level until the output SINAD is equal to at least 30 dB
(DO: 40 dB). When saturation occurs, the output SINAD may vary *3 dB for
additional increase in signal level. This requirement shall apply over the

operating frequency range of the receiver.
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5.4.5 Interface chara cteriutics.

5.4.5.1 InpUt imwedance. The receiver rf input impedance shall be

nominally 50 ohms, unbalanced with respect to ground. The input voltage

standing wave ratio (VSWR)~ with respect to 50 ohms~ shall not exceed 2.5:1
over the operating frequency range.

5.4.5.2 dance and mwe~. When a balanced output ie provided

the receiver output impedance shall be a nominal 600 ohms, balanced with
respect to ground~ capable of delivering O dBm to a 600-ohm load. Electrical

symmetry shall be sufficient to suppress longitudinal currents at least 40 dB
below reference signal level. The receiver output signal power for operation

with a headset or handset shall be adjustable at least over the range from
-30 dBm to O dBm. For operation with a speaker, the output level shall be
adjustable at least over the range of O dBm to +30 dBm. M a DO, an
additional interface can accommodate speakers ranging from 4 to 16 ohms
impedance should be provided.

5*5 ~“ If ~ is ‘o be ~ple”en-d~ ‘t
shall be in accordance with appendix A. The ALE requirements include

selective calling and handshake, link quality analysis and channel selection,

scanning, and sounding. These requirements are organized in appendix A as

follows:

a. Requirements for ALE implementation are given in sections 10 through
40.

b. Detailed requirements on ALE waveform,

I

signal structure protocols, and
ordemire messages are contained in sections 50 through 80.

5.6 ~ina ~rntec tion {~ If linking protection is required to be

implemented, it shall be in accordance with appendix B. These requirements

are organized in appendix B as follows:

a. General requirements for LP implementation are given in sections 10
through 30.

b. Detailed requirements on how to implement LP are given in section 40.

c. The unclassified application level (AL-1) is the lowest level of LP
and is mandatory for all protected radios implementing LP.

d. The unclassified enhanced application level (AL-2) is the highest
level of LP presently covered in appendix B. The higher levels of LP,
application levels AL-3 and AL-4, will be added to appendix B as
development and testing are completed as the result of the MIL-STD-187-721
Planning Standard.

This page supersedes page 33/34 of 17 June 1992.
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6. NOTES .

(This section contains information of a general or explanatory nature that may
be helpful, but is not mandatory.)

6.1 ~ntended use. This standard contains requirements to ensure

interoperability of new radio equipment with long-haul and tactical
application in the medium frequency (MF) band and in the high frequency (HF)
band.

6.2 ~ssue of DODISS . When this standard is used in acquisition, the

applicable iosue of the DODISS must be cited in the solicitation (see 2.1.1
and 2.2).

6.3 Sub5ect term [key word} listinq.

Adaptive communications
AJ mode

●

ALE
ALE mode
Automatic link establishment (ALE)
Automatic sounding
Baseline mode
Deep interleaving
Forward error correction
Golay coding
Leading redundant word
Lincompex

I Linking protection
Link quality analysis (LQA)
LQA
OrderWire data messages

I Protection interval
Radio frequency scanning
Selective calling
Slotted responses
Star net and group
Triple redundant words
Word phase

6.4 ~nternational standardization aureemen ts. Certain provisions of this

standard in 4.2, 4.4, 5.2, 5.3, and 5.4 are the subject of international
standardization agreements, STANAGS 4203 and 5035, and QSTG 733. When change

notice, revision, or cancellation of this standard is proposed that will
modify the international agreement concerned, the preparing activity will take

appropriate action through international standardization channels, including
departmental standardization offices, to change the agreement or make other

appropriate accommodations.

6.5 Chanuee from previous issue. The margins of this standard are marked

with vertical lines to indicate where changes from the previous i8sue were

made. This was done as a convenience only, and the Government assumes no

This page supersedes page 35 of 17 June 1992.
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liability whatsoever for any inaccuracies in these notations. Bidders and

contractors are cautioned to evaluate the requirements of this document based
on the entire content irrespective of the marginal notations and relationship
to the last previous issue.

6.6 Electr omaanetic coronatibilitv (EMC ) reuu>rement6
, . All services and

agencies are responsible for their own EMC programs which are driven by their
user requirements and doctrine.

HF radio has significant inherent EMC implications that requires serious
consideration by designers, users~ and acquisition personnel. It ia strongly

recommended that ●ll users of this utandard refer to the following documents
prior to design or acquisition of HF radio systems or equipment:

a. MIL-STD-461, Requirements for the Control of Electromagnetic Interface
Emissions and susceptibility.

b. MIL-STD-462, Measurement of Electromagnetic Interference
Characteristics.

c. MIL-HDBK-237, Electromagnetic Compatibility Management Guide for
Platform, Systems and Equipment.

The applicable portions of these documents should be included in any
acquisition actions for HF radio systems or equipment.

This page supersedes page 36 of 17 June 1992.
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AUTOMATIC LINK ESTABLISHMENT SYSTEM

10* GENERAL .

10.1 ~ccme. This appendix provides details of the prescribed waveform,

signal structures, protocols, and performance for the automatic link
establishment (ALE) system.

10*2 wdk@AwY* This appendix is a mandatory part of MIL-STD-188-

141A whenaver ALE i- ● requirement to be implemented into the HF radio system.
The functional capability described herein includes automatic signaling,
selective calling, automatic answering, and radio frequency (rf) scanning with
link quality analysis (LQA). The capability for manual operation of the radio

in order to conduct communications with existing, older generation,
nonautomated manual radios, shall not be impaired by implementation of these
automated features.

20. Applicable DOCUMENTS. “

20.1 Governm ent document~. The following document forms a part of this
appendix to the extent specified:

STANDARDS

FEDERAL
Federal Information Processing Standards

FIPS PUB 1-1
Publication Code: for Information Interchange

(Copies of Federal Information Processing Standards (FIPS) are available to
Department of Defense activities from the Commanding Officer, Naval
Publications and Forms Center, Standardization Document Order Desk, 700
Robbins Avenue, Building #4, Section D, Philadelphia, PA 19111-5094. others

must request copies of FIPS from the National Technical Information Service,
5285 Port Royal Road, Springfield, VA 22161-2171.)

20.2 J’+Jon-Government mblicatio~ . The following documents form a part

of this appendix to the extent specified:

INTERNATIONAL STANDARDIZATION DOCUMENTS

International Telecommunications Union (ITU),
Radio Regulations

CCIR Use of High Frequency Ionospheric
Recommendation 520 Channel Simulators

(Application for copies should be addressed to the General Secretariat,
International Telecommunications Union, Place des Nations, CH-1211 Geneva 20,
Switzerland. )

This page reprinted without change.
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International Organization for Standardization (ISO)

International Open Systems Interconnection (0S1)
Standard 7498-1984 Reference Model

(Application for copies should be ●ddressed to the General Secretariat,
International Organization for Standardization (1S0) 1, Rue de Varembe, CH-
1211 Geneva 20, Switzerland. )

(Non-Government standards and other publication
the organizations that prepare or distribute the
also may be available in or through libraries or
serviceo.)

30. DEFINITIONS.

30.2 nitione of timina svmbol~ The
for timing symbols are contained in anne; A to

40. GENERAL REQUIREMENTS.

ue normally available from
document8. These documents
other informational

See Section 3.

abbreviations and acronyms used
this appendix.

40.1 ~ntroduct~ The MIL-STD-188-141 data link layer contains three
aublayers: a lower subiayer concerned with error correction and detection
(fozward error correction [FEC] sublayer), ●n upper sublayer containing the
ALE protocol (ALE sublayer), and ● linking protection sublayer (LP sublayer)
in between, as shown in figure A-1. Within the FEC sublayer ●re redundancy
and majority voting, interleaving~ and Golay coding applied to the 24-bit ALE
words which constitute the (FEC sublayer) service-data-unit~ in te~s of the.
International Organization for Standardization (1S0) Reference Model. The ALE
sublayer specifies protocols for link establiuhment~ data coamnunication, and
rudimentary link quality analysis (LQA) based on the capability of exchanging
ALE words. The shaded area of figure A-1 indicates the contents of this
appendix.

40.2 WJ = tt est rnrformanc~. Stations designed to this standard shall
demonstrate an overall system performance equal to or exceeding the following
requirements. Linking attempts made with a test eetup configured as shown in
figure A-2, using the specified ALE signal created in accordance with this
appendix, shall produce ● probability of linking as shown on table A-I.

TABLE A-I. l?r~babilitv of linking.
4

Signal-to-noise ratio (dB)

Probability
of Gaussian Noise CCIR Good CCIR Poor

Linking (Pi) Channel Channel Channe1
,

~ 25* -2.5 +0.5 +1.()

~ sol -1.5 +2.5 +3.0
~ 85% -0.5 +5.5 +6.O
~ 95% 0.0 +8.5 +11.0

\
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The receive audio input to the ALE controller shall be used to simulate the
three channel conditions. The CCIR good channel shall be characterized as

having 0.52 ms multipath delay and a fading (two sigma) bandwidth of 0.1 Hz.
The CCIR poor channel, normally characterized as consisting of a circuit

having 2.0 ms multipath delay with a fading (two sigma) bandwidth of 1.0 Hz,
shall be modified to have 2.2 ms multipath delay and a fading (two sigma)
bandwidth of 1.0 Hz. Doppler shifts of -60 Hz shall produce no more than a

1.0 dB performance degradation from the requirements of table A-I for the CCIR
good and poor channels.

NOTE : This modification is necessary due to the fact that the
constant 2-insmultipath delay (an unrealistic fixed condition) of
the CCIR poor channel results in a constant nulling of certain tones
of the ALE tone library. Other tone libraries would also have Boom

particular multipath value which would result in continuous tone
cancellation during simulator testing.

Each of the signal-to-noise ratio (SNR) values shall be measured in ● nominal
3-kHz bandwidth. Performance tests of this capability shall be conducted in
accordance with CCIR Recommendation 520 “Use of High Frequency Ionospheric
Channel Simulators”, employing the C.C. Watteroon Model. This test shall use
the individual scanning calling protocol described in 70.4.3. The time for

performance of each link attempt shall be measured from the initiation of the
calling transmission until the successful establishment of the link.
Performance testing shall include the following additional criteria:

● ✎

b.

c.

d.

e.

The protocol used shall be the individual scanning calling protocol
with only ~ and s IS preambles.

Addresses used shall be alphanumeric, one word (3 characters) in
length from the 38-character basic ASCII subset.

Units under test (UUTS) shall be scanning 10 channels at 2 channels
per second.

Call initiation shall be performed with the WT transmitter stopped
and tuned to the calling frequency.

Maximum time from call initiation (measured frm the start of UUT
rf transmission -- not from activation of the ALE protocol) to link

establishment shall not exceed 14.000 seconds, plus simulator delay
the. The call shall not exceed 23 Trw, the response 3 Trw, and
the acknowledgement 3 Trw.

NOTE r Performance at the higher scan rates shall also meet the

I foregoing requirements and shall meet or exceed the probability of
linking as shown on table A-I.

I 40.3 Channel memory. The equipment shall be capable of storing,

retrieving, and employing at least 100 different sets of information

concerning channel data to include receive and transmit frequencies with
associated mode information. See table A-II. The channel data storage shall

be nonvolatile.

This page supersedes page 40 of 17 June 1992.
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I The mode information normally includes:

I

I

I

●

●

●

●

●

●

●

●

●

●

●

●

mounding data
modulation type (associated with frequency)
transmit/receive modes
filter width (DO)
AGC setting (DO)
input/output antenna port selection (DO)
input/output information port selection (DO)
noise blanker setting (DO)
transmit power level (DO)
traffic or channel use (voice, data, etc.) (DO)
security (DO)
sounding self address (es) SA ....n(DO)

-y channel (a) shall be capable of being recalled manually or under the
direction of any associated automated controller, and (b) shall be capable of
having its information altered after recall without affecting the original
stored information settings.

40.4 ~cannin~. The radio shall be capable of repeatedly scanning
selected channels stored in memory (in the radio or controller) under either
manual control or under the direction of any associated automated controller.
The scanned channels should be selectable by groups (such as 10 groups of 10
channels) and also individually within the groups, to enable flexibility in
channel and network scan management. The design shall incorporate selectable
scan rates of no less than 2 per second and any higher rates that will not
degrade linking performance below that shown in table A-I. The radio will

stop scanning and wait on the most recent channel during the advent of any of
the following selectable events:

I ● Automatic controller decision to stop scan (the normal mode of
operation)

. Manual input of stop scan

I ● Activation of external stop-scan line.

I 40.5 Self address memory. The radio shall be capable of storing,
retrieving, and employing at least twenty different sets of information
concerning self addressing. The self address information storage shall be
nonvolatile. These sets of information include self (its own personal)
address, valid channels which are associated for use, and net addressing.
Net addressing information shall include (for each “net member” ●elf address?

I as necessary) the net address and the associated olot wait time (in multiples
of Tw). See table A-III. The slot wait time values are Tswt(SN) from the
formula in 70.6.2. Stations called by their net call address @hall respond
with their associated self (net member) ●ddress with the specified delay
(Tswt(SN)). For example, the call is “GUY”, thus the response is “BEN”.
Stations called individually by one of their self ●ddresses (even if a net
member address) shall respond immediately and with that addresst as specified
in the individual scanning calling protocol. Stations called by one of their

self addresses (even if a net member

This page supersedes page 42 of 17 June 1992.
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TABLE A-XII. Self addre ss rnemorv exammlq .

Self (or Tswt(SN)= (4)

Net Net slot wait Valid Example

Index Member ) Address Time (Tw) Channels Comments

Address

SA1 SAX .- -- All simple individual
address, l-word, all
channels

SA2 BOBBIE -- -- c1,2,3 simple individual
address, 2-word, limited
channela

SA3 JIM -- -- C7 simple individual
address, l-word, single
channel

SA4 BEN GUY 14 All net and individual
addresses, l-word, all
channels, preset slot
unit time (slot 1)

SA5 CLAUDETTE GAL 80 C3-C7 net and 3-word individual
addresses, limited
channels, preset slot
wait-time (slot 4)

SA6 JOE PEOPLE 17 C1-C9 2-word net and l-word
. individual addresses,

limited channels preset
slot wait-time

● . ● ● ●

● ● ● ● ●

9 ● 9 9 9

SA2O -- PARTY -- C5-C12 2-word net only address,
therefore receive only if
called

NOTES :

1.

2.

30

4.

This page

The self address number “SA#” index is included for clarity.

Indexes may be useful for efficient memory management.
If a net address is associated with ● self address, the self
address should be referred to as a “net member” address.
Addresses and values shown for example only.
Valid channels are the channels on which this address is planned,
or permitted, to be used.
reprinted without change.
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address) within a group call shall respond in the derived @lot, and with that
address, as specified in the star group scanning protocol. If a etation is

called by one of its net addresses and has no associated net member address,
it shall pause and listen but shall not respond (unless subsequently called o
separately with an available self or net member address), but shall enter the
linked state.

I

I

I

40.6 ● The radio shall be capable of storing,

retrieving, and employing at least 100 different sets of information
concerning the addresses of other stations and nets. The other ●ddress
information storage shall be nonvolatile. Individual addresses shall be
stored individually, and shall be associated with a specific wait for reply
time (Twr) if not the default value. Net information shall include own net
and net member association, relative slot sequencoe~ and own net wait for
reply times (Twrn) for use when calling. See table A-IV.

As a DO, any excess capacity which is not programed with preplanned other
address information should be automatically filled with any addresses heard on
any of the scanned or monitored channels. When the excess capacity is filled,
it should be kept current by replacing the oldest heard addresses with the
latest ones heard. This fortuitous information should be used for calling
initiation to the those stations (if needed), and for activity evaluation.

40.7 Connectivity and Loli memory The radio shall be capable of
storing, retrieving, and employing at ;east 4000 (DO: 10,000) sets of
connectivity and LQA information associated with the channels ●nd the other
addreames in an LQA memory. The connectivity and LQA information storage
shall be retained in memory for not less than one hour during power down or
loss of primary power. The information in each address/channel “cell” ●hall
include as a minimum, the bilateral (two-way) BER values of (a) the signals
received at the station, and (b) the stations’s signals received at, and
reported by, the other station. It shall also include either an indicator of
the age of the information (for discounting old data), or an algorithm for
automatically reducing the weight of data with time, to compensate for
changing propagation conditions. As a DO, the cells of the LQA memory should

also include bilateral SXNAD values and W“ information derived by suitably
equipped units. The information within the LQA memory shall be used to select
channels and manage networks as stated in this document. See figure A-3.
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50. WAVEFORM .

50.1 Introduction. The ALE waveform is designed to pass through the

audio passband of standard SSB radio equipment. This waveform shall provide

for a robust, low-speed, digital modem capability used for multiple purposes

to include selective calling and data transmission. This section defines the

waveform including the tones~ their meanings~ the ttiing and rates~ and their
accuracy.

50.2 ~oneq. The waveform shall be an 8-ary frequency shift-keying (F’SK)
modulation with eight orthogonal tones, one tone (or symbol) at a time. Each

tone shall represent three bits of data as follows (least significant bit
(LSB) to the right):

750 Hz 000
1000 Hz 001
1250 Hz 011
1500 Hz 010
1750 Hz 110
2000 Hz 111
2250 Hz 101
2500 HZ 100

The transmitted bits shall be encoded and interleaved data bits constituting a
word, as described in 60.2 and 60.3. The transitions between tones shall be
phase continuous and should be at waveform maxima or minima (slope zero).

50.3 ~~minq. The tones shall be transmitted at a rate of 125 tones

(symbols) per second, with a resultant period of 8 ma per tone. Figure A-4

shows the frequency and time relationships. The transmitted bit rate shall be

375 bps. The transitions between adjacent redundant (tripled) transmitted
words shall coincide with the transitions between tones, resulting in an
integral 49 symbols (or tones) per redundant (tripled) word. The resultant
single word pesiod (~) shall be 130.66... ms (or 16.33. .. symbols), and the
triple word (basic redundant format) period (3 Tw) shall be 392 ms.

50=4 ~“ At baseband audio, the generated tones shall be within
~1.O Hz. At rf, all transmitted tones shall be within the range of 2.0 dB in
amplitude. Transmitted symbol timing, and therefore, the bit and word rates
shall be within ten parts per million.
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60. SIGNAL STRUCTURE.

60.1 Jnproduction. This section provides definition of the ALE

structure. Included are: bit and word format and structure; coding;

error correction (FEC); framing; and Synchronization. Also described

signal
fomard
in this

section are: addressing; signal quality analysis, and the functions of the
standard word preambles associated with the signal structure.

60.2 Yord forma$ The basic ALE word shall consist of 24 bits of
information, designate; WI (most significant bit (MSB)) through W24 (least

I significant bit (LSB)). The bits shall be designated ●O shown in figure A-5.

60.2.1 st~uct ur~. The word shall be divided into four parts: a 3-bit

preamble and three individual 7-bit characters. The MSB for all parts, and

I the word, is to the left in figure A-5 and is sent earliest. Before

transmission, the word shall be divided into two 12-bit halves (Golay codec A
and B) for FEC encoding as described in 60.3.

60.2.2 WUMYQQS* The leading three bits W1 through W3 are designated
preamble bits P3 through Pl, respectively. These preamble bits shall be used

to identify one of eight possible word types.

60.2.3 ?~tambles. The word types (and preambles) shall be as shown on
table A-V and as described herein.

60.2.3.1 ~HRU. The ~RtJ word (001) shall be used in the scanning call

section of the calling cycle only with group call protocols. The ~HRU word

shall be used alternately with ~PEA~, as routing designators~ to indicate the
address first word of stations that are to be directly called. Each address

first word shall be limited to one basic address word (3 characters) in
length. A maxinnun of five different address first words shall be permitted in

a group call. The sequence shall only be alternations of THRU, JIEPEAT. The

~HRU shall not be used for extended addresses, as it will not be used within

the leading call section of the calling cycle. When the leading call starts

in the group call, the entire group of called stations shall be called with
their whole addresses, which shall be sent using the ~ preambles and
structures, as described in 60.2.3.2.

NOTE : The xHR~ word is also reserved for future implementation of
indirect and relay protocols, in which cases it may be used
elsewhere in the ALE frame and with whole addresses and other
information. Stations designed in compliance with this nonrelay
standard should ignore calls to them which employ their address in a

~~?l word in Other than the scanning call.

60.2.3.2 ~. The ~ word (010) shall be used as a routing designator
which shall indicate the address of the present destination station(s) which
is (are) to directly receive the call. ~ shall be used in the individual

call protocols for single stations and in the net call protocols for multiple
net-member stations which are called using a single net address. The ~ word

itself shall contain an address, one basic address word (3 characters) in
length. For extended addresses, the additional address words (and characters)
shall be contained in alternating PATA and ~PEAT words, which

This page supersedes page 49 of 15 September 1988.
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100 ‘

101

directrouting .

orderwh’e control

and status
9

Identification

(and indirect
routing)

Word Code
type bits Functions Significance

001 multiple (and present muitlple direct
indirect) routing destinations for group calls

(and future indirect relays,
reserved)

IQ 010 ( presentdirect destination
for lndlvkfual 8nd netcalls

110 ( ALE system-wide station (and
[ operator) orderwire for

coordination, control,
status, and special
functions

FROM identification of present
transmitter without
termination (and past
originator and relayer$
reserved)

identification of present
transmitter, signal
terminations, protocol
continuation

011 identifkation of present
transmitter, signal and
protocol termination

000 extension of data field of the
previous ALE work, or
information defined by the
Prev~lJs GwJuf!u

EAT 711 duplication of the previous

/ \

preamble, or information
defined by the previous

P3 P2 PI
MSB LSB

WI W2 W3

terminator and
identification,
continuing

terminator and
identification,
quitting

extension and
information

duplication and
information
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shall immediately follow. The sequence shall be ~,

REPEAT, and shall be only long enough to contain the

DATA, REPEAT, DATA, and
address, up to a maximum

capacity of five address first words (15 characters). The entire address (and

the required portion of the ~, DATA, ~PEA~, pATA, REPEAT, sequence, as
necessary) shall be used in the leading call section of the ALE calling cycle.
However, in the immediately preceding scanning call section of the calling
cycle, only the first word of the destination ●ddress (and using only the ~0)
shall be used, to speed scanning and linking.

60.2.3.3 COMMAND. The COMMAHQ word (110) is a special orderwire
designator which shall be used for system-wide coordination, command, control,
status, information, interoperation, and other special purposes. QXMAND
shall be used in any combination between ALE stations and operators, $XXWAND
is an optional designator which is used only within the message section of the
ALE frame, and it shall have (at some time in the frame) a preceding call and
a following conclusion, to ensure designation of the intended receivers and
identification of the sender. The first CO- terminates the calling cycle
and indicates the start of the message section of the ALE frame. The
orderwire functions are directed with the COMMAND itself, or when combined
with the JU!PEAT and J)ATA words. See section 80 for orderwire messages and
functions.

60.2.3.4 ~Ofi. The FROM word (100) is an optional designator which
shall be used to identify the transmitting station without using an ALE frame
termination, such as THIS IS or THIS WA~ It shall contain the whole address
of the transmitting station, using the ~~0~, and if required, the ~ and
~PE~ words, exactly as described in the ~ address structure in 60.2.3.2.
It should be used only once in each ALE frame, and it shall be used only

immediately preceding a COMMA.NQ in the message section. Under direction of
the operator or controller, it should be used to provide a “guick ID” of the
transmitting station when the normal conclusion may be delayed, such as when a
long message section is to be used in an ALE frame.

NOTE : The ~ROM word is also reserved for future implementation of
indirect and relay protocols, in which cases it may be used
elsewhere in the ALE frame and with multiple addresses and other
information. Stations designed in compliance with this nonrelay
standard should ignore sections of calls to them which employ FROM
words in any other sequence than immediately before the COMMAND
word.

60.2.3.5 THIS 1S. The ~IS IS word (101) shall be used as a routing

designator which shall indicate the address of the present calling (or
sounding) station which is directly transmitting the call (or sound). Except

for the use of IS WAS, ~HIS IS shall be used in all ALE protocols to

terminate the u frame and transmission. It shall indicate the continuation

of the protocol or handshake, and shall direct, request, or invite (depending
on the specific protocol) responses or acknowledgements from other called or
receiving stations. The THIS IS shall be used to designate the call

acceptance sound. The THIS IS word itself shall contain at least the first
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word of the calling station’s addreaa, which shall be up to one basic ●ddress
word (3 characters) in length. For extended addresses, the additional address

words (and characters) shall be contained in alternating ~ and ~PE~ Words
which shall immediately follow, exactly as described for whole addresses using
the ~ word and sequence. The entire address (and the required portion of the

~t WI ~r w~ ~ sewence~ as necessary) shall be used only

in the conclusion section of the ALE frame (or shall constitute an entire
sound ). THIS WAS shall not be used in the same frame as THIS IS, as they are
mutually exclusive.

60.2.3.6 THIS WAS. The THIs WAS word (011) shall be used as a routing
designator exactly as the ~S 1s, with the following variations. It shall

indicate the termination of the ALE protocol or handshake, and shall reject~
discourage, or not invite (depending on the specific protocol) responses oz
acknowledgements from other called or receiving stations. The YHIS WAS shall

be used to designate the call rejection sound. ~S Is shall not be used in

the same frame as THIS WAS, as they are mutually exclusive.

60.2.3.7 ~ATA. The DATA word (000) is a special designator which shall
be used to extend the data field of any previous word type (except pATA
itself) or to convey information in a message. When used with the routing
designators ~, ~RO~, ~S IQ, or 7HIS WAS, pAT~ shall perform address
extension from the basic three characters to six, nine, or more (in multiples
of three) when alternated with ~ words. The selected limit for address
extension is a total of fifteen characters. When used with ~- its
function is predefine as specified in section 80.

60.2.3.8 &PRAT. The ~PEA~ word (111) is a special designator which
shall be used to duplicate any previous preamble function or word meaning
while changing the data field contents (bits W4 through W24). See table A-V.

Any change of words or data field bits requires a change of preamble bits (P3

through Pl) to preclude uncertainty and errors. If a word is to change, even

if the data field is identical to that in the previous word, the preamble
shall be changed, thereby clearly designating a word change. When used with

the routing designator ~, REPE~ performs address expansion, Which enables
more than one address to be specified. See 70.6. See 60.2.3.1 for use with

XHN” With J)AT~,~PEAT may be used to extend and expand address, message,
command, and status fields. ~~~ shall be used to perform these functions,
and it may directly follow any other word type except for itselfl and except
for THIS IS or THIS WAS, as there cannot be more than one transmitter for a
specific, call at a given time.

NOTE 1. ~PEAT is used in T. of group calls directed to units with different

first word addresses.
NOTE 2. ~EA~ is not used in Tw of calls directed to groups with same first

word addresses. Also *PEAT is not used in T. of calls directed to

individuals and nets.

60.2.3.9 Valid se~ceg The eight ALE words types which have been
described shall be used to con;truct calls and messages only as permitted in

I figures A-6a, A-6b, and A-6c. The size and duration of ALE calls, and their

parts, shall be limited as described on table A-VI.
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60.2.4.1 Seneral. The ALE system provides and supports three compatible

sets of characters, all of which are based on Federal Information Processing
Standard (FIPS) Pub 1-1.
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w SOUNDS, SCANNING OR NONSCAN m

h NONSCAN GROUP

NONSCAN INDIVIDUAL OR NET (l/N)
e

SAME ADRS, SAME
1ST WORD, AGAIN

(LOOP TO Tsc END)

~

ADDRESS
EXITU

w FIRST WORD
(

ONLY

+ 0 1

DIFF ADRSES.
SAME 1ST WORD, AGAIN

m

ADDRESSES ~T*

FIRST WORDS

n ONLY
u
o & ●

o
a DIFF ADRSES,

DIFF 1ST WORDS&
DIFF ADRSES.

DIFF 1ST WORDS “h I

L
ADDRESSES

FIRST WORDS

(Tc \ IS SUM ONLY

OF 2-5 TAI

J
EXIT*

● = END Tsc

I/N**

UN OR GP 2ND LOOP IN TLC
(ALL ~’s AGAIN)

i

i

GP ADDED PRESENT DESTN ADRS
(LOOP ALL PRESENT DESTNS):

r

~
EXIT

WHOLE
i

+
w /

DATA
EXIT

ADDRESSES

* EVEN WORDS --

1 EXTENDED ADRS I

EXTENDED ADRS

I
I

IEEE&L
ADDRESSES ~

e ODD WORDS

●u = AFTER END T$c,lF ANY I I

z

0
z
w

DIFF 1ST WORDS)

ADDRESS(ES), 1S1 WORDS (SAME (lAl) OR WHOLE WORD ADDRESS(ES) (TA)

DIFFERENT (lCl), REPEATED UNTIL END OF T$C). (X TA=TCS12, MAXIMUM OF 12

WORDS IN ANY COMBINATION).

~~
SCANNING CALL T~c = n x Tcl LEADING CALL TLC= 2TC

L

CALLING CYCLE SECTION (HEADER) TCC=TW+TLC

I FIGURE A-6a. Valid word seuuences (callinu cycle section~ - Cent inued.
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SOUNDS, SCANNING OR NONSCAN

CONCLUSION TERMINATOR AFTER END OF CALLING CYCLE TCC

ORDERWIRE MESSAGE AFTER END TCC
I

@
OUtCK ID

A

FROM
EXIT

WHOLE

ADDRESSES

WORD 1
(

\

4

DATA
EXfT

ADDRESS

+ WORDS 284 --’

*

I ExTENDED ADRS ?

ExTENDED ADRS

r

REPEAT

ADDRESS
EXIT

WORDS3 & 5 +

(OPTIONAL USE) WHOLE ADDRESS

OF TRANSMITTING STATION

(IF LONG ORDERWIRE FOLLOWS).

II
COMMAND ADDED OW MSGS

(LOOP ALL COMMAND OW MSGS)

U WHOLE

QUICK ID 1, XMTR

EXIT

SPECIAL DBM FORMAT J

ADDED OW I

ExTENDED OW INFO

I
P 4 !

DATA
i

EXIT

ORDERWIRE

-- EVEN WORDS --

●

L1

b

REPEAT

ORDERWIRE

ODD WORDS

ORDERWIRE

DATA
BLOCK

MESSAGE

J
EXIT

ExIT

(OPTIONAL USE) ORDERWIRE MESSAGES -

LOA, AMD. DTM...

\ J

ORDERWIRE MESSAGE(S) n x TRW

MESSAGE SECTION (ORDERWIRE, OR BODY) TM

I FIGURE A-6b.
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XMTR IDENT SCNG REDUNDANT
SOUND TWIQ , USING WHOLE ADRS----

(OR TRS 2Tx IF NONSCAN)
(LOOP TO T~/Ts~END

ONLY IF SOUNDING)

THIS IS
SOUNDS, SCANNING OR NONSCAN +

OR
(

@ THIS WAS g’1’ i
@

CONCL TERMINATOR
(AFTER END OF CALLING CYCLE Tee)

+ WHOLE

CONCL TERMINATOR
ADDRESS

@ (AFTER END OF MSG Tu)
+ WORD 1

EXTENDED ADRS

i
J

m
lF=l-
‘--1ADDRESS

t-WORDS 3 & 5 E)(lT*

●

2
z
11

n= END TRS ITx /TSRS
● ●

FRAME TERMINATION

- IF NONSOUND TX= T* XMTR

- IF NONSCANNING SOUND TR$~ 27A XMTR

- IF SCANNING SOUND T$R$=n x 1~ XMTR ? 1~ + T=

\

CONCLUSION SECTION (TRAILER)

I FIGURE A-6c. Valid word seuuences (conclusion section~ - Continued.
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TABLE A-VI. Limits to calls.

I

50 s

11.76 e

Calls Limit

Address size (5 words) (T, max) 1960 ms

Call time maximum TC 4704 me

(one-half of Tk = 12 words max)

Scan period (T,max)

Message section basic time (Tm

xnaxbasic) (unless modified by
AKD extension, or by COMMAND such

as DTM or DBM)

Message section, time limit of
11.76 s

AMD (90 characters) (Tm max AMD)

2.29 min
Message section time, DTM (1053 (entire data block)

characters) (Tm max DTM)

23.26 min
Message section time, DBM (37377 (entire deeply interleaved block)

characters) (Tm max DBM)

If an orderwire protocol such as A,MD, DTM, or DBM is used to extend the basic
message section, it shall start no later than the start of the 30th word
(11.368s). Such extension of the message section shall be determined by the
length of the extending orderwire protocol, and the message section shall
terminate at the end of the orderwire without additional extension. The

conclusion shall start at the end of the message section.

60.2.4.2 ~asic 38 ASCII subset. The basic 38 ASCII subset shall include
all capital alphabetic (A-Z) and all digits (O-9), plus designated utility

I and wildcard symbols “@” and “?”, as shown in figure A-7. The basic 38 subset
shall be used for all basic addressing functions as described in 60.5. To be

a valid basic address, the word shall contain a routing preamble (such as

me”= )~ PIUS three alphanumeric characters (A-Z, O-9) from the basic 38 subset
in any combination. In addition, the ‘@” and “?” symbols shall be used for
special functions only as described in 60.5.4. Digital discrimination of the

basic 38 subset shall not be limited to examination of only the three MSBS (~

through bs), as a total of 48 digital bit combinations would be possible

(including ten invalid symbols which would be improperly accepted).

60.2.4.3 Expanded 64 ASCZI subset. The expanded 64 ASCII subset shall

include all capital alphabetic (A-Z), all digits (O-9), the utility symbols

I “@” and “?”, plus 26 other commonly used symbols. See figure A-8. The

expanded 64 subset shall be used for all basic orderwire message functions, as

described in section 80, plus special functions as may be standardized.
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For orderwire message use, the subset members shall be enclosed within a

sequence of pATA (and REPEAT) words and shall be preceded by an associated

~, (such as data text message). The COMMAND designates the usage of the

information which follows, and shall also be preceded by a valid and
appropriate calling cycle using the basic 38 subset addressing. Digital

discrimination of the expanded 64 subset may be accomplished by examination of
the two MSBS (~ and b6), as all of the members within the “01” and “1O” MSBIB

are acceptable. No parity bits are transmitted, because the integrity of the
information is protected by the basic ~ ~c and redundancy and maY be .
ensured by optional use of the COMMAND CRC (cyclic redundancy check), as
described in section 80.
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60.2.4.4 pull 128 ASCII set and binarv data. The full 128 ASCII set

shall include all characters, symbols, and functions available within the
ASCII code. In addition, all 7-bit combinations are acceptable. See figure

A-9 . For digital data communications, even that using ASCII characters and
binary bits, the information: (a) shall be enclosed within a sequence of pATa
(and ~) words; (b) shall be preceded with ●n associated ~XMANQ (such as

data text message) which designates the usage of information which follows;
and (c) shall be preceded by a valid and appropriate calling cycle using the
basic 38 subset addressing. No parity bits are transmitted, because the
integrity of the information is protected
and may be ensured by optional use of the
80.

60.3 Codinq.

60.3.1 Introduct ion. The effective

by the baaic ALE FEC and redundancy
~ CRC as described in section

performance of stations, while

communicating over adverse rf channels, relies on the combined use of forward
error correction interleaving, and redundancy. These functions shall be
performed within the transmit encoder and receive decoder.

60.3.2 ~ The Golay (24, 12, 3) FEC code
is prescribed for this standard. The FEC c~de generator polynomial shall be:

g(Jc)=xll +x9+x7+x6 +#+x+l

The generator matrix G, derived from g(x), shall contain an identity matrix

I 112and a parity matrix P as shown in figure A-10. The corresponding parity

check matrix H shall contain a transposed matrix pT and an identity matrix 112

I as shown in figure A-13.

60*3-2*1 ~. Encoding shall use the fundamental formula x = MG,
where the code word ~ shall be derived from the data word M and the generator
matrix G. Encoding is performed using the G matrix by sumning (xnodulo-2)the

I

rows of G for which the corresponding information
A-10, A-n, and A-12A.

60.3.2.2 Peco dinq. Decoding will implement

fpyH*

where y = & + ~ is a received vector which is the
E and an error vector ~, & ia a vector of ‘n - k“

bit is a “1”. See figures

the equation

mOdulo-2 ●m of a code word
bits called the syndrome.

See figure A-12B. See figure A-13 for the value of H. Each
correctable/detectable error vector ~ results in ● unique vector E. Because

of this, ~ is computed according to the equation above and is used to index a
look-up of the corresponding S, which is then added modulo-2 to y to give the
original code word ~. Flags are set according to the number of errors being
corrected. The uses of the flags are described in 60.4. If g is not equal to
O and ~ contains more ones than the number of errors being corrected by
decoding mode, a detected error is indicated and the appropriate flag is set.
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’12

100 000 000 000 : 101 011 100 011

010 000 000 000 : 111 110 010 010

001 000 000 000 : 110 100 101 011

000 100 000 000 : 110 001 110 110

000 010 000 000 : 110 011 011 001

000 001 000 000 : 011 001 101 101

000 000 100 000 : 001 100 110 111

000 000 010 000 : 101” 101 111 000

000 000 001 000 : 010 110 111 100

000 000 000 100 : 001 011 011 110

000 000 000 010 : 101 110 001 101

000 000 000 001 : 010 111 000 111

I FIGURE A-10. ~enerator matrix for 124. 121 extended Golav code.

This page supersedes page 63 of 15 September 1988.

63

http://www.abbottaerospace.com/technical-library


MIL-STD-188-141A
APPENDIX A

NOTICE 2

1.

2.

12 BITS TO ENCODE 1 0 1 0 0 0 1 0 1 0 1

/

Y
BIT NUMBERS 2 3 4

a
5 6 7

.
8 9 10 11 12

\

1

4

8

10

THE “1”BITS

100 000 000 000 101 011 100 011

010 000 000 000 111” 110 010 010

000 100 000 000 110 001 110 110

000 000 010 000 101 101 111 000

000 000 000 100 001 011 011 110

000 000 000 001 010 111 000 011

110 100 010 101 010 101 100 110

ENCODED DATA BITS* I GOLAY CHECK BITS
w.. w I.W12(ORW,3” “. ~ G . . . Ci2(ORG .G’4)
1 1 13.

24 BITS CODE WORD TO SEND

● SEE NOTE 2

‘O BE ENCODED DETERMINE WHICH ROWS OF THE “G”
GENERATOR MATRIX ARE TO BE “MODULO-2WSUMMED. IN THIS EXAMPLE,
BITS 1,2,4,8,10, AND 12 ARE “l”, SO ROWS 1,2,4,8,10, AND 12 ARE SUMMED.

SINCE THIS ISA “Systematic” CODE, THE ORIGINAL 12 DATA BITS ALSO
APPEAR IN THE OUTPUT ENCODED 24 BITS.

I FIGURE

supersedes page

A-n.

64 of

Golav word encodinu example.

15 September 1988.
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12 INPUT DATA BITS ‘W” I 12GOIAY CHECK BITS “G”
I

W,W~W3.....w91wlz ~
GOLAY ENCODE ROM

I \ 4

ENCODE ROM ADDRESS 4K X 12 BITS
I
I

[- W,... W1I-I (NOTE 1)

I
I

v

W7WZW3......W,,W9Z ~ G, 02 o~ . . . . .. a.. G,z
I 4

24 OUTPUT FEC BITS TRANSMITTED

A. GOLAY FEC ENCODING EXAMPLE

24 INPUT FEC BITS R&CEIVED(WITH ERRORS)

RECEIVED W, . . W,2 RECEIVED G1 . . G12

(PLUS ERRORS) (PLUS ERRORS)
t I 1

W, WaW3 . . . . .. Wlfwla : G, 02 Ga . . . . ..oll G12
I/ I

SAME GOLAY
ENCODE ROM

ENC~~R~~~
?

SAME

4K X 12 BITS
12-BIT

WI . . W12
(NOTE 1) (31. .Q,2 %XCLUSIVE OR’

(PLUS ERRORS) b s (PLUS ERRORS)

GOLAY DECODE ROM

12-S11 4K X 12 BITS

%XCLUSIVE OR” (NOTE 2)
●SYNDROM~ USED AS

DATA 81TS ERROR
t ADDRESS POINTER BA8E0

PATTERN TO CORRECT d ~ ON ‘(39 ERROR PA7TERN

NOTES:

1.

2.

3.

ENCODE

W1 W2W3 . . WllW12
- CORRECTED DATA BITS “W”

8. GOLAY FEC DECODWG EXAMPLE

ROM CONTAINS GOLAY CHECK BITS 11, . . Qlz “ AT EACH ADDRESS, BASED ON DATA BITS
“Wq..W120 PREVIOUSLY COMPUTED FROM GENERATOR MATRIX “G” AND STORED.

DECODE ROM MAY INCLUDE ADDITIONAL BITS (OVER THE BASIC 12 TO CORRECT ‘W” BITS) TO
INDICATE QUANTITY OF DATA ERRORS DETECTED AND CORRECTABILITY.

ROM ‘LOOK UP’ HARDWARE FOR EXAMPLE ONLY, SOFTWARE IMPLEMENTATIONS MAY BE
PREFERRED.

I TIGURE A-12. a examnles.
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111

011

110

011

110

T
P

110

111

001

000

010

010

001

110

111

001

010

001

110

011

111

.
●

●

✎

✎

✎

✎

●

✎

●

100

010

001

000

000

I
12

000

000

000

100

010

000

000

000

000

000

000

000

000

000

000

100 111 010 101 : 000 001 000 000

101 101 111 000 : 000 000 100 000

010 110 111 100 : 000 000 010 000

001 011 011 110 : 000 000 001 000

000 101 101 111 : 000 000 000 100

111 100 100 101 : 000 000 000 010

101 011 100 011 : 000 000 000 001

I FIGURE A-13. ~aritv-c@ck matrix fox (74, 12) extended Golav Coq.g●
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60.3.3 terleavinu and deinterlea vinq. The basic word bits WI (MSB)

through W24 (LSB), and resultant Golay FEC bits Cl through C24 (with G13
through G24 inverted), shall be interleaved, before transmission using the

I pattern shown in figure A-14. The forty eight interleaved bits plus a 49th

stuff bit s49, (value = O) shall constitute a transmitted word and they shall
be transmitted Al, Bl, A2, B2... A24, B24, S49 using 16-1/3 symbols (tones)

per word (N) as described in 50.3. At the receiver, and after 2/3 voting
(see 60.3.4), the first 48 received bits of the majority word (including

I remaining errors) shall be deinterleaved as shown in figure A-14 and then
Golay FEC decoded to produce a correct 24-bit basic word (or an
uncorrected error flag). The 49th stuff bit (S49) is ignored.

I

60.3.4 ~edu~ant w-. Each of the transmitted 49-bit (or 16-1/3
symbol) (Tw) words shall be ●ent redundantly (times 3) to reduce the effecto
of fading, interference, and noise. An individual (or net) routing word

(m. ● ● )~ used for calling a scanning (multichannel) station (or net), shall be
sent redundantly as long as required in the ●can call (Tsc) to ensure receipt,
as described in 70.4. However, when the call ie a non-net call to multiple
scanning stations (a group call, using ~HR~ and ~EA~ alternately), the first
individual routing word (=) and all the subsequent individual routing words

(~t ml ~r”””) shall be sent three adjacent times (Trw). These
triple words for the individual stations shall be rotated in group sequence as
described in 70.6. See figure A-15. A bit time intervals (approxtiately
Tw/49), the receiver shall examine the present bit and past bit stream and
perform a 2/3 majority vote, on a bit-by-bit basis, over a span of three
words . See tables A-VII and A-VIII. The resultant 48 (ignoring the 49th bit)
most recent majority bits constitute the latest majority word and shall be
delivered to the deinterleaver and FEC decoder. In addition, the number of

unanimous votes of the 48 possible votes associated with this majority word
are temporarily retained for use as described in 60.4.

60.4.1 ~. The ALE system is inherently asynchronous and does not
require any additional forms of system synchronization, although it is
compatible with such techniques. However, the imbedded timing and structure
of the system provide specific synchronous benefits in linking, orderwire, and
anti-interference functions, as described herein.

60.4.2 ~lnq. All ALE transmissions, commonly referred to herein as
“calls,” are based on the tones, timing, bit, and word structures described in
sections 50 and 60.2. All calls shall be composed of a “frame,” which shall
be constructed of contiguous redundant words in valid sequence(s) as described

I in figure A-6, as limited on table A-VI, and in formats as deocribed in
section 70. There are three basic frame sections: calling cycle, message,

and conclusion. See 60.4.2.4 for basic frame structure examples.
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CODER B DECODER B —

024
023
022

02 t

020

010
018

817
B16
B16
014
013

LAST BITS
lth STUFF 817

S49 : S40

024 (324

A24 (312

B23 923

A23 011

822 022

A22 010

021 021

A21 Go

%20 020
A20 60

019 019
AIQ Q7
B18 018
A18 (?6

B17 (317
A17 G5
B16 G16

A16 G4
015 G15
A15 (33
B14 “ Q14

A14 - G2
913 G13
A13 al
B12 W24
A12 W12
011 W23
All Wll

810 W22

AIO Wlo
09 W21

A9 W9
08 w 20

A8 W8

07 Wle
A7 W7

66 Wla

A6 W8

85 W17
A6 Ws

B4 W16
A4 W4

B3 Wls

A3 W3

02 w 14

A2 W2

61 ~ W13

812

Bll

810

B9
B8

B7
B6

05
B4

B3

B2

B1

W24 C31

W23 C3 z
W22 C31
W21 C34
W20 C3 s
W19 C3S
W18 C3 r
W17 C21
Wle C22
Wls C23
W14 C24

W13 C2S

C32 W23

C33 W22

C34 W21

m

c3~ W20

c3Ci wl@

C2, ~ W17 A

A24
A23

A22

A21

A20

Ala

A18
A17

A16
A15

A14

A13

DECODER A
C2? Wle

C2J Wls

C24 w 14

C2S W13
1

wt3 C2 ~

w 12 C20

Wll ~ C27

Wto ~ Cll

W9 cl 2

we Cla

W7 C14

W6 Cls

W5 C18

W4 g cl?

~W3 ~ P1

W2 P2

W1 : P3

G7
i

G8~
G5x

G4 g
(33 “
G2
G1

G7
Q6 !!=

Q5:—

04g —
G3 5—
G2 —

Q1 —

W12 C2C
Wll C27
Wlo Cll
we C12
W8 CIJ
w? C14
we cl~
Ws Clc
W4 C17
W3 PI
W2 P2

.

A12

All

AIO
A9
A8

A?

A8

AS

A4

A3
A2

. W12
Wll

Wlo

we

W8
W7

W6

W5

W4

W3

W2

tNPUT BASIC GOIAY ENCODING lNTER- TftANSMITTEO DEINTEf?- GOUY DECOOINO OUTPUT BASIC
WORD (24 BITS) LEAVWG WOROS LEAWNG WORO (24 WTS)

(40 mm)

I FIGURE A-14. Word bit codina and interleavinq.

This page supersedes page 68 of 17 June 1992.

68

—

http://www.abbottaerospace.com/technical-library


MlL-STD-l 88-141A
APPENDIX A

NOTICE 2

I I

I I
I I
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TABLE A-VI 1. 2f3 Maior itv vote decoding.

Eight Possible Bit

Received Bit R Received The Combinations

R (n) (now) T o 0 0 0 1 1 1 1

R(n-49) (Tw old) T-130.66... ms o 0 1 1 0 0 1 1

R(n-98) (2 W old) T-261.33... ms o 1 0 1 0 1 0 1“

Resultant majority bit M: o 0 0 1 0 1 1 1

Possible error flag: o 1 1 1 1 1 1 0

0 = error unlikely
1 = error likely I

Relative
Time

Stuff bits
Recent (LSB)

Older (MSB)

TABLE A-VIII. Majority word conEltructiQQ.

Received Bits R (Time) for 2/3
Voting

R(n)
R(n-1)
R(n-2)
R(n-3)
R(n-4)

●

●

●

R(n-46)
R(n-47)
R(n-48)

R(n-49)
R(n-50)
R(n-51)
R(n-52)
R(n-53)

●

●

●

R(n-95)
R(n-96)
R(n-97)

R(n-98)
R(n-99)
R(n-100)
R(n-101)
R(n-102)

●

●

●

R.(n-144)
R(n-145)
R(n-146)

Majority
Words Bit

n

M(n)
M(n-1)
M(n-2)
M(n-3)
M(n-4)

●

●

●

M(n-46)
M(n-47)
M(n-48)

NOTES :

1. “n” indicates present bit time
2. “n-m” indicates bit received at “m” bit times earlier

Used as
Decoder Bits

s49 ignored
B24 (LSB)

A24
B23
A23

●

●

●

A2
BI

Al (MSB)

This page reprinted without change.
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I

60.4.2.1 inu cvcl~. The initial section of all calls (except
sounds) is termed a calling cycle (Tee), and it is divided into two parts: a
scanning call (Tsc) and a leading call (Tic). The scanning call shall be

composed of ~ words if an individual or net call (or m and ~EAT words,
alternating, if a group call), which contain only the address first word(s) of
the called station(s) or net. The leading call shall be composed of Q (and

possibly ~ and &PEA2) words containing the whole address for the
called station(s), from initiation of the leading call until the start of the
message section or the conclusion (thus the end of the calling cycle). See

figure A-16. The use of ~EA~ and - is described in 60.5. The @et of
different address first words (Tel) may be repeated as necessary for scanning
calling (Tsc), to exceed the scan period (Ts), There is no uniquo “flag word”
or “sync word” for frame synchronization (as discussed below). Therefore,
stations may acquire and begin to read an ALE signal at any point after the
●tart. The transmitter shall have reached at least 90 percent of the selected
rf power within 2.5 ma of the first tone transmission following call
initiation. The end of the calling cycle may be indicated by the start of the
optional quick-ID, which occupies the first words in the message section,
after the leading call and before the start of the rest of the message (or
conclusion, if no message) section.

I NOTE 1: The frame time may need to be delayed (equipment manufacturer
dependent) to avoid loss of the leading words if the transmitter attack
time is significantly long. Alternatively, the modem may transmit
repeated duplicates of the scanning cycle (set of) first word(s) to be
sent (not to be counted in the frame) as the transmitter rises to full
power (and may even use the ALE signal rnonvmtarily instead of a tuning
tone for the tuner), and then start the frame when the power is up.

I

NOTE 2: Non-compliance with the 90 percent of power parameter will
impact the probability of linking. Compliance testing for this can be
construed to be met if the probability of linking criteria is met (see
table A-X).

60.4.2.2 ~e. The second and optional section of all calls (except
sounds) is termed a “message.” Except for the quick-XI), it shall be composed
of CO- (and possibly ~PEAT and JIAT~)words from the end of the calling
cycle until the start of the conclusion (thus the end of the message). The
optional quick-ID shall be composed of ~ROM (and possibly ~PEAT and pATA)
word(s), containing the transmitter’s whole address. It shall only be used
once at the start of the ~OMMAND message section sequences. The quick-ID
enables prompt transmitter identification and should be used if the message
section length is a concern. It is never used without a following

(QW#i?Q.•• ) message(s). The message section shall always start with the
first COMMANQ (or FROM with later COKMAND (s)) in the call. See figure A-17.
The use of ~ and JIAT~ is described in section 80. The message section is
not repeated within the call (although messages or information itmelf, within
the message section, may be).

This page supersedes page 71 of 15 September 1988.
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+ +
GO TO CONCLUSION

IS THIS A SOUND? (TERMINATOR) SEOUENCE
FLOWCHART.

-i

No IS THIS A GROUP CALL?

t-i

YES IS THERE A SCANNtNG CALL?

(NO NET CALL?) (MULTICHANNEL?) TBC
I

1No

CREATE GROUP SCANNtNG CALI
(Tsc). COLLECT THE CALLED

ADDRESSES FIRST WORDS ONLY

DELETE DUPLICATES. REMAINDEI

5 MAXIMUM.

I
●

-i
YES IS THERE A SINGLE WORD I

I REMAINING?
I

PUT 1stWORD IN THRU
NExT IN REPEAT, NEXT IN TMRU

. . . ALTERNATE THRU 6 REP-
~ CYCLE THROU~ADDRESS

let WORDS, TO END OF PLANNED
T*c, TO ExCEED RECEIVERS Ts.

SCANNING CALL IS DONEI GO

TO START LEADING CALL TLC. L

PUT THE ONLY FIRST WORD IN
+ THRU , DUPLICATE TO END OF 4

Tsc 218.e *

[ CREATE INDIVIDUAL-(Oti NET)l

HAS LEADING CALL (TLC) SET

b OF WHOLE ADDRESS (ES) (Tc)

BEEN DONE TWICE?
-No

I HAVE ALL WHOLE CALLED ~

I ADDRESS(ES) (Tc) BEEN
PROCESSED? l+-

I_ USE THE TO AT XXX. I

1 PUT THE FIRST THREE IS THIS THE FWIST FUTURE I

I CHARACTERS IN XXX.
bl ADDRESS TO BE SENT? I

b++l
1YES

I PUT THE FIRST THREE

CHARACTERS IN REPEAT. I

* bIs THE ADDRESS GREATER No

THAN THREE CHARACTERS?

i
YES

I PUT THE SECOND THREE I

I CHARACTERS IN DATA.
I

I 1-1S THE ADDRESS OREATER NO

THAN SIX CHARACTERS?

I FIGURE A-16. linu cvcle seuuerices.
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+’
I IS Tt+E ADORESS GREATER

t-
THAN NINE CHARACTERS? No

I PUT THE FOURTH THREE
CHARACTERS IN DATA.

I

I IS THE ADDRESS GREATER

t-
THAN TWELVE CHARACTERS? No

I PUT THE FIFTH THREE
CHARACTERSIN REPEAT.

I

INvALID ADDRESS SEOUENCEI
DELETE THIS ADDRESS.

RESTART, OR ALERT OPERATOR
OR CONTROLLER.

I FIGURE A-16. Callina Cvcle seciuences - Continued.
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FROM CALLING CYCLE

SEQUENCE FLOWCHART ONLY.
4

\
REFER TO STANDARDIZED

MESSAGE FUNCTION FORMATS * YES IS THERE ANY FORM OF

AND PROPER ~OMMAND MESSAGE FUNCTION

MESSAGES.
(LOA, CRC, TEXT . . . )?

) +

I * P

GO TO THE CONCLUSION
<

t
TERMINATOR SEQUENCE

9 FLOWCHART.4
IS THERE A QUICK-ID? (ONLY

ALLOWED IF A MESSAGE
SECTION IS TO BE SENT.) L* ‘

HAVE ALL MESSAGE YES .4
FUNCTIONS (COMMANDC)

+
SEEN PROCESSED?

PUT TRANSMITTER ADDRESS IN ~

FROM (& DATA & REPEAT . . . )—.

YES START THE NEXT MESSAGE No
FUNCTION.IS THIS THE FIRST

MESSA(E FLNCTION TO BE SENT?

w 1
\

PUT THE MESSAGE FUNCTION NO
CHARACTERS (OR BITS) <

WAS THE LAST WORD

IN COMMAND. SENT A COMMAND?
* t \

(

i
YES

Is (ARE) ADDITIONAL DATA No
- FIELD(S) REOUIRED FOR THIS *

MESSAQE FUNCTION?

r===%
)

I FIGURE A-17 . ~e8t3ac7esew ences.

( )
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?

D

1
HAVE ANY OF THE MAXIMUM
LIMITS FOR INDIVIDUAL OR

TOTAL MESSAGE FIELD SIZE
BEEN EXCEEDED?

I

i
NO

YES

I 1-1S (ARE) .ADDITIONAL DATA No
FIELD(S) REOUIRED FOR THIS

MESSAGE FUNCTION?

1YES

I PuT THE NEXT THREE
CHARACTERS (OR TWENTY-ONE

BITS) IN REPEAT. I

i

HAVE ANY OF THE MAXIMUM
40 LIMITS FOR INDIVIDUAL OR

TOTAL MESSAGE FIELD SIZE
BEEN EXCEEDED?

1YES
w

INVALID MESSAGE SEQUENCE!
DELETE THIS MESSAGE

FUNCTION. RESTART, OR ALERT
OPERATOR OR CONTROLLER.

oE

I FIGURE A-17. ~essaue seuuences - Centinued.
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60.4.2.3 Conclusion. The third section of all calls is termed a
“conclusion”. It shall be composed of either l’~1S IS or THIS WAS (but not

both) (and possibly JIATA and ~) words, from the end of the message (or
calling cycle sections, if no message) until the end of the call. See figure

A-18. Sounds, and exception, shall start immediately with THIS IS (or THIS
~) words as described in 70.5. ~~x shall not immediately follow yHIS IS
or THIS WAS . Both conclusions and sounds contain the whole address of the
transmitting station.

-

I 60.4.2.4 Basic frame structure exanmles. Contained in figure A-19 are “
basic examples (does not include the optional message section) of frame
construction. Included are single-word and multiple-word examples of either
single or multiple called station address for nonscan (single-channel) and
scanning (multiple-channel) use in individual, net, or group calls.

60.4.3 $~nchr onizatioq.

60.4.3.1 rransmit modulator The ALE transmit modulator accepte digital
data from the encoder and provide; modulated baseband audio to the
transmitter. The signal modulation is strictly timed as described in 50.3 and
50.4. After the start of the first transmission by a station, the ALE
transmit modulator shall maintain a constant phase relationship, within the

specified timing accuracy, among all transmitted triple redundant words, at
all times, until the final frame in the transmission Lo terminated.
Specifically,

‘@* tripk ~t~ - T(cu!ytripkroddmtumnf) =nxTzw

where To is the event time of a given triple redundant word within any frame,

Trw is the period of three words (392 ins), and n is any integer.

NOTE : Word phase tracking will only be implemented within a
transmission and not between transmissions.

The internal word phase reference of the transmit modulator shall be
independent of the receiver (which tracks incoming signals) and shall be self “
timed (within its required accuracy. See 50.4.)

NOTE : In some applications, a single transmission may contain
several frames.

60.4.3.2 )ieceive demo@la tQr ● The receive demodulator accepts baseband

audio from the receiver, acquires, tracks, and demodulates ALE signals, ●nd

I provides the recovered digital data to the decoders. See figure A-15. In
data block message (DBM) mode, the receive demodulator shall also be capable
of reading single data bits for deep dehterleaving and decoding.

60.4.3.3 nchronization Criteri~. The decoder accepts digital data

from the receive demodulator and performs deinterleaving, decoding, FEC~ and

data checking. During initial and continuing synchronization, all of the

I following criteria should beusedto discrtiinate andr@ad every ME word:

—
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FRoM CALLINQ CYCLE FROM MESSAGE

SEQUENCE FLOWCHART. SEOUENCE FLOWCHART.
# \

w +
USE ONLY WHOLE TRANSMITTER

i ADDRESS IN SOUNO. RCFER TO

m STANDARDIZATION PROTOCOLS
~ *

~ ●ROPER TERMINATOR U8AQE.

.,

r——+—YES ARE RESPONSES REOUESTEO *

(oR TWS M FORCED?) , No

I L I
I

t +
b 4 8 v

PuT FIRST THREE PUT FIR8T THREE

CHARACTERS IN THIS 8S. CHARACTERS IN TN~ WAS.
R % \

I I

[ - [ 18 THE ADORES8 OREATER ~—i

‘1 TI+ANTHREECHARACTERS?l—s
L

I PuTTHE8ECON0 THREE I

I 18 THE ADORE88 GREATER

THAN 81X CHARACTER? k

1VES
I PUT Tb4E THIRO THREE 1

I IS THE ADORCSS GREATER

THANMINE Character? +

vI c)J

I FIGURE A-18. Conclusion (terminator} sequenceq.
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‘f
\

t\
PuT THE FOURTH THREE

CHARACTERS IM OATA.

I

PUT THE FIFTH THREE

CHARACTERS IN REPEAT.

F=+=w-

1YES

INVALID ADDRESS SEOUENCEI
DELETE THIS ADORESS.

RESTART, OR ALERT OPERATOR
OR CONTROLLER. I

BASIC FRAME 18 CONSTRUCTED.
TRIPLE EACH WORD FOR

NO
4 WAS THIS A SOUND?

REDUNDANCY, EXCEPT THE DBM # I
DATA BLOCK ITSELF. THE SCAN YES

CALL HAS BEEN MULTIPLIED TO
EXCEED SCAN PERIOD OF RE-

CEIVER. LEADING CAU HAS BEEN
DOUBLED. OTHER ALE WORDS
JUST TRIPLED ONCE. SEND ITI

v* +
HAS THE PLANNED SCANNING

BASIC FRAME IS CONSTRUCTED. YES REDUNDANT SOUND (78*8)
TRIPLE EACH WORD FOR

REDUNDANCY. THE SCANNING
BEEN FILLED?

REDUNDANT SOUND (Tsms) HAS
BEEN MULTIPLIED TO EXCEED

SCAN PERIOD OF RECEIVER,
PLUS LEAOING SOUND. SEND ITI I

,

I REPEAT THE SOUNDED ADDRESS. ~

I FIGURE A-18. Conclusion {terminatori secruerices- Continued.
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m
A. l-CHANNEL NONSCAN, l-WORD ADDRESSING, DIRECT, INDIVIDUAL (OR NET) CALL.

t————— ‘“ ~TLc +-l, v
, , 1 T 1 , ,

TO TO TO To 70 To TO THIS 1S
SAM SAM SAM SAM SAM SAM STAt SAM JOE

& , -

B. N-CHANNEL SCANNING, l-WORD ADDRESSING, DIRECT, INDIVIDUAL (OR NET) CALL.

C. l-CHANNEL NONSCAN, 2-WORD ADDRESSING, DIRECT, INDIVIDUAL (OR NET) CALL.

. w .

k . , r * . , v w 1 , . . , v v v

TO TO TO TO
STAOM

DATA TO DATA THIS IS
SAM SAM ti!AoM SAM SAM STAoM UEL SAM UEL JOE

* , , , , a A 1 * a

D. N-CHANNEL SCANNING, 2-WORD ADDRESSING, DIRECT, INDIVIDUAL (OR NET) CALL.

●
✌ ✌ ✍ T w , T r 1 v 1 1 v v w , A

TI+RU RPT THRu RPT THRU RPT RPT RPT THIS IS
BOB SAM Boe SAM BOB SAM E!%B SAM E&3 SAM JOE

r # a , . A \

E. N-CHANNEL SCANNING, l-WORD ADDRESSING, DIRECT, GROUP CALL.

k

‘SC~— ‘L’
n h

1 , * , * v 1 1 I v

THRU RPT THRu RPT THRU RPT TO DATA TO DATA TO DATA TO DATA THIS Is
BOB SAM BOB SAM BOB SAM BOB BY@ SAM UEL BOB BY(!? SAM UEL JOE

h 1 I h 1 1 n 1 1 1 1 1 1 1 1 , 1 b

F. N-CHANNEL SCANNING, 2-WORD ADDRESSING, DIRECT, GROUP CALL.

I FIGURE A-19. ~asic game Btructur e examnles.
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●

●

●

●

●

Must meet or exceed a threshold of unanimous votes in the 2/3 majority
voter decoder
Successful Golay decode of “A” word bits
Successful Golay decode of “B” word bits

Acceptable preamble according to valid word sequences as shown in
figure A-6.
Acceptable first character bits (of basic 38 subset)
Acceptable second character bits (of basic 38 subset)
Acceptable third character bite (of baaic 38 subset)
History, status, expectations, and protocol
Correct triple redundant word phase

The number of unanimous votes provides an easily adjustable BER signal quality
discrimination, and the threshold should be chosen by the manufacturer to
optimize performance. A successful Golay decode indicates that all detected
bit errors were corrected within the power of the FEC code; that is, the
errors were within correctable limits and therefore, the uncorrectable error
flag(s) did not occur. The correction power (mode) of the Golay code should
be chosen by the manufacturer to optimize performance using any of the four
modes: (3/4, 2/5, 1/6, 0/7) where n/m indicates up to “n” errors detected and
corrected, or up to “uI”errors detected but not correctable. Acceptable
preambles, as described here and defined in 60.2.2, refer to those preambles
which are within the limits of this standard. As a DO, automatic adjustment
of the unanimous vote threshold and Colay mode should be provided to optimize
performance under varying conditions.

NOTE : The application of each preamble is dependent on the recent
signaling history of the stations heard, the active status of the
machine, the handshake(s) expected, and the protocol being used, if
any. For example, an uncommitted station, awaiting calls, would
accept ~ if individual or net call (and possibly ~HRU or JtEPE~ if
group call) as valid preambles for calls to it. It would reject
GWBAHD as being irrelevant (because it missed the preceding and
required calling cycle Tee). Xt might also reject ~HIS Is or THIS

~ (unless collecting sounding information). Acceptable characters
means that each character ia within the appropriate ASCII subset.
Note that all criteria, together, must be satisfied to accept a
word. For example, all three character would have to be within the
basic 38 subset if a routing preamble, such ●s ● ~, was decoded.
Likewise, any bit combination would be conditionally ●cceptable if
an initial ~~ was received, but in most cases, without the
necessary knowledge of the previous word, it would be considered
irrelevant and should be rejected.

60.5 ~ddressinq.

60.5.1 Introduction. The ALE system deploys a digital addressing
structure based upon the standard 24-bit (three character) word and the basic
38 ASCII character subset. As described below, ALE stations have the
capability and flexibility to link or network with one or many prearranged or

as-needed single or multiple stations. All ALE stations shall have the

This page supersedes page 80 of 15 September 1988.
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capacity to store and use at least 20 self addresses of up to 15 characters
each in any combination of individual and net calls. There are three basic

addressing methods which will be presented:

. Individual station

. Multiple station
Q Special modes

NOTE : Certain alphanumeric addresc combinations may be interpreted
to have special meanings for emergency or specific functions, such
as “s0s”, “MAYDAY”, “PANPAN “, “SECURITY”, “ALL-, ‘ANY”, and “NULL”.
These should be carefully controlled or restricted.

60.5.2 ~ndi vidual Btatioq. The fundamental address element in the ALE
system is the single routing word, containing three characters, which forms
the basic individual station address. This basic address word, used primarily
for intranet and slotted operations, may be extended to multiple words and
modified to provide increased address capacity and flexibility for internet
and general use. An addrese which io assigned to a single station (within the
known or used network) shall be termed an “individual” addrass. If it
consists of one word (that is, no longer than three characters) it shall be
termed a “basic” size, and if it exceeds one word, it shall be termed an
“extended” size.

60.5.2.1 Basic. The basic address word shall be composed of a routing
preamble (~, or possibly a ~PEAT which follows a ~, in Tlc of group call,

ora~orms WAS) plus three address characters, all of which shall be
● alphanumeric numbers of the basic 38 ASCII subset. The use of the utility
symbols “@” and ‘?”, shall be as described in 60.5.4. The three characters in
the basic individual address provide a basic 38-address capacity of 46,6S6,
using only the 36 alphanumerics. This three-character single word is the
minimum 9tructure. Use of only one or two characters is discouraged because
they provide a basic 38-address capacity of only 36 or 1296, respectively,
with no significant advantages such as speed, capacity, or reliability. As
examples of proper usage, a minimum three-character call directed to “JIM”
would be structured “~ ~“, and a shorter (discouraged) two-character call
to “ED” would be structured “~ ~“. Both would have identical size and
performance characteristics. One-word addresses should be used only for
abbreviated address intranet and slotted response operations, and longer two-
word (or more) addresses should be used for intranet, internet, and general
operations. In addition, all ALE etations ohall associate specific timing and
control information with all own addresses, such as prearranged delays for
slotted net responses. As described in section 70, the basic individual
addresses of various station(s) may be combined to implement flexible linking
and networking.

NOTE : All ALE stations shall be assigned at least one (DO:
several) single-word address for automatic use in one-word address
protocols, ouch as sletted (multiotation type) responses. This is a
mandatory user requirement, not a design requirement. However,

nothing in the design @hall preclude using longer addresses.
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60.5.2.2 Extended. Extended addresses provide address fields which are
longer than one word (three characters), up to a maximun system limit of five
words (15 characters). See table A-IX. This 15-character capacity enables

--

Integrated Services Digital Network (ISDN) address capability. Specifically, “
the ALE extended address word structure shall be composed of an initial basic
address word, such as ~ or THIS Is, as described above, plus additional words

as necessary to contain the additional characters in the sequence pATA,

~~ ~, ~, for a maximw total of five words. All address
chaxactexs ohall be the alphanumeric member. of tha basic 38 subset. The use
of the utility symbols w@” and a?” ig described in 60.5.4.

NOTE 1: All ALE stations shall be assigned at least one (DO: several)

two-word address for general use, plus an additional address
containing the station’s assigned call sign(s). This is ● mandatory user
requirement, not a design requirement. However, nothing in the design
shall preclude using longer addresses.

I NOTE 2: The recommended standard address size for intranet, inteznet,
and general non-ISDN use is two words. linyrequirement to operate with
address oizes larger than six characters must be ● network management
decision. As examples of proper usage, a call to “EDWARD” would be “~

m“ t “pATA ARD”, and a call to “MISSISSIPPI” would be “~ MIS”~ “-

~“~ “-T SIP”? “mm”*

60.5.3 $fultiDle stations. It is a critical requirement to
simultaneously (or nearly simultaneously) address and intoxoperate with
multiple stations in KF or NF networks. A prearranged collection of stations,
with a coumonly assigned additional address, shall be termed a “net,” and the
common address shall be a “net address.” A nonpr8arranged collection of
stations, without a comnonly assigned additional address, shall be tanned ●

I “group.”

NOTE : Protocol@ for linking and networking with nets and groups are
described in 70.6. It should be noted that the term “net” is also
commonly used to identify any collection of stations which are, or
were, interoperating, regardless of any prearrangements or the
method of establishment. In this standard, the terms “net” and
‘group” usually specifically refer to the linking and networking
methodology, not the subsequent traffic exchangea.

60.5.3.1 ~. As a prearranged collection of stations, a net may be
organized and managed with significant prior knowledge of the member stations,

including their quantities, identities, capabilities, requirements, and in
most cases, their locations and necessary connectivities. Maximum advantage

should be taken of this knowledge to optimize the net timing, addressing, and
interchanges. The purpose of a net call is to rapidly and efficiently
establish contact with multiple prearranged (net) stations (simultaneously if
possible) by the use of a single net address, which is an additional ●ddress
assigned to all net members in common. As described in 70.6, additional
information concerning the assigned response slots (and size) must be
available, and the mixing of individual net, and group addresses and calls is

restricted.

-.
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TABLE A-IX . Basic (38} address structures.

Addrea~
Words Character Types

4

B 1 1 stuff-2

A
s 1 2 stuff-1

I
c 1 3 Basic

2 4 Basic +
stuff-2

2 5 Basic +
stuff-1

2 6 2 Basic
●

3 7 2 Basic +
stuff-2

E 3 8 2 Basic +

x stuff-1

T
E 3 9 3 Basic

N
D 4 10 3 Basic +

E stuff-2

D
4 11 3 Basic +

stuff-1

4 12 4 Basic

5 13 4 Basic +
stuff-2

5 14 4 Basic +
stuff-1

5 15 5 Basic

(limit) (limit) (limit)

NOTES :

1. Basic :W
2. Stuff-2: m
3. stuff-1: m

This page reprinted without change.
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When a net address type function is required, ● calling ALE station ohall use
an address structure identical to the individual station address, basic or
extended as necessary. For each net address at a net member’s station, there
shall be a response slot identifier, plus a slot width modifier if directed by
the specific standard protocol.

60.5.3.2 @OL@. Unlike a net, a group is nonprearranged and, in many
cases, little or nothing is known about the stations except their individual
addresses and scanned frequencies. Despite this minimum of data, it is
critical to be able to create a new group where none existed, and it requires
a standardized protocol which ia compatible with virtually all automated
stations, essentially regardless of their individual, net, and other
characteristics. The purpose of a group call is to establish contact with
multiple nonprearranged (group) stations (simultaneously if possible) rapidly
and efficiently by the use of a compact combination of their own addresses
which are assigned individually.

When a group addxess type function is required, a calling ALE station shall
use a sequence of the actual individual station addresses of the called
stations, in the manner directed by the specific standard protocol. A
stations’s address shall not appear more than once in a group calling
sequence, except as specifically permitted in the group calling protocols
described in 70.6.

60.5.4 $~cial lnodes “P” and ‘?”.

60.5.4.1 general. The special modes, which use the utility symbols “@”
(1000000) and “?” (0111111) include the following:

● Stuffing
. Allcalls
. Anycalls
. Wildcards
. Self address
● Null address

60.5.4.2 stuff inq. The ALE basic address structure is based on single
words which, in themselves, provide multiples of three characters. The

quantity of available addresses within the system, and the flexibility of
assigning addresses, are significantly increased by the use of address

character stuffing. This technique allows addrese lengths which are not
multiples of three to be compatibly contained in the standard (multiple of
three characters) address fields by ‘stuffing” the empty trailing positions
with the utility symbol “@”. See table A-X. “Stuff-l- and ‘stuff-2- words
shall only be used in the last word of an address, and therefore should appear
only in the leading call (Tic) of the calling cycle (Tee).

NOTE : As an example of proper usage, a call to the address ‘MIAMI”
would be structured “~ MIA”. “QATA MI?n.

This page reprinted without change.
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TABLE A-X . We of ‘@” utilitv Smnbol .

Pattern Function Guidance

00 uTO -
ABC-- .

..

u

TO -
AB@-..

--

u

TO -
Aee ---

‘“m-

-- uTO ‘--REPEA;:
-. @A@ ~-~$:

(option)

.-

0TO
.- @@?

“Standard” three character
address structure “ABC”

“Stuff-l” reduced address
field; adds two character
tOA,B*?

“Stuff-2” reduced address
field; adds one character
“AM

“Allcall” global address;
all stop and listen (unless
inhibited), none respond

“Selective allcall”: global
address; all with same last
character “A” (or “B”) stop
and listen (unless inhibited),
none respond

“Anycall” global address;
all stop and respond in PRN
slots (unless inhibited),
using own addresses

.

IdTO
-----9 “Selective anycall”: all
‘PEAT ‘with same last character(s)

A -~~.~~.Aw (or “B”) stop and.
(option) respond In PRN slots

(unlessinhibited), using own
addresses

. -uTO “---REPEAT: “Double selective anycall”

.-@AB ~-C-~~ all with same last characters
“AB” (or”CD”) stop and

(optIon) respond in PRN slots
(unless inhibited), using
own addresses

. -u “Null” address; all ignore,
TO - test and maintenance use,

.-@ @ @ - or extra “buffer’*slot

Any position in address and
sequences

Only last word
in sequences

Only last word
in sequences

in address; anywhere

in address; anywhere

Exclusive member of calling cycle;
single ~ only

Alone, or with additional different
allcall selections, for “group
selective allcall”; only in calling
cycle; must use ~, ~
alternately never ~, if more
than one*

Exclusive
single ~

Alone, or

member of calling cycle;
only

with additional different
anycall selections, for “group
selective anycall”; only in calling
cycle; must use ~, ~
alternately (neveru), if more
than one*

Alone, or with additional different
anycall selections, for “group
double selective anycall”; only in
calling cycle; must use ~, ~
alternately (never~), if more
than one*

Any position In address sequence
(omit from Tsc if group call)
except never in conclusion
(terminator),or ~, only if
following ~

This page reprinted without change.
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TABLE A-X . Use of “P” utility mmbo~ - Continued.

NOTES :

1. All patterns not shown here are reserved and shall be considered
invalid until standardized.

2. “@” indicates special utility character (1000000); “?” wildcard
(0111111).

3. “A-, ‘B”, “c”, or “D” indicates any alphanumeric member of basic 38
subset other than “@”, or “?”, that is

4.

‘A-Z” and “0-9”0

* ~d, JIEP~ in TSC if group call.

60.5.4.3 Allcall s. An “allcall” is a general broadcaot which dooo not
request responses and does not designate any specific address. This essential

function is required for emergencies (“HELPI”), sounding-type data exchanges,
and propagation and connectivity tracing. See table A-X. If an ALE station

requires an allcall type function, it shall use the following allcall
protocols. The allcall special address structures shall be the exclusive
members of the calling cycle (both Tsc and Tic, of Tee) in the initial call,
and shall not be used in any other address field or part of the handshake, and
shall use the ~ words. The global allcall special address shall be “xO@?Q”,
with standard redundancy. It shall employ only the ~ preamble and shall not
be followed by ~ or w. Upon receipt of the allcall, (and unless
inhibited or othemise directed by the operator or controller), all receiving
allcalled stations shall temporarily stop their scan (for a preset limited
time, Tcc max). If the message section or terminator section does not arrive
within Tcc max, the station shall automatically resume scanning. If a quick-

ID (indicated from a FROM after the calling cycle) arrives, the pause for the
message section ohall be extended for no more than five words (5 Trw), and if

a c0M14AND does not arrive, the station shall resume scanning. If a message

arrives (indicated by receipt of a CO~)~ the station shall pause (for a
preset limited time, Tm max) to read the message. If the terminator section

does not arrive within Tm max, the station shall automatically resume
ecanni.ng. If a terminator arrives (indicated by receipt of a THIS IS or ~

W), the station shall pause (for a preset lbited time, Tx max) to read the
caller’s (transmitter’s) address. If the end of the signal does not arrive

within Tx max, the station shall automatically resume scanning. If the allcall
is successfully received with a ~HIS IS, the called station shall stop
scanning, alert the operator? and unmute its speaker (to receive a message).
If there is no activity for a preset time (Twa), the station shall
automatically mute its speaker and return to scan. To minimize possible

adverse effects resulting from overuse or abuse of ●llcalls, stations shall

have the capability to disable receipt of the allcall. Nomally the allcall
should be enabled. If the allcall is successfully received with a ~IS WM,

the called station shall automatically resume scanning and will not respond
(unless otherwise directed by the operator or controller). If multichannel
calling is used, at the end of the allcall transmission on a channelt the
caller shall use call acceptance (~HIS IS with a pause) or call rejection

(~S WAS) protocols identical to the sou;ding (scanning) protocols in 70.5.
If an allcalled or receiving station desires to attempt to link (within the

pause after ~ZS Is), it shall use the optional handshake protocol in 70.5.4.
In all handshakes (other than the calling cycle of the initial allcall), the

allcall address shall not be used. —-

This page reprinted without change.
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As an additional procedure, the calling station shall have the capability to
organize (or divide) the available but unspecified receiving stations into
logical subsets, using the selective allcall protocol. The selective allcall

is identical in structure, function, and protocol to the allcall except that
it specifies the last Qnale character of the addresses of the desired
subgroup of receiving stations (1/36 of all). By replacing the “?” with an
●lphanumeric, the @elective allcall special address pattern shall be “TO @h@”
in Tsc and Tlc (or possibly “~U @~” and “-T @B?” in Tsc, and then ~

and JIEPkA~ in Tlc if more than one subset is ●lso desired), and rotated if
necessary. “A- (and “Bw, if applicable) Ln this notation represents ●ny
alphanumeric of the basic 38 subset character (except “@” or “?”). “A” and
‘B” may represent the same or different character from the subset, and
specifically indicate which character(a) mu=t be last in ● station’s address
in order to stop scan and listen. As an example of proper usage, a selective
●llcall to all stations ending in ‘P”, “Q”C and ‘R”~ (3/36 of all) wuld be
structured “~U @P ng e “lWEEMMM”? ‘XIWME@”t ‘wEAT@ P&”, until

appropriately long for the Tsc scan call, (and finish with ~~ ~PEA~, ~ ...
in TIc). As in the global allcall, the scanning and optical procedure are the
same as for the sounding scanning protocol.

60.5.494 ~. The ALE station may call, and receive rasponses
from, essentially unspecified stations, and it thereby can identify new
stations and connectivities. M “anycall” is a general broadcast which
requests responses without designating any specific addrosaee(s). It iS

required for emergencies, reconstitution of systems, ●nd creation of new
networks. See table A-X. If an ALE station requires an anycall type
function, it shall use the following anycall protocols. The anycall special
address structures @hall be the exclusive members of the calling cycle in the
initial call, and shall not be used in any other address field or part of the
handshake, and shall use the ~ the entire Tee. The global anycall special
●ddress pattern shall be “To (W?”, and repeated if necessary for scanning.
Upon receipt of the anycall (and unless inhibited or otherwise directed by the
operator or controller), all receiving anycalled stationa shall temporarily
stop their ●can, and examine the call identically to the procedure for
allcalls in 60.5.4.3~ including the Tcc amx, Tm maxt and Tx max limits. If
the anycall is successfully zeceived, the station shall automatically perform
a slotted response identical to that for a star net (scanning) call protocol
(70.6.2), but as modified below.

There shall be seventeen standardized slots (slot O plus sixteen) each 20 Tw
(2613.33...ms) wide, for a total duration of approximately 44 seconds. Ae ia
described in 70.6, the primary general variation to slot size is with LQA. If
the calling station requests LQA in the message (:), the responses shall
expand by 3 Tw to include the LQA (V), and the slots shall automatically
expand by 3 Tw to 23 Tw (3005.33...ms). for a total of approximately 51
seconds. In either ●nycall case, ●ach responding station shall individually
select a slot (of one through sixteen, but not zero unless emergency),
essentially pseudorandomly (PRN), to transmit its response in. In this
protocol, collisions am expected and tolerated, and the caller attempts to
read the best response in each slot. Responses shall be standard utar net (or
individual call) responses consisting of ~ (with the ●ddreso of the caller)
and ~S Is (with the address of the zesponder, with the LQA

This page reprinted without change.
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I included if requested~ and shall not uee the anycall special address. ‘rho

responders shall use a self address no longer than five words minus twice the
caller address length. (For example, if the caller address is two words, the
responder cannot exceed one word.) Upon receipt of the slotted responses, the Q
calling station shall transmit the acknowledgement (ACK) to any selected
combination (individual or group call) of stations which responded and were
read. The responders which receive acknowledgement shall alert, unmute their
speakers, and shall pause for traffic, (or quite immediately), as indicated by
the caller’s ACK conclusion ~s (or ~IS WAS8 respectively). The caller
shall not use the anycall special ●ddress in the ACK. The caller may pause “
for additional interoperation md traffic (~ IQ) with the responders; or
may immediately resume scanning calling on the next channel (~ w ); or try

again, as appropriate to the caller’a original purpose. Any responding
stations that are not included in the ACK shall immediately depart and resume
scan. If the anycall is successfully received wit”h● ~ Is, the called
station shall stop scan, alert the operator and unmute its speaker (to receive
a message). If there is no activity for a preset time (Twa), the station
shall automatically mute its speaker and return to scan. To minhnize possible

adverse effects resulting from overuse or abuse of anycalls? stations shall
have the capability to disable receipt of the anycall. Normally the anycall

should be enabled.

NOTE : The caller should use a short one-word self address and shall
not use more than tw words. This is not a design criteria but a
mandatory user requirement.

If too many responses are received, or if the caller must organize the
available but unspecified responders into logical subsetst the selective
anycall protocol shall be used. The selective anycall is a selective general
broadcast which is identical in structure, function, and protocol to the

global anycall, ●xcept that it specifies the last single character of the
addxesaes of the desired subset of receiving station (1/36 of all). By
replacing the”?” with an alphanumeric~ the global anycall becomes ● selective
anycall whose special address pattern shall be “~0 @@~” in Tee. If ● group

call (multiple selective anycall), the ~U @@A andEEEMLW~~” are used
alternately in the scan call (Tsc), and then ~~~ and ~... in the
leading call (Tic), and rotated if necessary. ‘A” (and “B”, if applicable) in

this notation represents any alphanumeric of the basic 38 subset characters

(except “@” or “?”). ‘Aa and “B” may represent the same or different

characters from the subset, and specifically indicate which character(s) must
be last in a station’s address in order to initiate a response. As an example

of proper usage, a selective anycall to all stations ending in “P”? “Q”~ ●nd
“R” (3/36 of all) would be structured “~ @@P”, ‘p~w”, m&2:# ‘wEaT

~“~ until appropriately long for the calling cycle.

NOTE : If ● narrower acceptance and response criteria is required,
the double selective anycall should be used. The double selective

anycall is an operator selected general broadcast which is identical
to the selective ●nycall described abov.t ●xcept that its s~cial
addre88 (using “@AB” format) specifies the last ~ characters that
the desired subset of receiving stations must have to initiate a
re0ponf3e. See table A-X.

I This page supersedes page 88 of 17 June 1992.
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60.5.4.5 WildcardQ. A “wildcard” is a special character which the

caller uses to address multiple-station addresses with a single-call address.
The receivers shall accept the wildcard character as a substitute for any
alphanumeric in their self addresses in the same position or positions.
Therefore, each wildcard character shall substitute for any of 36 characters
(A to Z, O to 9) in the basic 38-character subs-t. The total lengths of the

calling (wildcard) addresst and the called addresses shall be the same. The

special wildcard character shall be “?” (0111111). It shall substitute for

any alphanumeric in the”basic 38-character subset. It shall substitute for
only a single-address character position in an address, per wildcard
character. See table A-XI for examples of ●cceptable patterns.

Wildcard addresses shall be the exclusive membara of the initial call’s
calling cycle, and shall not be used in any other address sequence in the ALE
frame or handahake. The span (number of cases possible) of the wildcard(c)
used should be minimized to only the essential needs of the user(s). The
basic address wildcards, when followed with ● ~S W= terminator, shall cause
no responses and shall be otherwise identical to the allcall protocol in
60.5.4.3. The address wildcards, when Xollowed with a ~HIS IS terminator,
shall cause responses in pseudorandomly-selected slots, and shall uee the
protocol othe-ise identical to the anycall in 60.5.4.4. As in both the
allcall and anycall, stations.shall have the capability to allow the operator
or controller to disable acceptance. Acceptance should normally be enabled.

60.5.4.6 Pelf addreas. For self test, maintenance, and other purpses,
stations shall be capable of using their own self addresses in calls. When a

self-addressing type function io required, ALE stations @hall use the
following self-addressing structures and protocols. Any ALE calling

structures and protocols pemnissible within this standard, and containing a
specifically addressed calling cycle (such as “~ ABC”, but not allcall or
anycall), shall be acceptable, except that the station may substitute (or add)
any one (or several) of its own calling addresses into the calling cycle.

60.5.4.7 J’4ulladdress. For test, maintenance, buffer times, and other

purposes, the station shall use a null address which is not directed to,
accepted by, or responded to by any station. When an ALE station requires a

null address type function, it shall use the following null address protocol,
The null address special address pattern shall be “Y~.”, (or “x~~.”),
if directly after another ~. The null address shall only use the ~ (or
REPEAT), and only in the calling cycle (Tee). Null addresses may be mixed
with other addresses (group call), in which case they shall appear only in the
leading call (Tic), and not in the scanning call (Tsc). Nulls shall never be
used in conclusion (terminator) (~IS IS or If a null address
appears in a group call, no station is designated to respond in the associated
slot; therefore, it remains empty (and may be used as a buffer for tuneups, or
overflow from the previous slot’s responder~ etc.).

This page reprinted without change.
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TABLE A-X1 . Jlseof “?” wildcard OYmbO~.

nABC
n
AB?

n
A??

D
???

n
AB@

D

n
??@

n
A@@

D
?@@

m
@AB

D
@A?

n
@?B

n
@??

n
@@A

n
@@?

D
@A@

D
@?@

m
I?B? I

El?B@

BASIC “STANDARD”, 1 CASE EACH

124 “STANDARD”

m “STANDARD “

“STANDARD”

“STUFF-1”

“WILD-1”

“WILD-2”

“WILD-1”, 36 CASES EACH

“WILD-2”, 1296 CASES EACH

“WILD-3”, 46656 CASES EACH

1 CASE EACH

“STUFF-l”, 36 CASES EACH

“STUFF-l”, 1296 CASES EACH

“STUFF-2”, 1 CASE EACH

“WILD-1” “STUFF-2”, 36 CASES EACH

“DOUBLE SELECTIVE ANYCALL”, (“DSA”)

CODSAM “WILD-l”, 1/36 CASES

1/1296

NOT PERMITTED. USE “SELECTIVE ANYCALL”

NOT PERMITTED. USE “GLOBAL

“SELECTIVE ANYCALL”

“GLOBAL ANYCALLn

“SELECTIVE ALL CALL”

“GLOBAL ALL CALL”

ANYCALL”

CASES
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60.6 Mn kcrualitv ana)vsis ~OA~.

60.6.1 General. LQA concerns the automatic measurement of the quality

of the ALE signal on the link(s) between station(s). The resultant LQA data

is used to score the channels and to support selection of a “best” (or an
acceptable) channel for calling and communication. See 60.7. LQA shall also

be used for continual monitoring of the link(u) quality during communications
which use ALE signaling. The stored values shall be available to be
transmitted upon request, or as the network manager shall direct. Unless

specifically and otherwise directed by the operator or controller, all ALE
stations shall automatically insert the COMMAND LQA word (w) in the message
section of their signals and handshakes when requested by the handshaking
station(s), when prearranged in a network, or when specified by the protocol.
See 80.2. If an ALE station requires, and is capable of using LQA information

(polling-capable), it may request the data fzom another station by setting the
control bit KM to “1” in the -Q LQA word. If an ALE station which is
sending ~MMAND LQA in response to a request is incapable of using such
information itself (not polling-capable), it shall set the control bit ml to
“Ow. It will be a network management decision to determine if the LQA is to

be active or passive. For human factor considerations, LQA scores which may
be presented to the operator should have higher (number) scores for better
channels.

60.6.2 pasic-bi t-error ratio [BER~ . The ALE system essentially performs
a “pass/fail” LQA test on every received signal by its critical examination of
proper coding, structure, and format. Within its integral demodulation ●nd
decoding functions iS an inherent basic BER measurement capability. The
purpose of the basic BER/LQA measurement described herein is to obtain an
additional assessment of link quality which provides more resolution than
available with the absolute “pass/fail” approach. The BER/LQA function uses
data obtained in the process of decoding the received words used in the
automatic linking process.

Analysis of the BER on rf channels, with respect to poor channels and the 8-
ary modulation, plus the denign and use of both redundancy and Golay FEC,
shows that an excellent and proportional measure of BER may be obtained by
counting the number of nonunanimous (2/3) votes (out of 48) in the majority
vote decoder. The BER values should normally be represented by a number
ranging between 0(000000) to 48(110000). The BER/LQA measurement is based on
each redundant triplet (3 !Iw)word which is received and properly decoded as a
valid majority word. Therefore, in an ALE transmission, the best BER/LQA
value should appear when the majority vote decoder is properly aligned with
the incoming signal; that is, all three-word inputs are occupied with
identical (except for errors) redundant words.

The BER may vary during ●n ALE transmission, and a linearly averaged BER/LQA,
which includes all the measurements on good words which were properly aligned,
shall be used. If a badly received word is unreadable and is rejected, it

I should be assigned the worst BER/LQA value 48(110000) and ●veraged.

This page supersedes page 91 of 17 June 1992.
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All ALE otatione shall automatically perform the basic BER/LQA ●lgorithm on
all received ALE signals based on majority decoder voting. The individual

word internal BER/LQA values shall be directly derived from the number of
nonunanimous (2/3) majority votes for a particular triple redundant word,
properly aligned. The value for an entire received signal shall be the linear
average of the internal BER/LQA values of the valid received words, should

include a worst-case 48(11OOOO) value for rejected words. For transmission in
the ~ LQA word, the internal average value ●hall be converted to five-

bit valuen as shown on table A-XII. The five-bit values, BE5 (MSB) through
BE1 (LSB), shall be in binary representation of the average number of counted
(or averaged) nonunanimous (2/3) votes.

60.6.3 - lus-noise-nlus-die to-n to noise-due-distortion ram
{szNAD~. The optional signal to noise and distortion measurement employed
within the LQA shall be a SINAD measurement ((S+N+D)/(N+D)) averaged over the
duration of the received ALE signal. If implemented, the SINAD values shall
be measured on all ALE signals and shall be inserted into all LQA words in the

I same manner as the BER. It shall be communicated in 5-bit values as shown in
80.2.2.

60.6.4 Hultipath 4M~. MP measurements are reserved until standardized.

60.7 Channel selection.

60.7.1 ~~. Channel selection concerns the automatic identification
of a (recently) best (or acceptable) channel for initiating calls or
broadcasts to one or several stations. The selection ia based on the
information stored within the LQA memory (such as BER, SINAD, and KP) and this
information is used to speed connectivity and to optimize the choice of
quality channels. The ranking and selection method should depend on the
quality of information available, the type(a) of link(a) required (l-or 2-way,
voice or data), and the quantity of stations involved. The manufacturer

should select method(s) for optimum performance.

I

When initiating scanning (multichannel) calling attempts, the sequence of
channels to be tried shall be derived from information in the LQA memory with
the channel(s) with the “best score(s)” being tried first (unless otherwise
directed by the operator or controller) until all the LQA scored channels are
tried. However, if LQA or other such information is unavailable (or it has
been exhausted and other valid channels remain available and untried) the
station shall continue calling on those channels until successful or until all
the remaining (untried valid) channels have been tried.

60.7.2 Sinule-station channel eelection. The station shall be capable
of selecting the (recent) best channel to initiate a call to, or seek a single

I station, based on the values in the LQA memory. Figure A-20 represents ●

simple LQA memory example. For each addrees/channel call, the received LQA

(upper section) and reported LQA values (lower section) are stored. Bilateral
(handshake) scores in this example are the sum of the two LQA values.

This page supersedes page 92 of 17 June 1992.
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TABLE A-XII . Basic bit-error-ratio (BER ) Values.

NOTES :

10 BER calculated statistically from probability of number of

nonunanimous (2/3) votes of 48.

2. The 2/3 votes count is the average of 2/3 votes of 48 over
words in the received signal.
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CHANNELS

cl C2 C3 C4 C5 C6

FROM 10 4 1 0 5 15
A

g TO 14 8 2 x 7 11

0 ,
i= FROM 9 5 1 3 2 6
~ B ‘
u) TO x 7 4 3 5 12
a
!! ~ FROM 30 22 13 8 3 18

& TO x - 17 6 2 -
u’)
8 FROM 1 2 5 12 20 -
m D ‘
w
E

TO - 4 7 15 21 -
n
c1 FROM - 2 6 7 10 -
< E r

TO x 14 6 9 12 x

1.

2.

3.

LQA SCORES

NOTES:

UPPER VALUE IS LQA MEASUREMENT ON RECEIVED
STATION.

OTHER

TO OTHERVALUE ISLQAMEASUREMENT ONTRANSMITTED
ASRECEIVEDAND REPORTED BACK.

EXAMPLESHOWS RANGEOFOT030 FORLQA”SCORES”, SMALLER
VALUE BEING BE—--

“ LQA = ‘O” IS

1ItH.

EXCELLENT, RANGING DOWN TO “30” WHICH IS VERY POOR.
● LQA = ‘X” INDICATES NONE AVAILABLE AFTER HANDSHAKE ATTEMPT.
● LQA = ‘-” INDICATES NONE .4VAILABLE BUT HANDSHAKE NOT TRIED.

I FIGURE A-20. ~Q.
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NOTE 1: For operator viewing, LQA values for bettes channels should be
displayed as higher numbers, and values for poorer channels should be

displayed as lower numbers.

NOTE 2: In the example shown in figure A-20, if a handshake is required
with station ~, channel C3 would be the best becauae the “round trip”
(bilateral) score would be 5 (1+4), thus the lowest, channel C4 ia next
best with ● score of 6 (3+3), the CS with 7, C2 with 12, and C6 with 18.
Linking attempts should be made in that order (C3, C4, C5, C2, and C6).
Cl is left until last because of the “x’ which indicates
attempted handshake on that channel failed to link.

Similarly, an attempt to call ~ would yield the sequence
C2(12), C1(24), C6(26), and C4(X). In this case, C5 waa

(both are 12), but C5 was chosen first because the paths
balanced (LQA values were more equal).

If a broadcast is required (instead of a handshake), only the
(“to” the otation) scores are used. -

NOTE : In the example, to reach ~, the sequence would be
c3(4), C5(5), C2(7), c6(12), and Cl(x) as a last resort.

that a recent

C3(3), C5(12),
equal to C2
were more

lower section

C4(3),

If a “listening for” or a seeking of a station is desired, only the upper
section (“from” the station) scores are used.

NOTE: In the example, to listen for ~, channel C4(0) would be best,
and if only three channels were to be scanned, they should be C4,
c3, and C2.

60.7.3 ~ulti~ le-station channel selection The station shall be capable

of selecting the (recent) best channel to initi;te a call to, (or seek)
I multiple stations, based on the values in the LQA memory.

I NOTE: In the example shown in figure A-20, if a star net or group
handshake is required with stations ~ and ~, C5 is the best choice
as the total score is 12 (2+5+3+2), followed by c4(20) and C3(35).
Next would be C2 (34+) and C6 (36+), this ranking being due to their
unknown handshake capability (which had not been tried). cl(x) is

the last to be tried because recent handshake attempts had failed
for both ~ and ~. To call the three stations a, ~, and ~, the
sequence would be C5(24), c3(38), c2(46+), c6(62+), C4(one x)
(recently failed attempt), and finally Cl(two x).

If an additional selection factor is used, it will change the channel
selection sequence.

This page supersedes page 95 of 15 September 1988.
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IUOTE: In the example, to call D and ~, the sequence would be C2,
c3, C4, c5, Cl, and C6. If a maximum limd.tof LQA s 14 is tiposed

on any path (to achieve a minimum circuit quality), only C2 and C3
would be initially selected for the linking attempt. Further, if

the LQA limit was “lowered” to 10, C3 would be selected before C2
for the linking attempt.

—

If a broadcast to multiple otations is required, only the lower section (“to”
the station) scores are used.

NOTE : In the example, to broadcast to ~ and Q, the sequence would
be c5(7), c4(9), c3(21), C2(7+), C6(12+), and Cl(two x).

If a seeking of multiple stations is required, only the upper section (“from”

the station) scores are used.

NOTE : In the example, to listen for ~ and Q, channel c2(2) would be
best, and if only four channels could be scanned, they should be C2,
c3, C4, and c5.

This page reprinted without change.
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70. PROTOCOLS .

70.1 Jntroducti on. In addition to the waveform and signal structure,

the ALE system provides specific protocols, or clearly defined rules for

interaction among atationa, to implement the necessary automated functions.

This section presents the protocols for manual and automatic operation on
single md multiple channels~ with individual and multiple stations, and for
both linking and networking. “

70*2 ~“ The system is based on standard HF SSB radios,
essentially all of which are manually controllable. However, these radios

must also be controllable by the ALE controller if the benefits of automation
are to be achieved. An ALE station consists of an ALE controller, a
controllable SSB radio~ and support (antennas, powert ●tc.). Through the ALE

controller, the system enables compatible control by both operators and
automation. TWO specific manual operations are described below: emergency

control by the operator~ and push-to-talk operation.

70.2.1 ~. Each station shall be equipped with a manual
control capability to permit a human operator to directly operate the basic
SSB radio in emergency 8ituationm. At all other times, the radio shall be
under automated control, and the human operator should operate the radio
through its associated controller. In either case, the ALE controller’s

receiving and passive collection capabilities (“alwayu listening”)l such as
monitoring for sounding signals or alerting the operator, shall not be
impaired.

70.2.2 push-to-talk operation. Push-to-talk (PTT) operation is the most
common foxxnof human interaction with MF/HF SSB radios? especially for
tactical use by minimally trained, “noncommunicator” operators. Manual

control with PTT shall be conventional; that is, the operator pushes the PTT
button to talk and releases it to listen.

70.3 ~“ The ALE system shall incorporate the basic
operational rules listed on table A-XIII. “AIways listening” (role 2) is not

required during temporary periods when not technically possible, such as
during transmit with a transceiver or when using a separate transmitter and
receiver with a common antenna.

70.4 Individual callinq ●

70.4.1 The essential element of the ALE protocols is the
basic call structure, whi~h is based on the waveform, timing, and coding
structures discussed in previous sections. This basic presentation format,

shown in figure A-21, is used in all the ALE protocol illustrations in this

standard. Time is approximately to scale and moves from left to right. The

timing symbols are defined in Annex B and their computation is described in
70.4.4. The footnotes, euch as (2) for tuning time, ●re essentially
standardized throughout, except for occasional minor variations to clarify
each specific protocol. Each “box,” such as “~ ~“, indicates an

individual, on-the-air, 130.66 ...ms nonredundant word (’N), of which several

duplicates (multiples of 3) are used to communicate them as redundant word.

This page supersedes page 97 of 15 September 1988.
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TAELE A-XIII. E
.

o~rat xonal rulee.

I

I

1) Independent ALE receive capability (in parallel with any others)

(critical ).

2) Always liutening (for ALE signals) (critical).

3) Always will respond (unless deliberately inhibited). I

I 4) Always Bcanning (if not otherwise in use). I

5) Will not interfere with active ALE channel (unlems priority or forced).

6) Always will exchange LQA with other stations when requested (unless
inhibited), and always measures the signal quality of others.

7) Will respond in preset/derived/directed time slot (net/group/special
calls) ●

8) Always seek (unless inhibited) and maintain track of their
connectivities with others.

9) Linking ALE stations employ highest mutual level of capability.

10) Minimize transmit and receive time on channel.

11) Automatically minimize power used (if capable).

I NOTE 1: Listed in order of precedence.

I NOTE 2: Some of these rules may not be applicable in certain
applications.

I

(TN), as shown (usually as boxes with “tick” marks). In this exmple, the
basic required minimum call, which is 3 Trw (1176 ms) long, is shown. The

large letters, such as “A” and “B”, ●re convenient graphic substitutes for the

actual three characters of the basic address field. The delta (V) indicates

the location of the optional message section, where QQ&AND (and QATA and

m~~) may be inserted (With a consequent time increase of TmJ (392 ms) per

original, nonredundant word). The initiation of the outgoing frame shall
always be after the transmitter is up to full power (see 60.4.2.1) and shall
be word synchronized in accordance with 60.4.3.1. Described below are both

single-channel and multiple-channel protocols, plus detailed timing, control~
and message information for designing ALE stations. The single-channel

description is also an overview of the linking. The multiple-channel

description provides an in-depth analysis of the individual protocols.
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Oc32 SCANNING CALLING

(ADDRESS FIRST WORDS)
LEADtNG CALL

T==nxlal=nx392m8 (WHOLE ADD=S WORDS)

~ TLC* 2TA (CALLEDI z 2Twz784m8 ~

o1
I CALLING CYCLE

I ‘“=‘%T6’764“’~
I I REDUNDANT CALL

CONCLUSION
(TERMINATOR)

* Tx - T~(CALLER) = ~
nxTw=nx392ms

“1

I~ TRC= TLC +Tx z 1176 ms~

SCANNING REDUNDANT CALL
* T.- = Tx+Tm~1176ms -

TIME
-

NOTES:. .

01 SINGLE-CHANNEL (AND MULTIPLE-CHANNEL) EXAMPLE’

SHOWN WITH ONE-WORD ADDRESSES.

o2 TUNING REQUIRED INITIALLY (Tl).

o3 WAIT (LISTEN) TIME (lwT).

o4 CALLING CYCLE (T=) DEPENDS ON SCAN PERIOD (1s).

● T~C-USE ADDRESS FIRST WORD(S) ONLY (OPTIONAL

IF NON-SCAN).

● TLC-USE WHOLE ADDRESS(ES) ONLY.

@v OPTIONAL INSERTION OF COMMAND AND

INFORMATION ( ~ LO A). EACH WORD ADD’ TRWS

o6 THIS WAS TERMINATES PROTOCOL. SUPPRESSES ALERTS.

o? THISISNORMALLY COMPELLED BY CALL RECEIPT. (~ PAUSES

FOR A RESPONSE FROM Q).

I FIGURE A-21. Basic call etructureo
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70.4.2 The fundamental capability to automatically link
on a channel is provided by the individual calling protocol. This protocol
establishes and positively confirms bilateral connectivity between stations on —

a channel. ALE stations shall employ this protocol for single-channel
linking, polling, and networking, and for basic automated ALE interoperation
on a channel after scanning linking. All ALE stations, when operational and

not otherwise committed, shall continually listen for callu; that is? they me
“always available.” See figure A-22. The protocol conoista of three parts$
an individual call, a reeponse, and an acknowledgement. At the left, in this

one-channel example (l), the caller A should already by properly tuned to the
channel (2). The wait buffer (3) provides a listen-before-transmit paus-, to
avoid ‘disturbing active channels.- It has an optional length (Twt) because,
in the single channel case, the history of channel activity (and present
occupancy) is generally known. Similarly, there is generally no need for an
extended calling cycle (4), although it may pzovid”e increased probability of
signal detection and call receipt. If a fixed station is trying to contact a
scanning station, or does not know if the called station is scanning, it
should use the totally compatible individual scanning calling protocol.
Normally, both a and ~ are on channel and available; that is, their speakers
are muted, they are “always listening”, and they “will respond when called-”
Starting with the individual call, station ~ shall call station ~ by
transmitting a calling cycle containing ~’s address (“~ ~“), followed by ●

conclusion (terminator) containing his own (“~ ~“) (7). ~ then shall
wait a preset reply time (Twr, a buffer which includes anticipated propagation
each way and ~’s turnaround time) to start to receive ~’s response (9). Upon

receipt of a’s call and recognition of both his and ~’s ●ddresses, ~ shall
tune up (if needed) (2), send the response, and wait his own reply time Twr.
Upon receipt of ~’s reeponse (starting within the reply wait Twr, normally
less than 2 seconds), and recognition of both his and ~’s addresses, ~ shall
sent the acknowledgement, enter the linked state (with Q), unmute his speaker~
and alert his operator. Upon receipt of the acknowledgement (starting within

~’s reply time Twr), ~ shall also enter the linked state (with A), ~ shall
also alert his own operator and unmute his speaker. During the linked state

(~-~) the o~rators may then pick up their microphones and exchange
conventional PTT voice communication, radio teletypewriter (RTTY), ICW, or
anything else required. If the expected reply from ~ does not start to.arrive “
within the present wait for reply time (Twr) or wait for reply and tune time
(Twrt), the handshake shall be terminated, ~ does not enter the linked state,
and a’s operator or controller shall be notified. If the expected
acknowledgement from & does not start to arrive within the preset wait for
reply time (Twr), the handshake shall be terminated, ~ does not enter the
linked state, and ~’s operator or controller will be notified. However, the
linking attempt may be re-initiated by the operator or controller at any time.
In rare cases when the acknowledgement to E is lost, ~ will be in the linked
state (without B) but shall return to scan or ‘available” after the wait for
activity timer (Twa) expires.

If implemented, termination of the linked state (after successful linking
handshake(s)) shall be accomplished, by the user of a (non-scanning) basic
call using ZMIS WAS, from any station to any other linked station(s) which is

(are)
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to be terminated. For example, “~ Et E ~, THIS WAS ~“ (when Bent by ~)
shall terminate the link (and linked state) between stations ~ and ~. ~ shall

iuwnediately mute and return to “available”, unless it still retains a linked

state with any other stations on the channel. Likewise, ~ shall also

immediately mute and return to “available”, unless it also still retains a
linked state with any other stations on the channel. To terminate multiple
stations (and linked states) simultaneously, these stations shall use the Netl
Group, or series of individual call protocols, with XHIS WAS as described in
sections 70.6.2 and 70.6.3.

When they are through, they may reset the stations (mute the speakers),
therefore restoring them to ALE “available.” This manual or automatic reset
shall cauae a termination (THIS WAS) transmission, as specified above.

If an operator or controller does not key the PTT or use the station within a
preset time limit for activity (Twa), the station shall automatically mute,
terminate the linked state with that/those stations, and return to
“available.” The wait for activity timer is mandatory, but it shall be
capable of being disabled by the operator or net manager. This timed reset is
not reguired to cause a termination (~HIS WAS) transmission, as specified
above, however; as a recommended (default) operator or net manager selected
option, a termination should be sent to reset the other linked stations(s) and
immediately free them for being “available.”

Termination during a handshake or protocol by the use of IS WAS (or a timer)

shall cause the receiving (or timed) station to end the handshake or protocol,
terminate the linked state (with that station), reroute, and immediately return
to “available” unless it still retains a linked state with another station.

There are several specific variations to the protocol. If an automated
message (or @MMAND sequence) is to be sent in any of the signals? it shall be
inserted at the ( V ) delta location (5), and the signal frame will be
appropriately lengthened. The message can provide many options, such as the
insertion of LQA information at (v), and it may significantly affect the
protocol and timing, as described in section 80. Normally, ~’s use of “THIS

~ in the call compels ~’s response, and the substitution of a “3HIS WAS”

-
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shall suppress ~’s response (6) and terminate the protocol. Therefore, if the

individual call contained “~HIS WA~ ~,” B would receive ~’s call (and the
mesOage, if any), realize that it wae a one-way broadcast for ~, and ~ would
not respond (unless othemise compelled by the message, his operator, or his
controller) . Similarly, ~’s use of “~S ~“ compels ~ to complete the

handshake and send an acknowledgement. However, if ~ Bends a “~IS WAS,” A

shall not alert or send an acknowledgement, and the protocol shall be
terminated. A station such as ~ would terminate the handshake under several
circumstances, such as being unavailable (but active), being engaged in
traffic, realizing that the channel is busy (at ~’a end), or being compelled
(by prearrangement or protocol) to respond without having an obligation to
continue (mandatory roll call, optional chat).

It should be notad that ~’s acknowledgement to Q appears identical to ~’s
individual call to ~, but it does not cause ~ to provide another response to
the acknowledgement (resulting in an endless “ping-pong” handshake) because
~’s acknowledgement arrives within the narrow time window (Twr) or ~’a first
response, ●nd ~ is responsible for sending the ACK within this time limit. If
~ does not receive ~’s response within this preset time, the call is
considered unsuccessful and ~ may terminate, or ~ may try again with
additional call attempts (preset, controller, or operator choice). If ~’a
acknowledgement arrives late (after Twr), then B treats it as a new (or
second) individual call (and provides a new response? if ~ uses THIs Is).

While receiving an ALE signal, it is possible for the continuity of the
received signal to be lost (due to such factors as interference or fading) as
indicated by failure to periodically (Trw) detect good ALE words. If such a

dropout occurs during an initial received call, and continues for ● period in

excess of 3 Trw (1176 ms) beyond the last good received words without
detection of additional good received words, the receiving stations shall
abandon the attempt to link and, if multichannel, shall immediately return to

normal receive scanning. In all cases each individual ALE received signal
must have all of ito included words at a consistent and uniform redundant word

phase, despite dropouts, to be acceptable and valid. -y variation indicates

an interference or a collision and such variation shall be rejected as not
part of the signal.

NOTE : Stations should be able to read interfering ALE signals, as
they may contain useful (or critical) information, and the station
is therefore “always listening”.

Also, if a station receives a complete individual call (~ with the whole
address), but does not receive the expected conclusion (~HIS IS or THIS WAS),

it should attempt a single-channel call acceptance sound (M~u, as
described in 70.5.4) to reinitiate the calling station.
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70.4.3 ~“ All ALE stations shall be capable of

performing the individual scanning calling protocol described herein, even if

I on a fixed frequency. See figure A-23. If multichannel, they should be

“always scanning.” This protocol establishes and positively confirms

bilateral connectivity between stations on any available mutually scanned
channel. Stations shall employ this protocol for multichannel linking. This

protocol is fully compatible with the previously described individual calling

I protocol shown in figure A-22, and Lo essentially identical except for the
longes calling cycle and the following modifications.

All stations, when operational and not othezwis~ conmitted, shall continually
scan a preselected set of channels~ or “scan set,” listening for calls and
ready to respond. The minimum dwell time (Td rein)on each channel is the
reciprocal of the scan ratel and the channels in the scan set are repeatedly

scanned in the same order and for the same period. This minimum scan period

(TEIrein) is equal to the product of the number of channels (C) times the
minimum dwell time on each channel (Td rein); that is Ts min = C x Td min.
However, the receive scan period (Ts) (for calling transmit (Tsc)
computations) should be based on the probable maximum pause (Td) to read words
on each channel, or Tdrw = 784 ms. Thus, TS = C X Td = C X 784 ms. The net

manager may adjust the Td to optimize system performance.

All stationa, when attempting to contact another station in a multichannel
environment, shall scan through the preselected set of channels, pausing on
each channel of the set to transmit an individual scanning call, and waiting
for a preset, limited time for responses. The calling cycle (Tee) is composed
of a scan calling time (Tsc) plus a leading call time (Tic). The scan calling
time (Tsc), in order to capture the scanning receiver? muet e~al or exceed
the total scan ~riod (Ts) of the called station and shall ●lso be composed of
multiple address first words (Z Tal = Tel), which are a multiple of the
redundant word time, Trw; that is Tsc = n x Z Tal = n x Tcl ~ Ts. The

scanning call contains only the called address different first words (Z
Tal) in rotation. The leading call contains only the whole called station(s)
address, repeated twice (2Tc = 2 Z Ta). Therefore, the calling cycle
should be: Tcc=Tsc+Tlc=(nxZ Tal)+2Tc>Ts+2(Z Ta). The

relative timing of the receive and transmit scan cycles shall ensure that the
scanning receiver samples the entire channel scan set within the period of a
scanning call.

The scanning calling station shall stop and link on the first channel which
supports the handshake with the called station(s). After scan stop, unmute,

and operator alert, the operators (or controllers) use the link and the
channel as necessary. If they reject it as unsuitable, they may restart the
scan sequence to seek another, better channel by muting (resetting) theit
stations and reinitiating scanning calling (usually by the original caller).
If the calling station has an LQA memory and scoring capability it shall
rerank the channels (with the rejected and the previously failed channels
being downgraded) and restart the calling on the newly expected best channel.
If the station has a fixed calling channel sequencel it shall restart the
scanning call on the next channel which would have been tried
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earlier had a link not been established, and it does not restart at the top
frequency (or first channel) as before (unless directed by operatox ox
controller) . often during the scanning calling cycle, the caller will

encounter occupied channels which are skipped to avoid interference to traffic
and activity. After all available channels have been tried, and no contact
has been successful, the caller may optionally revisit the previously occupied
channels and, if they are free, attempt to call. In either case, when the
calling station has exhausted all the prearranged scan set channels and failed
to establish ● link, it shall immediately return to normal receive scanning.
It shall also alert the operator (and controller) that the calling attempt was
unsuccessful. If the scanning call is reinitiated, the ALE station shall
restart and try again. Refer to 70.4.4 for the specific detailo of ALE
timing.

When an appropriately addressed call (“~ ~“) is detected by, and addressed
to, seaming station E, the station shall stop (for a preset, limited time) to
read the rest of the signal and to perform the standard handshake (unless
otherwise directed) with the calling station (~). If the call is not
addressed to station ~, ~ shall leave the channel imunediately and resume
scanning (unless othe~ise directed by the selected protocol, or its operator
or controller). Figure A-23 illustrates the individual scanning calling
protocol handshake for stations in a typical five-channel network and
employing a standard scan rate of five chps. The protocol starts with ~’s
arrival on channel, shown at the left. Upon arrival, ~ shall pause for a
preset buffer time (Tut) to monitor the channel and listen for traffic or
occupancy (3). If the channel appears clear (or if ~ is forced by the
operator or controller), A ●hall tune its coupler (2) as rapidly as possible
(Tt), and initiate the transmission. The scan calling time (T8c) of the
calling cycle (Tee) is deliberately longer than ~’s scan period (Ts) to ensure
that ~ will be ‘captured” as it scans to, and samples, the channel.

When station ~ arrives on channel, saetime during its scan period (Ts), and
therefore during ~’s additional and longer scan calling time (Tee), ~ shall
attempt to detect ALE signaling (within dwell time Td tnin) and then shall
decide to wait a preset time (Tdrw) to read possible ALE words if ALE
signaling was detected. If no signaling ia detected within Td md.n,~ shall
resume scanning. If non-ALE signaling or interference is detected, ~ shall
resume scanning.

If ~ does not read appropriate ALE words within Tdrw, ~ shall leave and resume
scanning. If ~ reads “~ ~“ (or an acceptable equivalent ●ccording to
protocols), it shall stop scan, plan to reply (response), and wait a preset,
limited time (Twce) for the calling cycle to end and the message or conclusion
to begin. Meanwhile, E shall continually zead the ALE signaling to identify
additional information, such as type of call (and ●dditional station addresses
if any). ~ shall attempt to detect invalid sequences, in which case ~ shall

automatically reject the call and immediately resume scan (unless otherwise
disected by the operator or controller). If a quick-ID or a message (~m
sequence) starts within Twce, & shall wait and attempt to read the message
within a new preset, limited time (~ max). If no quick-ID or message starts

within Twce, or no terminator starts within ~ max (or Twce

I ,
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if no message), ~ 6hall resume scan. If an invalid message sequence is read,
B shall resume scan immediately. If a terminator starts, such ● s “w~q A“,
~ shall wait and attempt to read the calling station’s address (~) within a
new preset, limited time (Tx max). If an unacceptable terminator ●ddress
sequence is read, E shall rasume ncan immediately. If an ●cceptable
terminator sequence with ~~ ia read, ~ shall wait to respond {while
identifying the entire address). ~ shall also expect h to continue the
handshake (with an acknowledgement) within ~’s reply window, Twr, ●fter ~’s
response. If IS WAS ia read instead, ~ shall not respond and shall resume
scan immediately (after identifying the entire address).

All receiving ●tations shall identify the end of ● received ALE signal by the
following methods. The station shall search for a valid terminator (~ Is
or IS WASt possibly followed by pAT~ and ~P~ for a maximum of five words,
or Tx max). The terminator shall maintain constant redundant word phase
within itself (if a sound) and with associated previous words (if ● call).

The station shall examine each successive redundant word phase (Trw) following

the~ (or~ ) for the first (of up to four) nonreadable or
nonvalid word(s). Failure to detect a proper word (or detection of ●n
improper word) or detection of the last JUZPEA~, plus the last word wait delay
time, (Tlww, or Trw), indicates the end of the received transmission. The
only acceptable terminator seguence i- ~IS IS (or WAS), ~, JIEPE~,

,QM!!,3EEEM.

If all of the above sequential criteria are ●atisfiedt and if ~ is not
otherwise directed by the operator or controller, ~ shall immediately initiate
an ALE responee. All stations (such as ~), even in single-channel mode, shall
perform these analytical and timing discrimination functions. Therefore, in

the single channel case, where no scan is available, the station @hall reject
the call if inappropriate, invalid, improper, or outside of the time limits.

After transmitting its individual scanning call to ~, ~ shall pause (9) for

~’s reply (response) for a slightly extended wait time (Twrt), as ~ must be
provided an additional period (~) to tune (2) for an initial reply. However,

called station ~ shall use the shorter single channel wait time (Twr) when
waiting for ~’s reply (acknowledgement), because ~ has already tuned.

~ shall wait and attempt to detect any ALE signals and read a reply (respmse)
from E within the preset limited time, Twrt. If ~ successfully reads an
appropriate response (“~ ~“) ●tarting within Twrt, it shall plan to reply

(acknowledge) and shall wait a preset limited time (Tcirm) to read the next
rotating redundant word, which in the protocol shown is the “~HIS IS ~“
terminator. If ~ does not receive this appropriate response calling cycle

(“~ l!”) statiing with Twrt, or if ~ does not later receive the appropriate
terminator (“~IS IS ~“) starting within Tlc (plus ti max, if message
included), ~ shall automatically terminate the protocol and resume scanning
calling. If ~ receives the proper terminator word from B (“~S Is ~“)
starting within Tlc (plus ~ max, if message included), ~ shall plan to reply

(acknowledge), and to complete the handshake within the time window Twr
(normally less than 2 seconds).

-
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Meanwhile, ~ shall continue to read the incoming ALE signal and shall search

for a new preset, limited “last word wait” time Tlww = Trw for additional
words (if any) and the end of the terminator signal (absence of detected
word), which will trigger ~;s acknowledgement. If “THIS ~ ~“ is received,

a’s linking attempt is terminated. If an invalid eequence occurs, or the
terminator end is not detected within Tlww, (plus the additional multipleo of
Trw if an extended address), ~ shall terminate the protocol and resume
scanning calling. If all the above sequential criteria are satisfied, if the
terminator end is detected within TIww, and if not othe-ise directed by the
operator or controller, ~ shall alert its operator that a correct response has
been received, shall initiate the ALE acknowledgement (using “~IS IS ~“), and

shall unmute ~’s speaker. Both ~ and ~ shall continue to use the methodology,
criteria, and timing described above for the successful transfer of the
acknowledgement, in which case, station ~ Shall alert his operator that the
correct acknowledgement has been received and shall unmute ~’s speaker. The

bilateral link is now set up, confirmed, and available for the operator. If &

is to terminate the handshake, it does not alert or unmute and uses “~S WAS

~“ in the acknowledgement. This causes ~ to stay muted, not alert, and to
resume scanning. If the entire set of scanned channels to be used for calling
have been tried, and no successful handshake haa been completed, the calling
station (~) shall immediately resume receive scanning and shall alert the
operator (or controller) of the failure.

NOTE : The total elapsed handshake ttie (Ths) in the example given
in figure A-23 is about nine seconds on the channel.

70.4.4 ~inq. The ALE system depends on a selection of timing
functions for optimizing the efficiency and effectiveness of automatic link
establishment. The primary timing functions and values are listed on table A-
XIV. Annex A defines the timing symbols and annex B explains the timing
analysis and computation.

TABLE A-XIV. ~.

NOTE : Refer to annex A

Basic Svstem timi qn

. Tone rate = 125

and annex B

symbols per

for details.

second (ups)

. Tone period = Ttone = 8 me

. On-air rate = 375 bps

. On-air word: ~ = 130.66... ms

. On-air redundant word: T~=3~=392mm
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TABLE A-XIV. w - Continued.

. On-air leading redundant words: Tlrw = 2 Trw = 784 ms

● On-air individual (net) address time: Ta = mx T- form = 1 to 5

max wordm. Ta = 392 ms to 1960 ms

● Propagation:

em lb its

Q .Address size

Tp = o to 70 Ins

limit 5 words: Ta max = 1960 xns

● Address first word limit: Tal = 392 ms

● Call time maximum: Tc = 4704 ms (one-half of Tlc = 12 words mu)

. Group addresses first word limit: Tc1 = 1960 ms

. Maximum scan period: Tsmax=508

● Message section basic time (unless modified by AMD extension, or by
COMMAND (such as DTM or DBM)): Tm max basic = 11.76s

. Message section time limit, AMD (90 characters): Tlnmax AMD=
11.76s

. Message section time limit, DTM (1053 characters): Itnmax DTM =

2.29 min (entire data block)

. Message section time limit, DBM, (37377 characters): Tm max DBM =

23.26 min (entire deeply interleaved block with COMMAND

. Termination time limit: Tx max = 1960 ms

If an orderwire protocol such as AMD, DTM, or DBM is used to extend the
basic message section, it shall start no later than the start of the 30th
word (11.368 s). Such extension of the message section shall be determined
by the length of the extended orderwire protocol, and the message section
shall terminate at the end of the orderwire without additional extension.
The conclusion shall start at the end of the message section.

Jndividual callinq

● Minimum dwell time: Td(5) min = 200 ms,
channels per second)

. Minimum dwell time: Td(2) min = 500 ms,
(2 characters per second (chps))
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TABLE A-XIV . xi~inq - Continued.

● Probable maximum dwell per channel, for channel, for Tfa
computations, let Td = Tdrw = 784 me

● Number of channels: C

. Scan period: T6 = C x Td

● Call time: TC = Ta (or more

Tlc

without change.

whole addresses as required z Ta) in

108a

-

—

. _-———.——— .—— --- -. - -. .

http://www.abbottaerospace.com/technical-library


MlL-STD-l 88-141A
APPENDIX A

NOTICE 2

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

TABLE A-XIV .

Call time: Tc1 = Tal (or

Leading call time: Tlc x

Redundant call time: Trc

m?.!.ba - Continued.

more different first words, Z Tal) in Tsc

2 Tc

= TIc + Tx

Scanning call time: Tsc=nxTcl~Ts

Calling cycle time: Tcc = TSC + TIc ~ TS + TIc

Scanning redundant call time: Tsrc = Tsc + Trc

Last word wait delay: Tlww = Trw = 392 ms

Wait for response time delay: Twr=Ttd +Tp+Tlww+Tta +Trwp

(if not first transmission. ..) + Tld + Tp + Trd

Late detect delay: Tld = Tw = 130.66.. .ms

Redundant word phase delay: T-p = O to Trw (O to 392 ms)

Turnaround time: Tta = Trd + Tdek + Tenk + Ttc + Ttk + Ttd

Wait for calling cycle end time: Twce = 2 x own Ts (default)

Tune tine: Tt (as required by slowest tuner)

Wait for reply and tune time: Twrt “ Twr + Tt
.

Detect signaling period: Tds ~ (Td(5) = 200 ms)

Detect redundant word period: Tdrw = Trw + spare Trw = 784 ms

Detect rotating redundant word period: Tdrrw = 2 Trw + spare
T~ = 1176 mg

Soundinq

● Redundant sound time (similar to Tic): Trs = 2 Ta (caller)

● Scanning sound time (similar to Tsc): Tss = n x Ta (caller) z Ts

● Scanning redundant sound time (similar to Tee): Tsrs = Tss + Trs ~

Ts + Trs
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TABLE A-XIV. ZL!L&!9 -- Continued.

Star calling

Minimum standard slot widths: Tsw min = 14, 17 Tw for let

handshake olots, or 17, 20 for subsequent handshake slots, or other
Tw as set by QQ&lAND.

Slot widths: Tsw = 14, 17, 9, or other N

Slot number: SN

Slot wait time: Tswt = Tsw x SN (uniform case)

Slot wait time (delay to start reply): Tswt for each slot is the

●m of all the previous slot times and so must be different for
each slot and is cumulative. Tswt(SN) = Tsw x SN for uniform slots
or generally Tswt(SN) = SN x [5 W + 2 Ta (caller) + (optional
LQA)Trw + (optional message)Tm] + Ta (caller) + [(sum of all
previous called addressed)
m=SN-1

X Ta(m) (called)]
m=1

Number of slots: NS

Wait for net reply (at calling station): Nrn = (Tew x NS) for

uniform slots, or generally Twrn = Tswt(NS)

Wait for net acknowledgement
Tdrw

Turnaround and tune limits:
depending on whether slot O,

(at called stations): Twan = Twrn +

!rta+ ~ x 360, 2100, or 1500 ms,

1, or others

Maximum star group wait for acknowledgement: Twan max = 107 Tw +

27 Ta (caller) + 13 Trw (optional LQA) + 13 ’17n(optional message)

For late arrival stations, if caller uses one word addresses and no
message calling: Twan max = 188 Tw, or 227 W if LQA

?roarmable tim~na mxmet
,

ers: typical values

● Wait (listen first): M = 2 seconds, general uses; = 784 ms~

ALE/data only channels

. Tune time: Tt = 8 ~ = 1045.33... ms (default), “blind” first
call; = 20 seconds, next try

. Automatic sounding: Tps = 30 minutes

● Wait for activity: ma x 30 ●econds

.
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70.5 Soundinq.

70.5.1 roduction. Sounding is the ability to empirically teat

selected channels (and propagation paths) by providing a very brief, beacon-
like, identifying broadcast which may be utilized by other stations to
evaluate connectivity, propagation, and availability, and to select known
working channels for possible later use for comnunicationa or calling. The

sounding signal is a unilateral, one-way transmission which is performed at
periodic intervals on unoccupied channels. The implementation is simple: a
timer is added to the controller to periodically initiate sounding signals (if
the channel is clear). Sounding is not an interactive, bilateral technique,
ouch as polling. However, the identification of connectivity from ● station,
by hearing its sounding signal, does indicate a high probability (but not

guarantee) of bilateral connectivity and it may be done entirely passively at
the recaiver. If propagation changes E1OW1Y, a long interval between
soundings of perhaps one or two hours may be sufficient. However, if

propagation is erratic and rapidly changing and the connectivity information
is critical, sounding may be conducted several times within each hour.

As sounding uses the standard ALE signaling, any station can receive sounding
signals. As a minimum, the signal (address) information shall be displayed to
the operator and, for stations equipped with connectivity and LQA memories,
the information shall be stored and used later fox linking. If a station has
had recent transmissions on any channels which are to be sounded on, it may
not be necessary to sound on those channels again until the sounding interval,
as restarted from those last transmissions, has elapsed. In addition, if a
net (or group) of stations is polled, their sesponses shall serve as sounding
signals for the other net (or group) receiving stations.

All stations shall be capable of performing periodic sounding on clear
prearranged channels. The sounding capability may be selectively activated
by, and the period between oounds shall be adjustable by the operator or
controller, according to system requirements. When available, and not
otherwise committed or directed by the operator or controller, all ALE
stations shall automatically and temporarily display the addresses of all

I stations heard, with an operator selectable alert.
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The structure of the sound is virtually identical to that of the basic
which waa described earlier. However, the calling cycle is not needed

call
and

there is no message section. It is only necessa~ to send the conclusion -

(terminator) which identifies the transmitting station. See figure A-24. The .
type of word, either ~HIS ~ or ~HIS WAS (but never both), indicates whether
potential callers are encouraged or ignored, respectively. The minimum
redundant sound time (Tra) is equal to the standard one-word address leading
call time (Tic); that is Trs = Tlc min = 2 Ta min = 2 Trw = 784 ms. Described
below are both signal-channel and multiple-channel protocols, plus detailed
timing and control information, for designing stations. .

70.5.2 The fundamental capability to automatically
sound on a channel is provi~ed by the sounding protocol as shown in figure
A-24 . As an option stationu may employ this protocol for single-channel
sounding, connectivity tracking, and the broadcast of their ●vailability for
calls and traffic. If this option is @elected, it”shall be implemented IAW
this paragraph. The basic protocol consists of only one part: the sound. In
this one-channel example, the sounding station ~ initially performs the
identical steps which are followed in the individual calling protocol
presented in 70.4.3. If multichannel stations are to be sounded to, ~ should
use the totally compatible scanning sounding protocol, presented in 70.5.3.
Normally, both ~ and all other stations, such as ~, are on channel and
available; that is they are “always listening” and they “always track
connectivities with other stations,” if they have a connectivity matrix.
Starting with the sound, station a shall broadcast to station ~ and all other
stations by transmitting the sound containing his own address (“~IS ~ ~“).
If ~ is encouraging calls and receives one, ~ shall follow the sound with the
optional handshake protocol described in 70.5.4. If ~ plans to ignore calls,
he shall use the ~IS WAS, which advises ~ and the other= not to attempt
calls, and then ~ shall immediately return to normal “available.” AS this iS

a single-channel example, with nowhere for ~ to go, ~ actually would still be
contactabla, unless otherwise directed by the operator or controller.
However, in some systems it is necessary for a multichannel station ~ to
periodically sound to a single-channel network, usually to inform them that he
is active and available on that channel, although scanning. Therefore, if H,
a single-channel station, needs to contact ~ at that time, the optional
handshake may be used after the ~IS Is sound. If contact is required later,
the standard individual scanning calling protocol would be used even though on
a single channel. Upon receipt of ~’s sound, R and the other stations shall
display ~’s address as a received sound and, if they have an LQA and
connectivity memory, they shall appropriately store the connectivity
information. In the single-channel case, and if ~ or one of the other
stations requires contact with h, they may attempt to link by initiating a
standard individual call, by specific operator or controller direction as part
of the optional handshake, despite the THIS WAS advisory.

70.5.3 flultivle Channels. Sounding must be compatible with the scanning
timing. All stations shall be capable of performing the scanning sounding
protocols described herein, even if on a fixed frequency. See figures A-24,
A-25, and A-26. These protocols establish and positively confirm unilateral
connectivity between stations on any available mutually scanned channel, and
they assist in establishment of links between stations which are waiting for
contact. Stations shall employ these protocols for multichannel sounding,
connectivity tracking, and the broadcast of their availability for calls and
traffic.
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The basic protocol consists of only one part, the scanning sound. See figure
A-24. All timing considerations and computations for individual scanning

calling shall apply to scanning sounding, including sounding cycle times and

(optional) handshake thnes.

NOTE : The scanning sound is identical to the single-channel sound
except for the extension of the redundant sound time (Trs) by adding
words to the scan sounding time (T-s) to form ● scanning redundant
sound time (Tsrs); that is Tsrs = Tss + Tro. The scan sounding time

(Tss) is identical in purpose to the scan calling time (Tsc) for an
equivalent scanning situation, but it only uses the whole address of
the transmitter.

The channel-scanning sequences and selection criteria for individual ●canning
calling shall also apply to scanning sounding. The channels to be sounded are
termed a “sound set,” and usually are identical to the “ecan set” used for

I scanning. See figure A-25. In this illustration, station ~ ia sounding ●nd
station ~ is scanning normally. If a station (~) plans to ignore calls (from
~) which may follow ~’s sound, the following call rejection scanning sounding
protocol shall be used. In a manner identical to the previously described
individual scanning call, ~ lands on the first channel in the scan set (l),
waits (~) to see if the channel is clear (3), tunes (’R) its coupler, comes
to full power, and initiates the frame of the scanning redundant sound times
(Tsrs). This scanning sound is computed to exceed ~;s (and any others) scan
period (To) by at least a redundant sound time (Trs), which will ensure an
available detection period exceeding Tdrw = 784 ms. In this five-channel

example, with ~ scanning at 5 chps, ~ sounds for at least 12 T- (4704 ins). ~

also use “~ A“, redundantly, to indicate that calls are not invited. .
Upon completion of the scanning sounding frame transmission, ~ immediately
leaves the channel and goes to the next in the sound set. This procedure

repeats until all channels have been sounded, or skipped if occupied. When

the calling ALE station has exhausted all the prearranged sound set channels,
it shall automatically return to the normal “available” receive scan mode. As

I hs own in figure A-25, the timing of both ~ and ~ have been prearranged to
ensure that ~ has at least one opportunity, on each channel, to arrive and
“capture” Q’S sound. Specifically, ~ arrives, detects sounds, waits for good
words, reads at least three (redundant) “THIS WA~ ~“ (in 3 to 4 W), stores

the connectivity information (if capable), and departs immediately to resume
8can.

I

There are several specific protocol differences when station ~ plans to
welcome calls after the sound. See figure A-26. In this illustration, ~ is

sounding and ~ is scanning normally. If a station (~) plana to welcome calls
(from ~) which may follow his sound, the following call acceptance scanning

sounding protocol shall be used. In this protocol, ~ sounds for the same time
period as before. However, since ~ is receptive to calls, he shall use his

nomal scanning dwell time (Td) or his preset wait before transmit time (Twt),
whichever is longer, to listen for both channel activity and calls before
sounding. If the channel is clear, ~ shall initiate the scanning sound
identically to before, but with “THIS IS ~“. At the end of the sounding

frame, ~ shall wait for calls identically to the wait for reply and
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tune time (Twrt) in the individual scanning calling protocol, in this case
shown to be 6 Tw (for fast-tuning stations). During this wait, ~ shall (as

always) be listening for calls which may coincidentally arrive even though
unassociated with ~’s sound, plus any other sound heard, which ~ shall store
as connectivity information if polling-capable. If no calls are received, a

shall leave the channel.

70.5.4 tional In the previous descriptions, one

alternative action is the impl~entation of an optional handshake with a
station immediately after its sound. This protocol is identical in all

regards to the single channel individual call protocol, except that it is
manually or (DO) automatically (operator or controller) triggered by

acquisition of connectivity from the station which is to be called. See

figure A-27. In this illustration, ~ is scanning sounding and is receptive to
calls, and ~ is receive scanning (or waiting in ambush on a channel) and
requires contact with A if heard. A uses the standard call acceptance

scanning sound, including the “~ ~“ and the pause for call@. In this

case ~ calls ~. When ALE stations are scanning sounding and receptive to

calls, or required contact with such a station, the optional handshake
protocol should be used. The calling station should immediately initiate the

call upon the determination that the station to be called has terminated its
transmission. A wait time before transmit time is not required. Therefore,

if ~ hears ~’s sound and is seeking A, Q calls immediately using the simple
single-channel call. Also, if Q’s operator or controller identifies ~’s

address it can attempt the optional handshake.

, 70.6 wlti~ le stations ODerat i- ●

70.6.1 ~ene@. A critical requirement for MP’/HFsystems ia the
capability to rapidly initiate links with, and interoperate with, multiple
stations. Linking among multiple stations is significantly more difficult
than linking between two individual stations because the quantity of required
MF/HF links can increase exponentially as stations are ●dded, and all the
links still zetain their individual challenges of propagation and
interference. In many cases, total interconnectivity cannot be achieved on
any single frequency because, regardless of power or effort, propagation will

not support communications between several stations. This section describes

these multiple-station operations.

There are three fundamental network configurations from which any network may
be constructed, and each requires significantly different quantities of links
(L), depending on the numbers of stations (N) which are included:

● Link L-1
● Star L = (N-1)
● MultiPoint L = (N2-N)/2
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A link involves only two stations and requires only a single point-to-point
path. A star involves several stations in a ‘one-to-many” configuration and

requires one less link than the number of stations. A multipoint involves

several stations in a “many-to-many” configuration and requires an exponential

quantity of links. In this section, two fundamental types of multiple-station
operations are described:

● Star net
. Star group

70.6.2 Star net. A star net is a prearranged collection of stations
which is to link and interoperate primarily with a single hub station which~
in most cases, has the separate function of net control station (NCS). A star

net is usually organized and managed with significant prior knowledge of the
member stations, including their quantity, identities, capabilities~
requirements, and in most cases8 their locations and necessary connectivities.
The purpose of a star net call, like any net call, is to rapidly and
efficiently establish contact with multiple prearranged (net) stations~
stiultaneouuly (or nearly simultaneousl-y), by the use of a single net ●ddress.
This address is common to all net members. See section 60.5. In association
with the net address, each station must also store information regarding its
proper response(s) and timing(s), as described below and as described in 40.5
and 40.6 (DO: The capability of operator selectable minimum, uniform, or
variable slot widths).

When a star net calling type function is required, stations ohall uae the star
net (scanning) calling protocols described herein for all single-channel (and
multichannel) calling, polling, and interoperations. See figure A-28. Aa

shown, station ~ is calling ~, which consists of three stations, ~, ~, and

Q. The initial net scanning call shall be identical to the individual
scanning call except that the net address shall be substituted for the
individual address. At the end of the net call, the net stations shall not
respond immediately as in the individual call case. Inctead, they shall
respond in prearranged time slots to avoid mutual interference and to greatly
speed the response process. If the caller is a member of the called net, his
assigned slot should remain empty.

In the example illustrated, there are four time slots, designated slot O
through slot 3, and one-word addresses are used. In this case, they have been
preset (by net management) at the standard system uniform minimum slot width
of 14 Tw (1829.66.. .ms). Station Q is assigned to clot 1, ~ to slot 2, and Q
to slot 3. At the end of ~’s call to ~, the net members ~, ~, and Q (if
they heard the net call), prepare to respond within their preset slots, as
follows. When the end of ~’s terminator (~ ~) is detected, the net

stations immediately start an internal “slot wait timer” (SWT), preset to
identify their clot time (Tswt), start their normal tuneup and prepare to go
to full power and start the frames of their responses. Slot O is reserved

primarily for these purposes. However, after each station has tuned and is
ready to respond, it ceases all emissions, returns to receive, and waits for
the SWT to timeout (Tswt = O). Each station’s SWT is set to a time value
(Tswt) which, in this uniform and minimum case, equals the product of his
auaigned slot number (SN) times the standard (or prearranged) slot width
(Tsw).
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That is, Tswt = TSW X SN. However, as a mymtem standard default, Tsw is

usually the minimum 14 Tw = 1829.33 ... ma, but in any case shall always be an

integral multiple of the word time (Tw); that is Tow = n x TW, therefore Tswt
= n x Twx SN. For a net call, each net station’s Tawt associated with that
net is preprogrammed along with the net address (~). After all net stations
have tuned and are ready to respond, they shall wait for their SWT to timeout
and trigger their reaponsesl and (as always) continue to monitor the channel
for any other ALE signals, including those from the other net members. If

capable, they shall store this unilateral connectivity information in memory*

Once the star net protocol has been initiated, the stations shall be locked
into the protocol timing and shall not be deferred or delayed even by
extraneous or legitimate calls (unless emergency or priority override). Valid

calls shall be read (if possible) and should be stored for recall ●s soon as
the net protocol is ended.

Meanwhile, ~ has automatically set its “wait for response and tune timer”
(WRTT) to a preset “wait reply net” call value (Twrn) egual to the product of
the total number of slots (NS) and the slot width (Tsw); that is, in this
uniform case, Twrn = (NS X Tsw). A shall start its WRTT at the moment that
its net call teminator (THIS IS ~) ends and its transmission ceaeea. Unless

otherwise directed by the operator or controller, ~ shall remain on channel
throughout all slot times (entire Twrn), regardless of which responses are
received~ if any. As each slotted response arrives, ~ shall alert the
operator and display the responding station’s address. In addition, if ~ is
also capable, ~ shall store the bilateral connectivity information in memory.
At the end of the slots (Swt = O), ~ shall immediately send an acknowledgement
to the net (unless inhibited).

As each net member’s SWT triggers its slotted response, it shall Immediately
key its (already tuned) transmitter, wait until up to at least 90 percent of
full pwer (see 60.4.2.1), release its responoe frame, and return to receiving
on the channel. The responses shall be identical to those in the individual
call, but in the slots. If capable, the station continues to acquire ●nd
store connectivity information. Each net member station shall have its own
“wait for response and tune ttier” (WRTT) for use in determining the calling
station’s (~) expected acknowledgement. Upon receipt of the net call, the
called net member station’s WRTT timers are automatically preset to the value
(Twan) equal (in this uniform case) to the product of the total number of
slots (NS) and the slot width (Taw) plus a minimum leading call (Tic min = 2
Tw) . That is Twan = (NS x Tsw) + Tlc min = Twrn + 2 Trw. The net members

stations ●tart their WRTT at the detected end of ~’s net call (not at the end
of their own response, as in the individual call protocol) and wait for the
acknowledgement from ~ before their WRTT times out. Note that the value for
their WRTT (Twan) is the same ao that for the caller’s (~’s) WRTT, except that
it shall add a margin (Tic rein) to detect the acknowledgement (~ ~).
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At the end of the slot times, net calling station ~ should have acquired all
successful responses from the net stations ~, Qt and Q, its WRTT (starting at

Turn) should time out to O, and ~ shall automatically send its

acknowledgement, unless no responses have arrived or ~ is otherwise directed
by the operator, controller, or protocol. ~’o acknowledgement shall be

identical to the individual call protocol acknowledgement, except that the net
address ~ shall be substituted for the individual address as in the
initiating call. Just as in the individual call protocol, if ~ sends “~

~ ~“, the net members ~, ~, and Q shall immediately return to normal
scanning. If ~ sends “!JHISIs ~“, they shall stay, for a preset, limited
time, to handle traffic.

As a vaxiation to the net acknowledgement, ~ may select one or any combination
of responding stations and substitute an individual (or group) call
acknowledgement to any selected station(s) to retain them. If the calling
station sends and acknowledgement in individual or group call format (and uses
THIS IS), following a net call, the specified stations shall remain and be
1inked. The nonspecified responders shall depart and resume scanning. The

caller shall not use THIS W= in this variation. If rejection of selected
stations is required, the caller shall use the standard net acknowledgement.
The caller should follow the acknowledgement with a standard link termination
call (!JHISWAS) addressed to the specific rejected stations.

NOTE : In the five-channel net call example shown in figure A-28,
the total elapsed handshake time (Ths) is less than 14 seconds on
the channel without tuning. Since a net call is prearranged, the
number of slots and their sizes may be tailored to fit the net,
including speed of tuning and turnaround, propagation times, addresa
sizeOJ inclusions of LQA and messages, and any other relevant
factors. Slot width (Tws) is affected by many factors including
maximum propagation times each way, signal detection delays, station
turnaround and tuning times. The 14-Tw etandard minimum slot size
has been designed to enable full responses (~ and XHIS 1s) with

single-word addresses to propagate to and from the other side of the
globe and use commonly available HF transceivers and tuners.

If LQA is required, the slots and responses shall require an additional Trw =
3 Tw for the data. The standard slot shall be Tsw = 14 Tw (1829.33.. . ins),
shall contain a standard basic response word of 9 I%J (1176 ins), and shall
employ single-word (no more than three characters) addressing. If the net

calling stations requests LQA, all slots and responses shall automatically
expand by Tzw (392 ins),regardless of the preset referenced slots~ unless
otherwise directed by the specific prearrangements when the net was set up.
When prearranging the specific slots and sizes for a specialized network, and
if the net requires more than one-word addressing for any net member address,
or the inclusion of any other prearranged message(s), that @pacific response
and slot shall be expanded by Trw (392 ms) per additional word required. All

following slots shall be shifted over (delayed) by Trw per word also.
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The slotted general fo~ula for determining the cosrect timing for tailored
net responses in nonminimum or nonuniform cases shall be as follows. The slot

wait timer time (Tswt) for a selected slot number (SN) is:

Tswt(SN) = SN x [5 N + 2 Ta (caller) + (optional LQA) Trw (optional
message) Tm] + Ta (caller) + [(sum of all previous addresses)
m=~n-1

~ Ta(rn) (called)]
m=1

Ta (caller) is the address length (in Trw) of the calling rotation; Ta(m)
(called) is the addreas length of a preceding called station (in slot m).
(Optional LQA)Trw is an optional LQA if requested by ~MXAND LQA, and
(optional messaga)Tm is an optional message section (same -ize for all) if
requested by ~M?fAND. The slotted general formula for the calling station
wait for net reply timer shall be Twrn (calling) = Tswt (NS} where Tewt (NS)
is Tswt (SN) computed for maximum NS used. The slotted general formula for
the called station acknowledgement timer shall be Twan (called) = Twrn
(calling) + 2 Trw.

Slot O shall normally be used at the net tuneup period. This enables commonly
available KF/HF equipment to participate in fast-slotted response operations
despite relatively slow tuner and turnaround times. When used in multiple-
station slotted operations (net or group calls) and when initiating normal
responses, stations shall be capable of performing a complete turnaround
including tuning (but not Tlww) in no more than 1500 ms (Tta + Tt), from the
arrival of the end of the call terminator to the start of the proper response
frame calling cycle, as measured at the antenna input/output connection. Tta,

the turnaround time, shall include decoding, encoding, transmit/receive
switching, control handshaking, propagation within the transmitter and
receiver, and all other delays internal to the station. Tt is the tune time.
The sole exception is a station assigned to slot 1, which must turn around and
tune in not more than 2100 ms (Tta + Tt).

An additional function for slot O is to provide a method for emergency
“interrupt” calling by other stations not in the net, or net stations with
critical needs. See figure A-27. Upon receipt of the net call from ~, the
unassociated utation ~ decides that an emergency call is required, and it
initiates the optional handshake protocol described previously. If calling
station ~ desires to acknowledge station z in slot O, ~ shall include the &
address in the Tc (with the ~ or a group call to selected ~ members, if
any). Station & must be a fast turnaround station, to avoid colliding with
proper net stations’ responses. When used in a multiple station slotted
operation (net or group calls), and initiating an emergency call into slot O,
stations shall be capable of performing a complete turnaround and tune in no
more than 360 me (Tta + Tt), as defined previously for normal responses.

A second mode which is necessary for nets with very slow tuners (over one
second) or which require operator manual interaction, iu the “net tune and
standby.” In this case, all net stations tune up in slot O (and more time if
necessary) and stand by for a preset, limited time. This limited time is
typically implemented through the standard WRTT, being preset to a selected
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123

http://www.abbottaerospace.com/technical-library


MlL-STD-l 88-141A
APPENDIX A

NOTICE 2

I

“net wait reeponse time” (Turn), which allows the necessary actions to occur
and provides a default (timeout) termination limit. The suppression of

slotted responses is accomplished by setting the SWT timer value Tswt to a
maximum (default) value, or at least to exceed !Rmnt in which case the net
member quits before any response is sent. After the net calling station has
used one net address (perhaps ~ ~) to stop and tune the net xmmberel it

may send the standard net call (~) and trigger the standard slotted
responses from the now-tuned stations. This is the primary methodology for a

mixed net which includes modern fast-tuning stations plus older generation,
slow-tuning (over one second) stations. The net manager, when prearranging “
the net, assigns ● net call such as “~” to all stations, ● oubnet call such
as ‘~ ~“ to the slow stations, and directs that a complete net call up

should use ~ ~ first, wait, then use ~. As an alternative procedure,

the net calling station could send a ~MMAND Tune and Wait, which causes all

net members to tune up and wait for a specified~ l’imitedtime. After all have

tuned (both slow and fast), a standard net call (without the special command)
would cause the desired fast responses. See section 80, which also presents
several other relevant commands, such as halt and wait, which would be
especially useful for a one-way broadcast which does not require responses.

70.6.3 Star aroun. A @tar group is a rionprearranged collection of
stations which, like a star net, is to link and interoperate primarily with a
single “hub” station, which in most cases has the separate function of net
control station (NCS). In many cases, little or nothing is known about the
stations except their individual addresses and scanned frequencies. Despite

this minimum of data, it is critical to be able to crate a new group where
none existed, and it requires a standardized protocol which is compatible with
virtually all stations, essentially regardless of their individual, net, and
other characteristics. The purpose of a star group call~ like any group cant
is to rapidly and efficiently establish contact with multiple nonprearranged
(group) stations, simultaneously, by the use of a compact combination of their
own addresees which are assigned individually. See 60.5. Unlike the star net

call, in which each additional net address has associated with it the
necessary slotted response data, a group call cannot have preset slots,
because the stations’ own individual addresses are used and nothing is
prearranged. As will be shown, the group call members derive and construct
their own response action, based on the actual received call structure.
Basically, the group call protocol is identical in all regards to the net call

protocol, except as specified herein.

When a star group calling-type function is required, stations shall use the

star group (scanning) calling protocols described herein for ●ll ●ingle-
channel (and multi-channel) calling, polling~ and interoperations. The star

group (scanning) calling protocol enables rapid and flexible linking with
multiple stations without using a common address. See figure A-29. As shown,

station ~ is calling a group of three nonprearranged stations: ~, G, and Q.
All essential parts of star group (scanning) protocol are virtually identical
to those of star net (scanning) protocol described previously, and all timing
and functional considerations shall apply identically, except as noted herein.

.

._ -
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Considering first the simpler, single-channel case with minimum uniform slots

and using single word addresses, the initial group call is modified to

incorporate the called station’s addresses in the following ways. The calling

cycle does not consist of an individual address as in the previously described
protocols. In group calling, each tailed station’s whole address is included
in the leading call (Tic) twice in rotation; that ia~ Qt Qc and & then P~ cl
and ~ again. See the acknowledgement, at the right, in figure A-29. If a

single-channel call is to be made, the first word of the standard leading call
(Tic) would be “~ Q“ as usual for the individual calling protocol. However,
the next address would follow imunediatelywith the standard redundant words

(Trw) as “~~ G“ and then the next “~ E“ and similarly until all group
whole ●ddresses have been included twice in rotation. The single-channel

calling cycle, therefore, consists of all of the redundant whole addresses~
rotated through twice. The leading call time, ‘Iic, is twice the sum (Z Ta) of

the lengths for all the individual whole address words (Ta), (at n x Trw
each ). That is, single-channel Tlc = 2 x (sum of all called whole address
words) X Ta(m) = 2 x (NAW x Trw) where NAW is the number of original
individual address words. Obviously, if it were an individual call, NAW = 1,
therefore TIc = 2 Trw, as expected. “

In this example of a single-channel group call, stations Q, Q, and ~ each
would hear a call addressed tQ them and plan to respond. However, they would

notice that other station addresses also appear in the calling cycle.

I Therefore, it must be a group call. Specifically, as shown in figure A-29, ●

station such as Q would hear its address (“~ Q“) being called, It would plan

to respond immediately to whichever station is calling (~), because it appears
to be (an at this point is) identical to an individual call. However, upon
reading another called address (“~ G“), D realizes that it is actually a
group call and slotted responses are required, so Q starts to count addresses
(starting with his own) until the calling cycle ends. When the “~ ~“
arrives, Q identifies another group-called address and counts to two. If the

I call repeats, asshown forscanning cases attheleft in figure A-29, when
“~ Q“ arrives, Q has counted to three. Q immediately knows that there
are only three stations involved in the group call (Q, ~, and ~). Q now must

find its slot, so it resets its counter to one (itself). ~ continues to read
the following rotated addresses (~ and ~ again) and continues to count, until
the calling cycle ends. Meanwhile, G and H are doing the same thing, and they
also determine that three etations (Q, ~, and ~) are involved. However, when

counting up to the end of the calling cycle, “~HIS IS A“ in this case~ Q
reaches three~ G reaches two, and ~ reaches one. They have automatically

identified their response slots: Q is slot 3, ~ in slot 2, and ~ in slot 1.
The remainder of the protocol is identical to the ●tar net protocol. Note

that if one of the stations, such as s were to miss the earlier parts of the
calling cycle but receive its last “~ ~“, it would still respond properly in
slot 2 because it would read the “~PEAT ~“ which follows, realize that this
is a group call, and should have counted to two by the the the call ended.
Similarly, if the last called station heard only the very last words in the
calling cycle which were addressed to him, it would mistake it for an
individual call and respond immediately (essentially in slot O) instead of
slot 1. Therefore, in a group call, the called stations automatically sort

themselves into their proper response slots.
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In a multichannel scanning group call protocol, the caller call, Tic, must be
lengthened, as in the individual scanning call protocol. In that case, Tcc

was increased beyond the basic Tlc by the scan call time TscO which was larger
than the scan time Ts of the called station; that is, Tcc = Tsc + Tlc = n x Td
+ Tlc ~ TS + Tic. Similarly, the Tcc for the scanning group call must
increase by a group scan call time Tsc ~ Ts. In the group call, as noted

above, the basic leading call, Tlc = 2Tc = 2 x (sum of all called whole
addresses) Z Ta(m). The group scan call time, Tsc, shall be composed of a

rotated combination (Tel) of only the different first words (Tal) of the
called group addresses such that the sum (n x Tel) exceeds Ts and is a
multiple of Tm. To indicate that this is a group call, the addre-s first
word(s), in Tsc, shall be within THRU (and alternating with ~PEAT), and in
Tic, shall be in ~ (and ~EAT). The addresses first words (Tel) rotated in
Tsc are not required to be an integral multiple of the addresses in Tc, as
some first words may be duplicated and will be deleted (to produce a minimum
set Tel). The addresses in both Tsc (Tel) and Tlc (Tc) shall be rotated in
the same basic sequence. Therefore, the scan call time Tec = n x Tcl = n x Z
Tal z Ts = C x Td, where, as before, C is the number of channels scanned and
Td is the potential dwell time on each. Therefore, the total calling cycle
time Tcc = Tsc + Tlc = 2 (NAW x TN) + Tsc = (n + 2 NAW) x Tw, provided n z
Ts/Tw.

Note that n is any integer sufficient to make the last ●quation true, and the
total number of times address first words (tal) are included in the entire
scanning call (Tsc) for the scanning case is n. Also, when Tsc (and Ts)< Tel,
it is possible for some addresses to appear only once in the final Tcl period

I before the end of Tsc. In the example in figure A-25, Ts = 3920 ms, n z
Ts/Trw = 3920/392, therefore n = 10, at least. Since NAW = 3, the calling

cycle Tcc = (n + 2 NAW) x Trw = (10 + 6) x Trw = 26 Trws as shown. The “THIS

U ~“ te~inator of Tzw increases the entire group scanning call to 17 TrW.

I As can be seen in figure A-25, the multichannel scanning version of the group
call only increases the calling cycle by slightly more than the scan time~
regardless of the number of stations called in the group. As a standard upper

system limit, the maximum group size in a single call has been set at five
different address first words (Tel max = 5 Trw = 1960 am), or twelve whole

I address words in Tc, which allows up to five one-word~ six two-word~ four
three-word, three four-word, or two five-word addresses, or any other
combination which does not exceed a rotating address cycle period (Tc) (each
address once) of 12 Trw.

Unlike the net calls, the slot sizes in group calls are not pretailored for
the specific network situation, although as a system minimum uniform standard
they shall be i4 Tw wide (17 Tw with LQA) as described above. These 14-Tw
response slots require the basic, single-word, intranet addressing for both
calling and called stations, resulting in a 9-N wide response, plus adequate
propagation and turnaround margins. If the calling station uses a two or more
word address for itself, each slot shall be expanded by Trw, for each address
word in excess of one, in addition to optional Trw expansions, such as for LQA
or messages. Similarly, if a particular station is called using an address
which uses two or more words, that called station’s own slot shall also be
expanded by Trw per address word in excess of one, (in addition to the caller
address and any LQA and message expansions). Therefore, all slots
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I

are automatically adjusted to the proper, minimum necessary width for their
associated responraes. If any called station arrives on channel late and is
unaware of other previously called group atations~ it shall be able to derive
sufficient information to respond properly. The slotted general formulas for

designing nonuniform, nonstandard star net slotted responses (Tsw, Tawt, l%rn,
Twan) shall also be used to determine the star group slotted responses.

In the event that a called station does not identify the magnitude of the
called group and therefore the correct Twan, it shall use a default value for
Twan which is equal to the longest possible group call of twelvo one-word
addresses. Based on the slotted general formula, Wan = 107 Tw + 27 Ta
(called) + 13 Trw (optional LQA) + 13 Tm (optional message). In the case of
no message field and a one-word address caller, Wrn max = 188 Tw (25
seconds), or 277 Tw (30 seconds) with LQA.

In the special but not excluded case where a called station is intended by the
caller to use a longer transmission for his response than he can fit in his
assigned slot (mJch as to add a special message), the calling station may
insert a “NULL” address in the previous adjacent position in only the leading
call of the calling cycle which will provide a “blank” slot for “overflow”,
immediately following that responder’o slot. This overflow slot, typically
the minimum width (because “NULL” is a one-word address), provides almost a
five additional data-word (Trw) capacity. As another special, but not
excluded, case, a station may be called multiple times in a group Calll even
by different addresses, and it shall properly respond to at least one address.

NOTE : The fact that the called station has multiple addressee may
not be known to the caller. In some cases, it would be confusing or .
inappropriate to respond to one but not another address. Redundant
calling address conflicts can be resolved after successful linking,
if there is a problem. In the leading call (Tic), (when receiving &
group call) the preambleo ~ and ~Pl?A~ after ~ @hall be used to
indicate the start of each called station(n) whole addresses. In
the scan call (Tsc), the address first words shall be in alternating
m and ~PEAT. However, if there is only one unique address first
word, it shall be repeated in THRU only, in Tsc.
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80. ORDERWIRE MESSAGES.

80.1 troduction. In addition to automatically establishing links,

stations shall have the capability to transfer information within the
orde~ire, or message, section of the frame. This section describes these

messages, including data, control, error checking, networking, and special
purpose functions. Table A-XV provides a summary of the COMMAND functions.

NOTE: For critical orderwire messages which require increa~ed
protection from interference and noise, several ALE techniques are

available. llnymessage may be specially encoded off-line and then
transmitted using the full 128 ASCII COMXAND data text message (DT14)

mod- (which also accepts random data bits). Larger blocks of

information may be Golay FEC coded and deeply interleaved using the
QOMXAND data block message (DBM) mode. Both modes have an automatic

repeat request (ARQ) error-control capability. Integrity of the data
may be ensured using the ~D CRC mode. See 80.6. In addition,

once a link has been established, totally separate equipment, such
as heavily coded and robust modems, may be @witched onte the rf link
in the normal circuit (traffic-bearing) mode.

80.2 Link uualitv analvsis tL= ● This mandatory function is designed

to support the exchange of LQA information among ALE stations. The COMMANQ

LQA word shall be constructed as shown on table A-XVI. The preamble shall be
COXMA.ND (110) in bite P3 through PI (WI through W3). The first character
shall be “a” (1100001) in bits Cl-7 through Cl-1 (W4 through W1O), which shall
identify the LQA function “analysis”. It carriea three types of analysis
information (BER, SINAD, ●nd MP) which are separately generated by the ALE
analysis capability. Note that when the control bit KAl (Wll) is eet to “l”,
the receiving station shall respond with an LQA report in the handshake. If
KM is set to “O”, the report is not required, as would be the case for a
basic station which is incapable of using the report if received.

80.2.1 pit-error-ratio (BER~. The mandatory BER ●hall be empirically

derived by all ALE stations from the basic digital signaling, and shall be
communicated as follows. The transmitted BER is represented as five bits of
information, BE5 through BE1 (W20 through W24). Refer to table A-XII for the
assigned values.

80.2.2 sianal-~1u8-noi8e-Dl us-dist ortion to noise-nl us-diet ortion ratio

J&LEALL* If the optional SINAD is analytically derived by suitable equipped
stations from the ALE analog signaling, it shall be communicated as follows.
The SINAD is represented as five bits of information SN5 through SN1 (W15
through W19). The range is O to 30 dB in l-dB steps. 00000 is O dB or less,

and 11111 is no measurement.

80.2.3 ~ulti~ath fMP~. Three bits, MP3 through MPl (W12 through W14),
are reserved for multipath information exchange. Until standardized, these

bits shall be set to 111 (meaning no measurement available).
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TABLE A-XV . $u~a vr of funct io~ ●

JxwALu2 ~c (ext. 64) Automatic message display (AMD)
(mandatory) . Containe taut meooage
for automatic display to the
receiving station operator.

~a.. (1100001) Link quality analyeis (LQA)
(mandatory). Containm BER, SINAD,
MP.

~b*” (1100010) Data block message (DBM) (optional).
Contains text message for automatic
output to receiving station 1/0
port.

~d*- (1100100) Data text message (DTM) (optional).
Contains text message for automatic
output to receiving rotation
Lnput/output (1/0) pofi.

GQIQ!wD t”” (1110100) Time (optional).
Contains time and timing
information. This feature is
mandatury when the user unique
function (WF) is implemented.

~~”” (1111000) Cyclic redundancy check (CRC)

Y“” (1111001) (optional); mandatory with DTH and

z.. (1111010) DBM. Contains error detection

{o- (1111011) information for preceding words.

!XMMW!21*” (1111100) User unique functions (UUF)
(optional). Contains unique
information for ● specific user
system (special registration).

NOTE : All others are reserved until standardized.

--
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TABLE A-XVI . Link ~al~ v at nalvsis EkNCtUr~ ●

Preamble

First
Charact6tr
‘a”

Control

Multipath
Bits

SINAD
Bits

BER
Bits

LQA Bits I Word Bits

MSB p3=l MSB W1
pa-l W2
pl=o W3

MSB C1-7=1 W4
c1-6=1 us
cl-s-o W6
C1-4=0 W7
C1-3=0 W8
C1-2=0 W9

LSB cl-l-l Wlo

KAl Wll

MSB ti3 W12
MP2 W13

LSB MPl W14

MSB SN5 W15
SN4 W16
SN3 W17
SN2 W18

LSB SN1 W19

MSB BE5 W2o
BE4 W21
BE3 W22
BE2 W23

LSB BE1 LSB W24

NOTES :

1. Command LQA first character is “a” (1100001) for “analysis”. -
2. Control bit KAl (Wll) requests an LQA within the handshake

from the called station, if set to “1”, and suppresses
LQA if set to “O”.
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80.3 ~utomatic messaue display (W) mode. The mandatory AMD mode

enables stations to communicate short orderwire messages or prearranged codes
to any selected station(s). This basic data transfer function exploits the
communications, processing, and operator (and controller) interfaces already
embedded within the stations and system. The operators and controllers shall
be able to send and receive simple ASCII text messages using only the existing
station equipment. The entire expanded 64 ASCII character subset shall be
available for this purpose. The station shall have the capability to both
sand and receive ~ messages from and to both the operator ●nd tho
controller. The station ehall also have the capability to display any
received A?4Dmessages directly to the operator and controller upon arrival,
and to alert them. The operator and controller shall have the capability to
disable the display and the alarm when their functions would be operationally
inappropriate.

When an ASCII short orde~ire AMD type function is required, the following
~ Al@ protocol shall be used, unless another protocol in this standard
is substituted. An AKD message shall be constructed in the standard word
format, as described herein, and the AMD message shall be inserted in the
message section of the frame. The receiving station shall be capable of
receiving an w mesoage which is contained in ●ny ALE frame, including calls~
responses, and acknowledgements. Within the MD structure, the first word
shall be a MMAND MD word, which shall contain the first three characters of
the message. It shall be followed by a sequence of alternating ~ and
~PEAT words which shall contain the remainder of the message. The COMMAND,

~, and ~ words shall all contain only characters from the expanded
ASCII 64 subset, which shall identify them au an AMIltransmission. Each
separate ?U4Dmessage shall be kept intact and shall only be sent in a single
frame, and in the exact sequence of the message itself. If one or two
additional characters are required to fill the triplet in the last word sent,
the position(s) shall be “stuffed” with the “space” character (O1OOOOO)
automatically by the controller, without operator action. The end of the AMD

message shall be indicated by the start of the frame conclusion, or by the
receipt of another ~MMAND. Multiple MD messages may be sent within a frame,
but they each shall start with their own COKMAND MD with the first three
characters.

Receipt of the COiQ$AND AMD word shall warn the receiving station that an MD
message is arriving and shall instruct it to alert the operator and controller
and display the message, unless they disable these outputs. The station shall

have the capability to distinguish among, and separately display, multiple
separate AMD messages which were in one or several transmissions.

The MD word format shall consist of a MMAND (110) in bits P3 through P1 (Wl

through W3), followed by the three standard character fields Cl, C2, and C3.
In each character field, each character shall have its most significant bits
(MSBS) b7 and b6 (Cl-7 and cl-6, C2-7 and c2-6, and C3-7 and C3-6) set
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to the values of “01” or “1O” (that is, all three characters are members of
the expanded ASCII 64 subset). The rest of the AMD message shall be
constructed identically, except for the alternating use of the QAT~ and wPEAT
preambles.

Any quantity of MD words may be sent within the message section of the frame,
within the Tm max ltiitation of 30 words (90 characters). ~ max shall be

expanded from 30 words, to a maximum of 59 words, with the inclusion of

~ words within the message section. The maximum AMD message shall
remain 30 words, exclusive of additional CCMMAMD words included within the
message section of the frame. The maximum number of c@4MAND words within the
message section shall be 30. The message characters within the AMD structure
shall be displayed verbatim as received. If a detectable information loss or
error occurs, the station shall warn of this by the substitution of a unique
and distinct error indication, such as all display elements activated (like a
“block”). The display shall have a capacity of at least 20 characters (DO:
at least 40). The AMD message storage capacity, for recall of the most
recently received message(s), shall be at least 90 characters plus sending
station address. (DO: at least 400). By operator or controller direction,
the display shall be capable of reviewing all messages in the AMD memory and
shall also be capable of identifying the originating station’s address. If
words are received which have the proper w format, but are within a portion
of the message section under the control of another message protocol (such as
DTM), the other protocol shall take precedence and the words shall be ignored
by the station’s AMD function.

NOTE : If higher data integrity or reliability is required, the

.~ DTM and DBM protocols should be used.

80.4 Jlatatext messaae (DTMI mode. The DTM ordemire message function
enables stations to communicate (full ASCII, or unformatted binary bits),
messages to and from any selected station(s) for direct output to, and input
from, associated data terminals or other DTE devices through their standard
DCE ports. The DTM data transfer function is a standard speed mode (like AMD)
with improved robustness, especially against weak signals and short noise
bursts. When used over MF/IiFby the ALE system, DTM orderwire messages may be
unilateral or bilateral, and broadcast or acknowledged. As the DTM data
blocks are of moderate sizes, this special orderwire message function enables
utilization of the inherent redundancy and FEC techniques to detect weak HF
signals and tolerate short noise bursts.

The DTM data blocks shall be fully buffered at each station and should appear
transparent to the using DTEs or data terminals. As a design objective, and
under the direction of the operator or controller, the stations should have
the capability of using the DTM data traffic mode (ASCII or binary bits) to
control switching of the DTM data traffic to the appropriate DCE port or
associated DTE equipnent, such as to printers and terminals (if ASCII mode),
or computers and cryptographic devices [if binary bits mode). As an operator
or controller selected option, the received DTM message may also be presented
on the operator display, similar to the method for AMD in 80.3.
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There are four COKMAND DTM modes: BASIC, EXTENDED, NULL, and ARQ. The DTM

BASIC block ranges over a moderate eize and contains a varitile quantity of
data, from zero to full as required, which is exactly measured to ensure
integrity of the data during transfer. The DTM EXTENDED blocks are variable

over a larger range of sizes$ in integral multiples of the ALE baaic word, and
are filled with integral multiples of message data. The DTM NULL and ARQ

modes are used for both link management, and error and flow control. The

characteristics of the COMMAND DTM orderwire message functions are listed on

table A-XVII and are sumarized below:
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goMMANDDTM Mode BASIC EXTENDED ARQ MULL

I

--

Maximum Size, Bits 651 7371 0

Cyclic Redundancy Check 16 Bits 16 Bits o
Data Capacity, ASCII o-93 3-1053, by 3 0

Data Capacity, Bits 1-651 21-7371, by 21 0
ALE Word Redundancy 3 Fixed 3 Fixed o
Data Transmission 392 ms - 392 uis-

12.152 sec 2.29 min

When an ASCII, or binary bit, digital data message function is required, the
following COMMAND DTM ordezwire structures and protocols shall be used as
specified herein, unless another standardized protocol is substituted. The
DTM structure shall be inserted within the message” section of the standard ALE
frame. A CO- DTM word shall be constructed in the standard 24-bit format,
using the COMMAND preamble. See table A-XVIII. The message data to be
transferred shall also be inserted in words, using the $lATA and ~PEAT
preambles. The words shall then be Golay FEC encoded and interleaved, and
then shall be transmitted immediately following the COMMAND DTM word. A
COMMAND CRC shall immediately follow the data block words, and it shall carry
the error control CRC frame check sequence (FCS).

When the DTM structure transmission time exceeds the maximum limit for the
message section (Tm max), the DTM protocol shall take precedence and shall
extend the Tm limit to accommodate the DTM. The DTM mode preserves the
required consistency of redundant word phase during the transmission. The
message expansion due to the DTM is always a multiple of one Tm? as the basic
ALE word structure is used. The transmission time of the DTM data block (DTM
words x 392 ms) does not include the Trw for the preceding COMMAND DT14word or
the following ~ CRC. Figure A-30 shows an example of a DTM message
structure.

The DTM protocol shall be as described herein. The COMMANQ DTH BASIC and
EXTENDED formats (herein referred to as DTM data blocks) shall be used to
tranafer memsages and information among stations. The COMMAND DTM ARQ format “
shall be used to acknowledge other COMMAND DTM formats and for error and flow
control, except for non-ARQ and one-way broadcasts. The ~DTM ~LL
format shall be used to (a) interrupt (“break”) the DTM and message flow, (b)
to interrogate station to confirm DTM capability before initiation of the DTM
message tranafer protocols, and (c) to terminate the DTM protocols while
remaining linked. When used in AU handshakes and ●bsequent exchanges, the

protocol frame terminations for all involved stations shall be ~ IS until
all the DTM messages are successfully transferred, and all are acknowledged if

ARQ error control is required. The only exceptions shall be when the protocol
is a one-way broadcast or the station is forced to abandon the exchange by the
operator or controller, in which cases the termination should be 3’HISWAS .
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TABLE A-XVIII . ~ata text messaae structur~ ●

DTM Bits Word BitEi

MSB p3=l MSB WI

preamble pz=l W2

LSB pl=o W3

First MSB Cl (bit-7) = 1 W4

character Cl (bit-6) = 1 W5

“d” Cl (bit-5) = O W6

Cl (bit-4) = O W7

Cl (bit-3) = 1 W8

Cl (bit-2) = O W9

LSB Cl (bit-1) = O Wlo

Control MSB KD4 W11

bits KD3 W12

KD2 W13

LSB KDl W14

DTM MSB DC1O WI5

data DC9 WI6

code DC8 W17

bits DC7 W18

DC6 W19

DC5 W2o

DC4 W21

DC3 W22

DC2 W23

LSB DC1 LSB W24

NOTES:

1.
2.

3.

4.

5.

6.

7.

This page

COMMAND DTM and DTM ARQ first character is “d” for “data”.
With DTM transmission, control bit KD4 (Wll) is set to “O” for no

ACK request, and “1” for ACK request.
If a DTM ARQ transmission, control bit lCD4 (Wll) is set to “O” fOr
binary bits, and”l” for 7-bit ASCII characters.

With DTM transmission, control bit KD3 (W12) is set to “O” for
binary bits and ‘1” for 7-bit ASCII characters.

If a DTM ARQ transmission, control bit KD3 (w12) is set to “O” for

flow continue, and “1” for flow pause.
With DTM transmissions, control bit KD2 (W13) is set (a) the same
(“O” or ‘1”) as the se&uentially adjacent DTM(s) if the transmitted
data field is to be reintegrated as part of a larger data text
message, and (b) alternately different if independent from the
prior adjacent DTM data field(s).
If a DTM ARQ transmission, control bit KD2 (W13) is set the same as
the referenced DTM transmission.
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TABLE A-XVI II. Data text messacfe structure - Continued.

NOTES - Centinued:

8. With DTM transmission, control bit KDl (W14) is set alternately to “O”
and “1” in any sequence of DTMs, as a sequence control.

9* If a DTM ARQ transmission, control bit KDl (W14) is set the same as the
referenced DTM transmission.

10• Data code (DC) bits are from table A-XVII.

Once a ~D DTM word of any type has been received by a called (addressed)
or linked station, the station shall remain on channel for the entire
specified DTM data block time (if any), unless forced to abandon the protocol
by the operator or controller. The start of the DTM data block itself shall
be exactly indicated by the end of the COMMAND DTM BASIC or EXTENDED word
itself. The station shall attempt to read the entire DTM data block
information in the DATA and ~PEAT words~ and the following COMMAND CRC, plu8
the expected frame continuation, which shall contain a conclusion (possible
preceded by additional functions in the message section, as indicated by

additional COWD words).

With or without ARQ, identification of each DTM data block and its associated
orderwire message (if segmented into sequential DTH data blocks) shall be
achieved by use of the sequence and message control bits, KDl and KD2, (as
shown n table A-XVIII) which shall alternate with each DTM transmission and
message, respectively. The type of data contained within the data block
(ASCII or binary bits) shall be indicated by KD3 as a data identification bit.
Activation of the ARQ error control protocol shall use the ARQ control bit
KD4• If no ARQ is required, such as in one-way broadcasts, multiple DTM data
blocks may be sent in the same frame, but they shall be in proper sequential
order if they are transferring a segmented message.

When ARQ error or flow control is required, the COMMAND DT14ARQ shall identify
the acknowledged DTM data block by the use of the sequence and message control
bits KDl and KD2, which shall be set to the same values as the immediately
preceding and referenced DTM data block transmission. Control bit KD3 shall
be used as the DTM flow control to pause or continue (or resume) the flow of
the DTZ4data blocks. The acknowledge (ACK) and request-for-re~at (NAK)
functions shall use the ARQ control bit KD4. If no ARQ has been required by

the sending station, but the receiving station needs to control the flow of
the DTM data blocks, it shall use the DTM ARQ to request a pause in, and
resumption of, the flow.

When data transfer ARQ error and flow control is required, the DTM data blocks
shall be sent individually, in sequence~ and each DTM data block shall be

acknowledged before the next DTM data block is sent. Thexefore, with ARQ

there shall be only one DTM data block transmission in each ALE frame. If the

transmitted DTM data block causes a NAK in the returned DTM ARQ, as

This page reprinted without change.
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described below, or if ACX or DTM ARQ is detected in the returned frame, or if
no ALE frame La detected at all, the sending station shall resend and exact

duplicate of the unacknowledged DTM data block. It shall send and continue to

resend duplicates (which should be up to at least seven) one ●t a time ●nd
with appropriate pauses for responses until the involved DTX data block is

specifically acknowledged by a correct DTM ARQ. Only then shall the next DTM

data block in the sequence be sent. If the sending station is frequently or

totally unable to detect ALE frame or DTM ARQ responses, it should abort the
DTM transfer protocol, terminate the link, and relink and reinitiate the DTM
protocol on A better channel, under operator or controller direction.

Before initiation of the DTM data transfer protocols, the sending stations
should confirm the existence of the DTM capability i.nthe intended receiving
stations, if not already known. When a DTM interrogation function is

required, the following protocol shall be used. Within any standard protocol

frame (using THIS ~), the sending station shall transmit a COMMAND DTM NULL,
with ARQ required, to the intended station(s). These receiving stations shall

respond with the appropriate standard frame and protocol, with the following
variations. They shall include a MMAND DTM ARQ if they are DTM capable, and

they shall omit it if they are not DTM capable. The sending station nhall

examine the ALE and DTM ARQ responses for existence? correctness, and the
status of the DTM KD control bits~ as described herein. The transmitted

COMMAND DTX NULL shall have its control bits set as follows: XDl and KD2 set

opposite of any subsequent and sequential COMMAND DTM BASIC or EXTENDED data

blocks which will be transmitted next; KD3 set to indicate the intended type
of traffic: and KD4 set to require ARQ. The returned COMMAND DT14ARQ shall

have its control bits set as follows: XDl and KD2 set to match the
interrogating DTM NULL; KD3 set to indicate if the station is ready for DTM

data exchanges, or if a pause is requested; and KD4 set to ACK if the station

is ready to accept DTM data transmissions with the specified traffic type, and
NAX if it cannot or will not participate, or it failed to read the DTM NULL.

The sending (interrogating) station shall handle any and all stations which
return a NAX, or do not return a DTM ARQ at all, or do not xespond at all~ in
any combination of the following three ways, and for any combination of these

stations. The specific actions and stations shall be selected by the operator
or controller. The sending station shall: (a) terminate the link with them,

using an appropriate and specific call and the THIS WA$ terminator; or (b)

direct them to remain and stay linked during the transmissions, using the
COMMAND STAY protocol in each frame immediately before each COMMAND DTM word
and data block sent; or (c) redirect them to do anything else which is
controllable using the cOMMAND functions desczibed within this standard.

Each received DTM data block shall be examined using the CRC data integrity
test which is included within the mandatory associated $XMMAND CRC which
immediately follows the DTM data block structure. If the data block passes

the CRC test, the data shall be passed through to the appropriate DCE port

-—.. - -
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(or normal output as directed by the operator or controller). If the data
block is part of a larger message which was segmented before DTM transfer, it
shall be recombined before output. If any DTM data blocks are received and do —
not pass the CRC data integrity test, any detectable but uncorrectable errors .
or areas likely to contain errore, should be tagged for further analysis,
error control, or inspection by the operator or controller.

If ARQ is required, the received by unacceptable data block shall be
temporarily stored, and a DTM ARQ NAK shall be returned to sender, who shall
retransmit an exact duplicate DTM data block. Upon receipt of the duplicate;
the receiving station shall again test the CRC. If the CRC is successful, the
data block @hall be passed through as described before, the previously
unacceptable data block should be deleted, and a DTM ARQ ACK shall be
returned. If the CRC fails again, both the duplicate and the previously
otored data blocks shall be used to correct, as possible, errors and to create
an “improved” data block. See figure A-31 for an example of data block
reconstruct ion. The “improved” data block shall then be CRC tested. If the
CRC is successful, the “improved” data block is passed through, the previously
unacceptable data blocks should be deleted, and a DTM ARQ ACK shall be
returned. If the CRC test fails, the “improved” data block shall be ●tored
and a DTM ARQ NAK shall be returned. This process shall be repeated until:
(a) a received duplicate, or an “improved” data block passes the CRC test (the
data block is passed through, and a DTM ARQ ACX is returned); (b) the maximum
number of duplicates (such as seven or more) have been sent without success
(with actions by the sender as described above); or (c) the operators or
controllers terminate or redirect the DTM protocol.

During reception of ALE frames and DTM data blocks, it is expected that fades,
interferences, and collisions will occur. The receiving station shall have
the capability to maintain synchronization with the frame and the DTM data
block transmission, once initiated. It shall also have the capability to read
and process any colliding and significantly stronger (that is, readable) ALE
signals without confusing them with the DTM signal (basic ALE reception in
parallel, and always listening). Therefore, useful information which may be
derived from readable collisions of ALE signals Bhould not be arbitrarily
rejected or wasted. The DTM structures, especially the DTM EXTENDED, can
tolerate weak signals, short fades, and short noise bursts. For these cases
and for collisions, the DTM protocol can detect DTM words which have been
damaged and “tag” them for error correction or repeats.

The DTM constructions are described herein. Within the DTM data block
structure, the COMMAND DTM word shall be placed ahead of the DTM data block
itself. The DTM word shall alert the receiving station that a DTM data block
is arriving, how long it is, what type of traffic it contains, what its
message and block sequence is, and if ARQ is required. It shall also indicate
the exact start of the data block (the end of the goMMAND DTM word), and shall
initiate the reception, tracking, decoding, reading, and checking of the
message data contained within the data block, which itself ie within the PATA

and JIEPE~ words. The message data itself shall be either one of two types,

binary bits or ASCII. The ASCII characters (typically used for text) shall be
the standard 7-bit length, and the start, stop, and parity bits shall be

removed at the sending (and restored at the receiving) station. The binary

bits (typically used for other character formats,

This page supersedes page 140 of 15 September 1988.
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computer files, and cryptographic devices) may have any (or no) pattern or
format, and they shall be transferred transparently (that is, exactly as they
were input to the sending station) with the same length and without
modification. The size of the DTM BASIC or EXTENDED data block shall be the
smallest multiple of JIATAand ~PEAT words which will accommodate the quantity
of the ASCII or binary bits message data to be transferred in the DTM data
block. If the message data to be transferred does not exactly fit the
unencoded data field of the DT14block size selected, the available empty
positions shall be “stuffed” with ASCII “DEL” (1111111) characters or ●ll “1”
bits. The combined message and ‘stuff” data in the uncoded DTH data field
shall then be checked by the CRC for error control in the DTM protocol. The
resulting 16-bit CRC word shall always be inserted into the @- CRC word
which immediately follows the DTM data block wozds themselves. All the bits
in the data filed shall then be inserted into standard PATA and ~ words,
on a 21-bit or 3-character basis, and Colay FEC encoded, interleaved, ●nd
tripled for redundancy. Immediately after the CO- DTM word, the DTM ~TA
and ~PEAT words shall follow standard word format, and the COW CRC shall
be at the end.

The DTM BASIC data block has a relatively compact range of sizes from O to 31
word6 and shall be used to transfer any quantity of meariiagedata between zero
and the maximum lhnits for the DTM BASIC structure, which is up to 651 bit=

or 93 ASCII characters. It is capable of counting the exact quantity of
message data which it contains, on a bit-by-bit basis. It should be used as a
single DT14for any message data within this range. It shall also be used to
transfer any message data in this size range which is an “overflow” from the
larger size (and increments) DTM EXTENDED data blocks (which shall inxaediately
precede the DTM BASIC in the DT14sequence of sending).

The DTM EXTENDED data blocks are also variable in size in increments of single
ALE words Up tO 351. They should be used as a single, large DTM to maximize
the advantages of DTM throughput. The size of the data block should be
selected to provide the largest data field size which can be totally filled by
the message data to be transferred. Any “overflow” shall be in a message data
segment sent within an immediately following and appropriately sized DTM
EXTENDED or BASIC data block. Under operator or controller direction,

multiple DTM EXTENDED data blocks, with smaller than the maximum appropriate
ID sizes, should be selected if they will optimize DTM data transfer
throughput and reliability. However, these multiple data blocks will require
that the message data be divided into multiple oegments at the sending
station, that they shall be sent only in the exact order of the segments in
the message, and that the receiving stations must recombine the segments into
a complete received message. When binary bits are being transferred, the
EXTENDED data field shall be filled exactly to the last bit. When ASCII

characters are being transferred, there are no stuff bits as the 7-bit
characters fit the ALE word 21-bit data field exactly.

If stations are exchanging DTM data blocks and DTM ARQ’s, they may combine
both functions in the same frames, and they shall discriminate baeed on the
direction of transmission and the sending and destination addressing. If ARQ

is required in a given direction, only one DTM data block shall be allowed
within any frame in

This page reprinted
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each frame in the return direction. If no ARQ is required in ● given

direction, multiple DTM data blocks may be included in frames in that
direction, and multiple DTM ARQ’8 may be included in the return direction.

As always throughout the DTM protocol~ any sequence of DTM data blocks to be

transferred shall have the KDl sequence control bits alternating with the
preceding and following DTM data blocks (except duplicates for ARQ, which
shall be exactly the same as the originally transmitted DTM data block).

Also, all multiple DTX data blocks transferring multiple #egments of a larger
data message shall all have their KD2 message control bits set to the same
value, and opposite of the preceding and following messages. If a sequence of

multiple but unrelated DTM data blocks are sent (such a8 several independent
and ohort messages within several DTM BASIC data blocks), they may be sent in
any sequence. However, the KDl or I(D2sequence and message control bits shall
alternate with those in the adjacent DTM data blocks.

The ~MMAND DTM words shall be constructed as shown on table A-XVIII. The
preamble shall be CO- (110) in bits P3 through P1 (Wl through W3). The
first character shall be “d” (1100100) in bits cl-7 through Cl-1) (W4 through
W1O), which shall identify the DTM “data” function.

For DTM BASIC, EXTENDED, and NULL, when the “ARQ” control bit KD4 (Wll) is set

to “O”, no correct data receipt acknowledgement is required; and when set to
“l”, it ie required. For DTM ARQ, “ARQ” control bit KD4 is set to “O” to
indicate acknowledgement or correct data block receipt (ACK); and when set to
“l”, it indicates a failure to receive the data and is therefore a request-
for-repeat (NAK). For DTM A.RQresponding to a DTM NULL interrogation, KD4 “O”
indicates nonparticipation in the DTM protocol or traffic type, and KD4 “1”
indicates affirmative participation in both the DTM protocol and traffic type.

For DTM BASIC, EXTENDED, and NULL, when the “data type” control bit KD3 (W12)
is set to “O”, the message data contained within the DTM data block shall be
binary bits with no required format or pattern; and when KD3 is set to “1” the
message data is 7-bit ASCII characters. For DTM ARQ, ‘flow control bit KD3 is
set to indicate that the DTM transfer flow should continue, or resume; and
when IcD3is set to “1” it indicates that the sending station should pause
(until another and identical DTM ARQ is
‘Ow).

For DTM BASIC, EXTENDED, and NULL, when
set to the same value as the KD2 in any

the message data contained within those
error control) shall be recombined with

returned, except that KD3 shall be

the “message” control bit KD2 (W13) is
sequentially adjacent DTM data block,
adjacent blocks (after individual
the message data within the present

DTM data block to segment-by-segment reconstitute the original whole message;
and when KD2 is set opposite to any sequentially adjacent DTM data blocks,
those data blocks contain separate message data and shall not be combined.
For DTM ARQ, “message” control bit KD2 shall be set to match the referenced
DTM data block KD2 value to provide message confirmation.

7
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For DTM BASIC, EXTENDED, and NULL, the “sequence” control bit KDl (W14) shall
be eet opposite to the KDl value in the sequentially adjacent DTM BASIC,
EXTENDED, or NULLS to be sent (the KDl values therefore alternate, regardless
of their message dependencies). When KD1 is set to the same value as any
sequentially adjacent DTM sent, it indicates that it is a duplicate (which
shall be exactly the same). For DTM ARQ, “sequence” control bit XDl shall be
set to match the referenced DTM data block or NULL KDl value to provide
sequence confirmation.

When used for the DTM protocols, the ten DTM data code (DC) bits I)C1Othrough
DC1 (W15 through W24) shall indicate the DTM mod- (BASIC, EXTENDED, ARQ, or
NULL). They shall also indicate the size of the message data and the length
of the data block. The DTM NULL DC value shall be “O” (0000000000), and it
shall designate the single W- DTM NULL word. The DT14EXTENDED DC values
shall range from “1” (0000000001) to “351” (0101011111), and they designate
the ~ DTM EXTENDED word and the data block multiple of ~ and ~PEAT
words which define the variable data block sizes. The EXTENDED sizes shall
range from 1 to 351 words, with a range of 21 to 7371 binary bits, in
increments of 21, or 3 to 1053 ASCII characters, in increments of 3. The DTM
BASIC DC values shall range for “353” (0101100001) to “1023” (1111111111), and
they shall designate the COMMAND DTM BASIC word and the ●xact size of the
message data in compact and variable size data blocks, with up to 651 binary
bits or 93 ASCII characters. The DTM ARQ DC value shall be “352”
(0101100000), and it shall designate the single COMMAND DTH ARQ word. The DC
values “384” (0110000000) and all higher multiples of “32m” (m x 1000OO) shall
be reserved until standardized. See table A-XVII for DC values and DTM block
sizes and other characteristics.

80.5 Data block messacre 1DBM1 mo de. The DBM orderwire message mode
enables ALE stations to communicate either full ASCII, or unformatted binary
bit messages to and from any selected ALE station(s) for direct output to and
input from associated data terminal or other DTE devices through their
standard DCE ports. This DBM data transfer function is a high-speed mode
(relative to DTM and AMD) with improved robustness, especially against 10ng
fadea and noise bursts. When used over MF/HF by the ALE system, DBM orde=ire
messages may be unilateral or bilateral, and broadcast or acknowledged. As
the DBM data blocks can be very large, this special orderwire message function
enables exploitation of deep interleaving and FEC techniques to penetrate HF-
channel long fades and large noise bursts.

The DBM data blocks shall be fully buffered at each station and should appear
transparent to the using DTEs or data terminals. As a design objective and
under the direction of the operator or controller, the stations should have
the capability of using the DBM data traffic mode (ASCII or binary bits) to

control switching of the DBM data traffic to the appropriate DCE port or
associated DTE equipnent, such as to printers and terminals (if ASCII mode) or
computers and cryptographic devices (if binary bits mode). As ●n operator or
controller-selected option, the received DBM message may also be presented on
the operator display, similar to the method for MD in 80.3.

-.
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There are four ~OMMAND DBM modes: BASIC, EXTENDED, NULL, and ARQ. The DBX

BASIC block is a fixed size and contains a variable quantity of data, from
zero to full as requiredl which is exactly measured to ensure integrity of the
data during tranafer. The DBM EXTENDED blocks are variable in eize in
integral multiples of the BASIC block, and are filled with integral multiples
of message data. The DBM NULL and AR()modes are used for both link

management, and error and flow control. The characteristics of the COKMAND
DBM orderwire message functions are listed on table A-XIX, and they are
raummar:zed below:

DTZ14Mode BASIC EXTENDED ARQ NULL

Maximum Size, Bits 588 262836 0
Cyclic Redundancy Check 16 Bits 16 Bits o
Data Capacity, ASCII 0-81 01-37377, by 84 0
Data Capacity, Bits O-572 572-262820, by 588 0
ALE Word Redundancy 49 Fixed 49-21903, by 49 0
Data Transmission 3.136 Sec 3.136 Sec -

Increments 23.26 Mint by

When an ASCII, or binary bit, digital data message function is required, the
following COMMAND DBM orderwire structures and protocols shall be used as
specified herein, unless another standardized protocol is substituted. The
DBM structure shall be inserted within the message section of the standard
frame. A MMAND DBM word shall be constructed in the standard format. The
data to be transferred shall be Golay FEC encoded, interleaved (for error
spreading during decoding), and transmitted immediately following the CO-
DBM word.

for the message
shall extend the
required
The message

When the DBM structure transmission time exceeds the maximum
section (Tm max), the DBM protocol shall take precedence and
Tm limit to accommodate the DBM. The DBM mode preserves the
consistency of redundant word phase during the transmission.
expansion due to the DBM is always a multiple of 8 Trw, as the interleave
depth (ID) is always a multiple of 49. The transmission time of the DBM data
block (Tdbm) itself is aqual to (ID x 64ms), not including the Trw for the
preceding COMMAND DBM word. Figure A-32 shows an example of an exchange using
the DBM orderwire to transfer and acknowledge messages. Figure A-33 shows an
example of a DB14data interleave, and figure A-34 shows the transmitted DBM
bit-stream sequence.

The DBM protocol shall be as described herein. The~ DBM BASIC and

EXTENDED formats (herein referred to as DBM data blocks) shall be used to
transfer messages in information among ALE stations. The ~DBM -Q
format shall be used to acknowledge other COMMANQ DBM formats and for error
and flow control, except for non-ARQ and one-way broadcasts. The GW!N.!QDBM
NULL format shall be used to: (a) interrupt (“break”) the DBM and message
flow; (b) to interrogate stations to confirm DBM capability before initiation
of the DBM message transfer protocols; and (c) to terminate the DEM protocols
while remaining linked. When used in handshakes and subsequent exchanges, the
protocol frame terminations fox all involved stations shall be ~ ~
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until all the DBM messages are successfully transferred
acknowledged if ARQ error control is required. The only

and all are
exceptions shall be

when the protocol is a one-way broadcast or the station is forced to abandon
the exchange by the operator or controller, in which cases the termination
should be YHIS WAS .

Once a COMBWJD DBM word of any type has been received by a called (addressed)
or linked station, the station shall remain on channel for the entire
specified DBM data block time (if any), unless forced to abandon the protocol
by the operator or controller. The start of the DBM data block itself shall
be exactly indicated by the end of the COMMAND DBM BASIC or EXTENDED word
itself. The station shall attempt to read the entire DBM data block
information, plus the expected frame continuation which shall contain a

conclusion (possible preceded by additional functions in the message section~
as indicated by additional QOMMAND words).

With or without ARQ, identification of each DBM data block and its associated
orderwire message (if segmented into sequential DBM data blocks) shall be
achieved by use of the sequence and message control bits, KB1 and KB2~ (see
table A-XX) which shall alternate with each DBM transmission and message,
respectively. The type of data contained within the data block (ASCII or
binary bits) shall be indicated by KB3 as a data identification bit.
Activation of the ARQ error-control protocol shall use the ARQ control bit
KB4• If no ARQ is required, such as in one-way broadcasts, multiple DBM data
blocks may be sent in the same frame, but they shall be in proper sequence if
they are transferring a segmented message.

When ARQ error or flow control is required, the CO- DBM ARQ shall identify
the acknowledged DBM data block by the use of the sequence and message control
bits KBl and KB2, which shall be set to the same values as the immediately
preceding and referenced DBM data block transmission. Control bit KB3 shall
be used as the DBM flow control to pause or continue (or resume) the flow of
the DBM data blocks. The ACK and NAK functions shall use the ARQ control bit
KB4 . If no ARQ has been required by the sending station, but the receiving
station needs to control the flow of the DBM data blocks, it shall use the DBM
ARQ to request a pause in, and resumption of, the flow.

When data transfer ARQ error and flow control is required, the DBM data blocks
shall be sent individually and in sequence. Each DBM data block shall be

individually acknowledged before the next DBM data block is sent. Therefore,

with ARQ there shall be only one DBM data block transmission in each frame.
If the transmitted DBM data block causes a NAK in the returned DBM ARQ, as
described below, or if no ACK or DBM ARQ is detected in the returned frame, or
if no frame is detected at all, the sending station shall resend an exact
duplicate of the unacknowledged DBM data block. It shall continue to resend

duplicates (which should be at least seven), one at a ttie and with
appropriate pauses for responses until the involved DBM data block is

specifically acknowledged by a correct DBM ARQ. Only then shall the next DBM

data block in the sequence be sent. If the sending station is frequently or
totally unable to detect frame or DBM ARQ responses, it should abort the DBM

transfer protocol, terminate the link and relink and reinitiate the DBM
protocol on a better channel (under operator or controller direction).
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TABLE A-XX . Qata bl~ck messaa e structures ●

COMMAND
preamble

First
character
“da

Centrol
bits

DTM
data
code
bite

10
2*

3.

4.

5.

6.

7.

a.

9.

10.

This

DBM Bits Word Bit@

iiSB p3=l l#SB W1
pz%l W2

LSB p~=o W3

MSB Cl (bit-7) = 1 W4
Cl (bit-6) = 1 W5
Cl (bit-5) = O W6
Cl (bit-4) = O W7
Cl (bit-3) = O W8
Cl (bit-2) = 1 W9

LSB Cl (bit-1) = O Wlo

MSB KB4 WI 1
KB3 W12
KB2 W13

LSB KBl W14

MSB BC1O
BC9
BC8
BC7
BC6
BC5
BC4
BC3
BC2

LSB BC1

W15
w16
W17
W18
W19
W2o
W21
W22
W23

LSB U24

.

gXMMAND DBM and DBM ARQ first character is ‘b” for “block”.
With I)BMtransmission, control bit KB4 (Wll) is set to “O” for no JKK
requeOt, and “1” for ACK request.
tf a DBM ARQ transmission, control bit KB4 (Wll) is set to “O” for ACK,
and “1” for NAK.
With DBM transmissions, control bit KB3 (W12) is set to “O” for binary
bits and “1” for 7-bit ASCII characters.
If a DBM ARQ transmission, control bit ICB3 (W12) is set to ‘O” for flow
continue, and “1” for flow pause.
With DBM transmissions, control bit KB2 (W13) is set: (a) the same (“O”
or “l”) as the sequentially adjacent DBM(s) if the transmitted data field
ia to be reintegrated as part of a larger data block message, and (b)
alternately different if independent from the prior adjacent DBM data
field(s).
If a DBM ARQ transmission, control bit KB2 (W13) is set the same as the
referenced DBM tranexaisaion.
With DBM transmissions, control bit KB1 (W14) is set alternately to “O”
and “3” in any sequence of DBMs as a sequence control.
If a DBM ARQ transmission, control bit KB1
referenced DBM transmission.
Block code (BC) bits are from table A-XIX.
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Before initiation of the DBM data transfer protocols, the sending stations
should confirm the existence of the DBM capability in the intended receiving
stations, if not already known. When a DBM interrogation function is

required? the following protocol shall be used. Within any standard protocol .

frame (using ~HIS IS), the sending station shall transmit a COM14ANQ DBM NULL,
with ARQ required, to the intended station(s). These receiving stations shall

respond with the appropriate standard frame and protocol, with the following
variations. They shall include a COMMAND DBM ARQ if they are DBM capable, and
they shall omit it if they are not DBM capable. The sending station shall
examine the ALE and DBM ARQ responses for existence correctness~ and the ‘
status of the DBM KB control bits, as described herein. The transmitted
@MMAND DBM NULL shall have its control bits set as follows: KB1 and KB2 set
opposite of any subsequent and sequential COMMAND DBM BASIC or EXTENDED data
blocks which will be transmitted next; KB3 set to indicate the intended type
of traffic; and KB4 set to require ARQ. The returned COMMAND DBM ARQ shall
have its control bits set as follows: KB1 and KB2 set to match the

interrogating DBM NULL; KB3 set to indicate if the station is ready for DBM
data exchanges, or if a pause is requested; and KB4 set to ACK if the station
is ready to accept DBM data transmissions with the specified traffic type, and
NAK if it cannot or will not participate, or if it failed to read the DBM
NULL .

The sending (interrogating) station shall handle any stations which return a
NAK, or do not return a DBM ARQ, or do not respond, in any combination of the
following, and for any combination of these stations. The specific actions

and stations shall be selected by the operator or controller. The sending

station shall: (a) terminate the link with these stations, using an
appropriate and specific call and the THIS WAS terminator; (b) direct the

stations to remain and stay linked during the transmissions, using the ~
STAY protocol in each frame inunediately before each COMMAND DBM word and data

block sent; or (c) redirect them to do anything else which is controllable
using the MMAND functions described within this standard.

Each received DBM data block shall be examined using the CRC data integrity

test which is embedded within the DBM structure and protocol. If the data

block passes the CRC test, the data shall”be passed through to the appropriate ‘
DCE port (or normal output as directed by the operator or controller). “If the
data block is part of a larger message which was segmented before DBM
transfer, it shall be recombined before output. If any DBM data blocks are

received and do not pass the CRC data integrity test~ any detectable but
uncorrectable errors; or areas likely to contain errors~ should be tagged for
further analysis, error control, or inspection by the operator or controller.

If ARQ is required, the received but unacceptable data block shall be
temporarily stored, and a DBM ARQ NAK shall be returned to the sender, who
shall retransmit an exact duplicate DBM data block. Upon receipt of the
duplicate, the receiving station shall again test the CRC. If the CRC is

successful, the data block shall be passed through as described before, the

previously unacceptable data block should be deleted, and a DBM ARQ ACX shall
be returned. If the CRC fails again, both the duplicate and the previously

stored data blocks shall be used to correct, as possible, errors and to create

an “improved” data block. See figure A-31 for an example of data

This page supersedes page 152 of 15 September 1988.
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block reconstruction. The “improved” data block shall then be CRC tasted. If
the CRC is successful, the “improved” data block is passed through, the
previously unacceptable data blocks should be deleted, and a DBM ARQ ACK shall

be returned. If the CRC test fails, the “improved” data block shall also be
stored and a DBX ARQ NAK shall be returned. This process shall be repeated
until: (a) a received duplicate, or an “improved” data block passee the CRC

test (and the data block is passed through, and ● DBM ARQ ACK is returned);
(b) the maximum number of duplicates (such as seven or more) have been sent
without success (with actions by the sender as described above); or. (c) the
operators or controllers terminate or redirect the DBM protocol.

During reception of frames and DBM data blocks, it la expected that fades,
interferences, and collisions will occur. The receiving station shall have
the capability to maintain synchronization with”the frame and the DBM data
block transmission, once initiated. It shall also have the capability to read
and process any colliding and significantly stronger (that is, readable) ALE
signals without confusing them with the DB14signal (basic ALE reception in
parallel, and always listening). The DBM structures, especially the DBX
EXTENDED, can tolerate significant fade-s,noise bursts, and collisions.
Therefore, useful information which may be derived from readable collisions of
ALE signals should not be arbitrarily rejected or wasted.

The DBM constructions shall be as described herein. Within the DBM data block

structure, a COMMAND DBM word shall be placed ahead of the encoded and
interleaved data block itself. The DBM word shall alert the receiving station
that a DBM data block is arriving, how long it is, what type of traffic it
containsq what its ID is, what its message and block sequence is, and if ARQ
is required. It shall also indicate the exact start of the data block itself
(the end of the COMMAND DBM word itself) and shall initiate the reception,
tracking, dei.nterleaving, decoding, and checking of the data contained within
the block. The message data itself shall be either one of two types, binary
bits or ASCII. The ASCII characters (typically used for text) shall be the
standard 7-bit length, and the start, stop, and parity bits shall be removed
at the sending (and restored at the receiving) station. The binary bits

(typically used for other character formats, computer files, and cryptographic
devices) may have any (or no) pattern or format, and they shall be transferred
transparently, that is, exactly as they were input to the sending station,
with the same length and without modification. The value of the ID shall be
the smallest (multiple of 49) which will accommodate the quantity of ASCII or
binary bits message data to be transferred in the DBM data block. If the
message data to be transferred does not exactly fit the uncoded data field of
the DBM block size selected (except for the last 16 bits, which are reserved
for the CRC), the available empty positions shall be “stuffed” with ASCII
“DEL” characters or all “1” bits. The combined message and “stuff” data in
the uncoded DBM data field shall then be checked by the CRC for error control
in the DBM protocol. The resulting 16-bit CRC word shall always occupy the
last 16 bits in the data field. All the bits in the field shall then be Golay
FEC encoded, on a 12-bit basis, to produce rows of 24-bit code words, arranged
from top to bottom in the interleaver matrix (or ●quivalent), as shown in
figure A-33. The bits in the matrix are then read out by COlumnS (of length

equal to the ID) for transmission. Immediately after the CO- DBM word,
the encoded and interleaved data blocks bits shall follow in bit format, three
bits per symbol (tone).

This page supersedes page 153 of 15 September 1988.
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The DBM BASIC data block has a fixed size (ID 49) and shall be used to
transfer any quantity of message data between zero and the maximum limits for
the DBM BASIC structure, which is up to 572 bits or 81 ASCII characters. It
is capable of counting the exact quantity of message data which it contains,
on a bit-by-bit basis. It should be used as a single DBM for any message data
within this range. It shall also be used to transfer any message data in this
size range which is an “overflow” from the larger size (and increments) DBM
EXTENDED data blocks (which shall immediately precede the DBH BASIC in the DBM
sequence of sending).

The DBM EXTENDED data blocks are variable in size, in increment of 49 times
the ID. They should be used as a single, large DBM to maximize the advantages
of DBM deep interleaving, FEC techniques, and higher speed (than DTM or AMD)
transfer of data. The ID of the EXTENDED data block should be selected to
provide the largest data field size which can be totally filled by the message
data to be transferred. Any “overflow” shall be in ● message data segment
sent within an immediately following DBM EXTENDED or BASIC data block. Under
operator or controller direction, multiple DBM EXTENDED data blocks, with
smaller than the maximum appropriate ID sizes, should be selected if they will
optimize DBM data transfer throughput and reliability. However, these
multiple data blocks will require that the message data be divided into
multiple segments at the sending station and sent only in the exact order of
the segments in the message. The receiving stations must recombine the
segments into a complete received message. When binary bits are being
transferred, the EXTENDED data field shall be filled exactly to the last bit.
When ASCII characters are being transferred, the EXTENDED data field may have
O to 6 “stuff” bits inserted. Individual ASCII characters shall not be split
between DBM data blocks and the receiving station shall read the decoded data
field on a 7-bit basis, and it shall discard any remaining ‘stuff” bits
(modulo-7 remainder).

If stations are exchanging DBM data blocks and DBM ARQs, they may combine both
functions in the same frames. They shall discrtiinate based on the direction
of transmission and the sending and destination addressing. If ARQ iS

required in a given direction, only one DBM data block shall be allowed within
any frame in that direction, and only one DBM ARQ shall be allowed in each
frame in the return direction. If no ARQ is required in a given direction,
multiple DBM data blocks may be included in frames in that direction and
multiple DBM ARQs may be included in the return direction.

As always throughout the DBM protocol, any sequence of DBX data blocks to be
transferred shall have their KB1 sequence control bits alternating with the
preceding and following DBM data blocks (except duplicates for ARQ, which
shall be exactly the same as their originally transmitted DBM data block).
Also, all multiple DBM data blocks transferring multiple segments of a large
data message shall all have their KB2 message control bits set to the same
value, and opposite of the preceding and following messages. If a sequence of

multiple but unrelated DBM data blocks are sent (such as several independent
and short messages within several DBM BASIC data blocks), they may be sent in
any sequence. However, when sent, the associated KB1 and KB2 sequence and
message control bits shall alternate with those in the adjacent DBM data
blocks .
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The COMMANQ DBM words shall be constructed as shown on table A-XX. The

preamble shall be COMMAND (110) in bits P3 through P1 (WI through W3). The

first character shall be “b” (1100010) in bits Cl-7 through Cl-1 (w4 through
W1O), which shall identify the DBM “block” function.

For DBM BASIC, EXTENDED, and NULL, when the ARQ control bit KB4 (Wll) is set
to “O”, no correct data receipt acknowledgement is required; and when set to
“l”, it is required. For DBM ARQ~ ARQ control bit KB4 is set to “O” to

indicate acknowledgement or correct data block receipt (ACK); and when out to
“l”, it indicates a failure to receive the data and is therefore a request-
for-repeat (NAK). For DBM ARQ responding to a DBM NULL interrogation, KB4 “O”
indicates nonparticipation in the DBM protocol or traffic type, and KB4 “1”
indicates affirmative participation in both the DBM protocol and traffic type.

For DBM BASIC, EXTENDED, and NULL, when the data type control bit KB3 (W12) is
set to ‘Ow, the message data contained within the DBM data block shall be
binary bits with no required format or pattern; and when KB3 is set to “1” the
message data is 7-bit ASCII characters. For DBM ARQ, flow control bit KB3 is

set to “O” to indicate that the DBM transfer flow should continue or resume;
and when KB3 is set to “1” it indicates that the sending station should pause
(until another and identical DBM ARQ is returned, except that KB3 ehall be
‘Ow).

For DBM BASIC, EXTENDED, and NULL, when the ‘message” control bit KB2 (W13) iS
set to the same value as the KB2 in any sequentially adjacent DBM data block,
the message data contained within those adjacent blocks (after individual
error control) shall be recombined with the message data within the present
DBM data block to reconstitute (segment-by-segment) the original whole
message; and when KB2 is set opposite to any sequentially adjacent DBM data
blocks, those data blocks contain separate message data and shall not be
combined. For DBM ARQ, “message” control bit KB2 shall be set to match the
referenced DBM data block KB2 value to provide message confirmation.

For DBM BASIC, EXTENDED, and NULL, the sequence control bit KBl (W14) shall
be set opposite to the KBl value in the sequentially adjacent DBM BASIC,
EXTENDED, or NULLS be Bent (the KB1 values therefore alternate, regardless of
their message dependencies). When KB1 is set the same as any sequentially
adjacent DBM sent, it indicates a duplicate. For DBM ARQ, sequence control
bit KBl @hall be set to match the referenced DBM data block or NULL KBl value
to provide sequence confirmation.

When used for the DBM protocols, the ten DBM data code (BC) bits BC1O through
BC1 (W15 through W24) shall indicate the DBM mode (BASIC, EXTENDED, ARQ, or
NULL). They shall also indicate the size of the message data and the length

of the data block. The DBM NULL BC value shall be “O” (0000000000), and it

shall designate the single gO- DBM NULL word. The DBM EXTENDED EC values
shall range from “1” (0000000001) to “445” (0110111101), and they shall
demignate the gOMMMD DBM EXTENDED word and the data block multiple (of 49 ID)
which defines the variable data block sizes, in increments of 588 binary bits
or 84 ASCII characters. NOTE : The values 446 (0110111110) and 447
(0110111111) ●re reserved. The DBM BASIC BC values shall range from ‘448”
(0111000000) to “102O” (1111111100), and they shall designate the
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CO- DBM BASIC word and the exact size of the message data in a fixed size
(ID = 49) data block, with up to 572 binary bits or 81 ASCII characters. The

DBM ARQ BC value shall be “1021” (1111111101), and it shall designate the –

single COMMAND DBM ARQ word. The BC values “1022” (1111111110) and “1023”

(1111111111) shall be reserved until standardized. See table A-XIX.

80.6 CYclic redundancy check (CRC). This special error-checking

function is available to provide data integrity assurance for any form of
message in an ALE call.

NOIZ : The CRC function is optional, but mandatory when used with
the DTM or DBM modes.

The sixteen-bit frame check sequence (FCS) and method as specified by FED-STD
1003, shall be used herein. The FCS provides a probability of undetected
error of 2-16, independent of the number of bits checked. The generator
polynomial is

X16+X12+X5+1

and the sixteen FCS bits are designated

(MSB) Xls, )S]4,X13, X12...X1,XO (LSB)

The ALE CRC is employed two ways: within the DTM data words, and following

the DBM data field, described in 80.4 and 80.5, respectively. The first, and
the standard, usages are described in this section.

The Q2M!MR CRC word shall be constructed as shown on table A-XXI. The

preamble shall be ~OM14AND (110) in bits P3 through PI (W1 through W3). The
first character shall be “x” (1111OOO), “y” (1111OO1), “z” (llllolo)~ or “{”
(1111011) in bits Cl-7 through Cl-1 (W4 through W1O). Note that four
identifying characters result from FCS bits X1$ and Xi’which occupy Cl-2 and

Cl-1 (W9 and W1O) in the first character field respectively. The conversion

of FCS bits to and from ALE CRC format bits shall be as described on table A-
XXI where XIsthrough XO correspond to W9 through W24.

The COMMAND CRC message should normally appear at the end of the message
section of a transmission, but it may be inserted within the message section
(but not within the message being checked) any number of times for any number
of separately checked messages, and at any point except the first word (except

as noted below). The CRC analysis shall be performed on all ALE words in the
message section which precede the COKMAND CRC word bearing the FCS
information, and which are bounded by the end of the calling cycle, or the
previous ~ CRC word, whichever is closest. The selected ALE words shall

be analyzed in their nonredundant and unencoded (or F’ECdecoded) basic ALE
word (24-bit) form in the bit sequence (MSB) Wl, W2, W3, W4. ..W24 (LSB)~

followed by the unencoded bits W1 through W24 from the next word cent (or
received), followed by the bits of the next word, until the first ~ CRC

is inserted (or found). Therefore, each COMMA~ CRC ineerted and sent in the
message section ensures the data integrity of all the bits in the previous

—
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TABLE A-XXI . CvClic redundancv check structure.

preamble

First
character(s)
“x,y,z, {“

CRC bits Word bits

(c)

(x)

(c)

(x)

MSB

LSB

MSB

MSB

LSB

LSB

P3-1
P2-1
PI-O

cl-7-1
Cl-6-1
cl-5-1
cl-4-1
cl-3-o

)(13

)(12

X1l
)(10
X9

*B

x’

X5
~s

X4 .
X3

)(2

X1
Xo

MSB WI
W2
W3

W4
W5
W6
W7
W8

W9

Wlo

W11

W12

WI3

WI4

W15

WI 6

W17

WI8

W19

W2o

W21

W22

W23

LSB W24

NOTES :

1. ~ CRC first character is oneof four, “x” (1111000),
“y” (1111OO1),“z” (1111010),or “{” (1111011),depending on
CRC bits Xf5md XT4, which are also Cl-2 and Cl-1, respectively.

2. “Xn” indicates FCS bits.
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checked ALE words, including their preambles. If it is necessary to check the
ALE words in the calling cycle (~) preceding the message section, an optional
calling cycle COMMAND CRC shall be used as the calling cycle terminator (first --

I%Qk!or gOmA.ND), shall therefore appear first in the message section, and
nhall analyze the calling cycle words in their simplest (Tc), nonredundant and
nonrotated form. If it is necessary to check the words in a conclusion (~HIS
~ or ~HIS WAS), an optional conclusion CRC shall directly precede the
conclusion portion of the call, shall be at the end of the message ●oction,
and shall itself be directly preceded by a separate COMMAND CRC (which may be
used to check the message section or calling cycle, as described herein). o
Stations shall perform CRC analysis on all received ALE tranamissiona and
shall be prepared to compare analytical FCS values with any COMMAND CRC words

which may be received. If a CRC FCS comparison fails, an automatic (or
operator initiated) retransmission request (ARQ) or other appropriate
procedure may be used to correct the message, as may be defined in this
standard.

80.7 Tune and wait. The COMMAND tune and wait special control function
directs the receiving station(s) to perform the initial parts of the
handshake, up through tuneup, and wait on channel for further instructions
during the specified time limit. The time limit timer is essentially the WRTT
wait for response and tune timer, as used in net slotted responses where its
value Twrn is set by the timing information in the special control
instruction, and it starts from the detected end of the call. The COMMAND

tune and wait instruction shall suppress any normal or preset reuponses.
Except for the tuneup itself, the receiving station(s) shall make no
additional emissions, and they shall quit the channel and resume scan if no
further instructions are received.

NOTE : This special control function enables very slow tuning
stations, or stations which must wait for manual operator
interaction, to effectively interface with automated networks.

The ~ tune and wait shall be constructed as follows and as shown on
table A-X%11. The preamble shall be COMMAND (110) in bits P3 through P1 (U1
through W3). The first character (Cl) shall be ‘t” (1110100) in bits Cl-7

through Cl-1 (W4 through W1O) and “t” (1110100) in bits C2-7 through C2-1 (Wll
through W17), for “time, tuneup.” The “T” time bits TB7 through TB1 (W18
through W24) shall be values selected from table A-XXIII, and limited as shown
on table A-XXIV. The lowest value (00000) shall cause the tuning to be

performed immediately, with zero waiting the, resulting in immediate return
to normal scan after tuning.

80.8 Time-related smci al functions for all COMMAND s. These special

control functions permit the manipulation of timing in the ALE system. They

are based on the standard “T” time values, presented on table A-XXIII, which
have the following ranges bases on exact multiples of TW (130.66...ms) or Trw
(392 ins).

. 0 to 4 seconds in 1/8 second (Tw) increments

. 0 to 36 seconds in 1 second (3 Trw) increments

. 0 to 31 minutes in 1 minute (153 Trw) increments

. 0 to 29 hours in 1 hour (9184 Trw) increments

This page reprinted without change.
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There are several specific functions which utilize these special timing
controls. All use the COKMAND (11O) pretile in bits P3 through PI (WI

through W3). The first character is “t” (1110100) for “time.” The second

character indicates the function as shown on table A-XXIV. The basic

structure is the same as on table A-XXII.

TABLE A-XXII. ~une and wait structure.

Preamble

First
Character

“t”

Second
Character

“t”

Time Bits

Tune and Wait Bits

MSB p3=l
p2*l

LSB pl=o

MSB cl-7 = 1
cl-6 = 1
cl-5 = 1
CJ-4 = o
cl-3 = 1
cl-2 = o

LSB Cl”-1= o

MB C2-7 = 1
C2-6 = 1
C2-5 = 1
C2-4 = o
c2-3 = 1
C2-2 = o

LSB C2-1 = o

MSB TB7
TB6
TB5
TB4
TB3
TB2

LSB TB1

Word Bits

MSB W1
W2
W3

W4
W5
W6
W7
W8
W9
Wlo

Wll
W12
W13
W14
W15
w16
W17

W18
W19
W2o
W21
W22
W23

LSB W24

NOTES :

1. gMMAND tune and wait first two characters are “t” (1110100) and
“t” (1110100) for “time tuneup.”

2* Time bits TB7 through TB1 from table A-XXIII.

This page reprinted without change.

159

http://www.abbottaerospace.com/technical-library


MlL-STD-l 88-141A
APPENDIX A

NOTICE 2

TABLE A-XXIII. z~e valu es.

I

MULTIPLIER: Most significant Bits (MSBS)

MSB
Approximate

TB7 TB6 Exact Approximate range

(w18) (W19) increment increment of “T” values

o 0 TW 130.66 . . mo 1/8 second O - 4 seconds

o 1 3 Trw 1176 ms 1 second o- 36 seconds

1 0 153 Trw 59.976 sec 1 minute o - 31 minutes

9184 Trw 60.002 min
29 hours

1 1 1 hour o -

+

INDEX : Least significant Bits (LSBS)

I I I I 1 I “T” I “T” I “TW I “T”

LBS VALUE VALUE VALUE VALUE

TB5 TB4 TB3 TB2 TB1 INDEX FOR FOR FOR FOR

MSB=OO MSB=O1 MSB=1O MSB=I1
(W20) (W21) (W22) (w23) (W24) VALUE

o 0 0 0 0 0 0(1) o 0 0

130.66ms 1.176s 1.00min 1.OOhr
o 0 0 0 1 1

0 2 261.33ms 2.352s 2.00min 2.00hr
o 0 0 1

3 392.Oms 3.528s 3.00min 3.00hr
o 0 0 1 1

0 0 1 0 0 4 523.66ms 4.2040 4.OOmin 4.00hr
●

o 0 1 0 1 5 653.33m8 5.880s 5.OOmin 5.OOhr *

● ● ● ● ●

● ● ● ● c

s ● ●

● ● ● s ● ● ● ,

0 1 29 3789.3ms 34.108 29.Omin
1 1 1

29.Ohr

1 0 30 3920.Oms 35.288 30.Omin (3)
1 1 1

31 4050.7ms 36.46Ia 31.Omin
1 1 1 1 1

(2)
b

NOTES :

1. The minimum value “O” (TB = 0000000) is interpreted as “do Lnunediately” if a delay,

or “zero size” if a time width, as specified in usage.

2. The maximum value “127” (TB = 1111111) is interpreted as “do it at time or date—
following,” as specified in next CO~c

3. The next maximum value “126” (TB = 1111110) is interpreted as “indefinite time,”

unlimited except by other COMMAND or timeout protocol.
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TABLE A-XXIV . $ime-related COMMAND functionu.
4

First Second
I

Identification Character Character Function

Adjust Slot Width

Halt and Wait

Operator NAK

Operator ACK

Respond and Wait

Stay
(See Note 4)

“t”

“t”

“~.,

“t”

‘t”

“t”

“a” (1100001)

“h” (1101000)

“n” (1101110)

“o” (1101111)

“r” (1110010)

“a” (~0011111)
(See Note 5)

Add T to width of all slots for this
response. TB=O, normal. TB7=0 as 36

second limit.

stop scan on channel, do not tune or
respond, wait T for instruction; quit
and resume scan if nothing. TB=O ,

quit after call. TB7=0 as 36 second

limit.

Same a6 “tto” operator ACK, except

that at T, if no input, automatic
tuneup and respond NAK (~HIS Is), in

slots if any. TB=O, NAX now.

Stop scan, alert operator to manually

input ACK (or NAK), which causes
tuneup (if needed) and ACK response
THIS WAS, or THIS IS; if no input by

operator by T, simply quit. TB=O ,

ACK now. TB7=0 as 36 second time

1imit. TB=lllllll, do at date/time
following.

Stop scan, tuneup and respond as
normal, wait T for instructions, quit
and resume scan if nothing. TB=(I,

quit ●fter response. TB7=0 as 36

second limit. TB=lllllll, do at

date/time following.

Wait on channel for time T and stay
linked, don’t transmit unless
commanded, and ignore all signals
during T if not understood; except
ALE frame reacquisition by T (must be
in correct redundant word phase). T
in multiples of Trw, as indicated by
binary value of last 14 bits
(~oolllll 1111111 = 4095s), range of
O to 26.754 minutes.
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TABLE A-XXIV. Time-related COMMAND functions -- Continued.

First Second
.

Identification Character Character Function

Tune and Wait “t” “t” (1110100) Stop scan, tuneup, do not respond,
wait T for Instructions, quit and
resume scan if nothing. TB=O, quit
after tuneup. TB7=0 as 36 second
limit.

Width of Slots “t” “w” (1110111) Set all slots to T wide for this
.

rasponse. TB=O, no responses. TB7”0
as 36 second limit.

NOTES :

1.
2.
3.

4.

5.

.

for
use

Preamble is COMMAND (110).
First character is “t” (1110100) for all.
Third-character field is binary bits TB7 through TB1 (W18 through W24),
designating a time interval “Tw as a standard value in table A-XXIII.

When the optional UUF is implemented, the STAY cmand function is
required.

This second ASCII character will vary, depending on the resulting binary
value.

80.9 User uniae functions [WFS)_. The user unique functions (WFS) are

special uses, as coordinated with specific users or manufacturers, which
the ALE system in conjunction with uniq~e, nonstandard or non-~~

purposes. UUF enables stations to perform an ‘escape” function which
preserves the basic and underlying protocol and also permits the use of the
channel or link for activities unique to a specific user or manufacturer group
or system. The unique function itself may be anything that the users select
to use, and the ALE waveform and signal structures may be used, but are not
required. An example is a user which requires the capability to link using
ALE, transmits an HF channel characterization (non-ALE) waveform during the
ALE frame or handshake, and concludes the underlying protocol.

There are 16384 specific types of WMMAND WF codes available, as indicated by

a 14-bit (or two-character) unique index (UI). Each unique type of special
function which employees a UUF shall have a specific UI assigned to it to
ensure interoperability, compatibility, and identification. The UI shall be

assigned for use before any transmission of the WF or the associated unique
activity, and the ALE UUF shall always include the appropriate UI when sent.
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162
.

http://www.abbottaerospace.com/technical-library


MIL-STD-188-141A
APPENDIX A

NOTICE 2

The UUF shall be used only among stations which are specifically addressed and
included within the protocol, and shall be used only with stations
specifically capable of participating in the UUF activity, and all other
(nonparticipating) stations should be terminated. There are two exceptions

for stations which are not capable of participating in the UUF and are
required to be retained in the protocol until concluded. They shall be

handled using either one of the two following procedures. First, the calling

station shall direct all the addressed and included stations to stay linked
for the duration of the WF, to read and use anything that they are capable of
during that time, and to resume acquisition and tracking of the ALE frame and
protocol after the WF ends. To accomplish this, and immediately before the
COMMAND WF, the sending station shall send the COKKAND STAY, which shall

indicate the time period (T) for which the receiving stations shall wait for
resumption of the frame and protocol. Second, the sending station shall use
any etandard COMMAND function to direct the nonparticipating stations to wait
or return later, or do anything else which is appropriate and controllable
through the standard orderwire functions.

If a ~ WF is included within an ALE frame, it shall only be within the
message section. The UUF activity itself should be conducted completely
outside of the frame and should not interfere with the protocols. If the UUF
activity itself must be conducted within the message aection~ will occupy time
on the channel, and is incompatible with the ALE system, that activity shall
be conducted immediately after the COMMAND UUF and it shall be for a limited

amount of time (T). A COMMAND STAY shall precede the WF instruction, as
described herein, to indicate that time (T). The sending station shall resume
the same previouo redundant word phase when the frame and protocol resumes, to
ensure synchronization. The STAY function preserves maintenance of the frame
and link. It instructs the stations to wait, because the amount of the
occupied by the UUF activity or its signaling may conflict with functions such
as the wait-for-activity timer (Twa). This may interfere with the protocols
or maintenance of the link. In any case, the users of the UUF shall be
responsible for noninterference with other stations and users? and also for
controlling their own stations and link management functions to avoid these
conflicts.

The user unique function (WF) shall be constructed as follows and as shown on
table A-XXV. The UUF word shall use the COMMAND (110) preamble in bits P3
through PI (WI through W3). The character in the first position shall be the
“pipe” or vertical bar “/” (1111100) in bits Cl-7 through Cl-1 (W4 through
W1O), which shall identify the “unique” function. The user or manufacturer
specific unique index (UI) shall be a 14-bit (or two-character, 7-bit ASCII)
code using bits U114 through UI1 (Wll through W24). All unassigned UI codes
shall be reserved and shall not be used until assigned for a specific use.
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TABLE A-XXV. User uniuue functions structure.

I

COMMAND
Preamble

First
~haracter

mlnI

First UI
Character

Second UI
Character

User Uni~e

Function Bits Word Bits

MSB

LSB

MSB

LSB

MSB

LSB

MSB

LSB

P3=1

P2=1
Pl=o

C1-7=1
c1-6=1
C1-5=1
C1-4=1
C1-3=1
C1-2=0
C1-l=o

UII-7
UII-6

UII-5
UII-4
UII-3
UII-2
UII-1

u12-7
u12-6
U12-5
u12-4
u12-3
U12-2

MSB WI
W2
W3

W4
W5
W6
W7
W8
W9
Wlo

W11
W12
W13
W14
W15

w16
W17

W18
W19
W20
W21
W22
W23

U12-1 LSB W24

NOTES :

1. CJOMMAND user unique functions first character is “ “ (1111100)
for “uniqJe”.

2. Unique index (UI) characters UI1 and U12 from central registry

and assigwnt.

—
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1

Characters per message (DTM)

Characters per message (DTM)

Character rate (DTM,
AMD, basic ALE)

Character rate (DBM)

Equivalent throughput maximum
word rate (DTM, AMD)

Equivalent throughput maximum
word rate (DBM)

Unit period (DTM, AMD,
or ALE word)

Message period (DBM)

Message period (DRM)

Minimum sound time

Minhwm call time

Minimum handshake time

Preambles (word types)

Chuacter sets

Link quality analysis (LQA)

O to 1053 full ASCII characters per block

O to 37377 full ASCII characters per block

7.653

26.79 CPS

76.53 words per minute (wpm) (5 characters
plus space per word)

267.9 wpm (5 characters + space per word)

130.66... ms per word (Trw) or 392 ms per
‘triple redundant word (Trw)

Reprinted without change.
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0 to 2.29 minutes per block

O to 23.26 minutes per block

784 mm (2 TXW)

1176 ms (3 Trw)

3528 IKLS(9 Trw) three-way linking

8 (3 bits)

ASCII (basic 38, expanded 64, full 128),
or random bits

ALE (BER, SINAD, and MP)
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1001 scow. This appendix contains the requirements for the prescribed
protocols and directions for the implementation and use of HF ALE radio
linking protection.

10.2 D1iCabilitv. This appendix is a mandatory part of MIL-STD-188-

141 whenever linking protection (LP) is a requirement for the HF radio
implementation. The functional capability herein described includes linking

I protection, linking protection application levels, and timing protocols. The

capability for manual operation of the radio in order to conduct
communications with existing, older generation? nonautomated radios shall not
be impaired by implementation of these automated procedures.

20. APPLICABLE DOCUMENTS.

20.1 ~overnm ent documents.

20.1.1 Sm=ificat ions. etandarda, and handbooks. The specifications,
standards, and handbooks that form a part of this document are listed in
section 2. Unless otherwise specified, the issues of these documents are

those listed in the issue of the Department of Defense Index of Specifications
and Standards (DODISS) and supplement thereto. (Unless otherwise indicated,

copies of federal and military specifications, ntandards, and handbooks are

available from the Naval Publications and Forms Center, (Standardization
Document Order Desk), 700 Robbins Avenue, Building #4, Section D,
Philadelphia, PA 19111-5094.

20.1.2 Other Governme nt documents, drawinus. and rx.abliC ations. The

following other Government documents, drawings, and publications form a part

of this document to the extent specified herein. Unless otherwise specified,

the issues are those cited in the solicitation.

Technical Report, U.S. Army Information Systems Engineering Command,

ASQB-OSE-TR-92-04, Dated March 1992, Subject: A 24-Bit Encryption Algorithm

for Linking Protection.

20.2 Non-Government publications. The following documents form a part

of this document to the extent specified herein. Unless otherwise specified,

the issues of the documents which are DoD adopted are those listed in the
DODISS .

30. DEFINITIONS.

30.1 Standard definitions and acronvms. See section 3.

30.2 Definitions of timinu sianals. The abbreviations and acronyms used

for timing symbols are contained in annex A to appendix A.

This page supersedes page 180 of 17 June 1992.
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40. DETAILED REQUIREMENTS.

40.1 Jntroduct ion. Linking protection (LP) refers to the protection of

the linking function required to establish, control, maintain, and terminate
the radio link. Because this protect~on is applied to the link establishment
function, linking protection is a data link layer function in terms of
International Standard 7498 (1S0 7498-1984), the Open Systems Interconnection
(0S1) Reference Model. Figure B-1 shows a conceptual model of the MIL-STD-

188-141 data link layer functions, showing the placement within the data link

layer at which linking protection shall be implemented. Voice transmissions
or data transmissions from external modems are not affected by the LP and are
transmitted in the clear unless externally encrypted. The LP application

levels and their corresponding protection interval (PI) are defined in 40.2.1
through 40.2.1.5.

40.2 na D~O tectio~. The LP procedures specified herein shall be

implemented as distinct functional entities for control functions and bit
randomization functions. (Unless otherwise indicated, distinct hardware for

each function is not required. ) The linking protection control module (LPCM)

shall perform all control functions specified herein and interface to the

I automatic link establishment (ALE) controller as shown in figure B-2.
Scrambler(s) shall perform all cryptographic operations on ALE words, under
the control of the LPCM. Use of LP shall neither increase the time to

establish a link compared to the non-protected radio, nor degrade the
probability of linking below the standard set for non-protected linking in
appendix A, table A-1. A means shall be provided to disable the LP functions
●nd operate the radio in the clear unprotected application level (AL-O).
Hardware scramblers shall be removable without impairment of the unprotected
application level functionality of a radio.

40.2.1 Linkina Drotecti n aDDlication le el~o v The following application

levels of LP are defined herein, with the unclasei;ied ●nhanced application
level (AL-2) currently providing the highest degree of protection. The
classified AL-4 (offering the highest degree of protection) and unclassified
but sensitive AL-3 are not yet standardized, but, are included herein as
design objectives. All protected radios shall be capable of operation at the

AL-1 level. A means shall be provided to disable automatic linking at linking
protection application levels less secure than the application level in use by

the station being called. For example, a station which is operating at AL-2

shall be able to disable the receiver from listening for linking attempts at
AL-O and AL-1. (DO: alert the operator but do not link automatically when a

valid call is received from a transmitter with a lower linking protection
application level.) This mechanism shall not preclude the operator from
manually initiating ALE using a disabled application level. This manual

override is required for interoperability.

40.2.1.1 Unprotected am lication level ~. Assignment of the

unprotected application level (AL-O) indicates that no linking protection is
being employed. No protection is provided against interfering, unintentional,

or malicious linking attempts. All protected HF radios shall be capable of

I operation

This page

in the AL-O mode.

supersedes page 181 of 17 June 1992.
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u
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40.2.1.2 Unclassified asmlication level AL-1. The AL-1 unclassified
application level is mandatory for all protected radio systems, and therefore~
provides protected interoperability within the U.S. Government. All protected _
radios shall be capable of operation in the AL-1 mode even if they also
provide application levels with greater protection. The AL-1 scrambler shall “
employ the lattice encryption algorithm as specified and documented in U.S.
Army Information Systems Engineering Command (USAISEC), Fort Huachuca,
Arizonat Technical Report, AsQB-OSI-S-TR-92-04, “A 24-bit Encryption Algorithm
for Linking Protection,” March 1992, and may be implemented in hardware or
software with manufacturer-specified interfaces. This scrambler is for
general U.S. Government and commercial use. The AL-1 protection interval (PX)
is 60 seconds, which provides slightly lower protection than any of the other
available protected modes, but which permits for relaxed synchronization
requirements.

40.2.1.3 Uncla ssified enhanced amltcation level AL-2. The AL-2
scrambler shall employ the same algorithm as specified for the AL-1, and may
be implemented in hardware or software, with manufacturer-specific interfaces.
This scrambler is for general U.S. Government and commercial use. The AL-2 PI
ia 2 seconds.

40.2.1.4 Unclassified but *ensitive amlication level AL-3. (DO: AL-3
shall use distinct hardware scramblers and shall employ the algorithm and
interface control document (ICD) developed by the National Security Agency
(NSA). Systems employing the AL-3 LP must meet NSA eecurity requirements.
The AL-3 PI is a maximum of 2 seconds.) Technical parameters are not yet
standardized.

40.2.1.5 Classified ~lication le el 4 (DO: AL-4 shall use
distinct hardware scramblers and shall e~pl th~ algorithm and ICD developed
by NSA. An AL-4 scrambler may be used to protect classified orde~ire
traffic. Systems employing classified application level LP must meet NSA
security requirements. The AL-4 PI is a minimum of 1 second. ) Technical
parameters are not yet standardized.

40.2.2 ~ina Brotec tion control modialq. The LPCM shall execute the LP
procedure specified in 40.2.2.4 and control the attached scrambler(s) as
specified below.

40.2.2.1 Scrambler interfaces. The LPCM shall interact with
scrambler(s) in accordance with (IAW) the circuits and protocols specified in

I the interface control document (ICD) for each scrambler (see 40.2.1.2 and
40.2.1.3). For the unclassified application level the ICD is prepared and
controlled by the manufacturer.

40.2.2.2 ~ime of day {TOD). The LPCM requires accurate time and date
for use in the LP procedure. The local time base shall not drift more than *1
second per day when the station is in operation.

40.2.2.2.1 OD t A means shall be provided for entry of TOD (date
I and the) via ei~er % ~&ator interface or an electronic fill port or time

receiving port (DO: provide both operator interface and electronic port).
This interface should also provide for the entry of the uncertainty of the
time entered. If time uncertainty is not provided, a default time uncertainty
shall be used. Defaults for the various time fill ports may be separately
programmable. Default time uncertainty will be determined by the procuring

I agency or manufacturer. Default uncertainty of within t 15 seconds is
suggested.

This page supersedes page 182 of 17 June 1992.
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40.2.2 .2.2 ~ime exchancre DrOtOcols. After initialization of TOD,the

LPCM shall execute the time protocols of 40.2.4 as reguired, to maintain total
time uncertainty less than the PI length of the most secure LP mode it is
using. The LPCM shall respond to time requests IAW 40.2.4.3.2 unless this
function is disabled by the operator.

40.2.3 Seed format. The LPCM shall maintain randomization information

for use by scrambler(s), and shall provide this information, or “seed”, to
each scrambler IAW the applicable ICD. The 64-bit seed shall contain the

frequency, the current PI number, the data, and a word number in the format

I shown in figure B-3A, where the most significant bits of the seed and of each
field are on the left. The TOD portion of tho seed ●hall be monotonically
non-decreaa ing. The remaining bits are not so constrained. The date field

shall be formatted IAW figure B-3B. The ~nt~ f~eld shall contain a 4-bit

integer for the current month (1 for January through 12 for December). The

~ field shall contain a 5-bit integer for the current day of the month (1
through 31). A mechanism shall be provided to accommodate leap years. The ~

I field Bhall be formatted IAW figure B-3C. The Sourse time field shall contain
an n-bit integer which counts minutes ~ince midnight (except that temporary
discrepancies may occur as discussed in 40.2.3.1). The 6-bit fine time field

shall be set to all 1’s when time iu not known more accurately than within one
minute (i.e., time quality of”6 or 7). When a time synchronization protocol

(see 40.2.4) is employed to obtain more accurate time, the $ine time field

shall be set to the time obtained using this protocol and incremented as
described in 40.2.3.1. The fine time field shall always be a multiple of the

PI length, and shall be aligned to PI boundaries (e.g., with a 2-second PI,
fine time shall always be even). The word field shall be used to count words

within a PI, as specified in 40.2.3.1. The ~

I
field shall be formatted

IAW figure B-3D. Each 4-bit field shall contain one binary-coded decimal
digit of the frequency of the current protected transmission. Regardless of

time quality, the fine time field shall be Bet all 1’s for the unclassified
application level of LP.

40.2.3.1 procedure. The procedure to be employed in protecting
transmissions consisting entirely of 24-bit ALE words is presented in
40.2.3.1.1 and 40.2.3.1.2. When a radio is neither transmitting or receiving,

the PI number shall be incremented as follows. When using linking protection
level AL-2 and local time quality (see 40.2.4.2) is 5 or better, the fine time
field shall be incremented at the end of each PI by the length of the PI,
modulo 60. When the fine time field rolls over to O, the tourse time field

shall be incremented, modulo 1440. At midnight, the $X?llUS and ~Q
fields shall be set to O, and the data and pontQ fields updated. When using
linking protection level AL-1, or when the local time quality (see 40.2.4.2)

is 6 or 7, the tie time field shall contain all 1’s and the course tine field

shall be incremented once per minute, modulo 1440. At midnight, the coarse

time field shall be set to O, and the date and ponth fields updated. Whenever

the local time uncertainty is greater than the PI, the system shall~

a. Present an alarm to the operator.

b. Optionally, also attempt resynchronization (if enabled). The first

attempt at resynchronization shall use the current fine seed. If

this fails, the system shall use a coarse seed for subsequent
attempts.

This page supersedes page 183 of 17 June 1992.
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Example Seed

Date = 8 May Time= 15:57:34 Word =0 Frequency= 1755 kHz

A

9 17 8 2 28
c <

D* n Weld 00 Fmqwnw
1 ,

0101 Olmo 01110111101 10CXNO OooOomO 00 OoooCaK) CxMl 0111 0101 Ololomo

1 9 10 26 27 34 37 64

TdD

c

I 0101 I O1ooo I

11 6
t I 1

Com’w‘rIIrw FtiT-

01110111101 10001O

1 46 9 20 21 26

D

4 4 4 4 4 4 4
Y

100 UDiz 10 MHz 1 Mtlz 100 ktlz lokHz 1kHz 100 Hz

Ooo1 0111 0101 0101
4

37 40 41 u 45 48 49 52 53 56 57 60 61 64

I FIGURE B-3 . ~*

This page supersedes page 184 of 17 June 1992.

184
—

I

http://www.abbottaerospace.com/technical-library


MlL-STD-l 88-141A
APPENDIX B

NOTICE 2

40.2.3 .1.1 %rangm ittinu statioa Each word to be transmitted shall be
encrypted by the scrambler using the ~urrent seed information. In the course

of a transmission the protocol described below may cause a discrepancy between

I the ~ fields in the seed and the real time. Such discrepancy shall be

allowed to persist until the conclusion of each transmission, whereupon the
~ fields of the seed shall be corrected. The word number field w shall be
as follows:

a. During the scanning call phase (T-) of a call~ or throughout a Boundl
the calling stations shall alternate transmission of words encrypted
using w = O and w = 1. The first word of T= shall begin with w = O or w
= 1, as required, such that the last word of TX is encrypted using w = 1.
The TOD used during TX shall change as required to keep pace with real

time, except that TOD shall only change when w = O. Words encrypted with

w = 1 shall use the same TOD as the preceding word.

b. At the beginning of the leading call phase (Tk) of a call (which is
the beginning of a single-channel), the first word shall be encrypted
using w = O and the correct TOD for the time of transmission of that
word.

c. All succeeding words of the call shall use succeeding word numbers up
to and including

w = w=. For the word following a word encrypted with w = w=, the
TOD shall be incremented and w shall be reset to O.

(1) Wm = 2 for a l-second PI.
(2) w= = 5 for a 2-second PI.
(3) w- = 153 for a 60-second PI.

d. Responses and all succeeding transmissions shall start with w = O and
the current (corrected) TOD, with these fields incremented as described
in c above for each succeeding word.

Figure B-4 illustrates the permissible TOD/w combinations for a transmitting
station using a 60 second (w- =153) and a 2-second PI (w- = 5)r and the

permissible sequences of these combinations. Sounds are protected in the same
fashion with Tre in place of Tk.

40.2.3.1.2 Receivinu station. Because of the possibility of acceptable
decodes under multiple TOD/word number combinations, receivers shall attempt
to decode received words under all allowed combinations (the current and
adjacent PIs (future and past), and both w = O and w = 1) when attempting to
achieve word synchronization with a calling rotation (six combinations).
Stations prepared to accept time requests (see 40.2.4.3.2) shall also attempt

to decode received words using coarse TOD (fine time = all 1’s, correct coarse
time only) with both w = O and w = 1 (eight combinations total). All valid

combinations shall be checked while seeking word sync. After achieving word
sync, the number of valid combinations is greatly reduced by the link

I protection protocol. Figures B-4C and D illustrate the permissible TOD/w
seguences for a receiving station using a 60-oecond PI and a 2-second PI
respectively~ after word sync is achieved. Note that, unlike the transmitter
the receiving station state machine may be non-deterministic. For example,

when in TM and in state N/l, a received word may yield valid preambles and
ASCII when decrypted using all of the valid combinations: T/O, (T + 1)/0, and

T/2 (the latter implying that Tk started two words previously), and will

This page supersedes page 185 of 17 June 1992.
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therefore, be in three states at once until the ambiguity is resolved by
evaluating the decrypted words for compliance with the LP and ALE protocols
under the valid successor states to these three states. Stations using a PI

of 2-seconds or less shall not accept
using a given TOD~ and need not check

example, if a call is decrypted using
the acknowledgement.

more than one transmission encrypted
combinations using that TOD. For

TOD = T, no TOD before T+l is valid for

Page added.
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40.2.3 .1.3 Qrdeqgy‘re command~. Message text shall be sent in clear
mode; thira includes all data words following AMD or DTM CMD word, and DBM data

blocks . All CMD words shall be protected, including the DTM and DBM CMD
words.

40.2.4 Time protocols. The following shall be employed to synchronize
LP time bases. The time service protocols for active time acquisition, both
protected (40.2.4.3) and non-protected (40.2.4.4), are mandatory for all
implementations of LP.

40.2.4.1 Word formats. The mandatory time protocol, employ the

following three types of ALE words: (1) command words, (2) coarse time words,
and, (3) authentication words, in the formats listed below.

40.2.4.1.1 Command words. Time exchange command words, Time Is and Time

~, that are used to request and to provide TOD data, shall be formatted
as shown in figure B-S. The three moot-significant bits (W1-3) shall contain
the standard CMD preamble (110). The next seven bits (w4-1O) shall contain
the ASCII character ‘-’(1111110), indidhting the magnitude of time uncertainty
at the sending station IAW 40.2.4.2.

40.2.4.1.1.1 Time Is Conlmand. The we Is command word carries the fine
time current at the Bending station as of the start of transmission of the
word following the ~ime Is command word, and is used in protected time
requests and all responses. Ina~ IQ command word, the ~eco~ field
shall be set to the current number of seconds elapsed in the current minuto
intervals which have elapsed in the current second (O-24). The time uualJ&y
shall reflect the sum of the uncertainty of the local time and the uncertainty
of the time of transmission of the ~ime Is command, IAW table B-I and
40.2.4.2. When a
but no time value
containing a time
all 1’8.

40.2.4.1.1.2

protocol requires transmission of the ~ime Is command word,
is available, a Time IS command word shall be cent,
quality of 7 and the secondg and ticks fields both set to

Time Request Command. The ~ime Reauest command word @hall
be used to request time when no local time value i$ available, and is used
only in non-protected transmissions. In a ~ime Reaest co~and word, *
~~, shall be set to 7, the seconds field to all 1’s, and the ticks field
set to 30 (11110).

40.2.3.1.1.3 Other encodinus. All encodings of the peconds and Qickq
fields not specified here are reserved, and shall not be used until
standardized.

40.2.4.1.2 Coarse time word. CoarEIe time words shall be formatted as
shown in figure B-6, and shall contain the coarse time current as of the
beginning of that word.

This page supersedes page 187 of 17 June 1992.
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Time Service Example

Date=8 Hay Time= 15:57:34:12 Time Quality=4

3 7 3 6 5—
9

cm Time Exchange Time Quality Seconds 40 me ticks
*

110 1111110 100 100010 00011 ,

1 34 10 11 13 14 19 20 24

“Time Io” Command

I FIGURE B-5. ~ime exchanae command word.

40.2.4.1.3 Buthen tication word. Authentication words,

I shown in figure B-6, shall be used to authenticate the times

formatted as
exchanged using

the time protocols. The 21-bit authenticator shall be generated by the sender
as follows:

(1) All 24 bit words in the time exchange message preceding the
authentication word (starting with the ~me IQ or 3ime Recruest
command word which begins the message) shall be exclusive-or’d.

(2) If the message to be authenticated is in response to a previous
time exchange message, the authenticator from that message shall be

exclusive-or’d with the result of (l).

(3) The 21 least significant bits of the final result shall be used as
the authenticator.

(Note: “Exclusive or” is the condition

bit is a 1 if the two input bits do not
when the two input bits match.)

that exists when each resulting
match, or the resulting is a O

40.2.4.2 Time uuality. Every time exchange command word transmitted

shall report the current uncertainty in TOD at the sending stationl whether or
not the is transmitted in the command word. The codes listed on table B-I

shall be employed for this purpose. The time uncertainty windows on the table

are upper bounds on total uncertainty (with respect to coordinated universal

This page supersedes page 188 of 17 June 1992.
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Time Service Example

Date=8 May Time= 15:57:34:12 Time Quality=4

3 1 4 5 11
4

DATA o Month Day Minute

000 0 0101 01000 011101111101

1 3 4 5 89 13 14 24

Coarse Time Word

3 21

REP Authenticator

111 110101110011111111110

1 3 4 24

Authenticator Word
(over Command and Coarse Time Words)

I FIGURE B-6. Coar8e time and authentication words.

This page supersedes page 189 of 17 June 1992.
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TABLE B-I . ~ime auality .

4

Time @al ity Code Time Uncertainty Window

o none

1 20 ms

2 100 ms

3 500 ms

4 2s

5 10 s
, 1

6 60 s
*

7 unbounded
, b

—

NOTE : Time quality O shall be used only by UTC time standard
stations.

time). For example, an uncertainty of *6 seconds is 12 seconds total, and
requires a transmitted time quality value of 6. Stations shall power up from

a cold start with a time quality of 7. Time uncertainty is initialized when

time is entered (see 40.2.3.2.1), and shall be maintained thereafter as
follows: the uncertainty increases at a rate set by oscillator stability
(e.g., 72 ms per hour with a t10 parts per million (ppm) time base), until the
uncertainty is reduced upon the acceptance of time with less uncertainty from
an external source, after which the uncertainty resumes increasing at the
above rate. A station accepting time from another station shall add its own
uncertainty due to processing and propagation delays to determine its new
internal time uncertainty. For example, if a station receives time of guality

2, it adds to the received uncertainty of 100 ms (*SO ms) its own processing
delay uncertainty of, say *1OO ms, and a propagation delay bound of t35 ms, to

obtain a new time uncertainty of *185 ms, or 370 ms total, for a time quality
of 3. With a *1O ppm time source, this uncertainty window would grow by 72 ms

per hour, so-after two hours, the uncertainty becomes 514 ms, and the time
quality has dropped to 4. If a low-power clock is used to maintain time while
the rest of the unit is powered off, the quality of this clock shall be used
to assign time quality upon resumption of normal operation. For example, if

the backup clock maintains an accuracy of *1OO ppm under the conditions
expected while the station is powered off, the time uncertainty window shall
be increased by 17 seconds per day. Therefore, such a radio which has been
powered-off for much over three days shall not be presumed to retain even
coarse sync, despite its backup clock, and may require manual entry of the.

40.2.4.3 fictive time acuuisition (D rotected~. A station which knows the

correct data and time to within one minute may attempt to actively acquire
time from any station with which it can communicate in protected mode by

This page reprinted without change.
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employing the protocol in the following paragraph. The quality of time so

acquired is necessarily at least one grade more uncertain than that of the
@elected time server. A station which does not know the correct data and time
to within one minute may nevertheless employ this protected protocol by
repeatedly guessing the time until it successfully communicates with a time
server.

40.2.4.3.1 Time Reuuest call. A station requiring fine time shall

request the current value of the network time by transmitting a $ime Remuest

call~ formatted as follows. (In principle, any station may be asked for the
time, but some stations may not be progr~d to respond, ●nd others may have
poor time quality. Thus, multiple servers may need to be tried before

sufficient time quality is achieved.)

TO <time server> (XD ~ime IQ <time> DATA <coarse time>
REP <authenticator> THIS IS <requester>.

The ~ime 1S command shall be immediately followed by a coarse time word and an
authentication word. The authenticator shall be generated by the exclusive-or

of the command word and the coarse time word, as specified in 40.2.4.1.2. The

Time R meake call transmission shall be protected using the procedure
specified in 40.2.3.1.1 and 40.2.3.1.2. When acquiring time synchronization,

the coarse seed (fine time field in the seed set to all l’s) current at the
requesting station shall be used. When used to reduce the time uncertainty of

a station already in time sync, the current fine seed shall be used.

40.2.4.3.2 me Service resmn Slg. A station which receives and accepts
a ~ Reuues~ call shall respond with a me Service response formatted as

follows :

TO <requester> CKD Time Is <time> DATA.<coarse time>
REP <authenticator> THIS WAS <time server>.

The me IQ comnand shall be immediately followed by a coarse time word and an
authentication word. The authenticator shall be generated by the 3-way
exclusive-or of the command word and the coarse the word from this
transmission and the authentication word (including the REP preamble) from the
requester ~ as specified in 40.2.4.1.3. The entire Time Service response shall

be protected as specified in 40.2.3.1.1 and 40.2.3.1.2 using the time server’s
current coarse seed if the request used a coarse seed, or the current fine
seed otherwise. The seed used in protecting a Time Service response may

differ from that used in the request which caused that response. A time
server shall respond only to the first ~me Reuues~ call using each fine or
coarse seed; i.e., one coarse request per minute and one fine request per fine

PI. Acceptance of time request may be disabled by the operator. Stations
which are prepared to accept coarse ~ime Reques& conmands shall decrypt the
initial words of incoming calls under eight (vs. six) possible seeds: w = O
and w = 1 with the current coarse TOD, and with the current fine TOD tl PI.
(Note that only one coarse TOD is checked vs. three fine TODS.)

This page supersedes page 191 of 17 June 1992.
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I

40.2.4.3.3 xime Server recruest. A time server may request ●uthenticated
time from the original requester by returning a rime Server request, which is

identical to the Time Service response as given above except that the THIS WAS
termination is replaced by THIS IS. The original requester shall then respond “
with a Time Service response, as above, with an authenticator generatad by the
3-way exclusive-or of the command word and the coarse time word from its ~hne

~ic~ reswnue and the authentication word (including the REP preamble) from
the Time Strver request, as specified in 40.2.4.1.3.

40.2.4.3.4 ~tment A station awaiting a zim~ “
~enic~ response shall attempt to decrypt re~eived words under the appropriate
seeds. If the request used a coarse seed, the waiting station shall try the
coarse seeds used to encrypt its request? with w = O and w = 1~ and those
corresponding to one minute later. If the request used a fine seed, the
waiting station shall try the usual six seeds: w = O and w = 1, and those

corresponding to one minute later. If the request used a fine seed, the
waiting station shall try the usual six seads~ w = O and w = 1 with the

current fine TOD il PI. Upon successful decryption of a Time Servic~

response, the requesting station shall exclusive-or the received command and
coarse time words with the authentication word it sent in its request. If the

21 least significant bits of the result match the corresponding 21 bits of the
received authentication word, the internal time shall be adjusted using the
time received in the !J’imeIs command and coarse time word, and the the
uncertainty shall be set IAW 40.2.4.2.

40.2.4.4 &tive time
.

acuuisitlon (non-protected ). A station which does

not know the correct data and time to within one minute may attempt to
actively acquire time from any station with which it can communicate in non-
protected mode by employing the protocol in the following paragraphs. Because

time is not known in this case with sufficient accuracy to employ LP, the
entire exchange takes place in the clear, with the authentication procedure as
the only barrier against decryption.

40.2.4.4.1 Reuuest call f~-brOteCted ). A etation xequiring time
shall request the current value of the network time by transmitting a non-
protected ~ime Reuues< call, formatted as follows:

TO <time server> CHD -e Reuuest DATA <coarse time>

REP <random #> THIS IS <requester>.

The ~ime Reuues& coxmnand shall be ixnediately followed by a coarse time word,
followed by an authentication word containing a 21-bit number, generated by
the requesting station in ouch ● fashion that future numbers are not
predictable from recently used numbers from any net member. Encrypting a
function of a radio-unique quantity and a sequence number which is incremented
with each use (and which is retained while the radio is powered off) may meet
this requirement.

40.2.4.4.2 ~ Service res~onse lnon-Drotecte~ ● A station which
receives and accepts (see below) a non-protected $ime Reuuest call shall

respond with a non-protected ~ime Service response formatted as follows:

This page supersedes page 192 of 17 June 1992.
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TO <requester> CKD ~ime Is <time> DATA <coarse
REP <authenticator> THIS WAS <time server>.

The Time 7s command shall be innediately followed by
I authentication word. The 21-bit authenticator shall

the>

a coarse tinm word and an
be generated by

encrypting the 24-bit result of the 3-way exclusive- or of the command word and

the coarse time word from this transmission and the entire random number word

(including the REP preamble) from the requester, as ●pacified in 40.2.4.1.3.
The encryption shall employ the AL-1 and AL-2 ●lgorithm ●nd ● seed containing
the time sent and w = all 1’s. The least-significant 21 bits of this

encryption shall be used as the Authenticator* A time server shall respond

only to the first error-free non-protected Time Remest call received each

minute (according to its internal time). Acceptance of non-protected time

requests may be disabled by the operator~
,,

40.2.4.4.3 Authentication and adjustment (non-pr otected mode) Upon

receipt of a non-protected ~ime Service response, the requesting ~tation shall
exclusive-or the received coarse time word with the received Time Is command

word. Then exclusive-or the result with the entire random number word it sent
in its Time Reuuest call, and encrypt this result using w = all 1’s and the
coarse time contained in the !Jime Service response. If the 21 least

significant bits of the result match the corresponding 21 bits of the received

authentication word, the internal time shall be adjusted using the received
coarse and fine time, and the time uncertainty shall be set IAW 40.2.4.2.

40.2.4.5 passive time aCUUiS~iQ!l ● As an alternative to the active time

acquisition protocols specified above, stations may attempt to determine the

correct network time passively by monitoring protected transmissions.
Regardless of the technique used to otherwise accept or reject time so
acquired, passive time acquisition shall include the following constraints:

a. Local time may only be adjusted to times within the local window of
uncertainty. Received transmissions using times outside of the local

uncertainty window shall be ignored.

b. Local time quality shall be adjusted only after receipt of
transmissions from at least two stations, both of which include time

quality values, and whose times are consistent with each other within the
windows implied by those time qualities.

A passive time acquisition mechanism may also be used to maintain network
synchronization once achieved. Passive the ●cquisition is optional, and if

provided, the operator shall be able to disable it.

40.2.4.6 ‘Jime broadcast. To maintain network synchronization, stations

shall be capable of broadcasting unsolicited ~ime Is commands to the network,

periodically or upon request by the operator:

TO <NET> CMD Time Is <time> DATA <coarse time>
REP <authenticator> THIS WAS <time server>.

This page supersedes page 193 of 17 June 1992.
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The Time Is command shall be immediately followed by ● coarse time word and an
authentication word. The authenticator shall be generated by the exclusive-or

of the command word and the coarse time word from this transmission as
specified in 40.2.4.1.2. If the broadcast is made without LP (i.e., in the

clear), the authenticator must be encrypted as described in 40.2.4.1.3 to
provide any authentication. The use of an authenticator which does not depend

upon a challenge from a requesting station provides no protection against
playback of such broadcasts. A station receiving such broadcasts must verify

that the time and the time uncertainty that the broadcasts contain are
consistent with the local time and uncertainty before such received tbe is at
all useful.

40.2.4.7 advanced time exchanue nrotocola Advanced timing exchange

I protocols for application levels 3 and 4 will & addressed as required with
future upgrades of MIL-sTD-188-141.
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