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1. SCOPE.

1.1 Scope. The purpose of this document is to establish technical

parameters, in the form of mandatory standards and optional design objectives
(DOs), that are considered necessary to ensure interoperability of new long-

haul and tactical radio equipment in the medium frequency (MF) band and in the
high fregquency (HF) band. It is also the purpose of this document to
establish a level of performance for new radio equipment as is considered

necessary to satisfy the requirements of the majority of users. These
technical parametere, therefore, represent a minimum set of interoperability
and performance standards. The technical parameters of this document may be

exceeded in order to satisfy certain specxzxc requirements, provided that
interoperability is maintained. That is, the capability to incorporate
features such as additional standard and nonstandard interfaces is not
precluded.

1.2 Applicability. This standard is mandatory within the Department of
Defense (DoD) in the design and development of new MF and HF radio egquipment.
It is not intended that existing equipment and systems be meedxately
converted to comply with the provisxons of this standard v equi
and systems and those undergoing major modification or

conform to this standard. If devxation from this standard is roquired, th

3
- g
e
q
C
F
o

1.3 Applicatjon qui . The terms "system standard” and "design
objective” (DO) are defined in FED-STD-1037. In this document, the word
"ghall” identifies mandatory system standards. The word "should"” identifies
design objectives which are desirable but not mandatory.

This page supersedes page 1/2 of 15 September 1988.
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2. APPLICABLE DOCUMENTS.

2.1 Government documents.

2.1.1 Specifications, standards, and handbooks. The following
specifications, standards, and handbooks form & part of this dccument to the
extent specified herein. Unless otherwise specified, the issues of these

documents are those listed in the issue of the Department of Defense Index of
Specifications and Standards (DODISS) and supplement thereto, cited in the

STANDARDS
FEDERAL
FED-STD-1003 Telecommunications, Synchronous Bit Oriented
Data Link Control Procedures (Advanced Data
Communication Control Procedures)
FED-STD-1037 Telecommunications: Glossary of
.Telecommunication Terms
MILITARY
MIL-STD-188-100 Common Long Haul and Tactical Communication
System Technical Standards
MIL-STD-188-110 Interoperability and Performance Standards for
Data Modems
MIL-STD-188-114 Electrical Characteristics of Digital Interface
Circuits
MIL-STD-188-148 (S) Interoperability Standard for Anti-Jam (AJ)
Communications in the High Freguency Band (2-30
MHz) (U)
{Unless otherwise indicatsd, copiss of Federal and military specifications,;
standards, and handbooks are available from the Naval Publications and Forms
Center (ATTN: NPODS), 5801 Tabor Avenue, Philadelphia, PA 19120-5099.)
2.1.2 Other Government documents, drawings, and publications. The

following other Government documents, drawings, and publications form a part
of this document to the extent specified herein. Unless otherwise specified,
the issues are those cited in the solicitation.

) 4
Ve

-
7]

National Telecommunications and Information Administration (NTIA)

- NTIA Manual of Regulations and Procedures for Federal Radic Frequency
Management

This page supersedes page 3 of 15 September 1988.
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(Application for copies should be addressed to the U.S. Department of

1232 S8

Commerce, NTIA, Room 4890, 1l4th and Constitution Ave N.W., Washington, DC
20230.)

2.2 _Non-Government publicatjons. The following documents form a part of
this document to the extent lpe fied h h
issues of the documents which are Dol a
of the DODISS cited in the solicitation. Unless otherwxse specified the
issues of the documents not listed in the DODISS are the issues of the

documents cited in the solicitation (see 6.2).
INTERNATIONAL STANDARDIZATION DOCUMENTS

antic Treaty Organization (NATO) Standardization Agreements

—

North At

STANAG 4203 Technical Standards for Single Channel HF Radio
Equipment
STANAG 5035 Introduction of an Improved System for Maritime Air

Communications on HF, LF, and UHF

e addressed to: Commanding Officer, Naval

- mhuesRTooT= = oiifiialll iy vra2abELy

\nyy;;uuuiCuE

ou b
Publications and Forms Center., ATTN: NPFC 106, 5801 Tabor Avenue,

Philadelphia, PA 19120-5099.)
Quadripartite Standardization Agreements (QSTAGS)

QSTAG 733 Technical Standards for Single Channel H
Frequency Radio Equipment

(Application for copies should be addressed to: Commanding Officer, Naval

Publications and Forms Center, ATTN: NPFC 106, 5801 Tabor Avenue,
Philadelphia, PA 19120-5099.)

International Telecommunications Union (ITU), Radio Regulations

= Yesememmera A - o

R Recommendation Lmy;uvcu Transmission

I 8
5-1 Radiotelephone Circuits

(Application for copies should be addressed to the General Secretariat,
International Telecommunications Union, Place des Nations, CH-1211 Geneva 20,

Switzerland.)

(Non-Government standards and other publications are normally avai able from
the organizations that prepare or distribute the documents. These documents
alsc may be available in or through libraries or other informational
services.)

This page reprinted without change.
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2.3 oOrder of precedence. In the event of a conflict between the text of
this document and the references cited herein, the text of this document takes

precedence Nothing in this document, however, supersedes applicable laws and
regulations unless a specific exemption has been obtained.
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3.1 Terms. Definitions of terms used in this document shall be as
specified in the current edition of FED-STD-1037. In addition, the following
definitions are applicable for the purpose of this standard.

Automatic sounding. Sounding is the ability to empirically test selected

channels (and propagation paths) by providing a very brief beacon-like
identifying broadcast which may be utilized by other ltations to evaluate

channels for possible later use for communications or calling. Such
soundings are primarily intended to increase the efficiency of the ALE
function, thereby increasing eystem throughout. Sounding information is
used for reducing the set of assigned channels to be used for a particular
ALE connectivity attempt.

Cogite. The deployment of RF assets with limited physical separation.
Insufficient separation or inadequate Electromagnetic Interference (EMI)
suppression for the site conditions can result in degraded performance due

—asw f o A e A

to EMI (cosite interferencej.

or robust data modules which incorporate aophisticated techniques for
correcting or reducing the number of raw (over-the-air induced) errors.

d esso n . A speech processing system

consisting of a compressor and expander linked by a control channel

,,,,,, -y

separa:e from the audio (Bpeecn) channel.

Linking nrotection (LP),
=xDXING PIOT taon {LPl.

Linki ti
linking function of automatic link establis hment fro

unintentional interference.

Link quality analysis (LOA). The overall process by which relative

measurements of signal quality are performed. This signal quality is

characterized by such parameter assessments as BER, SINAD, and MP. Such
assessments are stored and/or exchanged between stations for ALE decision

aa
U -

Phase noise (dBc/Hz). The amount of single-sided phase noise, contained
in a one-hertz bandwidth, produced by a carrier (signal generation)
source, and referenced in decibels below the full (unsuppressed) carrier
output power.

This page supersedes page 7 of 17 June 1992.
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Third-order intercept point. The third-order intercept point is a
standard measure of how well a receiver performs in the presence of strong
nearby signals. The receiver third-order intercept point is an
extrapolated convergence (not directly measurable) of a desired output
(two test signals) and receiver mixer-produced third-order intermodulation

distortion products.

NOTE: Testing is conducted using two frequencies, fl and f2,
which fall within the first intermediate frequency mixer
passband. (In general, the test frequencies will be about
20-30 kHz apart.)

——— oo _
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American, British, Canadian, and Australian (Armies)
acknowledgement

automatic gain control

Y o=l £
unclassifie

unclassified but sensitive application level

automatic level control

automatic link establishment
automatic message display

American National Standards Institute
automatic repeat request

American Standard Code for Information Interchange

Communications Security

cyclic redundancy check

ALE preamble word DATA

decibels

decibels referenced to full-rated peak envelope power
data block message

Defense Communications Agency

Defense Communications Agency Circular

This page supersedes page 9 of 17 June 1992. ,
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pefense Information Systems Agency
Defense Information Systems Agency Circular
design objective

Department of Defense

Department of Defense Index of Specifications and !

data terminal equipment

data text message

error detection and correction

L

PRy

Federal Information Processing Standards
frequency-shift keying

high frequency

accordance with

interface control document

interrupted continuous wave
intermodulation distortion

independent sideband

Integrated Services Digital Network
International Organization of Standardization
International Telecommunications Union
Joint Chiefs of Staff

on

linking protec

linking protection control module

~

10


http://www.abbottaerospace.com/technical-library

NATO
NBFM
NMCS
NSA

NTIA

MIL-STD-188-141A
NOTICE 2

link quality analysi

(1) lower sideband (radio);
(2) least significant bit (data)

most significant bit

nonacknowledgement (request for repeat)

North American Treaty Organization

narrowband fregquency modulation

National Military Command System

National Security Agency

National Telecommunications and Information Administration

Open Systems Interconnection

protection interval

arts per million

push to talk
Quadripartite Standardization Agreement
ALE preamble word REPEAT

radio teletypewriter

o
)
’-h
[+}]
o

signal-plus-noise-plus-distortion t

-

signal-to-noise ratio

single sideband

Standardization Agreement (NATO)
to be determined

time of day

unclassified


http://www.abbottaerospace.com/technical-library

U.S. Army Information Systems Engineering Command

USAISEC

Coordinated Universal Time

uTC

Iy

unit under test

uuT

oy

J

b= g

voltage standing wave ratio

VSWR

12


http://www.abbottaerospace.com/technical-library

MIL-STD-188-14TA
NOTICE 2

4. GENERAL REQUIREMENTS.

4.1 General. By convention, frequency band allocation for the MF band is
from 0.3 megahertz (MHz) to 3 MHz and the HF band is from 3 MHz to 30 MHz.
However, for military purposes, egquipment designed for HF band use has been
historically designed with frequency coverage extending into the MF band. For
new HF equipment, HF band standard parameters shall apply to any portion of
the MF band included as extended coverage. Currently there are no known
military requirements below 1.5 MHz. Consequently, this portion of the MF
band is not standardized.

Equipment parameters will be categorized using functional use groups for radio
assemblages/sets. Historically, these groups have been fixed (long-haul)
installations and tactical sets. The tactical sets are subgrouped further
into vehicle transportable and manpack versions. Although these distinctions
still exist in principle, the former lines of distinction have become somewhat
blurred. The mobility of current military forces dictates that a significant
number of long-haul requirements will be met with transportable systems, and
in some cases, such systems are implemented with design components shared with
manpack radiocs. When such “tactical” equipment is used to meet a long-haul
requirement, the equipment shall meet long-haul minimum performance standards.

Basic HF radio parameters are contained in this section and in section S. HF
technology going beyond the basic radio is contained in the appendices.
Figure 1 shows the relationship of the functional aspects of current HF
technology in terms of International Standard 7498 (ISO 7498-1984), the Open
Systems Interconnection (0OSI) Reference Model. The shaded area in figure 1
indicates coverage in this section and section 5.

4.2 Equjipment operatjion mode.

4.2.1 Baseline mode. Freguency control of all new HF equipment except
manpack, shall be capable of being stabilized by an external standard. Should
multiple-frequency (channel) storage be incorporated, it shall be of the
programmable-memory type and be capable of storing/initializing the
operational mode (see 4.2.1.1 and 4.2.1.2 below, and 40.3 of appendix A)
associated with each particular channel.

4.2.1.1 Ssingle-channel. All new single-channel HF equipment shall
provide, as a minimum, the capability for the following one-at-a-time
selectable operational modes:

a. One nominal 3-kHz channel upper sideband (USB) or lower sideband (LSB)
(selectable).

b. One (rate-dependent bandwidth) interrupted continuous wave (ICW)
channel.*

c. A narrowband frequency modulation (NBFM) channel capability should be
included as a design objective (DO).
* Not mandatory for radios designed for ALE.

This page supersedes page 13 of 15 September 1988.
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| 4.2.1.2 Multichannel. All new multichannel HF equipment shall provide a

single channel capability as set forth in paragraph 4.2.1.1 as a minimum and
I one or more of the following modes, selectable one at a time:

a. Two nominal 3-kHz channels in the USB and LSB (two independent
channeis in the same sideband--sideband selectabie).

c. Two nominal 3-kHz channels in the USB and two in the LSB (four
independent 3-kHz channels--two in each sideband).

d. One nominal 6-kHz channel in the USB and one in the LSB (two
independent 6-kHz channels--one in each sideband).

- Prenon omomemd cn - ) d_ 1Lt mhaneaant deon dha 110D amd ~Acmm tm bha TOD fdoem

e Vil WAl [ ¥ 8 @ TRAR&LE ViAW L il il VoD Glilv wiiaw a4l AT LoD A\ wu
independent 3-kHz channels~-one in each aideband).

4.2.2 Automatic link establishment (ALE) mode. Should an ALE capability

be included, it shall be of the channel-scanning type and shall provide for
contact initiation by either or both manual and automated control. Detailed
I requirements are in appendix A. See 4.5 for the list of features required to
| support this operational mode.
2.3 Anti-dam (AT mode., If AJ is to be implemoented; the AJ
capabilities and features for HF radios shall be in accordance with MIL-STD-
188-148.

4.2.4 Linking protection (LP). If LP is to be implemented, the LP

capabilities and features for HF radios shall be in accordance with appendix
B.

V. | Tntarfamae narameteoere
Ses =ace ) .

At e e e s R

4.3.1 Electrical characteristics of digital jnterfaces. As a minimum,
l any incorporated interfaces for serial binary data shall be in accordance with
| the provisions of MIL-STD-188-114, and any other interfaces specified by the
| contracting agencies. Such interfaces shall include provisions for request-
to-send and clear-to-send signaling. The capability to accept additional
standard interfaces is not preciuded.

4.3.3 Modulation and data signaling rates. The modulation rate
(expressed in baud (Bd)) or the data signaling rate (expressed in bits per

i second (bps)) at interface points A and A’ in figure 2 shall include those
contained in the HF modem portion of MIL-STD-188-110.

A A av_ __a L VoAt M Ao A o) oah ) o 2 0YR AA mamad AAemdead e - L A
4.4 ortn At T jreatc i {NATO aaripgrtite
dmbavoacmavwalhl 1l b wamslwamanéan
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This page supersedes page 14 of 17 June 1992.
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4.4.1 Single-channel communications systems. If interoperation with NATO

channel HF radio equipment shall comply with the applicable requirements of
the current edition of STANAG 4203.

member nations is required for land, air, and maritime applications, single-
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4.4.2 Marjtime 2ir communications systemg. If intercoperation with NATO
member nations is required, HF maritime air communications shall comply with

the applicable requirements of the current edition of STANAG 5035.

4.4.3 High-performance HF data modems. If interoperation with NATO

member nations is reguired, land, air, and maritime, single-channel HF radio
equipment shall comply with the applicable requirements of the appropriate
STANAG.

4.4.4 Quadrjpartite Standardization Agreements (QSTAGg}. 1If
interoperation among American, British, Canadian, Australian, and New Zealand
(ABCA) Armies is required, HF combat net radio equipment shall comply with the

applicable requirements of the current edition of QSTAG 733.

4.5 Ppdaptive communications. Adaptive HF deséribes any HF communications

system that has the ability to sense its communications environment, and, if
required, to automatically adjust operations to improve communications
performance. Should the user elect to incorporate adaptive features, they
shall be in accordance with the requirements for those features stated in this
document .
The essential adaptive features are:
a. Channel (frequency) scanning capability.
b. Automatic link establishment (ALE) using an embedded selective calling
capability. A disabling capability and a capability to inhibit responses
shall be included.

c. Automatic sounding (station-identifiable transmissions). A capability
to disable sounding and a capability to inhibit responses shall be
included.

d. Limited iink quality analysis {(LQA) for assisting t

(2) Relative SINAD (optional).

{(3) Multipath/distortion assessment (DO).
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5.1 General.

§.1.1 JIntroduction. This section provides detailed performance standards
for MF and HF radio equipment. These performance standards shall apply over
the appropriate frequency range from 2.0 MHz to 29.9999 MHz (DO: 1.5 MHz to
29.9999 MHz).

5.1.2 Signal and nojise relationships. The signal and noise relationships

are expressed as signal-plus-noise-plus-distortion to noise-plus-distortion
ratio (SINAD), unless otherwise identified. Unless otherwise specified, when
the ratio is stated, the noise bandwidth is 3 kHz.

5.2 Common equipment characteristjcs. These characteristics shall apply
to each transmitter and to each receiver unless otherwise specified.

5.2.1 splayed g cy. The displayed frequency shall be that of the
carrier, whether auppressed or not.

5.2.2 Frequency coverage. The radio equipment shall be capable of
operation over the freguency range of 2.0 MHz to 29. 9999 MHz in a maximum of
100-Hz frequency increments (DO: 10-Hz) for sign \al-channel equipment, and
10-Hz frequency increments (DO: 1-Hz) for multic hannel equipment.

$.2.3 Frequency accuracy. The accuracy of the radio carrier frequency,
including tolerance and long-term stability but not any variation due to
doppler shift, shall be within +30 Hz for tactical application and within
Y T P Cmm A £ o

+10 Hz for all others, during a period of not iess than 30 days. See 4.1 for
application statements on dual parameters.

§.2.4 Phase stability. The phase ability shall be such that the

weo e Pt #1-3-1- SR -2AN-YIP ¥ P %D =225

probability that the phase difference will exceed 5 degrees over any two
successive 10 millisecond (ms) periods (13.33-me periods may also be used)
shall be less than one percent. Measurements shall be performed over a
sufficient number of adjacent periods to establish the specified probability

with a confidence of at least 95 percent.

5 Phase noise. The synthesizer and mixer phase-noise spectrum at the
ter output shall not exceed those limits as depicted in figures 3 and
continuous carrier single-tone output conditions. Figure 3 depicts
the limits of phase noise for cosited and non-cosited fixed-site and
transportable long-haul radio transmitters. Figure 4 depicts the limits for
tactical radio transmitters. See 4.1 for application statements on dual

parameters.

This page supersedes page 17 of 17 June 1992.
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$.2.6 pBandwidthg. The bandwidths for high frequency band emissions shall
be as shown on table I. Use of other HF band emissions is optional; however,
if selected, shall be as shown on table I. Other high frequency band
emissions which may be required to satisfy specific user requirements can be
found in the NTIA Hanual of Regulations and Procedures for Federal Radio

Maximum Allowable
Bmission type 3 @B Bandwidth (kHz) Mandatory Reg.
Interrupted continuocus wave (ICW) 0.5 Yes*
Frequency-shift keying (FSKj G.3 NO
1ag-_u- ahd £
‘ 7T Il 'Al&b\-)
Frequency-shift keying (FSK) 1.1 No
(850-Hz shift)
Single-sideband mecdulation {SSB) see §.2.7.1 Yes
gsingle-channel
Independent-sideband modulation
(ISB)
two channels see 5.2.7.1 ' No
four channels see 5.2.7.2 No

-~ * Not mandatory for radios designed for ALE.

"~ - o
ool Uveraiil nannejl 1respornges.

w

£.2.7.1 Single-channel or dual-channel operation. The amplitude vs.
frequency response between (f, + 300 Hz) and (f, + 3050 Hz) shall be within

3 dB (total) where f, is the carrier frequency. The attenuation shall be at
least 20 dB from f, to (f, - 415 Hz), at least 40 dB from (f, — 415 Hz) to (£o
- 1000 Hz), and at least 60 dB below (f; - 1000 Hz). Attenuation shall be at
least 30 dB from (f, + 4000 Hz) to (f, + 5000 Hz) and at least 60 dB above (fj,
+ 5000 Hz). See figure 5. Group delay time shall not vary by more than 1.0
ms over 80 percent of the passband of 300 Hz to 3050 Hz (575-2775 Hz).
Measurements shall be performed end-to-end (transmitter audio input to
receiver audic output) with the radio equipment configured in a back-to-back
test setup.

NOTE: Althou

(o]
SV e e e iy

ge values given are for single-channel USB
_________ hape, but inverted channel response, is
required for LSB or the inverted channel of a dual-channel independent

sideband operation.

[
[Vl
o
[++])
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§.2.7.2 Four-channel operation. When four-channel independent sideband
operation is employed, the four individual 3-kHz channels shall be configured
as shown in figure 6, which also shows the amplitude response for these four
channels. Channels A2 and B2 shall be inverted and diaplaced with respect to
channels Al and Bl as shown on the figure

.
subcarrier frequencies of 6250 Hz above and below the center carrier
frequency, or by other suitable technigues which produce the reguired channel

displacements and inversions. The suppreesion of any subcarriers used shall
be at least 40 dB (DO: 50 dB) below the level of a single tone in the A2 or
B2 channel modulating the transmitter to 25 percent of peak envelope power
(PEP). See figure 6. The rf amplitude versus frequency response for each
individual ISB channel shall be within 2 dB (DO: 1 dB) between 250 Hz and

3100 Hz, referenced to each channels’s carrier (either actual or virtual)

Referenced from each channel’s carrier, the channel attenuation shall be at
least 40 dB at 50 Hz and 3250 Hz, and at least 60 dB at -250 Hz and 3550 Hz.
Group delay distortion shall not exceed 1500 microseconds over the ranges 370
Hz to 750 Hz and 3000 Hz to 3100 Hz. The distortion shall not exceed 1000

microseconds over the range 750 Hz to 3000 Hz. Group delay distortion shall
not exceed 150 microseconds for any 100-Hz frequency increment between 570 Hz
and 3000 Hz. Measurements shall be performed end-to-end (transmitter audio
input to receiver audio output) with the radio equipment configured in a back-
to-back test setup.

NOTE: When using multichannel voice frequency carrier telegraph

(VFCT) modulation, as specified on table 5.2-1 of MIL-STD-188-100, do
not use channel 16 (frequencies of 2932.5 Hz, 2975 Hz, and 3017.5 Hz).

5.2.8 Absolute delay. The absolute delay shall not exceed 10
milliseconds (ms) (DO: 5 ms) over the frequency range of 300 Hz to 3050 Hz.
Measurements shall be performed back=to=back as in 5.2.7.1

5.2.9 Lincompex. Should a voice compression and expansion capability be
included, it shall meet CCIR 455-1 Lincompex requirements. In addition, such
a device shall incorporate calibration techniques that automatically remove
radio-link frequency errors for the receiver expander function with the start
of reception of each Lincompex transmission. The calibration sequence is

shown in figure 7.

§.3.1 Noise and distortion.

§.3.1.1 In-band noise. Broadband noise in a 1-Hz bandwidth within the
selected sideband shall be at least 75 dBc below the level of the rated peak
envelope power (PEP) of the HF trznsmitter for fixed station application and

f ~h HF ______ Phbnw £maw tact $ima

I LiallBiili LTl AL “aw \-L\rﬂ&

This page supersedes page 22 of 15 September 1988.
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$.3.1.2 Intermodulation distortion (IMD). The IMD products of HF
transmitters produced by any two equal-level signals within the 3 dB bandwidth
(a single-frequency audio output) shall be at least 30 dB below either tone
for fixed station application and 24 dB below either tone for tactical
application when the transmitter is operating at rated PEP. The frequencies
of the two audio test signals shall not be harmonically or subharmonically

related and shall have a minimum separation of 300 Hz.

e 12 2 [ -3
5.3.2 nnnt-—-l nee e d ttb.

E

5.3.2.1 Broadband emissions. When the transmitter is driven with a
single tone to the rated PEP, the power spectral density of the transmitter
broadband emission shall not exceed the level established on table II and as
gshown in figure 8. Discrete spurs shall be excluded from the measurement, and
the measurement bandwidth shall be 1 Hz.

Qut-of-band power gpectral densitv limits for radio transmitters.

TABLE II. an
Attenuation Below In-Band Power

Frequency (Hzj) Density (dB)
f, = f. + (0.5 B + 500) 40 (DO: 43)
£, =f . +1.0B 45 (DO: 48)
fn, = f . + 2.5 B 60 (DO: 80)
(f. + 4.0 B) < £, < 1.05 £, 70 (po: 80)

0.95 £, < £, < (£, - 4.0 B)
£, < 0.95 £, 90 (DO: 120)

f, > 1.05 ¢,

Where: £, = frequency of measurement (Hz)

f. = center frequency of bandwidth (Hz)
B = bandwidth (Hz)

This page supersedes page 25 of 15 September 1988,
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NOTICE 2
5.3.2.2 Discrete frequency spurious emissiong. For HF transmitters, when

driven with a single tone to produce an rf output of 25-percent rated PEP, all
discrete frequency spurious emissions shall be suppressed as follows:

ed c

°c Between the carrier frequency f. and f.t 4B (where B = bandwidth), at

least 40 dBc.
o Between f.i 4B and 5 percent of f, removed from the carrier

frequency, at least 60 dBc.
o Beyond t5 percent removed from the carrier frequency, at least 80 dBc.
o Harmonic performance levels shall not exceed -63 dBc.

See figure 9A.
For tactical application

o Between the carrier frequency f. and f.t 4B (where B = bandwidth), at
least 40 dBc.

o Beyond f.t 4B at least 50 dBc.

o Harmonic performance levels shall not exceed -40 dBc.

See figure 9B.

5.3.3 carrier suppressjon. The suppressed carrier for tactical
applications shall be at least 40 dBc (DO: 60 dBc) below the output level of a

single tone modulating the transmitter to rated PEP. The suppressed carrier
for fixed site applications shall be at least 50 dBc (DO: 60 dBc) below the
output level of a single tone modulating the transmitter to rated PEP.

5.3.4 putomatjc level control (ARLC). Starting at ALC threshold, an

increase of 20 dB in audio input shall resuvlt in less than a 1 dB increase in
average rf power output.

5§.3.5 Attack and release time delays.
$.3.5.1 Ppttack-time delay. The time interval from keying-on a
transmitter until the transmitted rf signal amplitude has increased to 90

percent of its steady-state value shall not exceed 25 ms (DO: 10 ms). This
delay excludes any necessary time for automatic antenna tuning.

This page supersedes page 27 of 15 September 1988.
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5.3.5.2 Release-time delay. The time interval from keying-off a
transmitter until the tranemitted rf signal amplitude has decreased to 10

percent of its key-on steady-state value shall be 10 ms or less.

5.3.6 nput e cha e .

5.3.6.1 Input signal power. Input signal power for microphone or handset
input is not standardized. When a line-level input is provided (see 5.3.6.2),
rated tranamitter PEP shall be obtainable for single tone amplitudes from
=17 dBm to +6 dBm (manual adjustment permitted).

5.3.6.2 nput a 8 n ace.

$.3.6.2.1 anc erface. When an unbalanced interface is
provided, it shall have an audio input impedance of a nominal 150 ohms,
unbalanced with respsct to ground, with a minimum return loss of 20 dB against
a 150-chm resistance over the nominal 3 kHz passband.

5.3.6.2.2 Balapced interface. When a balanced interface is provided, the

audio input impedance shall be a nominal 600 ohms, balanced with respect to
ground, with a minimum return loss of 26 dB against a 600-ohm resistance over
the fregquency range of 300 Hz to 3050 Hz. The electrical symmetry shall be

icient to suppress longitudinal currents at least 40 dB below the

Page 27a added.
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5.3.7 Transmitter output load jmpedance. The nominal rf ocutput lecad
impedance at interface point B in figure 2 shall be 50 ohms, unbalanced with
respect to ground. Transmitters shall survive any VSWR at point B, while

derating the output power as a function of increasing VSWR. However, the
transmitter shall deliver full rated forward power into a 1.3:1 VSWR load.
Figure 10 is a design objective for the derating curve. The VSWR between an
exciter and an amplifier shall be less than 1.5:1. The VSWR between an
amplifier and an antenna coupler shall be less than 1.5:1 for fixed

Y S,

applications and less than 2.0:1 for tactical appiication.

NOTE: The full-rated output power of a transmitter, over the
operating frequency range, is defined to be (a) the rated PEP when the

amplitude tones; and (b) the rated average power when driven by a
single tone. The output rating shall be determined with the
transmitter operating into a 50-ohm load.

5.4 ceiv r e jcs.

$.4.1 Recejver rf characteristica. All receiver input amplitudes are in
terms of available power in dBm from a SO-ohm source impedance signal

generator.

$.4.1.1 Image rejection. The rejection of image signals shall be at
least 70 dB for tactical HF receivers and 80 dB for all other HF receivers
(DO: 100 dB).

5.4.1.2 Intermediate-freguencv (IF) radection. SPuriggn ignglg at the
intermediate frequency (frecuencies) shall be rejected by at least 70 dB for

tactical HF receivers and 80 dB for all other HF receivers (DO: 100 dB).

5.4.1.3 Adjacent-channel rejectjon. The receiver shall reject any signal
in the undesired sideband and adjacent channel in accordance with figure S.

5.4.1.4 Other signal-frequency exterpal spurious responses. Receiver
rejsction of spuricus freguencies, cther than IF and image, shall be at least
6% AR (55 dBR for tactical application) for frequencies from +2.5 percent to
+30 percent, and from -2.5 percent to =30 percent of the center frequency, and

at least 80 dB (70 dB for tactical application) for frequencies beyond +30
percent of the center frequency.

4 1.5 Bece&ver gtotect;gn The recelvar, with primary power on or off,

This page supersedes page 25 of 15 September 1i588.
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5.4.1.6 Desensjtization dynamic range. The follow i"g eqniremepf ahall
apply to the receiver in an SSB mode of operation with an IF passband setting

providing at least 2750 Hz (nominal 3 kHz bandwidth) at the 2 dB points. With
the receiver tuning centered on a sinusoidal input test eignal and with the
test signal level adjusted to produce an output SINAD of 10 dB, a single
interfering sinusocidal signal, offset from the test signal by an amount equal
to +5 percent of the carrier frequency, is injected into the receiver input.
The output SINAD shall not be degraded by more than 1 dB as follows:

d sit h g signal is equal to or less than

-
-

- @

dva
LAS
ove

‘D 2}

, the
nal le

m (1]

e radio
test si

D -

or £ 8
B above th

R "y

00

b. For tactical radios, the interfering signal is equal to or less than
90 dB above the test signal level.

AL o | SN

4.1.7 Recejver sensjtivity. The sensitivity of the receiver over the
ing frequency range, in the sideband mode of operation (3-kHz
ath ch that a -111 dBm (DO: =121 dBm) unmodulated signal

4
adjusted for a 1000 Hz audio output, produces an

-

audio output with a SINAD of at least 10 dB over the operating frequency
range.

5.4.1.8 ceiv t-of-
responses shall requxre a two-tone sig
= a
a

. ¥ 4
or greater {(-36 dBm or greatser for t

output SINAD equivalent to a single -110 dBm tone. This rcquitcment is
applicable for equal-amplitude input signals with the closest signal spaced
30 XHz or more from the operating frequency.

s.cond-ordet and higher-order
§ o
1)

- omln A -
@ach tone at -30 dBm

5.4.1.9 Third-order intercept point. Using test signale within the first
IF passband, the worst-case third-order intercept point shall not ba less than

+10 dBm (+1 dBm for tactical applications).
5.4.2 Recejver distortjon and internally generated gspurious outputs.
5.4.2.1 Qverall IMD (in-channel). The total of IMD products, with two

equal-amplitude, in-channel tones spaced 110 Hz apart, present at the receiver
rf input, shall meet the following requirements. However, for frequency
division multiplex (FDM) service, the receiver shall meet the requirements for

’
any tone spacing equal to or greater than the minimum bstween adjacent tones
in any FDM library. The requirements shall be met for any rf input amplitude
up to 0 4Bm PEP (-6 dsm/tgne) at rated audio output. All IMD products shall
be at least 35 dB (DO: 45 dB) below the output level of either of the two
tones.

This page supersedes page 31 of 15 September 1988.

31


http://www.abbottaerospace.com/technical-library

MIL-STD-188-147A
NCTICE 2
5.4.2.2 pdjacent-channel IMD. Por multiple-channel equipment, the

overall adjacent-channel IMD in each 3 kHz channel being measured shall not be
greater than -35 dBm at the 3 kHz channel output with all other channels
equally loaded with 0 dBm unweighted white noise.

5.4.2.3 pudio frequency total harmonic dietortion. The total harmonic
distortion produced by any single-freguency rf test signal, which produces a
frequency within the frequency bandwidth of 300 Hz to 3050 Hz shall be at
least 25 4B (DO: 35 dB) below the reference tone level with the receiver at

rated output level. The rf test signal shall be at least 35 dB above the
receiver noise threshold.

§.4.2.4 Internally generated spurjous outputg. For 99 percent of the
avajilable 3 kHz channels, internally generated spurious signals shall not
exceed -112 dBm. For 0.8 percent of the available 3 kHz channels, spurious
signals shall not excesd -10C dBm for tactical applicaticns and -106 d4Bm for
fixed applications. For 0.2 percent of the available 3 kHz channels, spurious

signals may exceed these levels.

$.4.3 Automatic gain trol (AGC aract . The steady-state

output level of the receiver (for a single tone) shall not vary by more than
3 dB over an rf input range from -103 dBm to +13 dBm for fixed application or
<103 dBm to 0 dBm for tactical application.

S.4.3.1 AGC attack time (nondata modeg). The receiver AGC attack time
shall not exceed 30 ms.
5.4.3.2 PAGC release time (nopdata modeg). The receiver AGC release time

shall be between 800 and 1200 ms for SSB voice and ICW operation. This shall
be the period from rf signal downward transition until audio output is within

3 dB of the steady-state output. The final steady-state audio output is
simply receiver noise being amplified in the absence of any rf input signal.

§.4.3.3 AGC recquirements for data service. In data gervice, the receiver

AGC attach time shall not exceed 10 me. The AGC release time shall not exceed
25 ms.

S.4.4 Receiver linearity. The following shall apply with the receiver
operating at maximum sensitivity, and with a reference input signal that

produces a SINAD of 10 dB at the receiver output. The output SINAD shall
increase monotonically and linearly within # 1.5 dB for a linear increass in
input signal level until the ocutput SINAD is egqual to at least 30 dB

(DO: 40 dB). When smaturation occurs, the output SINAD may vary +3 dB for
additional increase in signal level. This requirement shall apply over the

operating freguency range of the receiver.
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5.4.5 "f‘_‘—e- ah-u-cteri-&ln-.

5.4.5.1 Input impedance. The receiver rf input impedance shall be
nominally 50 ohms, unbalanced with respect to ground. The input voltage
standing wave ratio (VSWR), with respect to 50 chms, shall not exceed 2.5:1

over the operating frequency range.

5.4.5.2 Qgsng:_mzei&nss_ng_mz

® 0
Da w

level. The receiver output siqnal power for operation
andset shall be adjustable at least over the range from
~30 dBm to 0 dBm. For operation with a speaker, the output level shall be
adjustable at least over the range of O dBm to +30 dBm. As a DO, an
additional interface can accommodate speakers ranging from 4 to 16 ohms

impedance should be provided.

5.5 'Y b.-.-..-bl- 1ink ggtablighment (ALE). If ALE ig to be Lvn;}lemgnted' it
ghall be in accordance with appendix A. The ALE regquirements include

selective calling and handshake, link quality analysis and channel selection,

scanning, and sounding. These requirements are organized in appendix A as
follows:

a. Requirements for ALE implementation are given in sections 10 through

40.

b. Detailed requirements on ALE waveform, signal structure protocols,
orderwire messages are contained in sections 50 through 80.

5.6 Linking protection (LP). If linking protection is required to be

implemented, it shall be in accordance with appendix B. These requirements
are organized in appendix B as follows:

b. Detailed requirements on how to implement LP are given in section 40.

c. The unclassified application level (AL~l) is the lowest level of LP
and is mandatory for all protected radics implementing LP.

d. The unclassified enhanced application level (AL-2) ie the highest
level of LP presently covered in appendix B. The higher levels of LP,
application levels AL-3 and AL-4, will be added to appendix B as
development and testing are completed as the result of the MIL-STD-187-721
Planning Standard.
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6.1 Intended use. This standard contains requirements to ensure
interoperability of new radio equipment with long-haul and tactical
application in the medium frequency (MF) band and in the high frequency (HF)
band.

£ L) Y oanamae
©.< ssue_of DODISS. wh

e i i :
applicable issue of the DODISS must be cited in the solicitation (see 2.1.1
and 2.2).

n this standard is usged

n acqu

6.3 Subject term (key word) listing.

Adaptive communications
AJ mode

AY B

N

ALE mode

Automatic link establishment (ALE)
Automatic sounding

Baseline mode

Deep interleaving

Forward error correction

Golay codxng

Linking protection

Link quality analysis (LQA)
LQA

Orderwire data messages
Protection interval

Radio frequency scanning
Selective calling

Slotted responses
Star net and group
Triple redundant words

Word phase
6.4 1Int tional standardizatjon agreements. Certain provisicns of this
standard in 4.2, 4.4, 5.2, 5.3, and 5.4 are the subject of international

standardization agreements, STANAGs 4203 and 5035, and QSTG 733. When change
notice, revision, or cancellation of this standard is proposed that will
modify the international agreement concerned, the preparing activity will take
appropriate action through international standardization channele, including
departmental standardization offices, to change the agreement or make other
appropriate accommodations.

6.5 Changes from previous jssue. The margins of this standard are marked
with vertical lines to indicate where changes from the previous issue were

made. This was done as a convenience only, and the Government assumes no
This page supersedes page 35 of 17 June 1992.
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liability whatsoever for any inaccuracies in these notations. Bidders and
contractors are cautioned to evaluate the requiremente of this document based
on the entire content irrespective of the marginal notations and relationship
to the last previous issue.

6.6 troma ti tib ty (EMC) req: ] . All services and
agencies are responsible for their own EMC programs which are driven by their
user requirements and doctrine.

HF radio has significant inherent EMC implications that requires serious
consideration by designers, users, and acquisition personnel. It is strongly
recommendaed that all users of this standard refer to the following documents
prior to design or acquisition of HF radio systems or equipment:

a. MIL-STD-461, Requirements for the Control of Electromagnetic Interface
Emissions and Susceptibility.

b. MIL-STD-462, Measurement of Electromagnetic Interference
Characteristics.

c. MIL-HDBK-237, Electromagnetic Compatibility Management Guide for
Platform, Systems and Equipment.

[ VR T R T TR W R, gy 2 e e on o 3
The applicable portions of thess documsnts should be included in any
acguisiticn acticne for HF radio systems or equipment.

This page supersedes page 36 of 17 June 1992.
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10. GENERAL.

10.1 Scope. This appendix provides details of the prescribed waveform,
signal structures, protocols, and performance for the automatic link

egstablishment (ALE) system.

This appendix is a mandatory part of MIL-STD-188-

tc be implemented inte the HF radio system.

24 e
be -
ggggg;b d herein includes automatic sianalina.

(a4

link quality analyais ({LQA). The capability for manual operation of the radio
in order to conduct communications with existing, older generation,
nonautomated manual radios, shall not be impaired by implementation of these

automated features.
'20. APPLICABLE DOCUMENTS.

20.1 Government documentgs. The following document forms a part of this
appendix to the extent specified:

STANDARDS
FEDERAL
Pederal Information Procesesing Standarde

FIPS PUB 1-1
Publication Code: for Information Interchange

(Copies of Federal Information Processing Standards (FIPS) are available to

Department of Defense activities from the Commanding Officer, Naval
CrandardA{ieatisan NAruumant+t Nrdor hnﬂ\r 700

?'ﬁblicatiﬁi‘ns aud FGZT‘uS \pcuter' GLCRUVMEBAL UVMALMBR LW MWWl Iis W WMisa &
Robbine Avenue, Building #4, Section D, Philadelphia, PA 19111~ 5094, Others

must request copies of FIPS from the National Technical Information Service,
5285 Port Royal Road, Springfield, VA 22161-2171.)

20.2 Non-Government publicatjons. The following documents form a part

of this appendix to the extent specified:
INTERNATIONAL STANDARDIZATION DOCUMENTS

International Telecommunications Union (ITU),
Radio Regulations

CCIR Use of High Freguency Ionospheric
Recommendation $20 Channel Simulators

{Application for copies should be addressed to the General Secretariat,
International Telecommunications Union, Place des Nations, CH-1211 Geneva 20,
Switzerland.)

This page reprinted without change.
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International Organization for Standardization (IS0)
International Open Systems Interconnection (OSI)
Standard 7498-1984 Reference Model

WY 2 o e d

{Application fo
International Org

(Non-covernment standards and other publications are normally available from
the organizations that prepare or distribute the documents. These documents
also may be available in or through libraries or other informational
services.)

30. DEFINITIONS.

30.1 Standard definitions and acronyms. See Section 3.

30.2 pefinitions of timing symbols. The abbreviations and acronyms used
for timing symbols are contained in annex A to this appendix.

40. GENERAL REQUIREMENTS.

40.1 Introduction. The MIL-STD-188-141 data link 1ayer contains three
sublayers: a lower sublayer concerned with error correction and detsction
{forward srror corrsction [FEC) sublaver), an upper sublaver containing the

fward @rxror CoIIeCtiiln Lo & S AN mpree SEPLs)TL TREELESSIISST L11e

(@S
ALE protocol (ALE sublayer), and a linking protection tublayer (LP lublayer)
in between, as shown in figure A-l. Within the FEC sublayer are redundancy
and majority voting, interleaving, and Golay coding nppliod to the 24-bit ALE
words which constitute the (FEC sublayer) service-data-unit, in terms of the.
International Organiza t on for Standardization (1SO) Reference Model. The ALE
sublayer specifies protocols for link establishment, data communication, and
rudimentary link quality analysis (LQA) based on the capability of exchanging
ALE words. The shaded area of figure A-1l indicates the contents of this

appendix.

40.2 System test performance. Stations designed to this standard shall
demonstrate an overall system performance equal to or exceeding the followxng
requirements. Linkxng attampts made with a test setup configured as shown in

h

mmammdanma with +thia

figure A-2, using the specified ALE signal created in accordance with this
appendix, shall produce a probability of linking as shown on table A-I.
B TABLE A-I. bilit inking.
Signal-to-noise ratio (dB)
Probability
of Gaussian Noise CCIR Good CCIR Poor
Linking (Pl}) Channel Channel Channel
> 25% -2.5 +0.5 +1.0
> S0% -1.5 +2.5 +3.0
> 85% -0.5 +5.5 +6.0
> 95% 0.0 +8.85 +11.0

This page supersedes page 38 of 17 June 1992.
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The receive audio input to the ALE controller shall be used to simulate the
three channel conditions. The CCIR good channel shall be characterized as
having 0.52 ms multipath delay and a fading (two sigma) bandwidth of 0.1 Hz.
The CCIR poor channel, normally characterized as conlllting of a circuit

shall be modified to have 2.Z ms multipath delay and a fading (two si aj
bandwidth of 1.0 Hz. Doppler shifts of =60 Hz shall producse nc mors than a
1.0 dB performance degradaticon from the requirements of table A-T for the CCIR
good and poor channels.

NOTE: This modification is necessary due to the fact that the
constant 2-ms multipath delay (an unrealistic fixed condition) of
the CCIR poor channel results in a constant nulling of certain tones
of the ALE tone library

Other tone iibraries would aiso have some
i

.
e A = % e YA S AL oo Yol bt L emee VD mm e 14 mmande ! oonaesmea 2 b
pattxcu;ar mulvipacn valiue waicua wWoulid TesuLT Lu Concinusus Cone
cancellaticon during simulater testing.

Each of the signal-to-noise ratio (SNR) values shall be measured in a nominal
3-kHz bandwidth. Performance tests of this capability shall be conducted in
accordance with CCIR Recommendation 520 "Use of High Frequency Ionospheric

Channel Simulators", employing the C.C. Watterlon Model. Thxs test -hall use
the individual lcannxng caLLing ptOtOC

s £ o anmm o -

YELrLiVimAalivE [*]

ol
a =
S ]
callina tranamia

t

O'Q
—- 0

- —_-all
[ S% =3 BDilA L &
th uccean
callin g Trans t ccean

e s
ful est
Performance tes 1l

ude the following addltional critori

a. The protocol used shall be the individual scanning calling protocol
with only TO and THIS IS preambles.

[ - o — N W T T VRO P Ty ey memm comead 2D mhawamidaeme) d -

De. Qdresses uUBeUd BnNaill DEe alplnanuaeric, Vi wWOLUu (9 Liaaiaciess) 44
length from the 38-character basic ASCII subeet.

c. Units under test (UUTs) shall be scanning 10 channels at 2 channels

per second.

d. Call initiation shall be performed with the UUT transmitter stopped
and tuned to the calling frequency.

merimmim kima Fwuam ~a
S RARLTUN Tile «TOm Ca
n

from the sgtart of UUT
he ALE protocol) to link
establishment shall not exceed 14 OOO seconds, plus simulator delay
time. The call shall not exceed 23 Trw, the response 3 Trw, and
the acknowledgement 3 Trw.

rf tranamission ==

"t e

1
-
o

NOTE: Performance at the higher scan rates shall also meet the

v — v =

foregoing requxrements and shall meet or exceed the probability of

1ilki?g as shown on table A-=I.

40.3 cChannel memorv. The equipment shall be capable of storing,
retrieving, and employing at least 100 different sets of information
concerning channel data to include receive and transmit frequencies with
associated mode information. See table A-II. The channel data storage shall
be nonvolatile.

This page supersedes page 40 of 17 Jun
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The mode information normally includes:

sounding data

modulation type (associated with frequency)
transmit/receive modes

filter width (DO)

AGC setting (DO)

input/output antenna port selection (DO)
in.ﬂnk /nnfnnf infarmation mrt aelection lDQ)

noise blnnker setting (DO)

transmit power level (DO)

traffic or channel use (voice, data, etc.) (DO)
security (DO)

sounding self address (es) SA....n(DO)

e o & o ¢ O

Any channel (a) shall be capable of being recalled manually or under the
direction of any associated automated controller, and (b) shall be capable of
having its information altered after recall without affecting the original

stored information settings.

. The radio shall be capable of repeatedly scanning
selected ehaﬁﬁ ls stored in memory (in the radio or controller) under either
manual control or under the direction of any associated automated controller.
The scanned channels should be selectable by groups (such as 10 groups of 10

channels) and aleo individually within the groups, to enable flexibility in
channel and network scan management. The design shall incorporate selectable
scan rates of no less than 2 per second and any higher rates that will not
degrade linking performance below that shown in table A-I |

stop scanning and wait on the most recent channel during
the following selectable events:

e Automatic controller decision to stop scan (the normal mode of
operation)

e Manual input of stop scan

e Activation of external stop-scan line

40.5 Self address memory. The radic shall be capable of storing,
retrieving, and employing at least twenty different sets of xnformatxon

concerning self addressing. The self address information storage shall be
nonvolatile. These sets of information include self (its own personal)
address(es), valid channels which are associated for use, and net addressing.
Net addressing information shall include (for each "net member" self address,
as necessary) the net address and the associated slot wait time (in multiples

of Tw). See table A-III. The slot wait time valuss are Tswt(SN) from the
formula in 70.6.2. Stations called by their net call address shall respond
with their associated self (net member) address with the specified delay
(Tewt (SN)). For example, the call is "GUY", thus the response is "BEN".

Stations called individually by one of their self addresses (even if a net
member address) shall respond immediately and with that address, as specified
in the individual scanning calling protocol. Stations called by one of their
self addresses (even if a net member
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Calf addres

a memory exampnle.

BEss Savavag P pal-de 0D o) A -2 € - 1L "FR

Self (or Tewt (SN) = (4)
Net Net Slot Wait Valid Example
Index Member) Address Time {Tw) Channels | Comments
Address

SAl SAM - - All simple individual
address, l-word, all
channels

SA2 BOBBIE - - cl,2,3 simple individual
address, 2-word, limited
channels

SA3 JIM - - c7 simple individual
address, l-word, single
channel

SA4 BEN GUY 14 All net and individual
addresses, l-word, all
channels, preset slot
unit time (slot 1)

SAS CLAUDETTE GAL 80 c3-c7 net and 3-word individual
addresses, limited
channels, preset slot
wait-time (slot 4)

SA6 JOE PEOPLE 17 Cl1-C9 2-word net and l-word
individual addresses,
limited channels preset
slot wait-time

SA20 - PARTY - C5-C12 2-word net only address,
therefore receive only if
called

NOTES:

1. The self address number *SA#" index is included for clarity.
Indexes may be useful for efficient memory management.

2. If a net address is associated with a self address, the self
address should be referred to as a “"net member” address.

3. Addresses and values shown for example only.

4. Valid channels are the channels on which thie address is planned,

or permitted, to be used.
Thie page reprinted without change.
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nd in the derived slot, and with that

|52 41-2 9

scanning protocol. f a station is
called by one ot its net addreases and has no associated net member address,
it shall pause and listen but shall not respond (unless subsequently called
separately with an available self or net member address), but shall enter the
linked state.

o
I

40.6 oOther gddress memory. The radio shall be capable of storing,
retrieving, and employing at least 100 different sets of information
concerning the addresses of other stations and nets. The other address

information storage shall be nonvolatile. 1Individual addresses shall be
stored individually, and shall be associated with a specific wait for reply
time (Twr) if not the default value. Net information shall include own net
and net member associations, relative slot sequences, and own net wait for
reply times (Twrn) for use when calling. See table A-IV.

As a DO, any excess capacity which is not programmed with preplanned other
address information should be automatically filled with any addresses heard on
any of the scanned or monitored channels. When the excess capacity is filled,

it should be kept current by replacing the cldest heard addresses with the
latest ones heard. This fortuitous information should be used for calling
initiation to the those stations (if needed), and for activity evaluation.

40.7 connectivity and LOA memory. The radioc shall be capable of
storing, retrieving, and employing at least 4000 (DO: 10,000) sets of
connectivity and LOA information associated with the channels and the other

addresses in an LQA memory. The connectivity and LQA information storage

shall be retained in memory for not less than one hour during power down or
loss of primary power. The information in each address/channel "cell" shall
include as a minimum, the bilateral (two-way) BER values of (a) the signals

received at the station, and (b) the stations‘s signals received at, and
reported by, the other station. It shall also include either an indicator of
the age of the information (for discounting old data); or an algorithm for
automatically reducing the weight of data with time, to compensate for

changing propagation conditions. As a DO, the cells of the LQA memory should
also include bilateral SINAD values and MP information derived by suitably
equipped units. The information within the LOA memory shall be used to select
channels and manage networks as stated in this document. See figure A-3.

This page supersedes page 44 of 15 September 1988.
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50. WAVEFORM.

50.1 Introduction. The ALE waveform is designed to pass through the
audio passband of standard SSB radio equipment. This waveform shall provide
for a robust, low-speed, digital modem capability used for multiple purposes
to include selective calling and data transmission. This section defines the
waveform including the tones, their meanings, the timing and rates, and their
accuracy. '

50.2 Tones. Th i
ation with aight o gonal tones; one tone (or symbol) at a time. Each
tone shall represent thre bits of data as follows (least significant bit

(LSB) to the right):

nal

Wawvie watye

750 Hz 000
1000 Hz 001
1250 Hz 011

b3 4

1800 nNnin

IV &3 Véaw

1750 Hz 110
2000 Hz 111
2250 Hz 101
2500 Hz 100

e @ ¢ & 0o o o o

The transmitted bits shall be encoded and interleaved data bits constituting a
word, as described in 60.2 and 60.3. The transitions between tones shall be
phase continuous and should be at waveform maxima or minima (slope zero).

50.3 Timing. The tones shall be transmitted at a rate of 125 tones
| (eymbols) per second, with a resultant period of 8 ms per tone. Figure A-4
shows the frequency and time relationships. The transmitted bit rate shall be

375 bps. The transitions between adjacent redundant (tripled) transmitted
words shall coincide with the transitions between tones, resulting in an
integral 49 symbols (or tones) per redundant (tripled) word. The resultant

single word period (Tw) shall be 130.66... ms (or 16.33... symbols), and the
triple word (basic redundant format) period (3 Tw) shall be 392 ms.

o
a}

= pena b Y amsd bhawafanema +ha i

ansmitted tones shall be within the range of
BymoO4 l..uu;u‘g', and therefore, the bi W

T 8 d
e within ten parts per million.
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60.1 JIntroduction. This section provides definition of the ALE signal
structure. Included are: bit and word format and structure; coding; forward
error correction (FEC); framing; and synchronization. Also described in this
section are: addressing; signal quality analysis, and the functions oi the

gtandard word preambles associated with the signal structure.

60.2 Word format. The basic ALE word shall consist of 24 bits of
information, designated W1 (most significant bit (MSB)) through W24 (least
significant bit (LSB)). The bits shall be designated as shown in figure A-S.

60.2.1 Structure. The word shall be divided into four parts: a 3-bit
preamble and three individual 7-bit characters. The MSB for all parts, and
£ b4

the word, is to the left in figure A-5 and is sent earliest. Before
transmission, the word shall be divided into two 12-bit halves (Golay codec A
and B) for FEC encoding as described in 60.3.

60.2.2 Word tvpes. The leading three bits Wl through W3 are designated
preamble bits P3 through Pl, respectively. These preamble bits shall be used
to identify one of eight possible word types.

60.2.3 Preambles. The word types (and preambles) shall be as shown on
table A-V and as described herein.

60.2.3.1 THRU. The THRU word (001) shall be used in the scanning call
section of the calling cycle only with group call protocols. The THRU word
shall be used alternately with REPEAT, as routing designators, to indxcate the
on

address first word of stations that are to be dirsctly called. Each a
first word shall be limited to one basic address word (3 characters) in
lenagth. A maximum of five different address first words shall be permitted in

a
a group call. The sequence shall only be alternations of THRU, REPEAT. The
THRU shall not be used for extended addresses, as it will not be used within
the leading call section of the calling cycle. When the leading call starts
in the group call, the entire gtoup of called stations shall be called with
........... mmmamhlace and

their whole addresses, which shall be sent uu;ng the IC presambles and
structures, as described in 60.2.3.2.

NOTE: The THRU word is also reserved for future implementation of
indirect and relay protocols, in which cases it may be used
elsewhere in the ALE frame and with whole addresses and other
information. Stations designed in compliance with this nonrelay

uld ignore calls to them which employ their address in a

60.2.3.2 TO. The TO word (010) shall be used as a routing designator
which shall indicate the address of the present destination station(s) which
is (are) to directly receive the call. TO shall be used in the individual
call protocols for single stations and in the net call protocols for multiple
net-member stations which are called using a single net address. The IO word
itself shall contain an address, one basic address word (3 characters) in

Ay wm_ . A - - 2 o — - - - —— - . ..
iength. For extended addresses, the additional address words {and characters)
shall be contained in alternating DATA and REPEAT words, which

This page supersedes page 49 of 15 September 1988.
49


http://www.abbottaerospace.com/technical-library

MIL-STD-188-141A

*dIN3SNIIe pIOM O(8e

q AT *S-¥ THNOId

‘1841 OILLINSNVHL (L M) BSIN (PZM-PM) 01314 YIVA GILLVWLOINA L18-12 TYNOILLAO
(PSM-BLM ‘LEM-LIM ‘OLM-FM) Q1313 YIVA NI QHOM Hild SHILIOVHVHO NHOS8YV L118-2 F3HHL

€ HILOVHVHD

C H31.0VHVHO

§119 ve

| H3L1OVHVHO

310N
- 8 293009 AV109 ot ¥ 23002 AVOD -
q §118 21 s1i8 24
s a
s
1 W
¥ € 2 I+ 0 6 8 L 9 S v €l +» O
2z T T T v b b b b o4+ t]lr oy b e 8.2 9 S ¥ g T M
M A MM M N M MM MMM MAMN RN MR MMM MM
| | [
] _ aie _ €18 _ qla a9
S sls s|s s|s S
1 | wla | ml | ME W
| I ]
Le0 2ea Sg0 Yeo Sen 960 Le0|'eD 20 ©2o Y20 $20 %20 2|0 W 1o o f10%0 4o} 4 W B4
sii8 ¢ su8 2 s1189 2
a———  (DNITIVHL) L (3190IN) st (ONIQVI) ———ofue- 5118 € 4

318N Y 3Ud

QYOM GHVANVYLS 3TV

This page supersedes page 50 of 15 September 1988.

50


http://www.abbottaerospace.com/technical-library

MIL-STD-188-141A

APPENDIX A
NOTICE 2
TABLE A-V. ALE word t{vpes (preamblés).
Word Code
tvne bits Functions Sianificance
type bits unctions Sig anc

THRU 001 multiple (and present multiple direct

indirect) routing destinations for group calls
(and future indirect relays,
reserved)

I0 0i0 direct routing . present direct destination

for Individual a‘d net calis

COMMAND 110 orderwire control ALE system-wide station (and
and status operator) orderwire for

. coordination, control,
status, and special
functions

[ -TaY V] L ¥ oV, ladmsmbdifimnltlom ledmmmbifimntlionm ol sananamd

pall aA9111 (1915 aesnuanvalivi 1IG8NUHCauon o PIGITIIN
{(and indirect transmitter without

outing) termination (and past
originator and relayers,
reserved)

IHISIS 101 terminator and identification of present
ideniification, transmitter, signai
continuing terminations, protocol

continuation

THIS WAS 011 terminator and identification of present
identification, transmitter, signal and
quitting protocol termination

DATA 000 exiension and extension of data fieid of the
information previous ALE woik, of

information defined by the
previous COMMAND
11 duplication and duplication of the previous
/ | \ information preamble, or information
/ | \ defined by the previous
ANNIERY
P3 P2 Pi1
MSB iLSB
A7 iAFA LY YL,
wi \\ X4 wo

This page supersedes page 51 of 15 September 1988.
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shall immediately follow. The sequence shall be TO, DATA, REPEAT, DATA, and
REPEAT, and shall be only long enough to contain the address, up to a maximum
capacity of five address first words (15 characters). The entire address (and
the required portion of the IO, DATA, REPEAT, DATA, REPEAT, sequence, as
necessary) shall be used in the leading call section of the ALE calling cycle.
However, in the immediately preceding scanning call section of the calling
cycle, only the first word of the destination address (and using only the TO)
shall be used, to speed scanning and linking.

60.2.3.3 COMMAND. The COMMAND word (110) is a special orderwire
designator which shall be used for system-wide coordination, command, control,
status, information, interoperation, and other special purposes. COMMAND
shall be used in any combination between ALE stations and operators, COMMAND
is an optional designator which is used only within the message section of the
ALE frame, and it shall have (at some time in the frame) a preceding call and
a following conclusion, to ensure designation of the intended receivers and
identification of the sender. The first COMMAND terminates the calling cycle
and indicates the start of the message section of the ALE frame. The
orderwire functions are directed with the COMMAND itself, or when combined
with the REPEAT and DATA words. See section 80 for orderwire messages and
functions.

60.2.3.4 FROM. The FROM word (100) is an optional designator which
shall be used to identify the transmitting station without using an ALE frame
termination, such as THIS IS or THIS WAS. It shall contain the whole address
of the transmitting station, using the FROM, and if required, the DATA and
REPEAT words, exactly as described in the TQ address structure in 60.2.3.2.
It should be used only once in each ALE frame, and it shall be used only
immediately preceding a COMMAND in the message section. Under direction of
the operator or controller, it should be used to provide a "quick ID" of the
transmitting station when the normal conclusion may be delayed, such as when a
long message section is to be used in an ALE frame.

NOTE: The FROM word is also reserved for future implementation of
indirect and relay protocols, in which cases it may be used
elsewhere in the ALE frame and with multiple addresses and other
information. Stations designed in compliance with this nonrelay
standard should ignore sections of calls to them which employ FROM
words in any other sequence than immediately before the COMMAND
word.

60.2.3.5 THIS IS. The THIS IS word (101) shall be used as a routing
designator which shall indicate the address of the present calling (or
sounding) station which is directly transmitting the call (or sound). Except

for the use of THIS WAS, THIS IS shall be used in all ALE protocols to
terminate the ALE frame and transmission. It shall indicate the continuation

of the protocol or handshake, and shall direct, request, or invite (depending
on the specific protocol) responses or acknowledgements from other called or
receiving stations. The THIS IS shall be used to designate the call
acceptance sound. The THIS IS word itself shall contain at least the first

This page reprinted without change.
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word of the calling station’s address, which shall be up to one basic address
word (3 characters) in length. For extended addresses, the additional address
words (and characters) shall be contained in alternating DATA and REPEAT words

which shall immediately follow, exactly as described for whole addresses using
the TQ word and sequence. The entire address (and the required portion of the
THIS IS, DATA, REPEAT, DATA, REPEAT sequence, as necessary) shall be used only
in the conclusion section of the ALE frame (or shall constitute an entire
sound). THIS WAS shall not be used in the same frame as THIS IS, as they are

=2

mutual Ly exclusive.

60.2.3.6 THIS WAS. The THIS WAS word (011) shall be used as a routing
designator exactly as the THIS IS, with the following variations. It shall
indicate the termination of the ALE protocol or handshake, and shall reject,

discourage, or not invite (depending on the specific protocol) responses or

acknowledgements from other called or receiving stations. The THIS WAS shall
be used to designate the call rejection sound. THIS 1§ shall not be used in

the same frame as THIS WAS, as they are mutually exclusive.

60.2.3.7 DATA. The DATA word (000) is a special designator which shall
be used to extend the data field of any previous word type (except DATA
itself) or to convey information in a message. When used with the routing
designators IO, FROM, IHIS IS

, or THIS WAS, DATA shall perform address
extension from the basic three characters to six, nine, or more (in multiples
of three) when alternated with REPEAT words. The selected limit for address
extension is a total of fifteen characters. When used with COMMAND, its

function is predefined as specified in section 80.

60.2.3.8 REPEAT. The REPEAT word (111) is a special designator which
shall be used to duplicate any previous preamble function or word meaning
whxle changing the data field contents (bits w4 through w24) See table A-V.

-4
"
»
1
Q. o
"

hgt in the previous word, the oteamblo
shall be changed, thereby clear y designating a word change. When used with
the routing designator TO, REPEAT performs address expansion, which enables
more than one address to be specified. See 70.6. See 60.2.3.1 for use with
THRU. With DATA, REPEAT may be used to extend and expand address, message,
command, and status fields. REPEAT shall be used to perform these functions,
and it may directly follow any other word type except for itself, and except
h

o
ft
1

for THIS IS or THIS WAS, as th } = r
specific, call at a given time.

NOTE 1. REPEAT ie used in T, of group calls directed to units with different
first word addresses.
NOTE 2. REPEAT is not used in T, of calls directed to groups with same first

word addresses. Also REPEAT is not used in T, of calls directed to
individuals and nets.

60.2.3.9 Valid seguences. The eight ALE words types which have been
scribed shall be used to construct calls and messages only as permitted in

Aa
figures A-6a, A-6b, and A-6¢c. The size and duration o
parts, shall be limited as described on table A-VI.

This page supersedes page 53 of 15 September 1988.
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em 9 A
6§0.2.4 r‘hnvnnbavu.

60.2.4.1 Geperal. The ALE system provides and supports three compatible

sets of characters, all of which are based on Federal Information Processing
Standard (FIPS) Pub 1-1.

This page added.
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- 1 f 22 sz el & agail I\
{ALL TQ's AGAIN) 2/
SAME ADRS, SAME
1ST WORD, AGAIN GP ADDED PRESENT DESTN ADRS §_QUICK ID ()
i (LOOP TO Tsc END) 1| I | [(COOP ALL PRESENT DESTNS)T
| 10 | | = To R4
Lo - (S 3
W | conaun. | ADDRESS o, - WHOLE | g
T | »3CNG N,
5 FIRST WORD {srioor W] ADDRESSES |
ONLY X WORD 1
3] — |
5 Albl LOOP iN Ti¢ |
T
o ADDED ADRS J
» DIFF ADRSES,
w _SAME 15T WORD. AGAIN EXTENDED ADRS z
i l (LOOP TO Ts¢ END) I . @
o)
T o
w l - THRU _, DATA - z
& EXIT* 1 7]
O |,scNGer | ADDRESSES ADDRESSES o
E FIRST WORDS __x - EVEN WORDS o
o
< ~™ ONLY R z
” 8 —
= e DIFF ADRSES,
DIFF 1ST WORDS EXTENDED ADRS
DIFF ADRSES. I ]
DIFF 1ST WORDS ° EXTENDED ADRS
o | |
8
< REPEAT l REPEAT I
- - s
o] novmesses [5 ooResses [5
FIRST WORDS }»—u—- ——pd ODD WORDS
(Tc, IS SUM ONLY * = END Tsc
OF 2-5 Ta, xx = AFTER END Tsc, IF ANY
DIFF 1ST WORDS)
ADDRESS(ES), 1ST WORDS (SAME (T,,) OR WHOLE WORD ADDRESS(ES) (Ta)
DIFFERENT (T¢,). REPEATED UNTIL END OF Tg). (ETp=Te €12, MAXIMUM OF 12
WORDS IN ANY COMBINATION).
\ -~/ -/
= —~—
SCANNING CALL Tgc=n x T, LEADING CALL T ¢= 2T,
. J
——
CALLING CYGLE SECTION (HEADER) Tec=Tee+T,c
} FIGURE A-6a. Valid word sequences {calling cycle section) - Continued.
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SOUNDS, SCANNING OR NONSCAN

CALLING

il

CONCLUSION TERMINATOR AFTER END O

cn ocan T
TR ENU cC

COMMAND ADDED OW MSGS

ra\ QUICK 1D (t OOP ALL COMMAND OW MSGS)
| et |
I FROM |, | |_-, commanp ™ _’
| > —®
l_, WHOLE I__, WHOLE
ADDRESSES —'IA oW MSG ORDERWIRE o= ol | —®
WORD 1 —— %1 woRD1 = CONCL
) ——g
I * | z
o
SPECIAL DBM FORMAT IJ o
» ADDED OW §
EXTENDED ADRS | F EXTENDED OW iNFO S
< r4
£ g
DATA EXIT o DATA EXIT
. L
ADDRESS ] ORDERWIRE | I
-] WORDS 2 & 4 }» Tw -] EVEN WORDS
[~ o
w
=} 3
X
EXTENDED ADRS 3 EXTENDED OW INFO
1 a i
EXTENDED ADRS | < EXTENDED OW INFO l
-
<
| 5 |
-
REPEAT < REPEAT
o -
[ =] % X3
L pi ADDRESS . ORDERWIRE 1
WORDS 3 & 5 L] oop woros o——4
(OPTIONAL USE) WHOLE ADDRESS
OF TRANSMITTING STATION
(IF LONG ORDERWIRE FOLLOWS).
ORDERWIRE
DATA ExIT
——» | -———————
BLOCK
MESSAGE
{OPTIONAL USE) OCRDERWIRE MESSAGES -
LOA, AMD, DTM
|\ J o /
. -l
QUICK ID T, XMTR ORDERWIRE MESSAGE(S) n x Tayw
\ , i )
MESSAGE SECTION {(CRDERWIRE, OR BODY) Ty

o
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XMTR IDENT SCNG REDUNDANT
SOUND To.o USING WHOLE ADRS
(OR Tgs 27Ty IF NONSCAN)
{(LOOF TO Tre/Tsas END

ONLY IF SOUNDING)

THIS IS

orR ™1

THIS WAS [§X
WHOLE
ADDRESS o
WORD 1

SOUNDS. SCANNING OR NONSCAN

3\
\&/

CONCL TERMINATOR
(AFTER END OF CALLING CYGLE Tco)
CONCL TERMINATOR
(AFTER END OF MSG T

@
Y YV ¥

I

EXTENDED ADRS

L___

END PRESENT XMTR ADRS

DATA

ADDRESS
WORDS 2 & 4

m

b3

3
»

END OF FRAME STRUCTURE

EXTENDED ADRS

EXTENDED ADRS

Bt -
® = END Trs /Tx /Tsns

FRAME TERMINATION

- IF NONSOUND Ty = Ty XMTR
- IF NONSCANNING SOUND Tpg= 2T, XMTR
- IF SCANNING SOUND T o=n x T, XMTR 2 Tg 4 Ta

\ J
~""

CONCLUSION SECTION (TRAILER)

FIGURE A-6c. Valid word se 8 [e) ugio ctio - Continued.
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TABLE A-VI. Limits to calls.

Calis Limit
Address size (S words) (T, max) 1960 ms
Call time maximum T, 4704 ms

(one-half of T, = 12 words max)

Scan period (T, max) 50 s
. 11.76 =
Message section basic time (T, A
max basic) (unless modified by
AMD extension, or by COMMAND such
as DTM or DBM)

Message section, time limit of 11.76 s
AMD (90 characters) (T, max AMD)

2.29 min

Ldsd 7 flace

Message section time, DTM (1053

K o (entire data block)
characters) (T, max DTM)

23.26 min
(entire deeply interleaved block)

If an orderwire protocol such as AMD, DTM, or DBM is used to extend the basic
message section, it shall start no later than the start of the 30th word
(11.3688). Such extension of the message section shall be determined by the
length of the extending orderwire protocol, and the message section shall
terminate at the end of the orderwire without aaaxtxona; extension. The

60.2.4.2 Basmsic 38 ASCII subset. The basic 38 ASCII subset shall include
all capital alphabetics (A-Z) and all digits (0-9), plus designated utility
and wildcard symbols "@" and "?", as shown in figure A-7. The basic 38 subset
shall be used for all basic addressing functions as described in 60.5. To be
a valid basic address, the word shall contain a routing preamble (such as

T0...), plus tnree alphanumerxc characters (A—z, U—s) from the basic 38 su

60.2.4.3 Expanded 64 ASCII subset. The expanded 64 ASCII subset shall
include all capital alphabetics (A-Z), all digits (0-9), the utility symbols
"@" and "?", plus 26 other commonly used symbols. See figure A-8. The

expanded 64 subset shall be used for all basic orderwire message functions, as
described in section 80, plus special functions as may be standardized.
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For orderwire message use, the subset members shall be enclosed within a
sequence of DATA (and REPEAT) words and shall be preceded by an associated
COMMAND (such as data text message). The COMMAND designates the usage of the
information which follows, and shall also be preceded by a valid and
appropriate calling cycle using the basic 38 subset addressing. Digital
discrimination of the expanded 64 subset may be accomplished by examination of
the two MSBs (b; and bg), as all of the members within the "01" and "10" MSBs
are acceptable. No parity bits are transmitted, because the integrity of the
informaticn ig protected by the basic ALE FEC and redundancy and may be
ensured by optional use of the COMMAND CRC (cyclic redundancy check), as
described in section 80.

This page reprinted without change.
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60.2.4.4 ul 8 ASCII set and bina data. The full 128 ASCII set
shall include all characters, symbols, and functions available within the
ASCII code. In addition, all 7-bit combinations are acceptable. See figure
A-9. For digital data communications, even that using ASCII characters and
binary bits, the information: (a) shall be enclosed within a sequence of DATA
(and REPEAT) words; (b) shall be preceded with an associated COMMAND (such as
data text message) which designates the usage of information which follows;
and (c) shall be preceded by a valid and appropriate calling cycle using the
basic 38 subset addressing. No parity bits are transmitted, because the
integrity of the information is protected by the basic ALE FEC and redundancy
and may be ensured by optional use of the COMMAND CRC as described in section
80.

60.3 coding.

60.3.1 Introduction. The effective performance of stations, while
communicating over adverse rf channels, relies on the combined use of forward
error correction, interleaving, and redundancy. These functions shall be
performed within the transmit encoder and receive decoder.

60.3.2 Forward error correctiop (FEC). The Golay (24, 12, 3) FEC code

is prescribed for this standard. The FEC code generator polynomial shall be:

g(x) = xM + x¥ + x7 + x0+ x5+ x+1

The generator matrix G, derived from g(x), shall contain an identity matrix
1, and a parity matrix P as shown in figure A-10. The corresponding parity
check matrix H shall contain a transposed matrix pT and an identity matrix I,
as shown in figure A-13.

60.3.2.1 Encoding. Encoding shall use the fundamental formula x = 4G,
where the code word x shall be derived from the data word y and the generator
matrix G. Encoding is performed using the G matrix by summing (modulo-2) the
rows of G for which the corresponding information bit is a "1". See figures
A-10, A-11, and A-12A.

60.3.2.2 Decoding. Decoding will implement the equation
8 =yH

where y = x + ¢ is a received vector which is the modulo-2 sum of a code word
X and an error vector g, 8 is a vector of "n - k" bits called the syndrome.
See figure A-12B. See figure A-13 for the value of H. Each
correctable/detectable error vector g results in a unique vector g. Because
of this, g is computed according to the egquation above and is used to index a
look-up of the corresponding g, which is then added modulo-2 to y to give the
original code word x. Flags are set according to the number of errors being
corrected. The uses of the flags are described in 60.4. If g is not equal to
0 and ¢ contains more ones than the number of errors being corrected by
decoding mode, a detected error is indicated and the appropriate flag is set.

This page supersedes page 61 of 15 September 1988.
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i1z P
// 100 000 000 00O : 101 011 100 011 \\

(o]
Q
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o
o
(=]
Q
o
o
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o
P

001 000 000 000 : 110 100 101 011

000 100 000 000 : 110 001 110 110

Q
[=)
[}
=]
-
]
(=]
(=]
(=]
(o]
(=]
(=]
-t
[ L]
(=)
[=}
[ ol
=2
[=]
r
|-
o
(=]
(5]

000 001 000 000

011 001 101 101

= 000 000 100 000 : 001 100 110 111
000 000 010 000 : 101 101 111 000
000 000 001 000 : 010 110 111 100
000 000 000 200 : 001 011 011 110
000 000 000 010 : 101 110 ©OO01 101
L 000 000 000 001 010 1i1 000 111 )
N /7
FIGURE A-10. enerator m ix fo 4 ended lay code.
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PENDIXA
12BITSTOENCODE [1{1]0{1|0 (0 {O(1]O |1 |O |1
AR ~ py P g - PN guasey ERGESS -
&V | 8T NUMBERS 1213} 41 5|6|7]8}910]11]12
,
1 100 | 000 | 00O | 00O 101 011 100 | O11
2 010 | 000 | 000 | 000 111 110 010 | 010
%)
L
3 4 oco | 100 | 000 | ooo | 110 | oot | 110 | 110
Z
3
-3
=
E 8 000 000 010 000 101 101 111 000
<
=
w —
10 000 | 000 | 000 | 100 001 011 011 | 110
12 000 | 000 | 000 | OO1 010 { 111 000 | O11
110 { 100 | 010 101 010 | 101 100 | 110
ENCODED DATABITS® GOLAY CHECK BITS
W..W_(ORW,,...W.) G...G (ORG ...G )
1 12 19 24 1 12 13 24
24 BITS CODE WORD TO SEND
*SEE NOTE 2
NQTES
1. THE "1~ BITS TO BE ENCODED DETERMINE WHICH ROWS OF THE *G*
GENERATOR MATRIX ARE TO BE "MODULO-2" SUMMED. iN THIS EXAMPLE,
BITS 1,2, 4,8, 10, AND 12 ARE "1", SO ROWS 1, 2, 4, 8, 10, AND 12 ARE SUMMED.

_ru

SINCE THIS IS A "SYSTEMATIC"

[a)

SODE, THE ORIGINAL 12 DATA BITS ALSO

N N -

APPEAR IN THE OUTPUT ENCODED 24 BITS.
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ADDECAINIV A
AT T ERINWVIN M
NOQTICE 2
12 INPUT DATA BITS *W* ! 12 GOLAY CHECK BITS G’
..... W,y W ]
M W W, n W, | GOLAY ENCODE ROM
1
| EAMAAMNE B ANNDECS _
| |_;_w;'_'f;wu_.., 4 {(NOTE 1)
' ENCODE ROM | |G, ... Gyz
! DATA OUT
W, w: W; ...... W“ W12 : 61 Gz G: ...... 61' G‘z

24 INPUT FEC BITS RECEIVED (WITH ERRORS)

RECEIVED W, . . Wy, _ RECEIVED Gq¢. .Gy2
(PLUS ERROAS) (PLUS ERRORS)
'
W‘ w: W, ...... W‘1 W|z : Gg G: G: ...... 611 613
$

QAME AN AY
AT W e

ENCODE ROM
ENCODE ROM
ADDRESS > 4K :A:;EBITS 12-BIT
Wi . . Wi wnotEn | G 6w ¥ Ny “EXCLUSIVE OR’
(PLUS ERRORS) (PLUS ERRORS)

2 aws

~ -~ e
QULAT UEL!

12-8IT &/\_—_—_ 4K X12BITS |~ J

XCLUSIVE OR’ W\l7—— N
EXcL € (NOTE 2) "SYNDROME* USED AS

ATA BITS ERROR |} ADDRESS POINTER BASED

D
PATTERN TO COﬁﬁECT-i} ON “G° ERROR PATTERN

Mmonss Susmaa

-~
num

Wy Wa W3 . . Wy W2
— CORRECTED DATA BITS “w*

B AN AV EEA NEAANRIA EVAMD £
B, VwWenl §ew WVLWwWiVEITNI CAARTTD L.
NOTES:
1. ENCODE ROM CONTAINS GOLAY CHECK BITS "G, . . G12° AT EACH ADDRESS, BASED ON DATA BITS
"Wy . . Wy PREVIOUSLY COMPUTED FROM GENERATOR MATRIX "G” AND STORED.

2. DECODE ROM MAY INCLUDE ADDITIONAL BITS (OVER THE BASIC 12 TO CORRECT *W" BITS) TO
INDICATE QUANTITY OF DATA ERRORS DETECTED AND CORRECTABILITY.

3. ROM “LOOK UP° MARDWARE FOR EXAMPLE ONLY. SOFTWARE iMPLEMEN
PREFERRED.

| FIGURE A-12. Golay FEC coding examples.
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T I
P iz
// 111 110 010 010 : 100 000 000 000 \\
011 111 001 001 : 010 000 000 000

110 001 110 110 : 001 000 000 000

011 000 111 011 : 000 100 000 000

110 010 ©001 111 : 000 010 000 00O

100 111 010 101 : 000 001 000 000
H=
101 101 111 000 000 000 100 000
010 110 111 100 000 000 010 000
601 011 011 110 000 000 001 000
000 101 101 1ii : 000 000 000 100
111 100 100 101 : 000 000 000 010
101 011 100 011 : 000 000 000 001
f N /
|
;
| FIGURE A-13. Parity-check matrix for (24, j2) extended Golay cods.
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60.3.3 Interleaving and deinterleaving. The basic word bits Wl (MSB)

through W24 (LSB), and resultant Golay FEC bits Gl through G624 (with G13
through G24 inverted), shall be interleaved, before transmission using the
pattern shown in figure A-14. The forty eight interleaved bits plus a 45th
stuff bit S49, (value = 0) shall constitute a transmitted word and they shall
be transmitted Al, Bl, A2, B2... A24, B24, S49 using 16-1/3 symbols (tones)
per word (Tw) as described in 50.3. At the receiver, and after 2/3 voting
(see 60.3.4), the first 48 received bits of the majority word (including
remaining errors) shall be deinterleaved as shown in figure A-14 and then
Golay FEC decoded to produce a correct(ed) 24-bit basic word (or an
uncorrected error flag). The 49th stuff bit (S49) is ignored.

60.3.4 Redundant words. Each of the transmitted 49-bit (or 16-1/3
symbol) (Tw) words shall be sent redundantly (times 3) to reduce the effects
of fading, interference, and noise. An individual (or net) routing word
(ITQ...), used for calling a scanning (multichannel) station (or net), shall be
sent redundantly as long as required in the scan call (Tsc) to ensure receipt,
as described in 70.4. However, when the call is a non-net call to multiple
scanning stations (a group call, using THRU and REPEAT alternately), the first
individual routing word (THRU) and all the subsequent individual routing words
(REPEAT, THRU, REPEAT,...) shall be sent three adjacent times (Trw). These
triple words for the individual stations shall be rotated in group sequence as
described in 70.6. See figure A-15. A bit time intervals (approximately
Tw/49), the receiver shall examine the present bit and past bit stream and
perform a 2/3 majority vote, on a bit-by-bit basis, over a span of three
words. See tables A-VII and A-VIII. The resultant 48 (ignoring the 49th bit)
most recent majority bits constitute the latest majority word and shall be
delivered to the deinterleaver and FEC decoder. 1In addition, the number of
unanimous votes of the 48 possible votes associated with this majority word
are temporarily retained for use as described in 60.4.

60.4 VWord framing and synchronization.

60.4.1 General. The ALE system is inherently asynchronous and does not
require any additional forms of system synchronization, although it is
compatible with such techniques. However, the imbedded timing and structure
of the system provide specific synchronous benefits in linking, orderwire, and
anti-interference functions, as described herein. -

60.4.2 Framing. All ALE transmissions, commonly referred to herein as
"calls,” are based on the tones, timing, bit, and word structures described in
sections 50 and 60.2. All calls shall be composed of a "frame,”™ which shall
be constructed of contiguous redundant words in valid sequence(s) as described
in figure A-6, as limited on table A-VI, and in formats as described in
section 70. There are three basic frame sections: calling cycle, message,
and conclusion. See 60.4.2.4 for basic frame structure examples.

This page supersedes page 67 of 15 September 1988.
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| FIGURE A-14. Word bit coding and interleaving.
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TABLE A-VII. 2/3 Maijority vote decoding.
Eight Possible Bit

Received Bit R Received Time Combhinations
R (n) (now) T 0 o o 0] 1 1 1 1
RK({n-49) (Tw old) T-130.66... m8 03101 139060 1 i
R{n-98) (2 Tw old) T-261.33... ms oj1]1]0}1]011 0 1
Resultant majority bit M: ojojojijoj]1 1 1
Possible srror flag: 0 1 1 1 1 1 1 0
0 = error unlikely
1l = error likely

TABLE A-VIII. Majorjty word constructijion.

Majority

Relative Received Bits R (Time) for 2/3 Words Bit Used as
Time voting " Decoder Bits
Stuff bits R(n) R(n-49) R(n-98) M(n) S49 ignored
Recent (LSB) R(n-1) R(n-50) R(n-99) M(n-1) B24 (LSB)

R(n-2) R(n-51) R(n-100) M(n=-2) A24

R(n=-3) R(n-52) R(n-101) M(n-3) B23

R(n-4) R(n-53) R(n~-102) M(n-4) AZ3

[ ] [ ] [ ] ® ]
e [ ) [ ] [ ] ®

R(n-46) R(n-95) R(n-144) M(n-46) A2

R(n-47) R(n-96) R(n-145) M(n-47) Bl
Older (MSB) R(n-48) R(n-97) R(n-146) M(n-48) Al (MSB)

NOTES:

1. "n" indicates present bit time

TANCT T AT Wé v e —
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NOTICE 2

60.4.2.1 calling cycle. The initial section of all calls (except
sounds) is termed a calling cycle (Tec), and it is divided into two parts: a
scanning call (Tsec) and a leading call (Tlc). The scanning call shall be
composed of TO words if an individual or net call (or THRU and REPEAT words,
alternating, if a group call), which contain only the address first word(s) of
the called station(s) or net. The leading call shall be composed of TO (and
possibly DATA and REPEAT) words containing the whole address(es) for the
called station(s), from initiation of the leading call until the start of the
message section or the conclusion (thus the end of the calling cycle). See
figure A-16. The use of REPEAT and DATA is described in 60.5. The set of
different address first words (Tcl) may be repeated as necessary for scanning
calling (Tsc), to exceed the scan period (Ts). There is no unique "flag word"
or "sync word" for frame synchronization (as discussed below). Therefore,
stations may acquire and begin to read an ALE signal at any point after the
start. The transmitter shall have reached at least 90 percent of the selected
rf power within 2.5 ms of the first tone transmission following call
initiation. The end of the calling cycle may be indicated by the start of the
optional quick-ID, which occupies the fitst words in the message soction,

RICBI' CDB .Lencu.ng CB.J..L and DEIOIB tﬂe B'CGL'C OI ‘CDB resu DI tne message (
conclusion, if no message) section.

NOTE 1: The frame time may need to be delayed (equipment manufacturer
dependent) to avoid loss of the leading words if the transmitter attack
time is significantly long. Alternatively, the modem may transmit
repeated duplicates of the scanning cycle (set of) first word(s) to be
sent (not to be counted in the frame) as the transmitter rises to full
power (and may even use the ALE signal momentarily instead of a tuning

..... P -
tone IUI ‘CIIU Euner), auu \.HU 1 Bt aijc vue

T e WIIBII Lll= P\JWC& LD Uy.

NOTE 2: Non-compliance with the 90 percent of power parameter will
impact the probability of linking. Compliance testing for this can be
construed to be met if the probability of linking criteria is met (see
table A-I).

60.4.2.2 Mesgage. The second and optional section of all calls (except
sounds) is termed a 'message. Except for the quick-ID, it shall be composed
of COMMAND {and puuu;u.;y REPEAT and DATA) words from the end of the calling
cycle until the start of the conclusion (thus the end of the message). The
optional quick-ID shall be composed of FROM (and possibly REPEAT and DATA)
word(s), containing the transmitter’s whole address. It shall only be used
once at the start of the COMMAND message section sequences. The quick-ID
enables prompt transmitter identification and should be used if the message
section length is a concern. It is never used without a following
(COMMAND...) message(s). The message section shall always start with the
first COMMAND (or FROM with later COMMAND(s)) in the call. See figure A-17.
The use of REPEAT and DATA is described in section 80. The message section is

fmYéhaiamh -

.
nad manaakad L'\ - e ca 11 moanasarsana Av infarm
B iepsaven wa wnill Tas Caadas (RLicnlugu disobaygses Ui inaiw

the message section, may be).

KL T 383 et i
acEeS Al

adk3An 3
@ - W ¢ WAGiILALL

s
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APPENDIX A
NOTICE 2
YES GO TO CONCLUSION
IS THIS A SOUND? o  (TERMINATOR) SEQUENCE
FLOWCHART.
NO
1
_NO IS THIS A GROUP CALL? YES| 1S THERE A SCANNING CALL?
- (NO NET CALL?) - (MULTICHANNEL?) Tsc
YES NO
Y ) 4
CREATE GROUP SCANNING CALL HAS LEADING CALL (Tic) SET
Aé})ﬁé‘sg‘g;f:;wgg‘;'&ﬁv > OF WHOLE ADDRESS(ES) (Te) |
: EEN DONE TWICE?
DELETE DUPLICATES. REMAINDER SEE E Twice NO
5 MAXIMUM. | YES
TERMINATE CALLING CYCLE
YES (Tcc). GO TO MESSAGE
1S THERE A SINGLE WORD SEQUENCE FLOW CHART.
REMAINING?
1 NO
PUT 18t WORD IN THRU ! YES
NEXT IN REPEAT, NEXT IN THRU HAVE ALL WHOLE CALLED
...ALTERNATE THRU & REPEAT, “DDRiiﬁggggé?;?“EN
& CYCLE THROUGH ADDRESS
18t WORDS, TO END OF PLANNED e
Tsc. TO EXCEED RECEIVERS Ts.
USE THE TO AT XXX.
SCANNING CALL IS DONE! GO |— YES J
TO START LEADING CALL Tic. jam PUT THE FIRST THREE 1S THIS THE FIRST FUTURE
CHARACTERS IN XXX, ADDRESS TO BE SENT?
NO
PUT THE ONLY FIRST WORD IN A
THRU. DUPLICATE TO END OF |- WAS THE LAST WORD SENT
Tsc 2 Ts.
NO AN XXX?
YES

CREATE INDIVIDUAL (OR NET) !
SCANNING CALL (Tsc). PUT THE _’j U THE FIRST THAEE

| ADDRESS FIRST WORD IN 10O,
DUPLICATE TO END OF Tsc  Ts. CHARACTERS IN REPEAT.

IS THE ADDRESS GREATER NO
"] THAN THREE CHARACTERS?

{ YES

PUT THE SECOND THREE
CHARACTERS IN DATA.

\

1S THE ADDRESS GREATER NO
THAN SIX CHARACTERS?

YES

®
(CONTINUED)

FIGURE A-16. (Calling cycle sequences.

This page supersedes page 72 of 15 September 1988.
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Y
e

X

-®

PUT THE THIRD THREE
CHARACTERS IN REPEAT.

A
1S THE ADDRESS GREATER -

4
{

THAN NINE CHARACTERS ? NO

YES
) |

PUT THE FOURTH THREE

PUT THE FIFTH THREE
CHARACTE IN REPEAT.

— - ; S

IS THE ADDRESS GREATER

THAN FIFTEEN CHARACTERS ?

YES

Y
INVALID ADDRESS SEQUENCE!
DELETE THIS ADDRESS.
RESTART, OR ALERT OPERATOR
OR CONTROLLER.

] e csman - - - - _ _
| FIGURE A-l0. ¢ajlling Ccycjie seguences
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FROM CALLING CYCLE

SEQUENCE FLOWCHART ONLY.

4

REFER 70 STANDARDIZED
IS THERE ANY FORM OF
Mss'f:gg;ggg_gzonqns <YES MESSAGE FUNCTION
MESSAG‘}E—S——— (LOA, CRC. TEXT...)?

) NO

GO TO THE CONCLUSION
TERMINATOR SEQUENCE
Y FLOWCHART.

IS THERE A QUICK-ID? (ONLY
ALLOWED if A MESBAGE NO
SECTION IS TO BE SENT.) - — — vee
- HAVE ALL MESSAGE ves
¥ YES FUNCTIONS (COMMANDSs)
- BEEN PROCESSED? -
PUT TRANSMITTER ADDRESS IN
FROM (4 DATA & REPEAT ...) Ino
4
vEg| START THE NEXT MESBSAGE | o
FUNCTION.IS THIS THE FIRST
MESSAGE FUNCTION TO BE SENT?
 J
PUT THE MESSAGE FUNCTION NO aC TLE | ACYT WADN
CHARACTERS (OR BITS) RS TRE A WYY
IN COMMAND. SENT A COMMAND?
YES
Y
PUT THE MESSAGE FUNCTION
(THREE CHARACTERS OR
TWENTY-ONE BITS) IN REPEAT.
_J
- 3
Y Y
1S (ARE) ADDITIONAL DATA luq
& FIELD(S) REQUIRED FOR THIS >
MESSAGE FUNCTION?
YES
) _
NO YES
IS THIS A DBM?
1 1
PUT THE NEXT THREE TEMPORARILY SWITCH TC DEEP
CHARACTERS (OR TWENTY-ONE INTERLEAVED BI1T TRANSMISSION,
BITS) IN DATA. SETUP ENTIRE DATA BLOCK
Y (WHICH ALSO RESETS Tm LIMIT).

®
./
(D=
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HAVE ANY OF THE MAXIMUM

LIMITS FOR INDIVIDUAL OR

TOTAL MESSAGE FIELD SIZE
BEEN EXCEEDED?

YES

NO

1

1S (ARE) -ADDITIONAL DATA
FIELD(S) REQUIRED FOR THIS
MESSAGE FUNCTION?

NO

YES

Y

PUT THE NEXT THREE
CHARACTERS (OR TWENTY-ONE
BITS) IN REPEAT.

)

HAVE ANY OF THE MAXIMUM
LIMITS FOR INDIVIDUAL OR

TOTAL MESSAGE FIELD SIZE
BEEN EXCEEDED?

YES

A

INVALID MESSAGE SEQUENCE(SM
DELETE THIS MESSAGE
FUNCTION. RESTART, OR ALERT

OPERATOR OR CONTROLLER.

| FIGURE A-17. Message seguences - Continued.
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60.4.2.3 Conclusion. The third section of all calls is termed a

"conclusion”. It shall be composed of either THIS IS or THIS WAS (but not
both) (and possibly DATA and REPEAT) words, from the end of the message (or
calling cycle sections, if no message) until the end of the call. See figure
A-18. Sounds, and exception, shall start immediately with THIS ]S (or THIS

not immediately follow THIS IS
< s - =3
aqa

W

A AL Ak
L Lhe

P R [ R
4l Tne wnoie

£
2l
L
L
w
C

.
P et L -~ ==
Lransmictil iy »

60.4.2.4 Basic frame structure examples. Contained in figure A-19 are
basic examples (does not include the optional message section) of frame
construction. Included are single-word and multiple-word examples of either
single or multiple called station address(es) for nonscan (single-channel) and
scanning (multiple-channel) use in individual, net, or group calls.

60.4.3 gSynchronization.

60.4.3.1 Transmit modulator. The ALE transmit modulator accepts digital

data from the encoder and provides modulated baseband audio to the
transmitter. The signal modulation is strictly timed as described in 50.3 and

50.4. After the start of the first transmission by a station, the ALE
transmit modulator shall maintain a constant phase relationship, within the
specified timing accuracy, among all transmitted triple redundant words, at
all times, until the final frame in the tranemission is terminated.
Specifically,

T(_hwrwiplemdmd-m-ad) = T(eadyu"yleraﬁndmmd) =n x Trw

where T, is the event time of a given triple redundant word within any frame,
Trw is the period of three words (392 ms), and n is any integer.

NOTE: Word phase tracking will only be implementad within a
transmissicn and not betwsen transmissione.

The internal word phase reference of the transmit modulator shall be
independent of the receiver (which tracks incoming signale) and shall be self
timed (within ite required accuracy. See 50.4.)

some applications, a single transmission may contain

n
Lo
irames.

60.4.3.2 Receive demodulator. The receive demodulator accepts baseband

audio from the receiver, acquires, tracks, and demodulates ALE signals, and
provides the recovered digital data to the decoders. See figure A-15. 1In
data block message (DBM) mode, the receive demodulator shall also be capable
of reading single data bits for deep deinterleaving and decoding.

60.4.3.3 Synchronizatjon criterja. The decoder accepts digital data
from the receive demodulator and performs deinterlsaving, decoding, FEC, and
data checking. During initial and continuing synchronization, all of the
following criteria should be used to discriminate and read every ALE word:

This page supersedes page 76 of 17 June 1992.
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FROM CALLING CYCLE

SEQUENCE FLOWCHART.

FROM MESSAGE
SEQUENCE FLOWCHART.

YES

USE ONLY WHOLE TRANSMITTER

STANDARDIZATION PROTOCOLS

A BOARED TEALILATAR (IRAAS
@ TNUTER TERMIPAIVA VORUE.

4

ADDRESS IN SOUND. REFER TO |

ARE RESPONSES REQUESTED

NO

\

(OR THIS I8 FORCED?)

4

PUT FIRST THREE

CHARACTERS IN THIS 18.

PUT FIRBT THREE
CHARACTERS

IN THIS WAS.

IS THE ADDRESS QGREATER

| FIGU

This page supersedes

w B

THAN THREE CHARACTERS?

YES
v

PUT THE SECOND THAEE
CHARACTERS IN DATA.

YES
L4

)

18 THE ADDRESS GREATER
THAN 8IX CHARACTERS?

NO

NO

YES
L

PUT THE THIRD THREE
CHARACTERS IN REPEAT.

|

IS THE ADDRESS GREATER

NO

THAN NINE CHARACTERS?

| YES

O

jusi

Q

A-18.

77

(termj

G_

©

ator) se nces.
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Y

PUT THE FOURTH THREE

CHARACTERS iN DATA.

o
9

THAN TWELVE

= Armaeos
nE AUUNEDSO

CHARACTERS?

b 4
]

v

PUT THE Fi

FTH THREE
CHARACTERS IN REPEAT.

)4

IS THE ADDRESS GREATER

THAN FIFTEEN CHARACTERS?

NO

Y

YES

iNVALID ADORESS SEGUERCEI
DELETE THIS ADDRESS.
RESTART. OR ALERT OPERATOR

fo] -]

(041

BASIC FRAME 18 CONSTRUCTED.

roioa E EAAU WADN END
EAVA YY S

NO

TRIrL.s
REDUNDANCY, EXCEPT THE DBM
DATA BLOCK ITSELF. THE SCAN
CALL HAS BEEN MULTIPLIED TO
EXCEED SCAN PERIOD OF RE-
CEIVER. LEADING CALL HAS BEEN
DOUBLED. OTHER ALE WORDS
JUST TRIPLED ONCE. SEND IT!

AASIC ERAME 1S CONSTRUCTED
(=101 LV AR 2D

FRAMT T WS T Y

W C W -~

L)

HAS THE PLANNED SCANNING

YTy St S Amiiaiem s@__ _\
REUUNUANT SUUNU LisnS)

TRIPLE EACH WORD FOR i

REDUNDANCY. THE SCANNING
REDUNDANT SOUND (Tens) HAS
BEEN MULTIPLIED TO EXCEED

SCAN PERIOD OF RECEIVER,
PLUS LEADING SOUND. SEND IT!

BEEN FILLED?

NO

REPEAT THE SOUNDED ADDRESS.
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T0
SAM

A

T v
THIS 1S
JOE

2l

A. 1-CHANNEL NONSCAN, 1-WORD ADDRESSING, DIRECT, INDIVIDUAL (OR NET) CALL.

Tec ji
— Too FRETN Tic anlen T, o=
*sC I e x ‘
— P y—r prasy ey — oy ey T—r
T0 T0 T0 70 T0 10 TO TO [THIS IS
SAM SAM S8AM SaM SAM SAM SAM SAM JOE
- — A . — A . ek N

B. N-CHANNEL SCANNING, 1-WORD ADDRESSING, DIRECT, INDIVIDUAL (OR NET) CALL.

e
ch
T

Tie == Ty v-]
T0 DATA J0 DATA [THIS IS
SAM UEL SAM UEL JOE

-y e e 4 s 'S A 1 - .

C. 1-CHANNEL NONSCAN, 2-WORD ADDRESSING, DIRECT, INDIVIDUAL (OR NET) CALL.

o |

— —_— Tsc - — T — T = j—_‘ T—,ﬁ
ey L —r r— v — v o e — v
TO 7O TO TO TO TO TO DATA TO DATA [THIS IS
SAM SAM SAM SAM SAM SAM SAM UEL SAM UeL JOE
N — S SN e A ,. A NS e —

D. N-CHANNEL SCANNING, 2-WORD ADDRESSING, DIRECT, INDIVIDUAL (OR NET) CALL.

Tec

Tsc ;LI—: Tie l’xﬁ
vHRU | ReT | THRU | RPT [ THRU | RPT | To | RPT | TO | RPT lTHIS IS
8oB | sam | 8o | sam | Boe | sam | Bos | sam | Bos | sam | uoe
rasdll Ivavdll Ibaedll lhanll Bvardl vaill Brardll Bhavall Ibatdl Bvisdl Bbas

E. N-CHANNEL SCANNING, 1-WORD ADDRESSING, DIRECT, GROUP CALL.

Tee ]

. Tsc *‘|~ e — —= T, ﬁ
e o p—————— P p———p——— v e —p——p———— oy e
THRU RPT THRU RPT THRU RPT 70 DATA TO DATA TO DATA J0 ATA |THIS IS
808 | sam | BoB | sam | BoB | sam | Bos } By@ | sam | ueL | soe | svy@ | sam | uer | soe
1 1 2 'y ' r ' 4 2 4 4 1 1 P Y _ 1 e -y I g2 4 e e

F. N-CHANNEL SCANNING, 2-WORD ADDRESSING, DIRECT, GROUP CALL.
_____ ig B f at e es.
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e Must meet or exceed a threshold of unanimous votes in the 2/3 majority
voter decoder

e Successful Golay decode of "A" word bits

Successful Golay decode of "B" word bits

Acceptable preamble according to valid word sequences as shown in

figure A-6.

e Acceptable first character bits (of basic 38 subset)

¢ Acceptable second character bits (of basic 38 subset)

e Acceptable third character bite (of basic 38 subset)

e History, status, expectations, and protocol

e Correct triple redundant word phase
The number of unanimous votes provides an easily adjustable BER signal quality
discrimination, and the threshold should be chosen by the manufacturer to
optimize performance. A successful Golay decode indicates that all detected
bit errors were correctad within the power of the FEC code; that is, the

flag(e) did not occur. The correction power (mode) of the Golay code should
be chosen by the manufacturer to optimize performance using any of the four
modes: (3/4, 2/5, 1/6, 0/7) where n/m indicates up to "n" errors detected and

corrected, or up to "m" errors detected but not correctable. Acceptable

preambles, as described here and defined in 60.2.2, rsfer to those prsamblss
which are within the limite of this standard. RAs a DO, automatic adjustment
of the unanimous vote threshold and Golay mode should be provided to optimize

performance under varying conditions.

NOTE: The application of each preamble is dependent on the recent
signaling history of the stations heard, the active status o
macnxne, the handshak

ny
c

ccept
roup c
gguuggg as being irralevant (because it missed the preceding and
required calling cycle Tcc). It might also reject THIS IS or THIS
WAS (unless collecting sounding information). Acceptable characters
means that each character is within the appropriate ASCII subset.

\Q n

Note that all criteria, together, must be satisfied to accept a
word. For example, all three characters would have to be within the
bagic 38 subget if a routing preamble, such as a TQ, was decoded.
Likewise, any bit combination would be conditionally acceptable if

an initial REPEAT was received, but in most cases, without the
necessary knowledge of the previous word, it would be considered
irrelevant and should be rejected.

60.5.1 Introductjon. The ALE system deploys a digital addressing
gtructure based upon the standard 24-bit (three character) word and the basic

38 ASCII character subset. As described below, ALE stations have the
capability and flexibility to link or network with one or many prearranged or
as-needed single or multiple stations. All ALE stations shall have the

This page supersedes page 80 of 15 September 1988.
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capacity to store and use at least 20 self addresses of up to 15 characters
each in any combination of individuel and net calls. There are three basic

[ ]
[«3
D.
"
[ ]
]
o
’-‘-
|O
a8
]
(84
=4
[o]
0- |
[ ]
£
o4
-
0
o g
£
P-
..a

e presented:

e 1Individual station
s Multiple station
e Special modes

NOTE: Certain alphanumeric address combinations may be interpreted
to have special meanings for emergency or specific functions, such
as "SOS", "MAYDAY", "PANPAN", “SECURITY", “ALL", “ANY", and "NULL".

These should be carefully controlled or restricted.

system is the single routing word, containing three characters, which forms
the basic individual station address. This basic address word, used primarily
for intranet and slotted operations, may be sxtended to multiple words and
modified to provide increased address capacity and flexibility for internet
and general use. An addresse which is assigned to a single station (within the

known or used network) shall be termed an "individual”" address. 1If it
consists of one word (that is, no longer than three characters) it shall be
termed a "basic” size, and if it exceeds one word, it shall be termed an
"extended” size.
60.5.2.1 Basic. T
nraamhln lTo or nosaibl 1} = TQ,
or a THIS IS 15 or THIS WAS) plus three addreee charectere. ell of whic shall be
a alphanumeric numbers of the basic 38 ASCII subset. The use of the utility
symbols "@" and "?", shall be as described in 60.5.4. The three characters in
the basic individual address provide a basic 38-address capacity of 46,656,

using only the 36 alphanumerics. This three-~character single word is the
minimum structure. Use of only one or two characters is discouraged because
they provide a basic 38-address capacity of conly 36 or 129§, respectively,
with no significant advantages such as speed, capacity, or reliability. As
examples of proper usage, a minimum three-character call directed to "JIM"

would be structured "TO QIH': and a shorter (discouraged) two-character call
to "ED" would be structured "TQ ED@". Both would have identical size and
performance characteristics. One-word addresses should be used only for
abbreviated address intranet and slotted response operatxons, and longer two-

PP | 2 o o oea LY s, [ | "SSP I "o cemam ol Mo 2 b cnm i Qb acaem - o-emld  meomam o am -
wora (O moOle) aguresses sivulu e usBeu I0rI Lnttﬂnet, LnEBIﬂUL, any guuura;
cperations. In addition, all ALE staticns shall associate specific timing and
control information with all own addresses, such as prearranged delays for

slotted net responses. As described in section 70, the basic individual
addresses of variouse station(s) may be combined to implement flexible linking
and networking.

NOTE: All ALE etationa shall be assigned at 1east one (Do.

]
’4
3
a
Pl
[ ]
:
La]
Q.
»
Q
Q
a}
®
]
on
"!

g0
® 10
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60.5.2.2 Extended. Extended addresses provide address fields which are

longer than one word (three characters), up to a maximum eystem limit of five
words (15 characters). See table A-IX. This 15-character capacity enables

Integrated Services Digital Network (ISDN) address capability. Specifically,
the ALE extended address word structure shall be composed of an initial basic

address word, such as TO or_THIS ]§

, a8 described above, pius additional words
________________ RNy S u . PN 5 Iy QU RpRp | P Wy Sy F R T - .o o oan aman TAR AR
a8 necessary 1O Contain tné aadivional <naracters in wne sequencCe pnin,
REPEAT, DATA, REPEAT, for a maximum total of five words. All address
characters shall be the alphanumeric members of the basic 38 subset. The use
of the utility symbols "@" and "?" is described in 60.5.4.

NOTE 1: All ALE stations shall be assigned at least one (DO: several)
two-word address(es) for general use, plus an additional address(es)
containing the station’s assign d call sign(s). This is a mandatory user
t. However, nothing in the design

ahall nrerludae uain
P C ce Sif

NOTE 2: The recommended standard address size for intranet, internet,
and general non-ISDN use is two words. Any requirement to operate with
address sizes larger than six characters must be a network management
decision. As examples of proper usage, a call to "EDWARD” would be "IO
EDW®, *"DATA ARD", and a call to *"MISSISSIPPI* would be “TO MIS“", "DATA
orTen HDDDEAM CTDNW NAAMR DTAN

215", "BEFEA] OiF, PAID FiS -

60.5.3 Multiple stations. It is a critical requirement to
simultaneously (or nearly simultaneously) address and interoperate with
multiple stations in MF or HF networks. A prearranged collection of stations,
with a commonly assigned additional address, shall be termed a "net," and the
common address shall be a "net address.” A nonprearranged collection of

______ PR T T R W RS S

ions, without a commonly assigned additional address, shall be tarmed a
L]

NOTE: Protocols for linking and networking with nets and groups are
described in 70.6. It should be noted that the term “net” is also
commonly used to identify any collection of stations which are, or
were, interoperating, regardless of any prearrangements or the
method of establishment. 1In this standard, the terms “"net" and
"group™ usually specifically refer to the linking and networking

1
ology, not the subseguent traffic ex

60.5.3.1 Net. AsB a prearranged collection of stations, a net may be
organized and managed with significant prior knowledge of the member stations,
including their quantities, identities, capabilities, requirements, and in
most cases, their locations and necessary connectivities. Maximum advantage

should be taken of this knowledge to optimize the net timing, addressing, and

interchanges. The purpose of a net call is to rapidly and efficiently
establish contact with multiple prearranged (net) stations (simultaneously if
possible) by the use of a single net address, which is an additional address
angigned to all ne; members in common. As described in 70.6, additional

available, and the mixlng of individual, net, and group addresses and calls is
rastricted.
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TABLE A-IX. Basic {38) addresg gtructures.
Address
Words Characters Types
B 1 1 Stuff-2
A
s 1 2 Stuff-1
1
C b 3 Basic
2 4 Rasic +
Stuff-2
2 5 Basic +
Stuff-1
2 . 6 2 Basic
3 ? 2 Basic +
Stuff-2
E 3 8 2 Basic +
X Stuff-1
T
E 3 ] 3 Rasic
N
D 4 10 3 Basic +
E Stuff-2
D
4 11 3 Basic +
Stuff-1
4 12 4 Basic
5 13 4 Basic +
Stuff-2
5 14 4 BasicC +
stuff-=1
5 15 $ Basic
(limit) (limit) (limit)

NOTES:

1. Basic : ABC

3. Stuff-1: BABe

page reprinted without change.
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When a net address type function is required, a calling ALE station shall use
an address structure identical to the individual station address, basic or
extended as necessary. For each net address at a net member’s station, there
shall be a response slot identifier, plus a slot width modifier if directed by
the specific standard protocol.

60.5.3.2 Group. Unlike a net, a group is nonprearranged and, in many
cases, little or nothing is known about the stations except their individual

addregacs and acanned frecuencies. nannif-o thia minimum of data, it is

RSB W A B W NI W wassssiews Syeweavas PR R REPELLS )LL) _-—=—-=

critical to be able to create a new group where none existed, and it requires
a standardized protocol which is compatible with virtually all automated
stations, essentially regardless of their individual, net, and other
characteristics. The purpose of a group call is to establish contact with
multiple nonprearranged (group) stations (simultaneously if possible) rapidly
and efficiently by the use of a compact combination of their own addresses
which are assigned individually.

function is required, a calling ALE station sghall

When a group address type

LK 2iad -~

use a sequence of the actual individual etatxon addresses of the called
stations, in the manner directed by the specific standard protocol. A
stations’s address shall not appear more than once in a group calling
sequence, except as specifically permitted in the group calling protocols
described in 70.6.

60.5.4 gSpecial modes "@" and "?°".

60.5.4.1 General. The special modes. which use the utility symbols "@"

(1000000) and "?" (0111111) include the following:

Stuffing
Allcalls
Anycalls
Wildcards
Self address
Null address

60.5.4.2 Stuffing. The ALE basic address structure is based on single
words which, in themselves, provide multiples of three characters. The
quantity of available addresses within the system, and the flexibility of
assigning addresses, are significantly increased by the use of address
character stuffing. This technique allows address lengths which are not
multiples of three to be compatibly contained in the standard (multiple of
three characters) address fields by “stuffing” the empty trailing positions
with the utility symbol "@". See table A-X. "Stuff-1" and "stuff-2" words
shall only be used in the last word of an address, and therefore should appear
only in the leading call (Tlc) of the calling cycle (Tcc).

NOTE: As an example of proper usage, a call to the address "MIAMI"
would be structured "TO MIA". "DATA MIG".
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(option)

(D
D
(¢.\]

(or "B") stop and

nd den DDM alAta
&Boyvuu AN Ry S.0LS

(unless inhibited),
addresses

using own

"AB“ (or"CD ) stop and
respond in PRN slots
(unless inhibited),

OwWn auu& =SoTd

using

“Null" address; all ignore,
test and maintenance use,
or extra "buffer™ slot

APPENDIX A
NOTICE 2
MABY Y RA_VW Man ~f AN w+iliduw avmhal
4ADLE NnTA. ¥RE Wi L MubhiwI SInerrs e
Pattern Function Guidance
- T0 | "Standard" three character Any position in address and
~laBc}) address structure "ABC" sequences
= To = Stuff-1" reduced aadress Only last word in address; anywhere
S - & field; adds two character in sequences
- A B e - !IA' B"
- - *stuff-2" reduced address Only last word in address; anywhere
10 £ield; adds cons character in seguences
- A e e - "A'l !
- O - "Allcall" global address; Exclusive member of calling cycle;
g2 e all stop and listen {(unless single IQ only
- - - inhibited), none respond
- To IREPEAT "Selective allcall": global Alone, or with additional different
eAQ@ : address; all with same last allcall selections, for "group
- RN A character "A" {cr "B") stecp selective allecall™; only 4in calling
(option)  and 1isten (unless inhibited), cycle; must use TQ, REPEAT
none respond alternately never DATA, if more
than onet*
- 70 "Anvcall” global address: Exclusive member of calling cycle;
aa -2 all stop and respond in PRN single IQ only
- slots (unless inhibited),
using own addresses
- ) =====3"Selective anycall": all Alone, or with additional different
a 2 ﬁfi:ﬁ: :with same last character(s) anycall selections, for "group
- K er— ot ¥ o'e o "Au

selective anycall™;

- ad svma WA
MUSL USE 4Ny

only in calling
alternately (never DATA),
than one*

if more

dif
rou

ferent
1
r

or with additional
for "g

Alone,
:nvra'! 1l selacti ons,

double selective anycall"; only in

calling cycle; must use IO, REPEAT
alternately (never DATA), if more

\-lld.ll one*

Any position in address sequence
(omit from Tsc if group call)
except never in conclusion

& - - e d o) - el alol b W, .1 PR 4 £
\L.ux.l lalvyry) , ©OL QLERAOL ., OLllY 11
following IO

¢ &=

Pretrpem——tpyneeseedl € 7 T 7 7
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TABLE A-X. Use " utili - Continued.
NOTES:
1. All patterns not shown here are reserved and shall be considered
invalid until standardized.
2. "@" indicates special utility character (1000000); "2?" wildcard
(0111111).
3. "A", "B", "C", or "D" indicates any alphanumeric member of basic 38
subset other than "@", or "?", that is "A-Z" and "0-9-.
4. * THRU, REPEAT in TSC if group call.
66.5.4.3 plilcalls. An "allcall"” is & gensral brcadcast which doss not
request regponses and doee not designate any specific address. This essential
function is required for emergencies ("HELP!"), sounding-type data exchanges,

See table A-X. If an ALE station
requires an allcall type function, it shall use the following allcall
protocols. The allcall special address structures shall be the excluaive
members of the calling cycle (both Tac and Tlc, of Tcc) in the initial call,

v

Upon receipt of allcall, (and unlea-

inhibited or otherwiae directed by the operator
allcalled stations shall temporarily stop their
time, Tcc max).
within Tcc max

or controller), all receiving
scan (for a preset limited

If the message section or terminator section does not arrive

If a quick-

’
ID (indicated from a FROM after the calling cycle)} arrives, the pause for the
méssage section shall be sxtended for no more than five worde (S Trw), and if
a COMMAND gggg not arrive; the station shall resume scanning. If a message

preset limited time, Tm max) to read the measage. If the terminator section
does not arrive within Tm max, the station shall automatically resume

scanning. If a terminator arrives (indicated by receipt of a THIS IS or THIS
HAS), the station shall pause (for a preset limited time, Tx max) to read the
caller’s (transmitter‘s) address. If the end of the signal does not arrive
within Tx max, the station shall automatically resume scanning. If the allcall
ie succesefully received with a THIS IS, the called station shall stop
scanning, alert the operator, and unmute its speaker (to receive a message).
If there is no activity for a preset time (Twa), the station shall
automatically mute its speaker and return to scan. To minimize possible

adverse effects resulting from overuse or abuse of allcalls, stations shall

have the capability to disable receipt of the allcall. Normally the alicall
should be enabled. If the allcall is successfully received with a THIS WAS,
the called station shall automatically resume scanning and will not respond
{unless otherwise directed by the operator or controller). If multichannel
calling is used, at the end of the allcall transmission on a channel, the
caller shall use call acceptance (THIS IS, with a pause) or call rejection

(IHIS WAS) protocols identical to the sounding (8Bcanning) protocols in 70.5.
If an allcalled or receiving station desires to attempt to link (within the
pause after THIS IS), it shall use the opticonal handshake protocol in 70.5.4.
In all handshakes (other than the calling cycle of the initial allcall), the
allcall address shall not be used.
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logical subsets, usinq the selective allcall protocol. The nalective allcall
is identical in structure, function, and protocol to the allcall except that
it specifies the last gjingle character of the addresses of the desired
subgroup of receiving stations (1/36 of all). By replacing the "?* with an

aiphanumeric, the seiective alicail special address pattern shall be “IC 8Ag8"
1 Mam acd MY a loaw woac= fTilmlee WALINYY ARAON awmd WDHBNDAM ANRON (wn Pam~ and +hanm TN
dll 4BV AU 146 (VL PUDDLMLY £208NY _TNAT alid D ids SXPS il APV BlU WUSU Sy
and DEDLAM {n Tilc if mora than one auhset {a alan dagired) and raotated if
ANt geeeps 0 228 21 TC “aan onge sus 2); aAnc rotatec 12

necessary. "A" (and "B", if applicable) in this notation represents any
alphanumeric of the basic 38 subset characters (except "€ or "?"). “A" and
"B" may represent the same or different character from the subset, and
specifically indicate which character(s) must be last in a station’s address
in order to stop scan and listen. As an example of proper usage, a selective

aiicall to alil stations ending in “P*, "0, and "K", (3/36 of alij wouid be
—deomis mbmisanad WMAITAIY ANA®N ROTTRTMAMm AAAR nmernr AnAw NDPDTAMN ADAN ssemd 31
Structured "IORU ©re”, "REFenid SUCT, "I0RY TAS T, DEiENs TSIT ¢ UNCia
annronriately long for the Tags scan call. fand finiah with "I‘ﬂ REPFAT. TO _ ..
MLV AE bR CB A AWINY A&WE wiiw a el wieaa A\ ™ssw=m amssmwss 232 SiteR i BAE 5T
in Tlc). As in the gleobal allcall. the scanning and optical procedure are the

same as for the loundinq scanning protocol.

60.5.4.4 pAnyvycalls. The ALE station may call, and receive responses
from, essentially unspecified stations, and it thereby can identify new

stations and connectivities. An “anycaii® is a general broadcast which

[P eddthmsd Ammdmnadbdmam amer mean{€lin addvancaan /el Té¢ (&

&'\iu'-b- ‘--wll--- W&\-llUU\- WEDAYHELLIIY QY PSS Swiidiv GUULTSBDTT | @) o s LW

required for amargencies, reconstitution of aystems, and creation of new
1f

networks. See table A-X. an ALE station requires an anycall type
function, it shall use the following anycall protocols. The anycall special
address structures shall be the exclusive members of the calling cycle in the
initial call, and shall not be used in any other address field or part of the
handshake, and shall use the TO the entire Tcc. The global anycall speciai

e AA-= o U R

address pattern shall be “JO_ 887, and repeated if necessary fior scanning.

'y ¢ {aa Al ractad by ths
(B MILATOD AlHILMNLILEWY Vi VLHLUBALWADS WLLS il
r

eceiving anvcalled stations shall temporari

Monme woamadod o8 bhoa amerm

NI ‘.bu&yb i LIS Nl,\-all
all

y—‘
- ¢
et S
L

Sre-e=Sve e -------— -

stop their scan, and examine the call identically to the procedure for
allcalls in 60.5.4.3, including the Tcc max, Tm max, and Tx max limits. If
the anycall is successfully received, the station shall automatically perform
a slotted response identical to that for a star net (scanning) call protocol
(70.6.2), but as modified below.

SETesVYeitg =g =LaLrA00% TJ|I1&82

the calling stntion roguests LQA in the mol-age (:), the responses .hall
expand by 3 Tw to include the LQA (V), and the slots shall automatically
expand by 3 Tw to 23 Tw (3005.33...ms), for a total of approximately S1
seconds. In either anycall case, each responding station shall individually
select a slot (of one through sixteen, but not zero unless emergency),

essentially pseudorandomly (PRN), to transmit its response in. In this

e rnde ) mallTdladlAane avea acacveacmabad and balawadbad mond bha ~sallawr abboamemba &~
ybvhv\-va., LA X Ay J LTS 4 -ny‘bu-u - ¥11%% UL TLALGWy - il L4 ¥ ¥ 3 2 -\—\.wr»- -\s
read the best response in each slot. Reasponges shall be standard star net (or
individual call) responses consisting of TO (with the address of the caller)

and THIS IS (with the address of the responder, with the LOA
This page reprinted without change.
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included if requsstsd, and shall not use the anycall speclal address. The
responders shall use a self address no longer than five words minus twice the

caller address length. (For example, if the caller address is two words, the
responder cannot exceed one word.) Upon receipt of the slotted responses, the
calling station shall transmit the acknowledgement (ACK) to any selected
combination (individual or group call) of stations which responded and were
read. The responders which receive acknowledgements shall alert, unmute their
speakers, and shall pause for traffic, (or quite immediately), as indicated by

the caller’'s ACK conclusion THIS IS {or THIS WAS, respectively). The caller
shall not use the anvcall special address in thc ACK. The caller may pause '

spec L ES

for additional interoperation and traffic (THIS ]S) with the responders; or
may immediately resume scanning calling on the next channel (IHIS WAS); or try
again, as appropriate to the caller’s original purpose. Any responding
stations that are not included in the ACK shall immediately depart and resume

scan. If the anycall is successfully received with THIS IS, the c©
1

a
b ad e —mha1Y b Y o wnde - ey}
SCati0n Snaii SitoOp &cCan, aisrcc the coperator and unmute its spsaker (

a message). If there is no activity for a preset time (Twa), the sta
shall automatically mute its speaker and return to scan. To minimize possible
adverse effects resulting from overuse or abuse of anycalls, stations shall
have the capability to disable receipt of the anycall. Normally the anycall
should be enabled.

=2 222 )4

NOTE: The caller should use a short one-word self addrees and shall
not ugse more than two words. This is not a design criteria but a

mandatory user requirement.

If too many responses are received, or if the caller must organize the
available but unspecified responders into logical subsets, the selective

anycall protocol shall be used. The selective anycall is a selective general

broadcast which is identical in structure, function, and protocol to the
glcbal anvcall, axcent that it specifies the lagst single character of the

Jollua RiiyLmaa; STy aem Focaz i@t T2 22%%

addresses of the desired subset of receiving station (1/36 of all). By
replacing the"?" with an alphanumeric, the global anycall becomes a selective
anycall whose special address pattern shall be *TO @@A" in Tcc. 1If a group

call (multiple selective anycall), the xugg_gea and nggaz_geg... are used

alternately in the scan call (Tsc), and then IO &8A and REPEAT 88B
if necessary. "A" (
numeric of the bas

»
paanul the bagic
B

. "A" and "B" may represent the same or dxffarent
characters from the subset, and specifically indicate which character(s) must
be last in a station’s address in order to initiate a response. As an example
of proper usage, a selective anycall to all stations ending in "P", "Q", and

"R" (3/36 of all) would be structured “TO @€p~, "REPEAT @€0", TO €E&R:, "REPEAT
€@p~", until appropriately long for the calling cycle.

3

NOTE: a narrower accentance and response criteria is required,

If
the double selective anycall should be used. The double selective
anycall is an operator selected general broadcast which is identical
to the selective anycall described above, except that its special
address (using "@AB" format) specifies the last two characters that
the desired subset of receiving stations must have to initiate a

response. See table A-X.

~s H NIt AN A


http://www.abbottaerospace.com/technical-library

60.5.4.5 Wildcards. A "wildcard" is a special character which the
caller uses to address multiple-station addresses with a single-call address.
The receivers shall accept the wildcard character as a substitute for any
alphanumeric in their self addresses in the same position or positions.

Therefore, each wildcard character shall substitute for any of 36 characters

-
ne
-

-

o me . 3
1 nuha&" ko €n
& CuLE &
1

Wildcard addresses shall be the exclusive members of the initial call’s
calling cycle, and shall not be used in any other address sequence in the ALE
frame or handshake. The span (numbor of cases possiblc) of the wildcard(s)
beé minimized to only the sssential nesds of ths u
- 1

a
doarde. when followed with a THIC WAGS tarmin
when [ollow asaai. Tiate n

-\ L oYY
-’ 4G

T sponses and shall be otherwise identical to the allcall protocol in
60.5.4.3. The address wildcards, when ¥ollowed with a THIS 1S terminator,
shall cause responses in pseudorandomly-selected slots, and shall use the
protocol otherwise identical to the anycall in 60.5.4.4. As in both the
allcall and anycall, stations shall have the capability to allow the operator
or controlier to disable acceptance. Acceptance should normally be enabled.

0. 5.4.6 Self addreas. For self test, maintenance, and other purposes,;

------- - EZxzxs = -=C° —_——a pil-p R 4 L -2 01 3 44 -2 RAS RS ) il —w2EB

stations shall be capable of using their own self addresses in calls. When a
self-addressing type function is required, ALE stations shall use the
following self-addressing structures and protocols. Any ALE calling
structures and protocols permissible within this standard, and containing a
specifically addressed calling cycle (such as "TO ABC", but not allcall or

anycall), shall be acceptable, except that the station may substitute {or add)
any one {or several) of its own calling addrsssss intc the calling cycle.

60.5.4.7 Null address. For test, maintenance, buffer times, and other
purposes, the station shall use a null address which is not directed to,
accepted by, or responded to by any station. When an ALE station requires a
null address type function, it shall use the following null address protocol.

The null address special address pattern shall be "TQ @@8", (or "REPEAT @&g-),

if directly after another TO. The null address shall only use the IO (or
REPEAT), and only in the calling cycls {Tcec). Null addresses may be mixed
with other addresses (group call), in which case they shall appear only in the

leading call (Tlc), and not in tho scanning call (Tsc). Nulls shall never be
used in conclusion (terminator) (IHIS IS or THIS WAS). If a null address
appears in a group call, no station is designated to respond in the associated
slot; therefore, it remains empty (and may be used as a buffer for tuneups, or
overflow from the previous slot‘s responder, etc.).

This page reprinted without change.
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Use of "?" wildcard symbol.

ABC BASIC "STANDARD", 1 CASE EACH
AB<?laz2c|ll|? Bc| "STANDARD" "WILD-1", 36 CASES EACH
a272|l28 2|2 2 ¢c|] "sTanDARD"™ "WILD-2", 1296 CASES EACH
2?22 "STANDARD" "WILD-3", 46656 CASES EACH
ABG@® *STUFF-1", 1 CASE EACH

A?2¢Q||2BE@ "WILD-1" "STUFF-1", 36 CASES EACH
réu;T@ "WILD-2" "STUFF-1", 1296 CASES EACH
AQeE "STUFF-2", 1 CASE EACH

2 @ @ "WILD-1" "STUFF-2", 36 CASES EACH

@ AB "DOUBLE SELECTIVE ANYCALL", ("DSa")} 1/1
@ A? “"DSA"™ "WILD-1", 1/36 CASES

g 2 B NOT PERMITTED. USE "SELECTIVE ANYCALL"
e ?? NOT PERMITTED. USE "GLOBAL ANYCALL"
N "SELECTIVE ANYCALL"

e ecv "GLOBAL ANYCALL"

g A @ “"SELECTIVE ALL CALL"

g 2 @ "GLOBAL ALL CALL"

This page reprinted without change.

90



http://www.abbottaerospace.com/technical-library

MIL-STD-188-T41A
APPENDIX A
NOTICE 2

60.6 Link guality analyeis (LOA).

60.6.1 General. LQA concerns the automatic measurement of the gquality
of the ALE signal on the link(s) between station(s). The resultant LQA data
is used to score the channels and to support selection of a "best™ (or an
acceptable) channel for calling and communication. See 60.7. LQA shall also
be used for continual monitoring of the link(s) quality during communications
which use ALE signaling. The stored values shall be available to be
transmitted upon regquest, or as the necwork manager shall direct. Unless
specifically and otherwise directed by the operator or controller, all ALE
stations shall automatically insert the COMMAND LQA word (v) in the message
section of their signals and handshakes when requested by the handshaking
station(s), when prearranged in a network, or when specified by the protocol.
See 80.2. If an ALE station requires, and is capable of using LQA information
(polling-capable), it may request the data from another station by setting the
control bit KAl to "1" in the COMMAND LQA word. If an ALE station which is
sending COMMAND LQA in response to a request is incapable of using such
information itself (not polling-capable), it shall set the control bit KAl to
"0". It will be a network management decision to determine if the LQA is to
be active or passive. For human factor considerations, LQA scores which may
be presented to the operator should have higher (number) scores for better
channels.

60.6.2 PBasic-bit-error ratio (BER). The ALE system essentially performs

a "pass/fail™ LQA test on every received signal by its critical examination of
proper coding, structure, and format. Within its integral demodulation and
decoding functions is an inherent basic BER measurement capability. The
purpose of the basic BER/LQA measurement described herein is to obtain an
additional assessment of link quality which provides more resolution than
available with the absolute "pass/fail" approach. The BER/LQA function uses
data obtained in the process of decoding the received words used in the
automatic linking process.

Analysis of the BER on rf channels, with respect to poor channels and the 8-
ary modulation, plus the design and use of both redundancy and Golay FEC,
shows that an excellent and proportional measure of BER may be obtained by
counting the number of nonunanimous (2/3) votes (out of 48) in the majority
vote decoder. The BER values should normally be represented by a number
ranging between 0(000000) to 48(110000). The BER/LQA measurement is based on
each redundant triplet (3 Tw) word which is received and properly decoded as a
valid majority word. Therefore, in an ALE transmission, the best BER/LQA
value should appear when the majority vote decoder is properly aligned with
the incoming signal; that is, all three-word inputs are occupied with
identical (except for errors) redundant words.

The BER may vary during an ALE transmission, and a linearly averaged BER/LQA,
which includes all the measurements on good words which were properly aligned,

shall be used. If a badly received word is unreadable and is rejected, it
should be assigned the worst BER/LQA value 48(110000) and averaged.

This page supersedes page 91 of 17 June 1992.
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All ALE etations shall automatically perform the basic BER/LQA algorithm on
all received ALE signals based on majority decoder voting. The individual
word internal BER/LQA values shall be directly derived from the number of
nonunanimous (2/3) majority votes for a particular triple redundant word,
properly aligned. The value for an entire received signal shall be the linear
_______ —a = Y DN /Y AR ecaVYicmm eem V1l d cmmoadocsnd .oomonddm

average of the internal BER/LQA values of the valld received words, should

include a worst-case 48(110000) value for rejected words. For transmission in

the COMMAND LOA word, the internal average value shall be converted to five-
bit values as shown on table A-XII. The five-bit values, BE5 (MSB) through
BE1l (LSB), shall be in binary representation of the average number of counted

(or averaged) nonunanimous (2/3) votes.

60.6.3 -plug- - - - -
{SINAD}j. The optional signal to noise and distortion measurement employed
within the LQA shall be a SINAD measurement ({S+N+D)/(N+D)) averaged over the
duration of the received ALE signal. If implemented, the SINAD values shall

be measured on all ALE signals and shall be inserted into all LQA words in the
same manner as the BER. It shall be communicated in 5-bjit values as shown in
80.2.2.

60.7.1 General. Channel selection concerns the automatic identification
of a (recently) best (or acceptable) channel for initiating calls or
broadcasts to one or several stations. The selection is based on the
information stored within the LQA memory (such as BER, SINAD, and MP) and this
information is used to speed connectivity and to

>
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When injitiating scanning (multichannel) calling attempts, the sequence of
channels to be tried shall be derived from information in the LQA memory with
the channel(s) with the "best score(s)~ being tried first (unless otherw

directed by the operator or controllser) until all the LQA scored channe are
tried, However, if LOA or other such information is unavailable (oz it has

station shall continue calling on those channels until successful or ‘until all
the remaining (untried valid) channels have been tried.

60.7.2 S;ngle-stat;gn channe] selectjon. The station shall be capable
of selecting the (recent) best channel to initiate a call to, or seek a single
station, based on the values in the LOA memory. Figure A-20 represents a
simple LQA memory example. For each address/channel call, the received LQA
(upper section) and reported LQA values (lower section) are stored. Bilgte:al
(handshake) scores in this example are the sum of the two LQA values.

This page supersedes page 92 of 17 June 1992.
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TABLE A-XII. Basic bit-error-ratjo (BER) values.
Average 2/3 "gLSA Transmissiét: Biths . Appr?f imate
Votes Counted BER
BES | BE4 | BE3 | BE2 BE1
o] o] D (8] 4] o] 0.0
1 0 o] o] 0 1 0.008993
2 0 0 0 1 0 0.01409 |
3 0 o] 0 1 1 0.02129
4 0 0 1 0 0 0.02860
s 0 [o I 1 0] 1 D.03602
& 0 0 1 1 0 0.04356
- 0 n 1 1 1 0.05124
g8 o] 1 0 0 o] 0.05904
g 4] 1 o] ] 1 0.06699
10 0 1 Q 1 O 0.07508
11 (o] 1 (o} 1 1 0.08333
12 o] 1 1 0 Q 0.09178
13 0 1 1 0 1 0.1003
14 Q 1 1 1 0 0.1091
s Q 1 1 1 1 0.1181
_16 1 0 o 0 0 0.1273
17 1 0 0 0 1 0. 1368
18 1 0 0 1 o) 0.1464
19 0 4] 1 1 0, 1884
20 1 Q i o] g 8.1887
21 b ] 0 1 0 1 0.1773
22 1 0 1 1 0 0. 1882
23 1 0 1 1 1 0.1998
24 1 1 0 0 0 0.2113
'25 1 h i o] 0 1 0.2236
26 1 1 0 1 0 D, 23658
27 1 1 4] 1 1 N.2500
28 1 1 1 0 1 N, 26413
29 1 1 1 o] 1 0.2295
30 (or more) 1 1 1 i 0 0.3 {(or morej
- - 1 1 1 1 1 no value

NOTES:

1. BER calculated statistically from probability of number of
nonunanimous (2/3) votes of 48.

2. The 2/3 votes count is the average of 2/3 votes of 48 over the
words in the received signal.
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CHANNELS
c1 | c2 c3 c4 c5 C6
| FROM | 10 4 1 0 5 15
1A
7 TO R E 2 X 7 11
= FROM | 5 1 3 2 6
< |BpP— - -
5 T0 X 7 4 3 5 12
G [ | FROM | 30 22 13 8 3 18
I
= IC
c TO X : 17 6 2 i
S| T rrom | 1 2 5 12 20 :
&% |D
w TO i 4 7 15 21 i
o)
| | FROM | - 2 6 7 10 i
TO X 14 6 9 12 X
LQA SCORES
NOTES:
1. UPPER VALUE IS LQA MEASUREMENT ON RECEIVED SIGNAL FROM OTHER
STATION
2. LOWER VALUE IS LQA MEASUREMENT ON TRANSMITTED SIGNAL TO OTHER
STATION AS RECEIVED AND REPORTED BACK.

W

« LQA = "0" IS EXCELLENT, RANGING DOWN TO "30" WHICH IS VERY POOR.
* LQA = "X" INDICATES NONE AVAILABLE AFTER HANDSHAKE ATTEMPT.
* LQA = "-" INDICATES NONE AVAILABLE BUT HANDSHAKE NOT TRIED.

U

This page supersedes page 54 of 15 September 1588.

94


http://www.abbottaerospace.com/technical-library

MIL-STD-188-141A
APPENDIX A
NOTICE 2

0

»
o oM

wilimIIITE AT Wiiwvwmaw &%

NOTE 2: 1In the example shown in figure A-20, if a handshake is required
with station B, channel C3 would be the best because the "round trip"
(bilateral) score would be 5 (1+4), thus the lowest, channel C4 is next

€
-
ct
[
N

best with a score of 6 (3+3), the CS5 with 7, C2 h , and C6 with 18.
Linking attempts should be made in that order (C3, T4, CS5, C2, and C8§).
Cl is left until last because of the "x" which indicates that a recent
attempted handshake on that channel failed to link.

Similarly, an attempt to call A would yield the sequence C3(3), C5(12),

C2(12), €C1(24), C6(26), and C4(x). In this case, C5 was equal to C2

(both are 12), but C5 was chosen first because the paths

balanced (LQA values were more

equal).

were more

If a broadcast is required (instead of a handshaks), only the lowsr section
{"to" the staticn) scores are used. °
NOTE: In the example, to reach B, the sequence would be C4(3),

c3(4), C5(5), €2(7), C6(12), and Cl(x) as a last resort.

If a "listening for" or a seeking of a station is desired, only the upper
section ("from" the station) scores are used.

NOTE: In the example, to listen for 3, channel C4(0) would be besst,

and if only three channels were to be scanned; they should be C4,

C3, and C2.

60.7.3 le-stat hannel select The station shall be capable
of selaecting the (recent) best channel to initiate a call to, (or seek)
multiple stations, based on the values in the LQA memory.

NOTE: 1In the example shown in figure A-20, if a star net or group

handshake is required with stations B and §, C5 is the best choice

as the total score is 12 (2+5+3+2), followed by C4(20) and C3(35).

unknown handshake capability (which had not been tried). Cl(x) is
the last to be tried because recent handshake attempts had failed
for both B and C. To call the three stations pA, B, and C, the
sequence would be C5(24), C3(38), C2(46+), C6(62+), Céd(one x)
(recently failed attempt), and finally Ci(two x).
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NOTE: 1In the example, to call D and E, the sequence would be C2,
C3, C4, C5, C1, and C6. If a maximum limit of LOA < 14 is imposed

on any path (to achieve a minimum circuit quality), only C2 and C3
would be initially selected for the linking attempt. Further, if

the LQA limit was "lowered” to 10, C3 would be selected before C2

for the linking attempt.
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If a seeking of multiple stations is required, only the upper section ("from”
the station) scores are used.


http://www.abbottaerospace.com/technical-library

MIL-STD-188-141A
APPENDIX A
NOTICE 2

70. PROTOCOLS.

70.1 Introductjon. In addition to the waveform and signal structure,
the ALE system provides specific protocols, or clearly defined rules for
interaction among stations, to implement the necessary automated functions.
This section presents the protocols for manual and automatic operation on
single and multiple channels, with individual and multiple stations, and for

both linking and networking.

70.2 HMapnual operation. The system is based on standard HF SSB radics,
essentially all of which are manually controllable. However, these radios
must also be controllable by the ALE controller if the benefits of automation

are to be achieved. An ALE station consists of an ALE controller, a
controllable SSB radio, and support (antennas, power, etc.). Through the ALE
controller, the system enables compatible control by both operators and
automation. Two specific manual operations are described below: emergency
control by the operator, and push-to-talk operation.

70.2.1 Qperator control. Each station shall be equipped with a manual
control capability to permit a human operator to directly operate the basic
SSB radio in emergency situations. At all other times, the radio shall be

under automated control, and the human operator should operate the radio
through its associated controller. 1In either case, the ALE controller’s
receiving and passive collection capabilitiea (“always listening®), such
monitoring for sounding signals or alerting the operator, shall not be

2 mcam 2 oam

unpdu.rﬁu .

70.2.2 Push-to-talk operation. Push-to-talk (PTT) operation is the most
common form of human interaction with MF/HF SSB radios, especially for
tactical use by minimally trained, "noncommunicator" operators. Manual
control with PTT shall be conventional; that is, the operator pushes the PTT
button to talk and releases it to listen.

70.3 BLE operational rules. The ALE system shall incorporate the basic
operational rules listed on table A~XIII. “Always listening-” (rule 2) is not

reau;red during temporary periods when not technically possible, such as
during transmit with a transceiver or when using a separate transmitter and
receiver with a common antenna. :

70.4 Individual calling.

70.4.1 JInptroduction. The essential element of the ALE protocols is the
basic call structure, which is based on the waveform, timing, and coding
structures discussed in previous sections. This basic presentation format,
shown in figure A-21, is used in all the ALE protocol illustrations in this
standard. Time is approximately to scale and moves from left to right. The
timing symbols are defined in Annex B and their computation is described in

70.4.4. The footnotes, such as (2) for tuning time, are essentially

standardized throughout, except for occasional minor variations to clarify
each specific protocol. Each "box,"” such as "THIS ]S A", indicates an

individual, on-the-air, 130.66...ms nonredundant word (Tw), of which several
duplicates (multiples of 3) are used to communicate them as redundant words
This page supersedes page 97 of 15 September 1988.
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TABLE A-XIII. ALE operatjonal rujles.

6) Always will exchange LOA with other stations when requested (unless
inhibited), and always measures the signal quality of others.

7) Will respond in preset/derived/directed time slot (net/group/special

callse).
8) Always seek (unless Lghibitgg) and maintain track of their
connectivities with others

9) Linking ALE stations employ highest mutual level of capability.

11) Automatically minimize power used (if capable).

NOTE 1: Listed in order of precedence.

(Trw), as shown (usually as boxes with "tick™ marks). In this example, the
basic required minimum call, which is 3 Trw (1176 ms) long, is shown. The
large letters, such as "A" and "B", are convenient graphic substitutes for the
actual three characters of the basic address field. The delta (V) indicates

the location of the optional message section, where COMMAND (and DATA and

REPEAT) may be inserted (with a consequent time increase of Trw (352 ms) per
original, nonredundant wordj. The initiation of the ocutgoing frame shall

always be after the transmitter is up to full power (see 60.4.2.1) and shall
be word synchronized in accordance with 60.4.3.1. Described below are both

single-channel and multiple~channel protocols, plus detailed timing, control,
and message information for designing ALE stations. The single-channel
description is also an overview of the linking. The multiple-channel
description provides an in-depth analysis of the individual protocols.
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WORD TIME
Tw=130.66... ms
5 \5/ 1 _ | P —~
Y l (&)or(D)
> —_———rrsTrr- - T Y Y Y T 14 =
® .1 TO TO 10 70 10 10 10 10 70 |THIS IS THIS IS THIS IS
- W
t$*B B B|/B B B!/B B B!/A A A
2 - | -— e o) e e wd o= - A 1 1 1 A A
©]0); (fo%%::é":n::bﬂ::m LEADING CALL CONCLUSION
Tecw mxTs =nx302 ms (WHOLE ADDRESS WORDS) (TERMINATOR)
- Tee® 2Ta (CALLED) 2 2Tpy 2784 ms —————tm|<w— Ty =T, (CALLER) = —o=
m m Para neT_ _ane302 me
./ w AxTpw2n2302ms
CALLING CYCLE
- Tee = Toc * Tic 2784 ms ——————o=
010
N/ o/
REDUNDANT CALL
- Tpe= T ¢ ¢+ Tx 2 1176 ms -
SCANNING REDUNDANT CALL
- Tenc = Toc ¢ TacZ 1176 ms =
TIME
—b
NOTES
() SINGLE-CHANNEL (AND MULTIPLE-CHANNEL) EXAMPLES
SHOWN WITH ONE-WORD ADDRESSES

TUNING REQUIRED INITIALLY (Ty).
WAIT (LISTEN) TIME (Tyy).

CALLING CYCLE (T..) DEPENDS ON SCAN PERIOD (T,).
e T, -USE ADDRESS FIRST WORD(S) ONLY (OPTIONAL
IF NON-SCAN).
® T ~USE WHOLE ADDRESS(ES) ONLY.

UV OPTIONAL INSERTION OF COMMAND AND
INFORMATION ( W LQA). EACH WORD ADDS Tpy.

wLass wrae
IO W RS

THIS IS NORMALLY COMPELLED BY CALL RECEIPT, (A PAUSES
FOR A RESPONSE FROM B).

FIGURE A-21. PBasic call structure.
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70.4.2 Sjingle channel. The fundamental capability to automatically link
on a channel is provided by the individual calling protocol. This protocol
establishes and positively confirms bilateral connectivity between stations on
a channel. ALE stations shall employ this protocol for single-channel
linking, polling, and networking, and for basic automated ALE interoperation
on a channel after scanning linking. All ALE stations, when operational and
not otherwise committed, shall continually listen for calls; that is, they are
“always available.” See figure A-22. The protocol consists of three parts:
an individual call, a response, and an acknowledgement. At the left, in this
one~channel example (1), the caller A should already by properly tuned to the
channel (2). The wait buffer (3) provides a listen-before-transmit pause, to
avoid "disturbing active channels.” It has an optional length (Twt) because,
in the single channel case, the history of channel activity (and present
occupancy) is generally known. Similarly, there is generally no need for an
extended calling cycle (4), although it may provide increased probability of
signal detection and call receipt. If a fixed station is trying to contact a
scanning station, or does not know if the called station is scanning, it
should use the totally compatible individual scanning calling protocol.
Normally, both A and B are on channel and available; that is, their speakers
are muted, they are "always listening", and they "will respond when called.”
Starting with the individual call, station A shall call station B by
transmitting a calling cycle containing B’s address ("TQ B"), followed by a
conclusion (terminator) containing his own ("THIS IS A") (7). A then shall
wait a preset reply time (Twr, a buffer which includes anticipated propagation
each way and B‘s turnaround time) to start to receive B’s response (9). Upon
receipt of A’'s call and recognition of both his and A’s addresses, B shall
tune up (if needed) (2), send the response, and wait his own reply time Twr.
Upon receipt of B’s response (starting within the reply wait Twr, normally
less than 2 seconds), and recognition of both his and B’s addresses, A shall
sent the acknowledgement, enter the linked state (with B), unmute his speaker,
and alert his operator. Upon receipt of the acknowledgement (starting within
B’s reply time Twr), B shall also enter the linked state (with p), B shall
also alert his own operator and unmute his speaker. During the linked state
(A-B) the operators may then pick up their microphones and exchange
conventional PTT voice communication, radio teletypewriter (RTTY), ICW, or
anything else required. If the expected reply from B does not start to .arrive
within the present wait for reply time (Twr) or wait for reply and tune time
(Twrt), the handshake shall be terminated, A does not enter the linked state,
and A’'s operator or controller shall be notified. If the expected
acknowledgement from A does not start to arrive within the preset wait for
reply time (Twr), the handshake shall be terminated, B does not enter the
linked state, and B’'s operator or controller will be notified. However, the
linking attempt may be re-initiated by the operator or controller at any time.
In rare cases when the acknowledgement to B is lost, B will be in the linked
state (without B) but shall return to scan or "available" after the wait for
activity timer (Twa) expires.

If implemented, termination of the linked state (after successful linking
handshake(s)) shall be accomplished, by the user of a (non-scanning) basic

call using THIS WAS, from any station to any other linked station(s) which is
(are)

This page supersedes page 100 of 17 June 1992.
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to be terminated. For example, "TO B, TO B, THIS WAS A" (when sent by A)
shall terminate the link (and linked state) between stations A and B. B shall
immediately mute and return to "available”, unlese it still retains a linked
state with any other stations on the channel. Likewise, A shall also

immediately mute and return to "available", unless it also still retains a
iinked state with any other stations on thé Chiﬂﬁ"l. To terminate multiple
stations (and linked states) simultanecusly, these stations shall use the Net,
Group, or series of individual call protocols, with THIS WAS as described in
sections 70.6.2 and 70.6.3.

When they are through, they may reset the stations (mute the speakers),
therefore restoring them to ALE "available.” ' This manual or automatic reset
shall cause a termination (THIS WAS) transmission, as specified above.

if an operator or controller does not key the PTT or use the station within a
preset time limit for activity {(Twa), the station shall automatically mute,
terminate the linked state with that/those stations, and return to

"avajilable.” The wait for activity timer is mandatory, but it shall be
capable of being disabled by the operator or net manager. This timed reset is
not required to cause a termination (THIS WAS) transmission, as specified
above, however; as a recommended (default) operator or net manager selected
option, a termination should be sent to reset the other linked stations(s) and
immediately free them for being "available.”

Termination during a handshake or protocol by the use of THIS WAS (or a timer)
shall cause the receiving (or timed) station to end the handshake or protocol,

terminate the linked state (with that station), remute, and immediately return
to "available” unless it still retains a linked state with another station.

There are several specific variations to the protocol. If an automated

2 .

message (or COMMAND sequence) is to be sent in any of the
1
>

n it may sign fxcantlv affect the
rotocol and txman, as deacribed in sectxon 80. Normally, A’s use of "THIS
S" in the call compels B’s response, and the substitution of a "THIS WAS"

100a
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shall suppress B‘s response (6) and terminate the protocol Therefore, if the
individual call contained "THIS WAS A," B would receive A‘s call (and the

message, if any), realize that it was a one-way broadcast for B, and B would
not respond (unless otherwise compelled by the message, his operator, or his
controller). Similarly, B‘s use of "THIS IS" compels A to complete the
handshake and send an acknowledgement. However, if B sends a "THIS WAS," A
shall not alert or send an acknowledgement, and the protocol shall be

terminated. A station such as B would terminate the handshake under several
circumstances, such as being unavailable (but active), being engaged in
traffic, realizing that the channel is busy (at B’s end), or being compelled
(by prearrangement or protocol) to respond without having an obligation to
continue (mandatory roll call, optional chat).

It should be noted that A’s acknowledgement to B appears identical to A’s
individual call to B, but it does not cause B to provide another response to

the acknowledgement (resulting in an endless ®ping-pong* handshake) because

A’s acknowledgement arrives within the narrow time window (Twr) or B's first
and 2 ible for gending the ACK within this time limit. If

S avae Saiaamsisy sswan -wiieil ST 4

ponse within this preset time, the call is

considered unsuccessful and A may terminate, or A may try again with
additional call attempts (preset, controller, or operator choice). If A's
acknowledgement arrives late (after Twr), then B treats it as a new (or

second) individual call (and provides a new response, if A uses THIS JS).

While receiving an ALE signal, it is possible for the continuity of the
received signal to be lost (due to such factors as interference or fading) as
indicated by failure to periodically (Trw) detect good ALE words. If such a
dropout occurs during an initial received call, and continues for a period in
excess of 3 Trw (1176 ms) beyond the last good received words without

detection of additional good received words, the receiving stations shall

abandon the attempt to link and, if multichannel, shall immediately return to
normal receive scanning. In all cases each individual ALE received signal
must have all of its included words at a coneistent and uniform redundant word

phase, despite dropouts, to be acceptable and valid.
an interference or a collision and such variation shall be rejected as not
part of the signal.

NOTE: Stations should be able to read interfering ALE signals, as
they may contain useful (or critical) information, and the station

a1 _a

is therefore “always listening~”.

Also, if a station receives a complete individual call (IO with the whole
address), but does not receive the expected conclusion (IHIS IS or THIS WAS),
it should attempt a single-channel call acceptance sound (IHIS IS, as
described in 70.5.4) to reinitiate the calling station.

This page reprinted without change.
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70.4.3 Multiple channels. All ALE stations shall be capable of
performing the individual scanning calling protocol described herein, even if

on a fixed frequency. See figure A-23. If multichannel, they should be
"always scanning." This protocol establishes and positively confirms
bilateral connectivity between stations on any available mutually scanned
channel. Stations shall employ this protocol for multichannel linking. This
protocol is fully compatible with the previouely described individual calling
protocol shown in figure A-22, and is essentially identical except for the

g W = e B A.I- LYY e

ionger calling cycle and the followi

All stations, when operational and not otherwise committed, shall continually
scan a preselected set of channels, or "scan set,” listening for calls and
ready to respond. The minimum dwell time (Td min) on each channel is the
reciprocal of the scan rate, and the channels in the scan set are repeatedly

scanned in the same order and for the same period. This minimum scan period

= = = = A 2

(Te min) is egual to the product of the number of channels (C) times the

minimum dwell time on each channel (Td min); that is Ts min = C x Td min.
VAcrawra s *tha rarcraive aran nerind l'l"ﬂ\ lfnr calling transmit fTﬂC\

BUWOTEA ) LilE APLvR aTES OUwii: pweawves ewae SRoaliy B35S

computations) should be based on tho Drcbable maximum pause (Td) to read words

on each channel, or Tdrw = 784 ms. Thus, TS = C X Td = C X 784 ms. The net
manager may adjust the Td to optimize system performance.

All stations, when attempting to contact another stati
environment, shall scan tnrough the prese 8

AaRne mi ain li and un{f{ng
for a preset, limited time for responses. The calling cycle (Tcc) is composed
of a scan calling time (Tsc) plus a leading call time (Tlc). The scan calling
time (Tsc), in order to capture the scanning receiver, must equal or exceed
the total scan period (Ts) of the called station and shall also be composed of
multiple address first words (I Tal = Tcl), which are a multiple of the

- o~y o

redundant word time, Trw; that is Tsc = n x £ Tal = n x Tel > Ts. The

1ed addmnanl/as Al E€favand £ivasr uﬁ-—f‘- 'S
(o2 9°1-] -~

'y
¢ pPOGUDLUY on

[ L]l

o

scanning call contains only the called address{ss) diffsrent {irst {
Tal}) in rotation. The leading call contains only the whole called station(s
address(es), repeated twice (2Tc = 2 £ Ta). Therefore, the calling cycle

should be: Tcc = Tsc + Tlc = (n x £ Tal) + 2Tc > Te + 2 ( I Ta). The
relative timing of the receive and transmit scan cycles shall ensure that the
scanning receiver samples the entire channel scan set within the period of a
scanning call.

The scanning calling station shall stop and link on the first channel which
supports the handshake with the called station(s). After scan stop, unmute,
and operator alert, the operators (or controllers) use the link and the

channel as necessary. If they reject it as unsuitable, they may restart the
scan sequence to seek another, better channel by muting (resetting) their
stations and reinitiating scanning calling (usually by the original caller).
If the calling station has an LQA memory and scoring capability it shall
rerank the channels (with the rejected and the previously failed channels

being downgraded) and restart the calling on the newly expected best channel.
If the station has a fixed calling channel seguence, it shall restart the
scanning call on the next channel which would have been tried

This page supersedes page 103 of 17 June 1992.
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APPENDIX A
NOTICE 2
sarlisr had a link not besn established, and it does= not restart at the top
frequency {or first channel) as before {unless directed by operator or

ontroller). Often during the scanning calling cycle, the caller will
encounter occupied channels which are skipped to avoid interferaence to traffic
and activity. After all available channels have been tried, and no contact
has been successful, the caller may optionally revisit the previously occupied
channels and, if they are free, attempt to call. In either case, when the

calling station has exhausted all the prearranged scan set channels and failed
to establish a link, it shall immediately return to normal receive scanning.
It shall also alert the operator (and controller) that the calling attempt was
unsuccesaful . If fhe scanning call is reinitiated, the ALE station shall
restart and try again. Refer to 70.4.4 for the specific details of ALE
timing.

When an appropriately addressed call ("TQ B") is detected by, and addressed
to, ocenning station 5, the -tation uhall stop (for a preset, limited time) to
handshake (unless

Py o
I
(Y 3§}
- m————

e a r
bv the nelacted protocol. or its operator

4 =to= STESSSTESERY posY s =

or controller). Fiqure A-23 illustratea the individual scanning calling
protocol handshake for stations in a typical five-channel network and
employing a standard scan rate of five chps. The protocol starts with A’'s
arrival on channel, shown at the left. Upon arrival, A shall pause for a
Twt) to monitor the channel and listen for tratric or

When station B arrives on channel, sometime during its scan period (Ts), and
therefore during A‘s additional and longer scan calling time (Tsc), B shall
attempt to detect ALE signaling (within dwell time Td min) and then shall

B8

T E AT D

decide to wait a preset time (Tdrw) to read possible ALE words if ALE
signaling was detected. If no signaling is detected within Td min, B shall
resume scanning. If non-ALE signaling or interference is detected, B shall
resume scanning.

If B does not read appropriate ALE words within Tdrw, B shall leave and resume
scanning. If B reads "TQ B" (or an acceptable equivalent according to
protocols), it shall stop scan, plan to reply (response), and wait a preset,

limited time (Twce) for the calling cycie to end and the message or conclusion
to begin. Heanwhile, B shall continually read the ALE signaling to identify
additicnal informatiocn, such as type of call {(and additional station addresses
if any). B nhell attempt to detect invaLLg seguenceg. in which case B ghall

directed by the operator or controller). If a quick-ID or a message (COMMAND
sequence) starts within Twce, B shall wait and attempt to read the message
within a new preset, limited time (Tm max). If no quick-ID or message starts
within Twce, or no terminator starts within Tm max (or Twce

This page supersedes page 105 of 15 September 1988.
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if no message); B sh re - d
B shall resume scan immediately. If a terminator starts, -uch as "THIS IS A",
B shall wait and attempt to read the calling station’s address (3A) within a
new preset, limited time (Tx max). If an unacceptable terminator address
sequence is read, B shall resume scan immediately. If an acceptable
terminator sequence with THIS I§ in read, B shall wait to respond (while

1dent1ty1ng tne entire add continue the
wl

To

e - -~ - [
(@)
"

- T o
T ps
resume

LA
.L‘-'
ahall
Siaaa

All receiving stations shall identify the end of a received ALE signal by the
following methods. The station shall search for a valid terminator (THIS IS
or THIS WAS, possibly followed by DATA and REPEAT for a maximum of five words,
or Tx max). The terminator shall maintain constant redundant word phase

within itself (if a sound) and with associated previous words (if a call).

Mo mhmh ) omn =R V1Y memeed e mmmb mcimmem = deis cmamdicmdawmbd ccoacmd cmbkhama S Menet LAl aned v
48 BLALLIOVUI BliAld SXaAnl® '|atil BulLvesdlvE lsuuiuaule. wwiu puane \I.LW, AVLIAUWLIY
*ha THTEC TC 1Ay TUITC ACY Ffmvr +tha Flrat IAf un A FAanrl naAnraadahla nr

the THIS IS {(or THIS WAS) for the first (of up to four) nonreadable Or
nonvalid word(s). Fajilure to detect a proper word (or detection of an

improper word) or detection of the last REPEAT, plus the last word wait delay
time, (Tlww, or Trw), indicates the end of the received transemission. The

only acceptable terminator sequence is THIS IS (or IHIS WAS), DATA, REPEAI,
DATA, REPEAT.

-r _ 919 — s AL b o o e AL _ 2 e R A - PUpy N Ry ¥ Jpegs | g | 1 8 B 1o aad
4I alli OI TNE apove seuential Criterla ariv savaisiisu, auu i p 1w UuvUL
ctherwise directsd by the coperatcer or contreller, B shall immediately initiate
an ALE raesponse. 2All gtations {such as B); even in single-channel mode. shall

perform these analytical and timing discrimination functions. Therefore, in
the single channel case, where no scan is available, the station shall reject
the call if inappropriate, invalid, improper, or outside of the time limits.

After transmitting its individual scanning call to B, A shall pause (9) for
- Y 4o £ o — V1 b a Vo mod mm el oo J A dlama S cand ) am D mmessmd ha
B’S reply (response) IOr & SilignNtly @XTended walt cime (4wicv), as g nus. os
provided an additicnal pericd {Tt) tc tune {2) for an initial reply. However,
called station B shall use the shorter single channel wait time (Twr) when
waiting for A‘s reply (acknowledgement), because A has already tuned.

A shall wait and attempt to detect any ALE signals and read a reply (response)
from B within the preset limited time, Twrt. If A successfully reads an
appropriate responne ('ro A') starting within Twrt, it shall plan to reply

rotating redundant word, which in the protocol shown is the "IHIS IS 8

terminator. If A does not rescsive this appropriats rssponse calling cycle
»

("TQ A") starting with Twrt, or if B does not later receive the appropriate

terminator ("THIS IS B") starting within Tlc (plus Tm max, if message

included), A shall automatically terminate the protocol and resume scanning
calling. If A receives the proper terminator word from B ("THIS IS B")
starting within Tlc (plus Tm max, if message included), A shall plan to reply
(acknowledge), and to complete the handshake within the time window Twr
{normally less than 2 seconds).
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Msanwhile, A shall continue to read the incoming ALE signal and shall search
for a new preset, limited "last word wait" time Tlww = Trw for additional
words (if any) and the end of the terminator aignal (absence of detected

word), whlch will trigger A;s acknowledgement. If “THIS WAS B" is received,
A’e linking attempt is terminated. If an invalid sequence occurs, or the
terminator end is not detected within Tlww, (plus the additional multiples of
Trw if an extended address), A shall terminate the protocol and resume

scanning calling. If all the above sequential criteria are satisfied, if the
terminator end is detected within Tlww, and if not otherwise directed by the
operator or controller, A shall alert its operator that a correct response has
been received, shall initiate the ALE acknowledgement (using "THIS IS A"). and
shall unmute A‘s speaker. Both A and B shall continue to use the methodology,

criteria, and timing described above for the successful transfer of the
acknowledgement, in which case, station B shall alert his operator that the
correct acknowledgement has been received and shall unmute B’s speaker. The
bllateral link is now set up, confxtmed and available for the operator. If A

" » e Al oamlecmm..) P PRy Mhd e mmiemam D - - -~

o8 411 W€ athrnivwivUuyusuigellv . 414D LvAaUDTD P dbwpy BUU LW
resume escanning. If the entire set of scanned channels to be used for calling
have been tried, and no successful handshake has been completed, the calling

station (A) shall immediately resume receive scanning and shall alert the
operator (or controller) of the failure.

NOTE: The total elapsed handshake time (Ths) in the example given

in figure A-23 is about nine seconds on the channel.

7C0.4.4 Timing Th
eatabllshment. The nrlmarv timing functions and values are li-ted on tablc A~

XIV. Annex A defines the timing symbols and annex B explains the timing
analysis and computation.

TARLE A-XYIV. Timinag.
IABLE A-=AlV. Jilming.

NOTE: Refer to annex A and annex B for details.

Basic gystem timing
e Tone rate = 125 svmholsg ner second (sns)
SR swes= - FgTT e T TS wEEwes= \N~TET7

e Tone period = Ttone = 8 ms

e On-air rate = 375 bps

—— e = D s an
tw = 3 Tv
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TABLE A-XIV. Timing - Continued.
e On-air leading redundant words: Tlrw = 2 Trw = 784 ms

e On-air individual (net) address time: Ta = m x Trw form =1 to §

max words. Ta = 392 ms to 1960 ms
e Propagation: Tp = 0 to 70 ms
Syset timi limits
e Address size limit S words: Ta max = 1960 ms

e Address first word limit: Tal = 392 ms

e Call time maximum: Tc = 4704 ms (one-half of Tlc = 12 words max)

e Group addresses first word limit: Tcl = 1560 ms
e Maximum scan period: Ts max = 50 8

e Message section basic time (unless modified by AMD extension, or by
COMMAND (such as DTM or DBM)): Tm max basic = 11.76s

i
F

e Message section time 1limit, AMD (90 characters): Tm max AMD =
11.76s8

e Message section time limit, DTM (1053 characters): Tm max DTM =
2.29 min (entire data block)

e Message section time limit, DBM, (37377 characters): Tm max DBM =
23.26 min (entire deeply interleaved block with COMMAND

e Termination time limit: Tx max = 1580 ms

If an orderwire protocol such as AMD, DTM, or DBM is used to extend the
basic message section, it shall start no later than the start of the 30th

word (11.368 8). Such extension of the message section shall be determined
by the length of the extended orderwire protocol, and the message section
shall terminate at the end of the orderwire without additional extension.
The conclusion shall start at the end of the message section.

®__ 2 __ 8 3. Y =YY

Individual calling

e Minimum dwell time: Td(5) min = 200 ms, basic receive scanning (5
channels per second)

e Minimum dwell time: Td(2) min = 500 ms, minimum receive scanning
(2 characters per second (chps))

7 June 1992.
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TABLE A-XIV. Timing - Continued.

(1]
o

r le maximum dwell per channel, for channel, for Ts
computations, let Td = Tdrw = 784 me

"
a
X
8

e Scan period: Ts

2

e Call time: Tc = Ta {or more whcole addresses as required I Ta)
mY o
&

b ]
4¢

This page reprinted without change.
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TABLE A-XIV. Timing -~ Continued.
¢ Call time: Tcl = Tal (or more different first words, I Tal) in Tsc
e Leading call time: Tlc = 2 Tc
¢+ Redundant call time: Trc = Tlc + Tx
s Scanning call time: Tsc = n x Tcl > Ts
e Calling cycle time: Tcc = Tsc + Tlc > Ts + Tlc
e Scanning redundant call time: Tsrc = Tec + Trc
e Last word wait delay: Tlww = Trw = 392 ms

e Wait for response time delay: Twr = Ttd + Tp + Tlww + Tta + Trwp
(if not first transmission...) + Tld + Tp + Trd

e Late detect delay: Tld = Tw = 130.66...ms

¢ Redundant word phase delay: Trwp = 0 to Trw (0 to 392 ms)

¢ Turnaround time: Tta = Trd + Tdek + Tenk + Ttc + Ttk + Ttd

e Wait for calling cycle end time: Twce = 2 x own Ts (default)
e Tune time: Tt (as required by slowest tuner)

e Wait for reply and tune time: Twrt = Twr + Tt

e Detect signaling period: Tés < (Td(5) = 200 ms)

e Detect redundant word period: Tdrw = Trw + spare Trw = 784 ms

e Detect rotating redundant word period: Tdrrw = 2 Trw + spare
Trw = 1176 ms

Sounding
e Redundant sound time (similar to Tlc): Trs = 2 Ta (caller)
e Scanning sound time (similar to Tsc): Tss = n x Ta (caller) > Ts

e Scanning redundant sound time (similar to Tcc): Tsrs = Tss + Trs >
Ts + Trs

This page reprinted without change.
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TABLE A-XIV. Timing -- Continued.

Star calling

¢ Minimum standard slot widths: Tsw min = 14, 17 Tw for 1st
handshake slots, or 17, 20 for subsequent handshake slots, or other

e Slot widths: Tsw = 14, 17, 9, or other Tw
¢ Slot number: SN
e Slot wait time: Tswt = Tsw x SN (uniform case)

e Slot wait time (delay to start reply): Tswt for each slot is the
sum of all the previous slot times and so must be different for
each slot and is cumulative. Tswt(SN) = Tsw x SN for uniform slots
or generally Teswt(SN) = SN x (5 Tw + 2 Ta (caller) + (optional

—_a Y Y =11

LOF )Trw + (optional message)Tmj + Ta (callerj + {(sum of ail

PR —_— Y Y - P iy |
Duﬁ cal Lﬁf‘l CUUI".UU)
1

-

Z Ta(m) (called))

¢ Number of slots: NS

¢ Wait for net reply (at calling station): Twrn = (Tsw x NS) for
uniform slots, or generally Twrn = Tswt(NS)

e Wait for net acknowledgement (at called stations): Twan = Twrn +

Tdrw
e Turnaround and tune limits: Tta + Tt < 360, 2100, or 1500 ms,
depending on whether slot 0, 1, or others

gement: Twan max = 107 Tw +
)

+ 13 Tm (optional message)

e For late arrival stations, if caller uses one word addresses and no
message calling: Twan max = 188 Tw, or 227 Tw if LQA

Programmable timing parameters: typical values

e Wait (listen first): Twt = 2 seconds, general uses; = 784 ms,
ALE/data onlv channels

S/8atd LllLy iialilled

e Tune time: Tt = 8 Tw = 1045.33... ms (default), "blind" first
call; = 20 seconds, next try

e Automatic sounding: Tps = 30 minutes

e dds &£ &4
Wait for activity: iwa

<«
>~
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1 Introduction. Sounding is the ability

-] channels (and propagation paths) by providing a very brief, beacon-
like, identifying broadcast which may be utilized by other stations to
evaluate connectivity, propagation, and availability, and to select known

working channels for possible later use for communications or calling. The

e

o empirically test

sounding signal is a unilateral, one-way transmission which is performed at
periodic intervals on unoccupied channels. The implementation is simple: a
timer is added to the controllier to periodically initiate sounding signals {if
the channel is clear). Socunding is not an interactive, bilateral technique,
guch as polling. However, the identification of connectivity from a station,

——————— P eaailygse AR WS Y -

a
by hearing its sounding sianal does indicate a high probability (but not
guarantee) of bilateral connectivity and it may be done entirely passively at
the receiver. If propagation changes slowly, a long interval between
soundings of perhaps one or two hours may be sufficient. However, if
propagation is erratic and rapidly changing and the connectivity information
is critical, sounding may be conducted several times within each hour.

As sounding uses the standard ALE signaling, any station can receive sounding
signals. As a minimum, the signal (address) information shall be displayed to

the information shall be stored and used later for linkinq. I1f a station has
had recent transmissions on any channels which are to be sounded on, it may
not be necessary to sound on those channels again until the sounding interval,

as restarted from those last transmissions, has elapsed. 1In addition, if a
net (or group) of stations is polied, their responses shall serve as sounding
signals for the other net (or group) receiving statioms.

All stations shall be capable of performing periodic sounding on clear
prearranged channels. The sounding capability may be selectively activated
by, and the period between sounds shall be adjustable by the operator or
controller, according to system requirements. When available, and not
otherwise committed or directed by the operator or controller, all ALE
stations shall automatically and t emporarxly display the addresses of all

9

- - [ QP - o A
stations heard, with an operato

This page supersedes page 111 of 15 September 1988.
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he structure of the sound is virtually identical to that of the basic call
which was described earlier. However, the calling cycle is not needed and
there is no message section. It is only necessary to send the conclusion

(tetminator) which identifies the transmitting station. See figure A-24. The
type of word, either T§I§ I§ or THIS ¥WAS (but never both), indicates whether
potential callere are encouraged or ignored, respectively. The minimum

redundant sound time (Trs) is egqual to the standard one-word address leading
call time (Tlc); that is Trs = Tlc min = 2 Ta min = 2 Trw = 784 ms. Described
below are both signal-channel and multiple-channel p otocoll, plus detailed
timing and control information, for designing stations

70.5.2 Single channel. The fundamental capability to automatically
sound on a channel is provided by the sounding protocol as shown in figure
A-24. As an option stations may employ this protocol for single-channel
sounding, connectivity tracking, and the broadcast of their availability for

calls and traffic. If this option is selscted, it shall be implemented IAW
this paragraph. The basic protocol consists of only one part: the sound. In

this one-channel example, the sounding station A initially performs the
identical steps which are followed in the individual calling protocol
presented in 70.4.3. If multichannel stations are to be sounded to, A should
use the totally compatible scanning socunding pr

& GCU&' ybvuvubcu il ITeodoewoe
Normally, both A and all other stations, such as B. are on channel and
availnble: that is they are "always listening” and they “"always track

connectivities with other stations," if they have a connectivity matrix.

~l sregsented in 70.5.232

Starting with the sound, station B shall broadcast to station B and all other
b mde d menon bee deermemmamnd beded o deb memcsan -—L-l.—)—- o mrven adden~mos MMLITEC TC AWM
sLavaivip D’ BIBI]BHILLLI.RQ CHB -uuuu Concainair Y AP VWL aUuiSDDd | 44w 42 3 -
If A is encouraging calls and receives one, A shall follow the sound with the

optional handshake protocol described in 70. E 4. 1I1f A plans to ignore calls,
he shall use the THIS WAS, which advises B and the otherl not to attempt

& single-channal example, with nowhere for A to go, A -ctaally VGdld still be
contactable; unless othe rwi-a directed by the operator or controller.
However, in some systems it is necessary for a multichannel station A to

periodically sound to a single-channel network, usually to inform them that he

is active and available on that channel, although scanning. Therefore, if B,
stat 8 to contact A at that time, the option
@ THIS IS sound. If contact is required la
the standatd individual scanning calling protocol would be used even thoug
a single channel. Upon receipt of A‘s sound, B and the other stations sha
display A’'s address as a received sound and, if they have an LQA and
connectivity memory, they shall appropriately store the connectivity
infarmasinn In the single-channel case and if R or one of the other

bl \SA I W AL Al wiiw iy e channel wHBOW) Wiiw as g we S PLiTS

stations requires contact with A, they may attempt to link by initiating a
standard individual call, by specific operator or controller direction as part
of the optional handshake, despite the THIS WAS advisory.

e T o LT | MisVbdaomlam ~mhacmon). ComssmAdl ovome smayow oY nn’.-‘h‘ﬂ mi#h +*+ha arannina
I\JeJded gu&k.;gxe Lijqaiijlic i . [~2=4°2 215} B3} utua\. ye l-Uulk‘lll.LuL Wi Lil LT Svanaiay
timing. All stations shall be capable of performing the scanning sounding

pro tocols described herein, even .; on a fixed frequency. See figures A-24,
A-25, and A-26. These protocols establish and positively confirm unilateral
connectivity between stations on any available mutually scanned channel, and

P, P W - e see

they aesist in establishment of links between stations which are waiting for
contact. Stations shall employ these protocole for multichannel sounding,
connectivity tracking, and the broadcast of their availability for calls and
traffic.
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The basic protocol consists of only one part, the scanning sound. See figure
A-24. All timing considerations and computations for individual scanning
calling shall apply to scanning sounding, including sounding cycle times and
(optional) handshake times.
NOTE: The scanning sound is identical to th
except for the extension of the redundant sound imo (
worde to the scan sounding time (Tss) to form a scanning redundant
sound time (Tsrs); that is Tsrs = Tss + Tre. The scan sounding time
(Tss) is identical in purpose to the scan calling time (Tsc) for an
equivalent scanning situation, but it only uses the whole address of

the transmitter.

The channel-scanning sequences and selection criteria for individual scanning
calling shall also apply to scanning sounding. The channels to be sounded are
* used for

termed a "sound set,” and usually are identical to the "scan set
scanning. See figure A-25. In thise illustration, station A is sounding and
station B is scanning normally. If a station (A) plans to ignore calls (from
B) which may follow A's sound, the following call rejection scanning sounding
protocol shall be used. In a manner identical to the previou-ly deccribed

individual scanning call, A 1

waits {Twt)j to see if the channel is clear {3}, tunes {(Tt) its coupler, comes
to full power, and initiates the frame of the scanning redundant sound times

{(Ters). This scanning sound is computed to exceed B;s (and any others) scan

period (Ts) by at least a redundant sound time (Trs), which will ensure an
available detection period exceeding Tdrw = 784 ms. In this five-channel
example, with B scanning at 5 chps, A sounds for at least 12 Trw (4704 ms). A
also use "THIS WAS A", redundantly, to indicate that calls are not invited.
tlon of the scanning sounding frame transmxesxon
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1 ta has exhausted all the prearranged lound set channels,
it shall utomatica 1ly return to the normal "available” receive scan mode. As
shown in figure A-25, the timing of both A and B have been prearranged to
ensure that B has at least one opportunity, on each channel, to arrive and
"capture”™ A’s sound. Specifically, B arrives, detects sounds, waits for good
words, reads at least three (redundant) “THIS WAS A" (in 3 to Tw), stores
Il

the connectivity information (if capable), and departs immedia
ac
-2+

There are several specific protocol differences when station A plans to
welcome calls after the sound. See figure A-26. 1In this illustration, A is
sounding and B is scanning normally. If a station (A) plans to welcome calls
(from B) which may follow his sound, the following call acceptance scanning

sounding protocol shall be used. In this protocol, A sounds for the same time
period as before. However, since A is receptive to calls, he shall use his
normal scanning dwsll time (Td) or his preset wait before transmit time (Twt),
whichever is longer, to listen for both channel activity and calls before
sounding. If the channel is clear, A shall initiate the scanning sound

identically to before, but with "THIS IS A". At the end of the sounding
frame, A shall wait for calls identically to the wait for reply and

This page supersedes page 116 of 17 June 1992.
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Turt) in the individual scanning calling protocel, in this case

§] =cs were St SV SRR CS TESI2022S3° g 25

hown to be 6 Tw (for fast-tuning stations). During this wait, A shall (as
always) be listening for calls which may coincidentally arrive even though
unassociated with A‘s sound, plus any other sound heard, which A shall store
as connectivity information if polling-capable. If no calls are received, A
shall leave the channel.

At imnal handahalka In the previoue deacrintions, one

2N B A
IV.S.8 DDLAON8e GARGSHARS. 401 TaS P2 ug cescriptiong; one

alternative action is the implementation of an optional handshake with a
station immediately after its sound. This protocol is identical in all
regards to the single channel individual call protocol, except that it is
manually or (DO) automatically (operator or controller) triggered by
acquisition of connectivity from the station which is to be called. See
figure A-27. In this illustration, A is scanning sounding and is receptive to

calls, and B is receive scanning (or waiting in ambush on & channel) and
raquires contact with A if heard. A uses the standard call acceptance
scanning sound, including the "THIS IS A" and the pause for calls. 1In this

case B calls A. When ALE stations are scanning sounding and receptive to
calls, or required contact with such a station, the optional handshake
protocol should be used. The calling station should immediately initiate the
call upon the determination that the station to be called has terminated its
transmission. A wait time before transmit time is not reguirsd. Therefcore,

if B hears A’'s sound and is seeking A, B calls immediately using the simple
single-channel call. Also, if B's operator or controller identifies A’‘'s

address it can attempt the optional handshake.

70.6 Multiple stations operations.

70.6.1 General. A critical requirement for MF/HF systems is the
capability to rapidly initiate linke with, and interoperate with; multiple
stations. Linking among multiple stations is significantly more difficult

than linking between two individual stations because the quantity of required
MF/HF links can increase exponentially as stations are added, and all the
links still retain their individual challenges of propagation and
interference. In many cases, total interconnectivity cannot be achieved on
any single frequency because, regardiess of power or affort, propagation will

not support communications between several stations. This section describes

these multiple-atation operations.

There are three fundamental network configurations from which any network may
be constructed, and each requires significantly different quantities of links
(L), depending on the numbers of stations (N) which are included:

LI

s _
inj
-
a.

ltipoint L = —N)/2

w
l'l b

- -
] 4
' 1N -
\

A PuomPEs fPwiSs A


http://www.abbottaerospace.com/technical-library

+656304d BNVUBPUeY TeUsTIdo G3TA BUIpUnNSs BUTUUESS 'z FundIld

— 2134vH1 HOJ SLIVM ONV
$131v ¥ 'a3A13038 %0V 14 31 (8)

W)Y HO4
$36NVd ¥
A
— ” '\
———— r— S e Sme BEimn 1
.::o, ] v ®v
d0 ‘LIVM @'
‘D143vyyL | St SIHL oL
—— — — A A 4 i e ﬂ

OF0

[—=—— %Y1 ¢ —— i

1

¥344n

() LNIWIDAITMONNDY

(— (AH13b @ HOd4 ISNVd AVW HO)
TINNVHO LHVJIA AVFI V X0V TVILINI ON d)

— (NIVDY AL AVW HO) 13INNVHD

TLIVM HILIV TYAIHON-OL NHNL3IH TTHM GNVY L3V LON $300

NOILV LS (03TIVD HO) ONITTIVI "IN35 LON (HOV HO) ISNOJISIH i

“SNOISSINSNVIL WIHL NI DNIIDVILL 35V (J¥OM 30T ONI LHDIN
HOMA SNOUY.LS 3LVAORNOOOY 01 ‘WL 04 0 ‘AVII0 I5VHd GIOM LANVONNO Y

"ONNOUVYNENL ONV NOILVDYJOIid 'NOILVAIXOHddY INIL

10004.0Hc 8ILYNINGAL HO ‘NOILD3r3H 1IVD S3LVIIONI SYM SIHL

- J14JvH1 ON3S OL S1IVM ONV ‘NOV §aN3S
'S1837v @ 'G3AI130:H ISNOISIY 1IN4 3} mw

S1HVd30 i@ 'ISNOJSIM TVILINI ON 41

3ISNOdS3IY
HOd §35Nvd @

81 SIH1

A A

®
w®

fet e e MY ) e

e
u3sane @©

@) AsNOdS3

——
ML

STV IVYNOILJO

1304 836NVd V
e N

81 SIHL
o

O

et ———

1vo

<]
-
LBan@

e R

IVAQIAIGNI

IYNOILJO

@06

¥344n8

"O3(NILNI D13:4VHL 31 HOLYHILO 04 1HI WY
(SAHYMUEILAY 38NYE TIM W) IDONVLJIOOV 1IVD §3LVIIONI §1 SIHL

NOILYWHOINI ONY GNVANOD 30 NOILUASNI TIVNOILJO A

"AINO SS31H0AVY ITOHM IGN-—2T) § 848, o
*( 1) 0OIUId NYDS NO SANISIA (L) 310AD DNITIVD

«(

GNOD3S £ NI GINNVOS ‘NMOHS 31dWVY X3 TINNVYHI-S

r— INVHSONYH IDONVHOX3 O1 81iVM ONY
A8NOJ83IH BAN3S V '03A1303H 1IVO N4 4

— (NIVOV AH.L AVWN HO) 1INNVHD
$14vd30 ¥ 'ST1IVD IVILINI ON Fi

41) ATIVILINI A3HINOAH ONINNL

MY, SOaY QHOM HOVE (YOI1.A)

(NVOSNON Ji TYNOILJQ) %51 e

(4%1) 3L (NILSH) livm

'S3S83IHACY QUOM -3INO HIIM

© O © VOO &

‘$310N

‘G377VD 31 INVHS

-ONVH O1 13§34d S) V1ivHL I1O0N

‘1dvd3a

(7 404 DNIX0OT 81 @ 36NVYH38) ¥ 11vD
aMy AV1S

01 §301530 HOIHM & 143DX3
ANV 'ZIOILON 3INVL ‘TIINNYHD

INO JAIHHY QTNOHS SNOILVLIS HIHILIO

HOIHM DNIHNG (*¥%1) 31DA0 DINIONNOS

®.O @O
s I P
£

T TN c »

zZ 3

v m 3

S1 SIHL S

) S T e e e Ak :flr n

oI0) e
|- — e MY ) 2} ————————

ANNDS SNINNVOS

I3NNVHD NO B3AIHHY ¥ ————

This page supersedes page 118 of 17 June 1992.

110
LdO


http://www.abbottaerospace.com/technical-library

MIL-STD-188-141A
APPENDIX A
NOTICE 2

A link involves only two stations and requires only a single point-to-point
path. A star involves several stations in a "one-to-many" configuration and
requires one less link than the number of stations. A multipoint involves
several stations in a "many-to-many" configuration and requires an exponential
quantity of links. In this section, two fundamental types of multiple-station
operations are described:

e Star net
e Star group

70.6.2 Star net. A star net is a prearranged collection of stations
which is to link and interoperate primarily with a single hub station which,
in most cases, has the separate function of net control station (NCS). A star
net is usually organized and managed with signiticant prior knowledge of the
member stations, including their quantity, identities, capabilities,
requirements, and in most cases, their locations and necessary connectivities.
The purpose of a star net call, like any net call, is to rapidly and
efficiently establish contact with multiple prearranged (net) stations,
simultaneously (or nearly simultaneously), by the use of a single net address.
This address is common to all net members. See section 60.5. 1In association
with the net address, each station must also store information regarding its
proper response(s) and timing(s), as described below and as described in 40.5
and 40.6 (DO: The capability of operator selectable minimum, uniform, or
variable slot widths).

When a star net calling type function is required, stations shall use the star
net (scanning) calling protocols described herein for all single-channel (and
multichannel) calling, polling, and interoperations. See figure A-28. As
shown, station A is calling NET, which consists of three stations, B, C, and
D. The initial net scanning call shall be identical to the individual
scanning call except that the net address shall be substituted for the
individual address. At the end of the net call, the net stations shall not
respond immediately as in the individual call case. Instead, they shall
respond in prearranged time slots to avoid mutual interference and to greatly
speed the response process. If the caller is a member of the called net, his
assigned slot should remain empty.

In the example illustrated, there are four time slots, designated slot 0
through slot 3, and one-word addresses are used. In this case, they have been
preset (by net management) at the standard system uniform minimum slot width
of 14 Tw (1829.66...ms). Station B is assigned to slot 1, C to slot 2, and D
to slot 3. At the end of A‘s call to NET, the net members B, C, and D (if
they heard the net call), prepare to respond within their preset slots, as
follows. When the end of A’s terminator (THIS IS A) is detected, the net
stations immediately start an internal "slot wait timer" (SWT), preset to
identify their slot time (Tswt), start their normal tuneup and prepare to go
to full power and start the frames of their responses. Slot 0 is reserved
primarily for these purposes. However, after each station has tuned and is
ready to respond, it ceases all emissions, returns to receive, and waits for
the SWT to timeout (Tswt = 0). Each station’s SWT is set to a time value
(Tswt) which, in this uniform and minimum case, equals the product of his
assigned slot number (SN) times the standard (or prearranged) slot width
(Tew).

This page supersedes page 119 of 17 June 1992.
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APPENDIX A
NOTICE 2

That is, Tswt = Tsw x SN. However, as a system standard default, Tsew is
usually the minimum 14 Tw = 1829.33... ms, but in any case shall always be an
integral multiple of the word time (Tw); that is Tew = n x Tw, therefore Tswt
= n x Tw x SN. For a net call, each net station’s Tewt associated with that

net is preprogrammed along with the net address (NET) After all net stations

have tuned and are ready to respond, they shall ai or their SWT to timeout
ger respon ways) tinue to monitor the channel

and cr).gger their responses, and ‘cu u.l.waya; contin
for any other ALE signals, including those from the other net members. If
capable, they shall store this unilateral connectivity information in memory.
Once the star net protocol has been initiated, the stations shall be locked
into the protocol timing and shall not be deferred or delayed even by
extraneous or legitimate calle (unless emergency or priority override). Valid

calle shall be read (if possible) and should be stored for recall as scon as
the net protocol is ended.

Meanwhile, A has automatically set its "wait for response and tune timer”
(WRTT) to a preset "wait reply net" call value (Twrn) equal to the product of
the total number of slots (NS) and the slot width (Tsw); that is, in this
uniform case, Twrn = (NS X Tsw). A shall start its WRTT at the moment that
its net call terminator (THIS IS A) ends and its tranemission ceases. Unless
otherwise directed by the operator or controller, A shall remain on channel
throughout all slot times (entire Twrn), regardless of which responses are
received, if any. As each slotted relponae arrives, A shall alert the
operator and display the responding station’s address. In addition, if A is
also capable, A shall store the bilateral connectivity information in memory.
At the end of the slots (Swt = 0), A shall immediately send an acknowledgement

to the net (unless inhibited).

As each net member'’'s SWT triggers its slotted response, it shall immediately
key its (already tuned) transmitter, wait until up to at least 90 percent of
full power (see 60.4.2.1), release its response frame, and return to receiving
on the channel. The responses shall be identical to those in the individual
call, but in the slots. 1f capable, the station continues to acquire and

store connectivity information. Each net member station shall have its own

...... Anda $ e Fo h ca

ney
5y

wait for respcmse and tune timer" (WR for use in determining the 113
station’s (A) expected acknowledgement. Upon receipt of the net call, the
called net member s:gtign' WRTT timers are automaticallv preset to the value

slote (NS) and the slot width (Tsw) plus a minimum leading call (Tlc min = 2
Trw). That is Twan = (NS x Tsw) + Tlc min = Twrn + 2 Trw. The net members
stations start their WRTT at the detected end of A‘’s net call (not at the end
of their own response, as in the individual call protocol) and wait for the
acknowledgement from A before their WRTT times out. Note that the value for
their WRTT (Twan) is the same as that for the caller’'s (A’'s) WRTT, except that

wiits Al VVeve - Vwmes g it L5 2125 =i S asEl eEXLE cifla

it shall add a margin (Tlc min) to detect the acknowledgement (TO NET).
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APPENDIX A
NOTICE 2
At the end of the slot timea, net calling station A should have acquir all
successful responses from the net stations B, C, and D, its WRTT (s arting at

Twrn) should time out to 0, and A shall automatically send its
acknowledgement, unless no responses have arrived or A is otherwise directed
by the operator, controller, or protocol. A’‘s acknowledgement shall be

AV o A

identical to the individual call protocol acknowledgement, except that the net

address NET shall be substituted for the individual address as in the
initiating call. Just as in the individual call protocol, if A sends "THIS

WAS A", the net members B, O, and D shall immediately return to normal

the 1 rs B, ¢, and
scanning. If A sends "THIS IS A", they shall stay, for a preset, limited
time, to handle traffic.

As a variation to the net acknowledgement, A may select one or combination
of responding stations and substitute an individual (or group) eall
acknowledgement to any selected station(s) to retain them. If the calling
station sends and acknowledgement in individual or group call format (and uees
THIS IS), following a net call, the specified stations shall remain and be

linked. The nonspecified responders shall depart and resume scanning. The
caller shall not use THIS WAS in this variation. 1If rejection of selected
stations is required, the caller shall use the standard net acknowledgement

The caller should follow the acknowledgement with a standard link termination
call (THIS WAS) addressed to the specific rejected stations.

NOTE: 1In the five-channel net call example shown in figure A-28,
the total elapsed handshake time (Ths) is less than 14 seconds on
the channel without tuning. Since a net call is prearranged, the
number of slots and their sizes may be tailored to fit the net
including speed of tuning and turnaround, propagation time

- ae

________ 4= B om v

sizes, inclusions of LQA and messages, and any other r
factors. Slot width (Tws) is affected by many factors lncluding
maximum propagation times each way, signal detection delays, station
turnaround and tuning times. The 14-Tw standard minimum slot size
has been designed to enable full responses (IO and THIS IS) with
single-word addresses to propagate to and from the other side of the
globe and use commonly available HF transceivers and tuners.

If LOA is required, the slots and responses shall require an additional Trw =
3 Tw for the data. The atandard slot shall be Tsw = 14 Tw (1829.33... ms),

shall contain a standard basic response word of 9 Tw (1176 ms), and shall
employ single-word (no more than three characters) addressing. If the net
calling stations requests LQA, all slots and responses shall automatically
expand by Trw (392 ms), regardless of the preset referenced slots, unless

otherwise directed by the specific prearrangements when the net was ssat up.
When prearranging the specific slots and sizes for a specialized network, and

if the net requires more than one-word addressing for any net member address,
or the inglggign of any other prearranged measaqe(s), that specific response

following slots shall be shifted over (delayed) by Trw per word also.

This page supersedes page 122 of 17 June 1992,
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The slotted general formula for determining the correct timing for tailored
net responses in nonminimum or nonuniform cases shall be as follows. The slot
wait timer time (Teswt) for a selected slot number (SN) is:

Tawt (SN) = SN x [5 Tw + 2 Ta (caller) + (optional LQA) Trw (optional
message) Tm)} + Ta (caller) + [(sum of all previous addresses)

m=sn-1

I Ta(m) (called))

m=]

Ta (caller) is the address length (in Trw) of the calling station; Ta(m)
(called) is the address length of a preceding called station (in slot m).
(Optional LQA)Trw is an optional LQA if requested by COMMAND LQA, and
(optional message)Tm is an optional message section (same size for all) if
requested by COMMAND. The slotted general formula for the calling station
wait for net reply timer shall be Twrn (calling) = Tswt (NS) where Tswt (NS)
is Tewt (SN) computed for maximum NS used. The slotted general formula for
the called station acknowledgement timer shall be Twan (called) = Twrn
(calling) + 2 Trw.

Slot 0 shall normally be used at the net tuneup period. This enables commonly
available MF/HF equipment to participate in fast-slotted response operations
despite relatively slow tuner and turnaround times. When used in multiple-
station slotted operations (net or group calls) and when initiating normal
respongses, stations shall be capable of performing a complete turnaround
including tuning (but not Tlww) in no more than 1500 ms (Tta + Tt), from the
arrival of the end of the call terminator to the start of the proper response
frame calling cycle, as measured at the antenna input/output connection. Tta,
the turnaround time, shall include decoding, encoding, transmit/receive
switching, control handshaking, propagation within the transmitter and
receiver, and all other delays internal to the station. Tt is the tune time.
The sole exception is a station assigned to slot 1, which must turn around and
tune in not more than 2100 ms (Tta + Tt).

An additional function for slot 0 is to provide a method for emergency
"interrupt" calling by other stations not in the net, or net stations with
critical needs. See figure A-27. Upon receipt of the net call from A, the
unassociated station § decides that an emergency call is required, and it
initiates the optional handshake protocol described previously. If calling
station A desires to acknowledge station Z in slot 0, A shall include the 2
address in the Tc (with the NET or a group call to selected NET members, if
any). Station g must be a fast turnaround station, to avoid colliding with
proper net stations’ responses. When used in a multiple station slotted
operations (net or group calls), and initiating an emergency call into slot O,
stations shall be capable of performing a complete turnaround and tune in no
more than 360 ms (Tta + Tt), as defined previously for normal responses.

A second mode which is necessary for nets with very slow tuners (over one
second) or which require operator manual interaction, is the "net tune and
standby.” 1In this case, all net stations tune up in slot O (and more time if
necessary) and stand by for a preset, limited time. This limited time is
typically implemented through the standard WRTT, being preset to a selected

This page reprinted without change.
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"net wait response time" (Twrn), which allows the necessary actions to occur

and provides a default (timeout) termination limit. The suppression of

slotted responses is accomplished by setting the SWT timer value Tswt to a

maximum (default) value, or at least to exceed Twrn, in which case the net

member quits before any response is sent After the net calling setation has
Vo= ]

used one net address (pernaps RET TUN) , 1
amdAa
[ S [- Y

8 (perhaps NET TUN) ¢t
rd net call IWT\ and

net member
mes = T o)
end e U sCLe vaLsa elo

may Bsena tne scta 194 lotted
responses from the now-tuned stations. Thxa is the prxmary methodology for a
mixed net which includes modern fast-tuning stations plus older generation,
slow-tuning (over one second) stations. The net manager, when prearranging
the net, assigns a net call such as “"NET" to all stations, a subnet call such
as "NET TUN" to the slow stations, and directs that a complete net call up
should use NET TJUN first, wait, then use NET. As an alternative procedure,

.
e (e
a

d -

a
"
Qa

the net calling station could send a COMMAND Tune and Wait, which causes all
net membare to tune up and wait for a Bnecified li.mited time. After all have
tuned (both slow and fast), a standard net call (without the special command)

would cause the desired fast responses. See section 80, which also presents
several other relevant commands, such as halt and wait, which would be
especially useful for a cne-way broadcast which does not require responses.

70.6.3 Star group. A star group is a rnonprearranged collection of
n hich, like a star net, is to link and interoperate primarily with a

ona w

ong wnich, <Like star netc .er
]

e

hub" station, which in most cases has the separate function of net

conttol station (NCS). 1In many cases, little or nothing is known about the
stations except their individual addresses and scanned frequencies. Despite
this minimum of data, it is critical to be able to crate a new group where

_______ - emmm e mde & YY)

none existed, and it requires a standardized protocol which is compatible with
»t . and

virtually all stations, essentially regardless of their individual, net,; and
cther characteristice. The purpose of a star group call, like any group call,

is to rapidly and efficiently establish contact with multiple nonprearranged
(group) stations, simultaneously, by the use of a compact combination of their
own addresses which are assigned individually. See 60.5. Unlike the star net
call, in which each additional net address has associated with it the
necessary slotted response data, a group call cannot have preset slots,
because the stations’ own individual addresses are used and nothing is

11 be sghown, the group call members derive and construct
their own response action, based on the actual received call structure.
Basically, the group call protocol is identical in all regards to the net call

protocol, except as specified herein.

prearranged. As wi

When a star group calling-type function ie required, stations shall use the

star group (scanning) calling protocols described herein for all single-

channel (and multi-channel) calling, polling, and interoperations. The star
group {scanning) calling protocol enables rapid and flexible linking with

WP (wlmiiiiaily; “maaass

multiple tntions without using a common address. See figure A-29. As shown,
station A is calling a group of three nonprearranged stations: B, C, and D.

All essential parts of star group (scanning) protocol are virtually identical
to those of star net (scanning) protocol described previously, and all timing

and functional considerations shall apply identically, except as noted herein.

Thie page supersedes page 124 of 15 September 1988.
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Considering first the simpler, single-channel case with minimum uniform slots
and ueing single word addresses, the initial group call is modified to
incorporate the called station’s addresses in the following ways. The calling
cycle does not consist of an individual address as in the previously described
protocols. 1In group calling, each called station’s whole address is included
in the leading call (Tlc) twice in rotation; that is, D, C, and B, then D, C,
and B again. See the acknowledgement, at the right, in figure A-29. 1If a
single-channel call is to be made, the first word of the standard leading call
(Tlc) would be "TO D" as usual for the individual calling protocol. However,
the next address would follow immediately with the standard redundant words
(Trw) as "REPEAT C" and then the next "T0 B" and similarly until all group
whole addresses have been included twice in rotation. The single-channel
calling cycle, therefore, consists of all of the redundant whole addresses,
rotated through twice. The leading call time, Tlc, is twice the sum (I Ta) of
the lengths for all the individual whole address words (Ta), (at n x Trw
each). That is, single-channel Tlc = 2 x (sum of all called whole address
words) £ Ta(m) = 2 x (NAW x Trw) where NAW is the number of original
individual address words. Obviously, if it were an individual call, NAW = 1,
therefore Tlc = 2 Trw, as expected. *

In this example of a single-channel group call, stations P, C, and B each
would hear a call addressed to them and plan to respond. However, they would
notice that other station addresses also appear in the calling cycle.
Therefore, it must be a group call. Specifically, as shown in figure A-29, a
station such as D would hear its address ("TO D") being called. It would plan
to respond immediately to whichever station is calling (A), because it appears
to be (an at this point is) identical to an individual call. However, upon
reading another called address ("REPEAT C"), D realizes that it is actually a
group call and slotted responses are required, so D starts to count addresses
(starting with his own) until the calling cycle ends. When the "TQO B"
arrives, D identifies another group-called address and counts to two. If the
call repeats, as shown for scanning cases at the left in figure A-29, when
"REPEAT D" arrives, D has counted to three. D immediately knows that there
are only three stations involved in the group call (D, G, and B). D now must
find its slot, so it resets its counter to one (itself). D continues to read
the following rotated addresses (C and B again) and continues to count, until
the calling cycle ends. Meanwhile, C and B are doing the same thing, and they
also determine that three stations (D, C, and B) are involved. However, when
counting up to the end of the calling cycle, "THIS ]IS A" in this case, D
reaches three, C reaches two, and B reaches one. They have automatically
identified their response slots: D is slot 3, € in slot 2, and B in slot 1.
The remainder of the protocol is identical to the star net protocol. Note
that if one of the stations, such as C were to miss the earlier parts of the
calling cycle but receive its last "TQ0 C", it would still respond properly in
slot 2 because it would read the "REPEAT B" which follows, realize that this
is a group call, and should have counted to two by the time the call ended.
Similarly, if the last called station heard only the very last words in the
calling cycle which were addressed to him, it would mistake it for an
individual call and respond immediately (essentially in slot O) instead of
slot 1. Therefore, in a group call, the called stations automatically sort
themselves into their proper response slots.

This page supersedes page 125 of 15 September 1988.
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In a multichannel scanning group call protocol, the caller call, Tlc, must be
lengthened, as in the individual scanning call protocol. 1In that case, Tcc
was increased beyond the basic Tlc by the scan call time Tsc, which was larger
than the scan time Ts of the called station; that is, Tcc = Tsc + Tle = n x Td
+ Tlc > T8 + Tlc. Similarly, the Tcc for the scanning group call must

increase by a group scan cail time Tsc > Ts. 1In the group
s -a 2 x {sum of all
r
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called group addresses such that the sum (n x Tcl) exceeds Ts and is a
multiple of Trw. To indicate that this is a group call, the address first
word(s), in Tsc, shall be within THRU (and alternating with REPEAT), and in
Tlc, shall be in TO (and REPEAT). The addresses first words (Tcl) rotated in
Tsc are not required to be an integral multiple of the addresses in Tc, aa
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T e Tgc = n x Tcl = n x
here, as before, c is the number of channels scanned and
Td ia the potential dwell time on each. Therefore, the total calling cycle

time Tcc = Tsc + Tlec = 2 (NAW x Trw) + Tsc = (n + 2 NAW) x Trw, provided n >
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total number cof times address first worde (tsl) are included in the entire

ggaggiga call (Tac) for the scanning case is n. Also, when Tsc (and Ts)< Tcl.

before the end of Tsc. In the example in figure A-25, Te = 3920 ms, n >
Ts/Trw = 3920/392, therefore n = 10, at least. Since NAW = 3, the calling

cycle ch = (n + 2 NAW) x Trw = (10 + 6) x Trw = 16 Trw, as shown. The "JTHIS
Trw increases the entxre group scannxng call to 17 Trw.

seem BN

1

- X
regurdlels of t hs number of -tationa called ;n the group. As a standard upper
system limit, the maximum group size in a single call has been set at five
different address first words (Tcl max = 5§ Trw = 1960 ms), or twelve whole
address words in Tc, which allows up to five one-word, six two-word, four
three-word, three four-word, or two five-word addresses, or any other
combination which does not exceed a rotating address cycle period (Tc) (each

address oncej of 12 Trw.

Unlike the net calls,; the slot sizes in group calls are not pretailored for
the specific network situation, although as a system minimum uniform standard
they shall be i4 Tw wide (17 Tw with LQA) as described above. These 14-Tw
response slots require the basic, single~word, intranet addressing for both
calling and called stations, resulting in a 9-Tw wide reaponse, plus adequate

propagatxon and turnaround margins. I

own slot shall also be
expanded by Trw per address word in excess of one, (in addition to the caller
address and any LQA and message expansions). Therefore, all slots

This page supersedes page 127 of 15 September 1988.
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are automatically adjusted to the proper, minimum necessary width for their
associated responses. If any called station arrives on channel late and is
unaware of other previously called group stations, it shall be able to derive
sufficient information to respond properly. The slotted general formulas for

deaigning nonuniform, nonstandard star net slotted responses (Tsw, Tswt, Twrn,
Twan) shall also be used to determine the star group slotted responses.

0
)
rt
-3
®

In the event that a called station does not identify the magnitude of th
called group and therefore the correct Twan, it shall use a default valuo for
Twan which is equal to the longest possible group call of twelve one-word
addresses. Based on the slotted general formula, Twan = 107 Tw + 27 Ta
(called) + 13 Trw (optional LQA) + 13 Tm (optional message). In the case of
no message field and a one-word address caller, Twrn max = 188 Tw (25

2

S

_____ —— A o D

seconds), or 277 Tw (30 seconds) w

In the special but not excluded case where a called station is intended by the
caller to use a longer transmission for his response than he can fit in his
assigned slot (such as to add a special message), the calling station may
insert a "NULL" address in the previous adjacent position in only the leading
cnll of the calling cycle which will provido a 'blank' slot for “overflow",

his overflow slot, typically

almmord =
=

tation may be called multiple times in a group call, even
by diffetent addresses, and it shall properly respcnd to at least one address.

NOTE: The fact that the called station has multiple addresses may
not be known to the caller. In some cases, it would be confusinq or

o~
=]

e AR moamm)eead o

Gllb&&bl—. bﬂll U' S WBVIL VO -f
e {ia a nroblem. In the leading call {

PFewaaSines ai: wiiT avswmess g veEes

indicate the start of each called station(s) whole addro-'cl. In
the scan call (Tsc), the address first words shall be in alternating
THRU and REPEAT. However, if there is only one unique address first
word, it shall be repeated in THRU only, in Tsc.

This page supersedes page 128 of 17 June 1992.
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80. ORDERWIRE MESSAGES.

80 1 In;;gguct;on. In addxtxon to automatxcally establxshxng links,

NOTE: For critical orderwire messages which require increased
protection from interference and noise, several ALE techniques are
available. Any message may be specially encoded oft line and then

&ll&UbWBbiUll wu, bw SULEI Fv VWUGW R
COMMAND datas block message (DBM) mode. Ro

repsat request (ARQ) error-conttol capability. Inte rity of the d ta
may be ensured using the COMMAND CRC mode. See 80.6. 1In addition,
once a link has been established, totally separate eguipment, such
as heavily coded and robust modems, may be switched onto the rf link
in the normal circuit (traffic-bearing) mode.

(-]

1l be constructed as nhown on table A-XVI. The preamble shall be
COMMAND (110) in bits P3 through Pl (W1l through W3). The first character
shall be "a" (1100001) in bits Cl-7 through Cl1-1 (W4 through W10), which shall
identify the LQA function “analysis". It carries three types of analysis
information (BE SINAD, and MP) which are separately generated by the ALE

R,
analysis capability. Note that when the control bit KAl (Wil) is set to "17,
the receiving station shall respond with an LOR report in the handshake. If
KAl is set to "O", gh- report is not required, as would be the case for a
basic station which is incapable of using the report if received.
80.2.1 it-error-ratio The mandatory BER shall be empirically

derived by all ALE stations trom the basic digital signaling, and shall be

communxcated as follows. The transmitted BER is tepresem:ea as five bits of
information, BE5 through BEl (W20 through W24). Refser to table A-XII for the
amai{i~mnad wvaluaa
200 bgl‘vu VaALUSD e

80.2.2 nal-plus-no -plus-digtortion to nojise-plus-d ortio tio

(SINAD). If the optional SINAD is analytically derived by suitable eqguipped
stations from the ALE analog signaling, it shall be communicated as follows.
The SINAD is represented as five bits of information SN5 through SN1 (W15

. The range is 0 to 30 dB in 1-dB steps. 00000 is O dB or less,

no measurement.

80.2.3 Multinmath (MP). Three bits, MP3 through MP1 (W ugh W )
are reserved for multipath information exchange. Untxl standardxzed. these
bits shall be set to 111 (meaning no measurement available).

4
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8
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TABLE A-XV. Summary of COMMAND functjons.

COMMAND ABC (ext. 64) Automatic message display (AMD)
(mandatory). Contains test message
for automatic display to the
receiving station operator.

COMMAND a . . {1100001) Link quality analysis (LQA)
tmandatAarul Cantainae RFR. QTYNAD
{(mandatory). Contains BER, SINRAD,
MP.

COMMAND b . . (1100010) Data block message (DBM) (optional).
Contains text message for automatic
output to receiving station I/0
port.

COMMAND d . . (1100100) Data text message (DTM) (optional).
Contains text message for automatic
output to receiving station
input/output (1/0) port.

COMMAND t . . (1110100) Time (optional).

Contains time and timing
information. This feature is
mandatory when the user unique
function (UUF) is implemented.

COMMAND X . . {1111000) Cyclic redundancy check (CRC)

Y - - {1111001) (optional); mandatory with DTM and
z . . (1111010) DBM. Contains error detection
{ .. (1111011) information for preceding words.

COMMAND | . . (1111100) User unigque functions (UUF)
(optional). Contains unigue
information for a specific user
system (special registration).

NOTE: All others are reserved until standardized.
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TABLE A-XVI. Link guajity anajvsjs structure.
LQA Bits Word Bits
COMMAND MSB P3=1 MSB W1
Preamble pP2=1 W2
P1=0 W3
MSB Cl-7=]1 w4
Cl-6=1 WS
First Cl1-5=0 wé
Character C1-4=0 w7
5" Cl=3=0 we
Cl1-2=0 w9
LSB Cl=-1l=]} W10
Control KAl w1l
Multipath MSB  MP3 w12
Bits MP2 w13
LSB MP1 wi4
SINAD MSB SN5 Wis
Bits SNé& W16
SN3 w17
SN2 w18
LSB SN1 W19
BER MSB BES w2
Bits BE4 W2
BE3 w2
BE2 w2
LSB BE1l LSB w2
NOTES:
i. Command LOA first character is “a® (1i0000i) for “analysis®™. -
2. Control bit KAl (W1ll) regquests an LQA within the handshake
from the called station, if set to "1", and suppresses
A if met to "O".

This page reprinted without change.
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80.3 Automatic message display (AMD) mode. The mandatory AMD mode

enables stations to communicate short orderwire messages or prearranged codes
to any selected station(s). This basic data transfer function exploits the
communications, processing, and operator (and controller) interfaces already
embedded within the stations and system. The operators and controllers shall
be able to send and receive simple ASCII text messages using only the existing
station equipment. The entire expanded 64 ASCII character subset shall be
available for this purpose. The station shall have the capability to both
send and receive AMD messages from and to both the operator and the
controller. The station shall also have the capability to display any
received AMD messages directly to the operator and controller upon arrival,
and to alert them. The operator and controller shall have the capability to
disable the display and the alarm when their functions would be operationally
inappropriate.

When an ASCII short orderwire AMD type function is required, the following
COMMAND AMD protocol shall be used, unless another protocol in this standard
is substituted. An AMD message shall be constructed in the standard word
format, as described herein, and the AMD message shall be inserted in the
message section of the frame. The receiving station shall be capable of
receiving an AMD message which is contained in any ALE frame, including calls,
responses, and acknowledgements. Within the AMD structure, the first word
shall be a COMMAND AMD word, which shall contain the first three characters of
the message. It shall be followed by a sequence of alternating DATA and
REPEAT words which shall contain the remainder of the message. The COMMAND,
DATA, and REPEAT words shall all contain only characters from the expanded
ASCII 64 subset, which shall identify them as an AMD transmission. Each
separate AMD message shall be kept intact and shall only be sent in a single
frame, and in the exact sequence of the message itself. If one or two
additional characters are required to fill the triplet in the last word sent,
the position(s) shall be "stuffed” with the "space" character (0100000)
automatically by the controller, without operator action. The end of the AMD
message shall be indicated by the start of the frame conclusion, or by the
receipt of another COMMAND. Multiple AMD messages may be sent within a frame,
but they each shall start with their own COMMAND AMD with the first three
characters.

Receipt of the COMMAND AMD word shall warn the receiving station that an AMD
message is arriving and shall instruct it to alert the operator and controller
and display the message, unless they disable these outputs. The station shall
have the capability to distinguish among, and separately display, multiple
separate AMD messages which were in one or several transmissions.

The AMD word format shall consist of a COMMAND (110) in bits P3 through Pl (Wl
through W3), followed by the three standard character fields Cl, C2, and C3.

In each character field, each character shall have its most significant bits
(MSBs) b7 and bé (Cl-7 and Cl-6, C2-7 and C2-6, and C3-7 and C3-6) set

This page reprinted without change.
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bm bhn walivna AF NATN ;e HINAN fohab 1o 211 ¢therae ~rharartftara are mamhova nf
-iJ wils VaALWUTD - N b o - ‘bllﬁ‘- ~ey -y Ak WA A e O - ST LA W e B -
the expanded ASCITI 64 subset). The rest of the AMD message shall be
constructed identically, except for the alternating use of the DATA and REPEAT
preambles.

Any quantity of AMD words may be sent within the message section of the frame,
Tm max shall be

within the Tm max limitation of 30 words (90 characters).

expanded from 30 words, to a maximum of 5% words, with the inclusion of
PAALAIAANT. ccamcade ccldlldw blha manmmcma mamb e M~ meenwdmion AUT omacmma~ma ahall
LYONRRNY WOIUB Wiltiiill Lne mebddage selviUin. 4518 Hiaililiua e Lioosaye Diiasa
remain 30 wordg, exclusive of additional COMMAND words included within the
message section of the frame. The maximum number of COMMAND words within the

message section shall be 30. The message characters within the AMD structure
shall be displayed verbatim as received. 1If a detectable information loss or
error occurs, the station shall warn of this by the substitution of a unique
and distinct error indication, such as all display elements activated (like a
"block™). The display shall have a capacity of at least 20 characters (DO:

Lo coamma 1Y AL

- ) P AP Mha AN o wmbomcmomo mmenmad boe Ll V- Y Y
at i@asc 4Uj. in€ ArMU message sltorage capaciity, i0r reCaii Or Ui midsc
ramentlv raraived mnﬂnnnnln\ ghall bhe at least 90 characters nlus sending
recently recelvelc megeage(s esnhall deast P00 charac plug sanqcing

station address. (DO: at 1east 400). By operator or controller direction,

the display shall be capable of reviewing all messages in the AMD memory and
shall algo be capable of identifying the originating station’'s address. If

words are received which have the proper AMD format, but are within a portion
of the message section under the control of another message protocol (such as

DTM), the other protocol shail take precedence and the words shall be ignored
boee dlha mdaddoac fa AN .-__A.:-_
My LlE BLAGWVLVI B Y O LdleLLAW

NOTE: 1If higher data integrity or reliability is required, the
COMMBND DTM and DBM protocols should be used.

80.4 Data text message (DTM) mode. The DTM orderwire message function

enables stations to communicate (full ASCII, or unformatted binary bits),
messages to and from any selected station{s) for direct output to, and input

€ wo mmmamliabad RAabka bavmimalae Aaw Athaw IR Aawvisroe fhrannah fhaive atandarad

&L Wiy APDVWwiLGLEW uaea CESAlliliQLAD VL WieiliTL Whk WUGVAIWED Wild Wuingis il A A & wERMIMAWA A -
DCE porta. The DTM data tranefer function is a gtandard speed mode (like AMD)
with improved robustness, especially against weak signals and short noise
bursts. When used over MF/ by the ALE system, DTM orderwire messages may be

unilateral or bilateral, and broadcast or acknowledged. As the DTM data
blocks are of moderate sizes, this special orderwire message function enables
utilization of the inherent redundancy and FEC techniques to detect weak HF
signalis and tolerate short noise bursts.
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The DTM data blocks shall be f gho ar
transparent to the using DTEs or data terminals. Aa a desxan obiective. and
under the direction of the operator or controller, the stations should have
the capability of using the DTM data traffic mode (ASCII or binary bits) to
control switching of the DTM data traffic to the appropriate DCE port or

associated DTE equipment, such as to printers and terminals (if ASCII mode),

or computers and cryptographic devices (if binary bits mode) As an operator

l buffored at aach

or controller selected option, the received DTM message may al
An tha Arnoavat-sar Aioarm) s almmitTawr A dha mathad €aw AMNDN {(n QN 2
Ch vae Tpelacili Lifpady, Siliiaidl O Uiie Gecnll A0X sl Ll Cveo.
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There are four COMMAND DTM modes: BASIC, EXTENDED, NULL, and ARQ. The DTM
BASIC block ranges over a moderate size and contains a variable gquantity of
data, from zero to full as required, which is exactly measured to ensure
integrxty of the data during transfer The DTM D blocks are variable

x!
&
&
]
&

a}
»
o4
[
£
N
o]
5 ¢
"t

with inte
uged for b
acteristics of t
table A-XVII and are summarized below:
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COMMAND DTM Mode BASIC EXTENDED ARQ NULL

Maximum Size, Bits 651 7371 0

. YUy B i P T Y | Y T T L LA a £ [ - Y . Vo

LCYCLI1C Xeaunaancy Lviaeck 40 BlLLB 40 DilLUS v

Nata Canamitv ACrTYTY N~Q1 =106, he 2 0

MEBCE wapMwaeLYy ) HTwes LA v AVww§ &y w -

Data Capacity, Bits 1-651 21-7371, by 21 O

ALE Word Redundancy 3 Fixed 3 Fixed 0

Data Transmission 392 ms - 392 ms -

12.152 sec 2.29 min

wWhen an ASCII, or binary bit, digital data message function is required, the
following COMMAND DTM orderwire structures and protocols shall be used as
gpecified herein, unless another standardized protocol is substituted. The
DTM structure shall be inserted within the message section of the standard ALE
frame. A COMMAND DTM word shall be constructed in the standard 24-bit format,

using the COMMAND preamble. See table A-XVIII. The message data to be
transferred shall also be inserted in words, using the DATA and REPEAT
preambles. The words shall then be Golay FEC encoded and interleaved, and

then shall be transmitted immediately following the COMMAND DTM word. A
COMMAND CRC shall immediately follow the data block words, and it shall carry
the error control CRC frame check seguence (FCS).

When the DTM structure transmission time exceeds the maximum limit for the
message section (Tm max), the DTM protocol shall take precedence and shall
extend the Tm limit to accommodate the DTM. The DTM mode preserves the

required consistency of redundant word phase during the transmission. The

message expansion due to the DTM is always a multiple of one Trw, as the basic
ALE word structure is used. The transmission tims of the DTH data block (DTH
words x 392 ms) does not include the Trw for the preceding COMMAND DTM word or
the following COMMAND CRC. Figure A-30 shows an example of a DTM message
structure.

The DTM protocol shall be as described herein. The COMMAND DTM BASIC and
EXTENDED formats (herein referred to as DTM data blocks) shall be used to
transfer messages and information among stations. The COMMAND DTH ARQ format
shall be used to acknowledge other COMMAND DTM formats and for error and flow
contreol, except for non-ARQ and one-way broadcasts. The COMMAND DTM NULL

format shall be used to (a) interrupt ("break") the DTM and message flow, (b)
to interrogate station to confirm DTM capability before initiation of the DTM
message transfer protocols, and (c) to terminate the DTM protocols while
remaining linked. When used in ALE handshakes and subsequent exchanges, the
protocol frame terminations for all involved stations shall be THIS IS until

all the DTM messages are successfully transferred, and all are acknowledged if
ARQ error control is regquired. The only exceptions shall be whsn the protocol
is a one-way broadcast or the station is forced to abandon the exchange by the
operator or controller, in which cases the termination should be THIS WAS.
This page supersedes page 134 of 15 September 1988.
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TABLE A-XVIII. Data ess .
DTM Bits word Bits
COMMAND MSB P3=1 MSB W1
preamble pP2=] w2
LSB P1=0 W3
First MSB Cl (bit-7) =1 w4
character Cl {(bit-6) =1 w5
g Cl (bit-5) =0 wé
Cl (bit-4) = 0 w7
Cl (bit-3) =1 w8
Cl (bit-2) =0 w9
LSB Cl (bit-1) =0 wio
Control MSB  KD4 Wil
bits KD3 w12
KD2 wi3
LSB KDl wl4
DTH MSB DC10O wis
data DC9 w16
code DC8 w17
bits DC7 wls
DC6 w19
DCS w20
DC4 w21
DC3 w22
DC2 w23
LSB DC1 LSB W24

NOTES:

1. COMMAND DTM and DTM ARQ first character is "d" for "data-.

2. With DTM transmission, control bit KD4 (Wilj is set to "0" for no
ACK request, and "1" for ACK request.

3. If = DTM ARQ transmission, control bit KD4 (W1l) is set to "0" for
binary bits, and"1" for 7-bit ASCII characters.

4. Wwith DTM transmission, control bit KD3 (W12) is set to "0" for
binary bits and "1" for 7-bit ASCII characters.

5. If a DTM ARQ transmission, control bit KD3 (W12) is set to "0" for
flow continue, and "1" for flow pause.

6. With DTM transmissions, control bit RD2 {Wi3) is set (&) the same
("0" or "1") as the seguentially adjacent DTM(s) if the transmitted
data field is to be reintegrated as part of a larger data text
message, and (b) alternately different if independent from the
prior adjacent DTM data field(s).

7. If a DTM ARQ transmission, control bit KD2 (W13) is set the same as

the referenced DTM transmission.

This page r
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ABLE A-XVIII. Data text message structure - Continued.

NOTES - Continued:

8. with DTM transmission, control bit KD1 (W14) is set alternately to "0"
and "1" in any seguence of DTMs, as a sequence control.

9. If a DTM ARQ transmission, ééﬁﬁféx bit KDl (wWil4) is set the same as the
e B memmmmand MUY bmanmami omlan
ABLELSIILEU Wil LAiQUDIUILDD LWL

10, Data code (DC) bitg are from table A-XVII.

Once a COMMAND DTM word of any type has been received by a called (addressed)
or linked station, the station shall remain on channel for the entire

specified DTM data block time (if any), unless forced to abandon the protocol
by the operator or controller. The start of the DTM data block itself shall
be exactly indicated by the end of the COMMAND DTM BASIC or EXTENDED word
itﬂelf The etation ghall attempt to read the entire DTM da:; block

the expected frame contxnuation, whxch shall contain a conclusion (poasible
preceded by additional functions in the message section, as indicated by
additional COMMAND words).

P
Q
[}
o}
=3
'-l
l Hy
-
[ Y]
[T ]

2 ma oo

& nwiessag

message, respectively. The type of data contained within the data block
(ASCII or binary bits) shall be indicated by KD3 as a data identification bit.
Activation of the ARQ error control protocol shall use the ARQ control bit
KD4. If no ARQ is required, such as in one-way broadcasts, multiple DTM data

blocks may be sent in the same frame, but they shall be in proper seguential
mesdawm € bhoaw nman boaananfavemlin~e a scasmantFad masaa~na

WViuesL 4&d LS BiT LLIGHNDSLTLL LY @& PEYIIGULEWU HTROoRaYyYS e

When ARO error or flow control is required, the COMMAND DTM ARQ shall identify

the acknowledged DTM data block by the use of the sequence and message control
bits KD1 and KD2, which shall be set to the same values as the immediately
preceding and referenced DTM data block transmission. Control bit KD3 shall
be used as the DTM flow control to pause or continue (or resume) the fiow of

the DTM data blocks. The acknowledge (ACK) and reguest-for=repsat (NAK)
functions shall use the ARQ control bit Xp4. If no ARQ has been required by
the sending etation, but the receiving gstation needs to contreol the flow of

u e
the DTM data blocks, it shall use the DTM ARQ to request a pause in, and
resumption of, the flow.

When data transfer ARQ error and flow control is required, the DTM data blocks
shall be sent individually, in sequence, and each DTM data block shall be

acknowledged before the next DTM data biock is sent. Therefore, with ARQ
thers shall be only one DTM data block tranmsmission in sach ALE frame. If the
transmitted DTM data block causes a2 NAK in the returned DTM ARQ, as

This page reprinted without change.
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described below, or if ACK or DTM ARQ is detected in the returned frame, or if
no ALE frame is detected at all, the sending ltation shall resend and exact

duplicate of the unacknowledged DTM data block. It shall send and continue to
resend duplicates (which should be up to at least seven) one at a time and
with appropriate pauses for responses, until the involved DTM data block is

i @A —~mw A

specifically acknowledged by a correct DTM ARQ. Only then shall the next

Ewmmomiand o

data block in the sequence be sent. 1If the sending station is frequently o©
totally unable to detect ALE frame or DTM ARQ responses, it should abort the
DTM tranafer mrotocol. taerminate the link., and relink and reinitiate the DTM

MAl: wamMiVevae paevewerai wwemSi8TT TIIE S2337%9

protocol on a better channel, under operator or controller direction.

IV}

) ©

-
L
T

Before initiation of the DTM data transfer protocols, the sending stations
ghould confirm the existence of the DTM capability in the intended receiving

stations, if not already known. When a DTH interrogation function is
required, the following protocol shall be used. Within any standard protocol
frame {(using THIS 1S), the sending station shall transmit a COMMAND DTM NULL,
with ARQ required, to the intended station(s). These receiving stations shall

respond with the appropriate standard frame and protocol, with the following
variations. They shall include a COMMAND DTM ARQ if they are DTM capable, and
they shall omit it if they are not DTM capable. The sending station shall
examine the ALE and DTM ARQ responses for existence, correctness, and the
gtatus of the DTM KD control bits, as described herein. The transmitted

1 have ite control bits smet as follows: KD1 and KD2 set

Vil wa Ve Fawws ==

o @}
COMMAND DTM NULL

ahal
opposite of any subsequent and sequential COMMAND DTM BASIC or EXTENDED data
blocks which will be tranamitted next; KD3 set to indicate the intended type
of traffic: and KD4 set to require ARQ. The returned COMMAND DTM ARQ shall

have its control bits set as follows: KD1 and KD2 set to match the

interrogating DTM NULL; KD3 set to indicate if the station is ready for DTH
data exchanges, or if a pause is requested; and KDé4 sst to ACK if the statien

is ready to accept
+

DTM data transmissions with the specified traffic type, and
NRK if it canno 1

participate, or it failed to read the DTM NULL.

al i iPpateE,

"

or no

The sending (interrogating) station shall handle any and all stations which
return a NAK, or do not return a DTM ARQ at all, or do not respond at all, in
any combination of the following three ways, and for any combination of these

’
stations. The specific actions and stations shall be selected by the operator
or controller. The sending station shall: (a) terminate the link with them,
using an appropriate and specific call and the THIS WAS terminator; or (b)
direct them to remain and stay linked during the transmissions, using the

COMMAND STAY protocol in each frame immediately before each COMMAND DTM word
and data block sent; or (c) redirect them to do anything else which is
controllable using the COMMAND functions described within this standard.

Each received DTM data block shall be examined using the CRC data integrity
test which is included within the mandatory associated COMMAND CRC which

LD WIILDIJ -~ WhWildil Wiile MWIIIVVMYWEe ] Mmoo ww o= EErTe I co s Tose TEessReSs

immediately follows the DTM data block structure. If the data block passes

the CRC test, the data shall be passed through to the appropriate DCE port
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(or normal output as directed by the operator or controller). 1If the data
block is part of a larger message which was segmented before DTM transfer, it
shall be recombined before output. If any DTM data blocks are received and do
not pass the CRC data integrity test, any detectable but uncorrectable errors
or areas 1ikely to contain errors, should be tagged

_______________ mem e Sl memm e mde s o

arror control, or imspection by the operator or controller.

If ARQ is required, the received by unacceptable data block shall be
temporarily stored, and a DTM ARQ NAK shall be returned to sender, who shall
retransmit an exact duplicate DTM data block. Upon receipt of the duplicate,
the receiving station shall again test the CRC. 1If the CRC is successful, the
data block shall be passed through as described before, the previously
unacceptable data block should be deleted, and a DTM ARQ ACK shall be

1

cate and the previously

noa-ibla. errors and to create

an 'improved' data block. See fiqure A-31 for an example of data block
reconstruction. The "improved"” data block shall then be CRC tested. 1If the
CRC is successful, the "improved" data block is passed through, the previously
unacceptable data blocks should be deleted, and a DTM ARQ ACK shall be
returned. If the CRC test fails, the “improved® data b 1
rned. process shal a

[ ...a
o *
" e

.
n
S

[ 3-8
n. EI

u
3 o

— - %
OCK al
and a DTHM ARQ NAXK shall bs retu b Pe

8 t
(a) a received duplicate, or an improved" data block passes the CRC test (the
data block is passed through, and a DTM ARQ ACK is returned); (b) the maximum
number of duplicates (such as seven or more) have been sent without success
(with actions by the sender as described above); or (c) the operators or

controllers terminate or redirect the DTM protocol.

During reception of ALE frames and DTM data blocks, it is expectsd that fades,
interferences, and collisions will occur. The receiving station shall have
in

the capability to mainta synchronization with the frame and the DTM data
block transmission, once initiated. It shall also have the capability to read
and process any colliding and significantly stronger (that is, readable) ALE
signals without confusing them with the DTM signal (basic ALE reception in
parallel, and always listening). Therefore, useful information which may be
derived from readable collisions of ALE signals should not be arbitrarily

w-j-nﬁad or wasted. The DTM structures, dnnnr‘n] 'lv the DTM EXTENDED, can
tolerate weak signals, short fades, and short noise bursts. For these cases
and for collisions, the DTM protocol can detect DTM words which have been

damaged and "tag” them for error correction or repeats.

The DTM constructions are described herein. Within the DTM data block
structure, the COMMAND DTM word shall be placed ahead of the DTH data block
itself. The DTM word shall alert the receiving station that a DTM data block

4+
is arriving, how long it is, what type of traffic it contains, what its
message and block sequence is, and if ARQ is required. It shall also indicate
the exact start of the data block (the end of the COMMAND DTM word), and shall
initiate the reception, tracking, decoding, reading, and checking of the
message data contained within the data block, which itself is within the DATA

and REPEAT words. The message data itself shall be either one of two types,
binary bits or ASCII. The ASCII characters (typically used for text) shall be
the standard 7-bit length, and the start, stop, and parity bits shall be
removed at the sending (and restored at the receiving) station. The binary
bits (typically used for other character formats,

This page supersedes page 140 of 15 September 1988.
140



http://www.abbottaerospace.com/technical-library

MIL-STD-188-141A

APPENDIX A

NOTICE 2

*TX¥T730A0) UoT3onIjsUOIe.d abessaul JXo3 eied °TE-V FANOIL

*ION3NO03IS XNDIIHD IWVHL Lig-81 JHL ONILALILSNOD
SHILOVHVHO IVWIDIQVXIH HNO4 SNIVINOD DHD ONVNNOD ‘v

NOILDONNS 30VdS 834VOIANI m '€

‘Q3103r34 ANV V8 NIHM SHILOVHVHO 31NLLSENS SI1VOIAN! m K9
S

‘QHOM 1SVT 3HL NI S118 43N1S NIAIS ANV SHILOVHVHO NISV HLIM

SAHOM NIAIS SILVOIONI 3TdWYXI SIHL NI N1 ONVNNOD L
‘8310N

i XO4 NMOHE HOIND 3H.L

IDVESIAN G3AI303H ATTIVNIY @

{ao0o 84502 |} i X O 4 m NMOUYWBSB m oI NDO m IHL 2V !
as9¢ Jud) Y9 N wia
ANVWNOD GNVNWOD
S3I14L 3FUHL ‘SISVE QHOM NO SAVIHIAO G3INIBHOD
(193r3s gG60¢ 1 i X _m 8- m 2 4888 830 |1N0O¢d 888 2VZ
- y ) 1 ] n I
CLZv OHd)  owd N 4 g ¢ gg ¢ g s g1 m wia
ANVWNOD GNVAWOD
(SAVIHIAO GINIGNOD 33§ ‘NOV ONIS) JOVESIW NINOHE - AHL QHIHL o
(103r3y 9 8 8 8 8 @ B © 8 8 M 8 MG d 5% @ 8 @ 4
- AAA AN ARARRAEAMAUus ¢ 3R ROE 3IHL LV
PAUSOHI) § S S§ S S S§ § S § § s S S S W1a
ANVIWWOD
(NVN ON3S) 3DVSSIN NINOHE - AHL ONOD3IS o
@o3arad g692 1 i X O 4 ¢ NMO Y 8 8 g 8 g4 3 8 FIHI 2V L
2096 J2HD) OHO m s m m m :“ m w _M _m nia
ONVIWNOD GONVINWOO
(VN ON3S) 3DVESIN NINOUE - AHL LSHIS o
v L L] v L . ] L L] 1 L3 14 L] LS ¥ Ll T v r LS L vy
v oo |p i x|Ood g[Nmolua e[ o 1[no ¢[3HL] o a
S SIHL oz.__i:_.oo z«:‘m 1v3d3y viva 1v3d3y viva Av3day vivg nzws.:.ouo oL

‘NOISSINSNVYL VIVQ 3TV HOVI e

iXOd4d NMOHE MOINO IHL
‘3DVSSIN TYNIDIHO o

This page supersedes page 141 of 15 September 1988.

141


http://www.abbottaerospace.com/technical-library

' 28 ey T —ermrrem e =y = gz g —x— — g ——— — — - — . _

computer files, and cryptographic devices) may have any (or no) pattern or
format, and they shall be transferred transparently (that is, exactly as they
were input to the sending station) with the same length and without
modification. The size of the DTM BASIC or EXTENDED data block shall be the
smallest multiple of DATA and REPEAT words which will accommodate the quantity

of the ASCII or binary bits message data to be transferred in the DTM data
block. 1If the message data to be transferred does not exactly fit the
unencoded data field of the DTM block size selected, the available empty
positions shall be "stuffed” with ASCII "DEL" (1111111) characters or all "1"
bits. The combined message and "stuff" data in the uncoded DTM data field

shall then be checked by the CRC for error control in the DTM protoceol. The
resulting 16~bit CRC word shall always be inserted into the COMMAND CRC word
which immediately follows the DTM data block words themselves. All the bits

in the data fiied shall then be inserted into standard DATA and REPEAT words,

on a 21-bit or 3-character basis, and Golay FEC encoded, interlsavsd, and
trinla’d fAr redundancvu Tmmadiatelyv afrter the COMMAND D™ woard. the DTM DATA
tripled for redundancy. Immediately after the COMMAND DTM word, the DTM DATA
and REPEAT words shall follow standard word format, and the COMMAND CRC shall
be at the end. ’

The DTM BASIC data block has a relatively compact range of sizes from 0 to 31
words and shall be used to transfer any quantity of message data between zero

and the maximum limits for the DTM BASIC structure, which is up to 65i bits
mee AT ROATY oo md o Th 2o macmabhla o€ oo hn avamd mmiamdlbee af

O J0 AdoLVld Charactierlv. 4L 1D i—dpdu.u: UI. bUUlll—Lllg the exact YuaiivitLy Vi
message data which it contains, on a bit-by-bit basis. It should be used as a
single DTM for any message data within this range. It shall also be used to

transfer any message data in this size range which is an "overflow" from the
larger size (and increments) DTM EXTENDED data blocks (which shall immediately
precede the DTM BASIC in the DTM sequence of sending).

The DTM EXTENDED data blocks are also variable in size in increments of single
ALE words up to 351. They should be used as a single, large DTM to maximize
the advanfegne of DTM throughput. The size of the data block should be

tha mcssage data to be tranaferred. Any "overflow" shall be in a mesnage data
segment sent within an immediately following and appropriately sized DTM
EXTENDED or BASIC data block. Under operator or controller direction,
multiple DTM EXTENDED data blocks, with smaller than the maximum appropriate

ID sizes, should be selected if they will optimize DTM data transfer
throughput and reliability. However, these multiple data blocks will reguire
that the megsage data be divided into multiple segments at the sending
station, that they shall be sent only in the exact order of the segments in

the message, and that the receiving stations must recombine the segments into
a complete received message. When binary bits are being transferred, the
EXTENDED data field shall be filled exactly to the last bit. When ASCII
characters are being transferred, there are no stuff bits as the 7-bit

characters fit the ALE word 21-bit data field exactly.

If stations are exchanging DTM data blocks and DTM ARQ’'s, they may combine
both functions in the same frames, and they shall discriminate based on the
direction of transmission and the sending and destination addressing. If ARQ

is required in a given direction, only one DTM data block shall be allowed
within any frame in that direction, and only on DTM ARQ shall be allowed in

This page reprinted without change.
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each frame in the return direction. If no ARQ is required in a given
direction, multiple DTM data blocke may be included in frames in that
direction, and multiple DTM ARQ‘s may be included in the return direction.

As always throughout the DTM protocol, any sequence of DTM data blocks to be
transferred shall have the KD1 sequence control bits alternating with the
preceding and following DTM data blocks (except duplicates for ARQ, which
shall be exactly the same as the originally tranemitted DTM data block).

Also, all multiple DTM data blocks transferring multiple saegments of a larger
data message shall all have their KD2 message control bits set to the same
value, and opposite of the preceding and following messages. If a sequence of
multiple but unrelated DTM data blocke are sent (such as several independent
and short messages within several DTM BASIC data blocks), they may be sent in
any sequence. However, the KD1 or KD2 sequence and message control bits shall
alternate with those in the adjacent DTM data blocks.

The COMMAND DTM words shall be constructed as shown on table A-XVIII. The
preamble shall be COMMAND (110) in bits P3 through Pl (Wl through W3). The
first character shall be "d" (1100100) in bits Cl1-7 through Cl1-1) (W4 through
W10), which shall identify the DTM "data" function.

For DTM BASIC, EXTENDED, and NULL, when the "ARQ" control bit KD4 (Wll) is set
to "0", no correct data receipt acknowledgement is required; and when set to
»1", it is required. For DTM ARQ, "ARQ" control bit KD4 is set to "0" to
indicate acknowledgement or correct data block receipt (ACK); and when set to
"1", it indicates a failure to receive the data and is therefore a request-
for-repeat (NAK). For DTM ARQ responding to a DTM NULL interrogation, KD4 "“O"
indicates nonparticipation in the DTM protocol or traffic type, and KD4 "1°
indicates affirmative participation in both the DTM protocol and traffic type.

For DTM BASIC, EXTENDED, and NULL, when the "data type" control bit KD3 (W1l2)
is set to "0", the message data contained within the DTM data block shall be
binary bits with no required format or pattern; and when KD3 is set to "1" the
message data is 7-bit ASCII characters. For DTM ARQ, "flow control bit KD3 is
set to indicate that the DTM transfer flow should continue, or resume; and
when KD3 is set to "1 it indicates that the sending station should pause
(until another and identical DTM ARQ is returned, except that KD3 shall be
"0").

For DTM BASIC, EXTENDED, and NULL, when the "message" control bit KD2 (W1l3) is
set to the same value as the KD2 in any sequentially adjacent DTM data block,
the message data contained within those adjacent blocks (after individual
error control) shall be recombined with the message data within the present
DTM data block to segment-by-segment reconstitute the original whole message;
and when KD2 is set opposite to any sequentially adjacent DTM data blocks,
those data blocks contain separate message data and shall not be combined.

For DTM ARQ, "message” control bit KD2 shall be set to match the referenced
DTM data block KD2 value to provide message confirmation.

This page reprinted without change.
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For DTM BASIC, EXTENDED, and NULL, the "sequence" control bit KDl (W14) shall
be set opposite to the KDl value in the sequentially adjacent DTM BASIC,
EXTENDED, or NULLs to be sent (the KDl values therefore alternate, regardless
of their message dependencies). When KDl is set to the same value as any
sequentially adjacent DTM sent, it indicates that it is a duplicate (which

_L_wr on o _a v AL S vemmas meA A M oo # ek 1 Lla wme 1Y b
snaii pe .xlctly vne same). ror uvi NIy, -aquexlC. COllLiVL DiL NNY4L BlLlALL Ve
mad bem mabah btha wa ~ad NTM Aata RlAaml A 17T N1 walua +A neavida

S8T TO mMatlii Tas refsrencsd 2L GaL8 Da0CA O svaw swa Vaalue TO pPICVAGE
gaquence confirmation.

When used for the DTM protocols, the ten DTM data code (DC) bits DC10 through
DC1 (W15 through W24) shall indicate the DTM mode (BASIC, EXTENDED, ARQ, or
NULL). They shall also indicate the size of the message data and the length
of the data block. The DTM NULL DC value shall be "0" (0000000000), and it

shall designate the single COMMAND DTM NULL word. The DTM EXTENDED DC value
bt Y e memamm Mommon NI M ARAANNANAANANNANY e WAETW ANRITAITNAYTYIYIY9) meamed dobromes Ao

sald ranyw irrwva rS {vvvvvvvvval ) W = ry (VidVAVLLEdd )y SUIW GUSY W -&sll-\-v
the COMMAND DTM EXTENDED word and the data block multiple of DATA and REPEAT

words which define the variable data block sizes. The EXTENDED sizes shall
range from 1 to 351 words, with a range of 21 to 7371 binary bits, in
increments of 21, or 3 to 1053 ASCII characters, in increments of 3. The DTM
BASIC DC values shall range for "353" (0101100001) to "1023" (1111111111), and
they shall designate the COMMAND DTM BASIC word and the exact size of the

message data in compact and variable size data blocks, with up to 651 binary
bits or 93 ASCII characters. The DTM ARQ DC value shall be "352°"
(0101100000), and it shall designate the single COMMAND DTM ARQ word. The DC

values "384" (0110000000) and all higher multiples of "32m"™ (m x 100000) shall
be reserved until standardized. See table A-XVII for DC values and DTM block
sizes and other characteristics.

ports. This DBM data transfer function is a high-:pcod mode
(relative to DTM and AMD) with improved robustness, especially against long
fades and noise bursts. When used over MF/HF by the ALE system, DBM orderwire
messages may be unilateral or bilateral, and broadcast or acknowledged. As
the DBM data blocxs can be very 1arqe, this special orderwxre message function

The DBM data blocks shall be fully buffered at each station and should appear
transparent to the using DTEs or data terminals. As a design objective and
under the direction of the operator or controller, the stations should have
the capability of using the DBM data traffic mode (ASCII or binary bits) to
control switching of the DBM data traffic to the appropriate DCE port or

associated DTE equxpment, such as to printers and terminals {(if ASCII mode) or
__________ Amesd ma 11 &€& Mmimanmmer mibom madal Ay anm AnavabAayr Ay

uuulpuu-xu cuu BL’PLUQ‘“?IIL\- UBVYiLS ‘&L & A lﬂl—’ Mie B WMJEUE | o AT Wil VpysSaBowes wa

controller-eelected eﬂtion the received DRM message may also be presented on
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There are four COMMAND DBM modes: BASIC, EXTENDED, NULL, and ARQ. The DBM
BASIC block is a fixed size and contains a variable quantity of data, from
zero to full as required, which is exactly measured to ensure integrity of the
data during transfer. The DBM EXTENDED blocks are variable in size in

integral multiples of the BASIC block, and are filled with integral multiples
P ML . AN ANIYY T amad BAPA —mdewm menm ssmmad Loaee mamdl YL al.
oxr messuge Q‘Cﬂ 418 VUDbMm NULL and Ay mouues aire Used 100 LOTH 411NRK
management, and errcor and flow contrel. The characteristics of the COMMAND
DBM orderwire message functions are listed on table A-XIX., and they are
summar.zed below:

COMMAND DTM Mode BASIC EXTENDED ARQ NULL

Maximum Size, Bits 588 262836 o]

Cyclic Redundancy Check 16 Bits 16 Bits o

Naba Marmamddeu ACMTT N.01 2127777 ey RA (o]

M -G \'ﬂyﬂ\—&.\-,' Fa I=4 R L - A LA A L4 L -

Data Capacity. BRits 0-572 572-262820,; by 588 (o]

ALE Word Redundancy 49 Fixed 49-21903, by 49 O

Data Transmisgion 3.136 Sec 3.136 SBE -
Increments 23.26 Min, by

When an ASCII, or binary bit, digital data message function is required, the
foliowing COMMAND DBM orderwire structures and protocols shall be used as
specified herein, unless ancther standardized protccel is substituted. The
DBM gtructure shall be inserted within the message section of the standard

frame. A COMMAND DBM word shall be constructed in the standard format. The
data to be transferred shall be Golay FEC encoded, interleaved (for error
spreading during decoding), and transmitted immediately following the COMMAND
DBM word.

WL . AL . AWRRS A o A oo Ao 2 & A A ALm e no e L Al s oo
wnen e VoMm BLIuCiure Lriansmisslioll Lime exceeuds uLne maxaimuumu 10r v nessaye
anm~rtinn Mwm maw) +ha NOM nentAanal ahnall +talka rracradancre and ahall aevtrond +he
P v de WAl ‘ - 883 lnil‘t’ ! - A o MPEA r&vb'-v‘ LA b & o I r‘ W B A AW arssn & & A RS -sewr
Tm limit to accommodate the DEM. The DEM mode preserves the required

consistency of redundant word phase during the transmission. The message
expansion due to the DBM is always a multiple of 8 Trw, as the interleaver
depth (ID) is always a multiple of 49. The transmission time of the DBM data
block (Tdbm) itself is equal to (ID x 64ms), not including the Trw for the

preceding COMMAND DBM word. Figure A-32 shows an example of an exchange using
the DBM orderwire to transfer and acknowledge messages. Figurs A=33 shows an
example of a DBM datz interleaver, and figure A-34 shows the transmitted DBM
bit-stream segquence

The DBM protocol shall be as described herein. The_COMMAND DBM BASIC and
EXTENDED formats (herein referred to as DBM data blocks) shall be used to
transfer messages in information among ALE stations. The COMMAND DBM ARQ
format -hall be usad to acknowledge other g_ggann DBM formats and for error

and (c) to terminate the DEM brotocol
whxle remaxning linked. When used in handshakes and subsequent exchanges, the
protocol frame terminations for all involved stations shall be THIS IS
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until all the DBM messages are successfully transferred, and all are
acknowledged if ARQ error control is required. The only exceptions shall be
when the protocol is a one-way broadcast or the station is forced to abandon
the exchange by the operator or controller, in which cases the termination

should be THIS WAS.

Oonce a COMMAND DEBM word of anv tvpe haas been received by a called (addressed)

WiIIW T W AWM AL A ases Sely W re ime TS SESVYERERE Y £ 222828 L

or linked station, the station shall remain on channel for the entire
specified DBM data block time (if any), unless forced to abandon the protocol
by the operator or controller. The start of the DBM data block itself shall
be exactly indicated by the end of the COMMAND DBM BASIC or EXTENDED word
itself. The station shall attempt to read the entire DBM data block
information, plus the expected frame continuation, which shall contain a

conclusion {possible preceded by additicnal functicns in the message section,
ag indicated by additional COMMAND words).

With or without ARQ, identification of each DBM data block and its associated
orderwire message (if segmented into sequential DBM data blocks) shall be
achieved by use of the sequence and message control bits, KBl and KB2, (see

14
table A-XX) which shall alternate with each DBH transmission and meéssage,
respectively. The type of data contained within the data block (ASCII or

binary bits) shall be indicated by KB3 as a data identification bit.
Activation of the ARQ error-control protocol shall use the ARQ control bit
KB4. If no ARQ is required, such as in one-way broadcasts, multiple DBM data
blocks may be sent in the same frame, but they shall be in proper sequence if
they are transferring a segmented message.

Whan ARQ error or flow contrel is reguirsd, the COMMAND DEBM ARQ shall identify
the acknowledged DBM data block by the use of the sequence and message control
bits KB1 and XKB2, which shall be set to the same values as the immediately

preceding and referenced DBM data block transmission. Control bit KB3 shall

be used as the DBM flow control to pause or continue (or resume) the flow of

the DBM data blocks. The ACK and NARK functions shall use the ARQ ontrol bit
station needs to control the flow of the DBM data blocks, i
ARQ to request a pause in, and resumption of, the flow.

when data transfer ARQ error and flow control is required, the DBM data blocks
shall be sent individually and in sequence. Each DBM data block shall be
individually acknowledged before the next DBM data block is sent. Therefore,
with ARQ there shall be only one DBM data block tranamission in each frame.

—mamd TVBM AD
Urned von any
d

o
"
o
i

described bslow, or if noc ACK or DBM ARQ is detected in the returne ame,; or
if no frame is detected at all,; the sending station shall resend an exact

duplicate of the unacknowledged DBM data block. It shall continue to resend
duplicates (which should be at least seven), one at a time and with
appropriate pauses for responses, until the involved DBM data block is
specifically acknowledged by a correct DBM ARQ. Only then shall the next DBM
data block in the seguence be sent. If the sending station is frequentiy or

totally unable to detect frame or DBM ARQ responses, it should abort the DBM

transfer protocol, terminate the link and relink and reinitiate the DBM

]
protocol on a better channel (under operator or controller direction).

This page reprinted without change.
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TARLE A-XX. Data block message atructures.
DBM Bits Word Bits
COMMAND MSB P3 = 1 MSB W1l
preamble P2 = 1 w2
LSB Pl = O w3
First MSB Cl (bit-7) =1 wa
character Cl (bit-6) =1 W5
- Cl (bit-5) = 0 w6
Cl (bit-4) = 0 W7
Cl (bit-3) = 0 w8
Cl (bit=2) =1 w9
1LSB €1 (bit-1) = 0 w10
Control MSB KB4 Wil
bits KB3 Wiz
KB2 W13
LSB KBl wWl4
DTM MSB BC10 W1s
data BC9 wWib
code BCS Wl7
bits BC7 wls
BC6 W19
BCS w20
BC4 L7
BC3 w22
BC2 w23
LSB BCl1 LSB W24
NOTES:
1. COMMAND DBM and DBM ARQ first character is "b" for “"block".
2. With DBM transmission, control bit KB4 (W1l) is set to "0" for no ACK
request, and "1" for ACK request.
3. If a DBM ARQ transmission, control bit KB4 (Wl1ll) is set to "0" for ACK,
and "1* for NAK.
4. With DBM transmissions, control bit KBB {W12) is set to "0 for binary
bits and "1" for 7-bit ASCII character
5. If a DBM ARQ transmission, control bit KBB (W12) is set to "0" for flow
continue, and '1" for flow pause.
6. With DBM transmissions, control bit KB2 (w13) is set: (a) the same ("0
or "1%) as the sequentially adjacent DBM(s) if the transmitted data fie
is to be reintegrated as part of a larger data block message, and (b)
alternately different if independent from the prior adjacent DBM data
field(s).
7. I1f a DBM ARQ transmission, control bit KB2 (W13) is set the same as the
referenced DBM transmission.
8. with DBM transmissions, control bit KBl (W1l4) is set alternately to "O"
and "1" in any sequence of DBMs as a sequence control.
9. If a DBM ARQ transmission, control bit KBl (Wl4) is set the same as the

referenced DBM transmission.
10. Block code (BC) bits are from table A-XIX.
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Before initiation of the DBM data transfer protocols, the sending stations
should confirm the existence of the DBM capability in the intended receiving
stations, if not already known. When a DBM interrogation function is
required, the following protocol shall be used. Within any standard protoco

[

frame (using THIS IS), the sending station shall transmit a COMMAND DBM NULL,
with ARQ required, to the intended station{s). These receiving stations shall
respond with the appropriate standard frame and protocol, with the following
variations. They shall include a COMMAND DBM ARQ if they are DBM capable, and
they shall omit it if they are not DBM capable. The sending station shall

examine the ALE and DBM ARQ responses for existence, correctness, and the
status of the DBM KB control bits, as described herein. The transmitted
COMMAND DBM NULL shall have its control bits set as follows: KBl and KB2 set

opposite of any subsequent and sequential COMMAND DBM BASIC or EXTENDED data
blocks which will be transmitted next; KB3 set to indicats the intended type
of traffic; and KB4 get to require ARQ. The returned COMMAND DEM ARQ shall
have its control bits set as follows: KBl and KB2 set to match the

interrogating DBM NULL; KB3 set to indicate if the station is ready for DBM
data exchanges, or if a pause is requested; and KB4 set to ACK if the station
is ready to accept DBM data transmissions with the specified traffic type, and
NAK if it cannot or will not participate, or if it failed to read the DBM
NULL.
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following, and for any combination of these stations. The specific actions
and stations shall be selected by the operator or controller. The sending
station shall: (a) terminate the link with these stations, using an

appropriate and specific call and the THIS WAS terminator; (b) direct the

stations to remain and stay linked during the transmissions, using the COMMAND
STAY protocol in sach frame immediately before sach COMMAND DBEM word and data
block sent; or (c) redirect them to do gthhi" else which is controllable

ti

Each received DBM data block shall be examined using the CRC data integrity
test which is embedded within the DBM structure and protocol. If the data

DCE port (or normal output as directed by the operator or controller). If the
data block is part of a larger message which was segmented bsfore DBM
transfer, it shall be recombined before output. If any DBM data blocks are

received and do not pass the CRC data integrity test, any detectable but
uncorrectable errors; or areas likely to contain errors, should be tagged for
further analysis, error control, or inspection by the operator or controller.

If ARQ is required, the received but unacceptable data block shall be

temporarily stored, and a DBM ARQ NAK shall be returned to the sender, who
shall retransmit an exact duplicate DBM data block. Upon receipt of the
duplicate, the receiving station shall again test the CRC. 1If the CRC is
successful, the data block shall be passed through as described before, the

previocusly unacceptable data block should be deleted, and a DBM ARQ ACK shall
be returned. If the CRC fails again, both the duplicate and the previously
stored data blocks shall be used to correct, as possible, errors and to create
an "improved" data block. See figure A-31 for an example of data

This page supersedes page 152 of 15 September 1988.
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previously unacceptable data blocks should be deleted and a DBM ARQ ACK shall
be returned. If the CRC test fails, the "improved" data block shall also be
stored and a DBM ARQ NAK shall be returned. This process shall be repeated
until: (a) a received duplicate, or an “improved® data block passes

During reception of frames and DBM data blocks, it is expected that fades,
interferences, and collisions will occur. The receiving station shall have
the capability to maintain synchronization with the frame and the DBM data

block transmission, once initiated. It shall also have the capability to read
and process any colliding and significantly strongsr (that is, readable) ALE
signals without confusing them with the DBM signal (basic ALE reception in

parallel, and always listening). The DBM structures, especially the DBM
EXTENDED, can tolerate significant fades, noise bursts, and collisions.
Therefore, useful information which may be derived from readable collisions of
ALE signals should not be arbitrarily rejected or wasted.

The DBM constructions shall be as described herein. Within the DBM data block
structure, a COMMAND DBM word shall be placed ahead of the encoded and
interleaved data block itmself. The DBM word shall alert the receiving station
that a DBM data block is arriving, how long it is, what type of traffic it

containsg, what its ID is, what its message and block sequence is, and if ARQ
is required. It shall also indicate the exact start of the data block itself
(the end of the COMMAND DBM word itself) and shall initiate the reception,

tracking, deinterleaving, decoding, and checking of the data contained within
the block. The message data itself shall be either one of two types, binary
bits or ASCII. The ASCII characters (typically used for text) shall be the
standard 7-bit length, and the start, stop, and parity bits shall be removed
at the sending (and restored at the receiving) station. The binary bits

(typically used for other character formats, computer files, and cryptographic
devices) may have any (or no) pattern or format, and they shall be transferred
transparently, that is, exactly as they were input to the -.nding station,

with the same length and without modification T ID

the smallest (multiple of 49) which will accommodate the quantity of ASCII or
binary bits message data to be transferred in the DBM data bklock. If the
message data to be transferred does not exactly fit the uncoded data field of

the DBM block size selected (except for the last 16 bits, which are reserved
for the CRC), the available empty positions shall be "stuffed” with ASCII
"DEL" characters or all "1" bits. The combined message and "stuff" data in
the uncoded DBM data field shall then be checked by the CRC for error control
in the DBH protocol. Tbe resulting 16—blt CRc word sha always occupy the

'.JI

o
o
v
o
@
3
:l

equal to tho ID) for transmxsaio Immedxately after the QQMMANQ DBH word,
the encoded and interleaved data blocks bits shall follow in bit format, three

bits per symbol (tone).

This page supersedes page 153 of 15 September 1988.
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The DBM BASIC data block has a fixed size (ID 49) and shall be used to
transfer any quantity of message data between zero and the maximum limits for
the DBM BASIC structure, which is up to 572 bits or 81 ASCII characters. It
is capable of counting the exact quantity of message data which it contains,
on a bit-by-bit basis. It should be used as a single DBM for any message data
within this range. It shall also be used to transfer any message data in this
size range which is an "overflow" from the larger size (and increments) DBM
EXTENDED data blocks (which shall immediately precede the DBM BASIC in the DBM
sequence of sending).

The DBM EXTENDED data blocks are variable in size, in increments of 49 times
the ID. They should be used as a single, large DBM to maximize the advantages
of DBM deep interleaving, FEC technigues, and higher speed (than DTM or AMD)
transfer of data. The ID of the EXTENDED data block should be selected to
provide the largest data field size which can be totally filled by the message
data to be transferred. Any "overflow"” shall be in a message data segment
sent within an immediately following DBM EXTENDED or BASIC data block. Under
operator or controller direction, multiple DBM EXTENDED data blocks, with
smaller than the maximum appropriate ID sizes, should be selected if they will
optimize DBM data transfer throughput and reliability. However, these
multiple data blocks will require that the message data be divided into
multiple segments at the sending station and sent only in the exact order of
the segments in the message. The receiving stations must recombine the
segments into a complete received message. When binary bits are being
transferred, the EXTENDED data field shall be filled exactly to the last bit.
When ASCII characters are being transferred, the EXTENDED data field may have
0 to 6 "stuff" bits inserted. 1Individual ASCII characters shall not be split
between DBM data blocks and the receiving station shall read the decoded data
field on a 7-bit basis, and it shall discard any remaining *“stuff” bits
(modulo-7 remainder).

I1f stations are exchanging DBM data blocks and DBM ARQs, they may combine both
functions in the same frames. They shall discriminate based on the direction
of transmission and the sending and destination addressing. If ARQ is
required in a given direction, only one DBM data block shall be allowed within
any frame in that direction, and only one DBM ARQ shall be allowed in each
frame in the return direction. If no ARQ is required in a given direction,
multiple DBM data blocks may be included in frames in that direction, and
multiple DBM ARQs may be included in the return direction.

As always throughout the DBM protocol, any sequence of DBM data blocks to be
transferred shall have their KBl sequence control bits alternating with the
preceding and following DBM data blocks (except duplicates for ARQ, which
shall be exactly the same as their originally transmitted DBM data block).
Also, all multiple DBM data blocks transferring multiple segments of a large
data message shall all have their KB2 message control bits set to the same
value, and opposite of the preceding and following messages. If a sequence of
multiple but unrelated DBM data blocks are sent (such as several independent
and short messages within several DBM BASIC data blocks), they may be sent in
any sequence. However, when sent, the associated KBl and KB2 sequence and
message control bite shall alternate with those in the adjacent DBM data
blocks.

This page reprinted without change.
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nNUliveE £
e COMMAND DRM words shall be constructed as shown on table A-XX. The

XMty &S0 i 20 eon =2 i
preamble shall be COMMAND (110) in bits P3 through Pl (Wl through W3). The

first character shall be "b™ (1100010) in bitas Cl-7 through Cl-1 (W4 through
W10), which shall identify the DBM "block" function.

For DBM BASIC, EXTENDED, and NULL, when the ARQ control bit KB4 (Wll) is set

to "0", no correct data receipt acknowledgement is required; and when set to
»3}®, it is required. For DBM ARQ, ARQ control bit KB4 is sest to "0" to
indicate acknowledgement or correct data block receipt (ACK); and when set to
"1"_ it indicates a failure to receive the data and is therefore a reguest-

for-repeat (NAK). For DBM ARQ responding to a DBM NULL interrogation, KB4 "O"
indicates nonparticipation in the DBM protocol or traffic type, and KB4 "1"
indicates affirmative participation in both the DBM protocol and traffic type.

For DBM BASIC, EXTENDED, and NULL, when the data type control bit KB3 (Wl1l2) is
set to "O", the message data contained within the DBM data block shall be
binary bits with no required format or pattern; and when KBl is set to "1" the
message data is 7-bit ASCII characters. For DBM ARQ, flow control bit KB3 is

gset to "0" to indicate that the DBM transfer flow should continue or resume;
and when KB3 is set to "1" it indicates that the sending station should pause
(until another and identical DBM ARQ is returned, except that KB3 shall be
“0").

For DBM BASIC, EXTENDED, and NULL, when the "message” control bit KB2 (W13) is
set to the same value as the KB2 in any sequentially adjacent DBM data block,
the message data contained within those adjacent blocks (after individual

error control) shall be recombined with the message data within the present
DBM data block to reconstitute (segment-by-segment) the original whole
nmessage; and whaen KB2 is set opposite to any sequentially adjacent DBM data
blocks, those data blocks contain separate message data and shall not be

combined. For DBM ARQ, “message” control bit KBZ shaliil
DN o~ -
-

referanced DBM data block KB2

e mee d A

valus to provide maessag
For DBM BASIC, EXTENDED, and NULL, the sequence control bit KBl (W14) shall
be set opposite to the KBl value in the seguentially adjacent DBM BASIC,
EXTENDED, or NULLs be sent (the KBl values therefore alternate, regardless of
their message dependencies). When KBl is set the same as any sequentially
adjacent DBM sent, it indicates a duplicate. For DBM ARQ, sequence control

avess @ wrema

be set to matcn the referenced DBM data block or NULL i value

When used for the DBM protocols, the ten DBM data code (BC) bits BC1l0 through
BCl (W15 through W24) shall indicate the DBM mode (BASIC, EXTENDED, ARQ, or
NULL). They shall also indicate the size of the message data and the length
of the data block. The DBM NULL BC value shall be "0" (0000000000), and it
The DBM EXTENDED BC values

shall range from "1" (0000000001) to "445" (0116111161), and they shall
designate the COMMAND DBM EXTENDED word and the data block multiple (of 49 ID)
which defines the variable data block sizes, in increments of 588 binary bits
or 84 ASCII characters. NOTE: The values 446 (0110111110) and 447
(0110111111) are reserved. The DBM BASIC BC values shall range from "448"
(0111000000) to "1020" (1111111100), and they shall designate the

This page reprinted without change.

155


http://www.abbottaerospace.com/technical-library

COMMAND DBM BASIC word and the exact size of the message data in a fixed size
(ID = 49) data block, with up to 572 binary bits or 81 ASCII characters. The
DBM ARQ Bc value shall be "1021" (1111111101), and it shall designate the —

PPN, i 4 e e e = ae= e e e

rd. The BC values *10227 (1111111110) and ~10237
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€eQ uUnLlild staninuardailzeu. See table A-XIX.

function is available to provide data integrity aasutance for any form of
message in an ALE call.

NOTE: The CRC function is optional, but mandatory when used with
the DTM or DBM modes.

The sixtsen-bit frame check segquence (FCS} and method as specified by FED-STD
1003, ghall be used herein. The FCS prevides a probability of undetected

polynomial is
and the sixteen FCS bits are designated

MSB xlS yld 13 12 vl xo {LSB)

§ S g & g S e e e g

Y
I

The ALE CRC is employed two ways: within the DTM data words, and following
the DBM data field, described in 80.4 and 80.5, respectively. The first, and
the standard, usages are described in this section.

)
-3
[}

COMMAND CRC word shall be constructed as shown on tablo A-XXI. The

= WA At _______» w

P o~ 4 O
Q = - N

1-1 (W9 and wlO) in the first character field respectively. The convernion
of FCS bits to and from ALE CRC format bits shall be as described on table A-
XXI where X! through X° correspond to W9 through W24.

2]

The COMMAND CRC measage should normally appear at the end ot the message
section o

(o]

l“l’

message nection whxch precede the _guugﬂg CRC word bearin the ch
information, and which are bounded by the end of the calling cycle, or the
previous COMMAND CRC word, whichever is closest. The selected ALE words shall
be analyzed in their nonredundant and unencoded (or PEC decoded) basic ALE

word (24-bit) form in the bit seguence (MSB) W1, W2, , W4&,..W24 (LSB),
followed by the unencoded bits W1 through W24 from the next word sent (or
received), followed by the bits of the next word, until the first COMMAND CRC
is inserted (or found). Therefore, each COMMAND CRC inserted and sent in the
message section ensures the data integrity of all the bits in the previous

This page reprinted without change.
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Cvelie redundancv

check structure.

_____ (=%

CRC bits Word bits

COMMAND MSB  P3=l MSB Wl
preamble P2=1 w2
LSB  Pl1=0 W3
(c) | MSB cC1-7=1 w4

Cl-6=1 W5

Cl-5=1 W6

i;::zcter (s) c1-4=1 ol
v, y.2, (" C1-3=0 w8
(x) [ImsB C1-2=x' W9

(¢) ||Lse c1-1=x' W10

x'3 Wil

X2 W12

xM W13

x'° wi4

%2 w15

x8 Wileé

x? w17

x5 wis

x5 w19

x4 w20

x3 w21

¥2 w22

x! w23

(x) | LSB x° LSB w24

NOTES:

COMMBND CRC first character is one of four,

"y" (1111001),

(1111010), or "{~

"x" (1111000),
(1111011), depending on

CRC bits X'° and X‘d, which are also Cl1-2 and Cl-1, respectively.
“X™ indicates FCS bits.

187



http://www.abbottaerospace.com/technical-library

MIL-STD<=1:88-141 A
APPENDIX A
NOTICE 2

checked ALE words, including their preambles. If it is necessary to check the
ALE words in the calling cycle (T0) preceding the message section, an optional
calling cycle COMMAND CRC shall be used as the calling cycle terminator (first
FROM or COMMAND), shall therefore appear first in the measage section, and
shall analyze the calling cycle words in their simplest (Tc), nonredundant and
nonrotated form. If it is necessary to check the words in a conclusion (IHIS
IS or THIS WAS), an optional conclusion CRC shall directly precede the
conclusion portion of the call, shall be at the end of the message section,
and shall itself be directly preceded by a separate COMMAND CRC (which may be
used to check the message section or calling cycle, as described herein). '
Stations shall perform CRC analyeis on all received ALE transmissions and
shall be prepared to compare analytical FCS values with any COMMAND CRC words
which may be received. If a CRC FCS comparison fails, an automatic (or
operator initiated) retransmission request (ARQ) or other appropriate
procedure may be used to correct the message, as may be defined in this
standard.

80.7 Tune and wajit. The COMMAND tune and wait special control function
directs the receiving station(e) to perform the initial parts of the
handshake, up through tuneup, and wait on channel for further instructions
during the specified time limit. The time limit timer is essentially the WRTT
wait for response and tune timer, as used in net slotted responses where its
value Twrn is set by the timing information in the special control
instruction, and it starts from the detected end of the call. The COMMAND
tune and wait instruction shall suppress any normal or preset reuponses.
Except for the tuneup itself, the receiving station(s) shall make no
additional emissions, and they shall quit the channel and resume scan if no
further instructions are received.

NOTE: This special control function enables very slow tuning
stations, or stations which must wait for manual operator
interaction, to effectively interface with automated networks.

The COMMAND tune and wait shall be constructed as follows and as shown on
table A-XXII. The preamble shall be COMMAND (110) in bits P3 through P1 (Wl
through W3). The first character (Cl) shall be "t" (1110100) in bits Cl-7
through €1-1 (W4 through W10) and "t" (1110100) in bits €2-7 through C2-1 (W1l
through W17), for "time, tuneup.” The "T" time bits TB?7 through TBl (W18
through W24) shall be values selected from table A-XXIII, and limited as shown
on table A-XXIV. The lowest value (00000) shall cause the tuning to be
performed immediately, with zero waiting time, resulting in immediate return
to normal scan after tuning.

80.8 ime-related s al functions for a CO| . These special
control functions permit the manipulation of timing in the ALE system. They
are based on the standard "T" time values, presented on table A-XXIII, which
have the following ranges bases on exact multiples of Tw (130.66...ms) or Trw
{392 ms).

0 to 4 seconds in 1/8 second (Tw) increments

0 to 36 seconds in 1 second (3 Trw) increments

0 to 31 minutes in 1 minute (153 Trw) increments
0 to 29 hours in 1 hour (9184 Trw) increments

This page reprinted without change.
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a
controls. All use the COMMAND (110) preamble in bits P3 through P1 (W1
through W3). The first character is "t" (1110100) for "time." The second
character indicates the function as shown on table A-XXIV. The basic
structure is the same as on table A-XXII.

There are several specific functions which utilize these special timing

TABLE A-XXII. Tune and wait structure.
Tune and Wait Bits Word Bits
COMMAND MSB PI =1 MSER W1
Preamble P2 = ] w2
LSB Pl =0 w3
First MSB C(Cl-7 = 1 w4
Character Ci-6 = 1 W5
" Cl-5 = 1 wé
Ccl-4 = 0 w7
Cl1-3 = 1 w8
Cl-2 = 0O w9
LSB C€l1-1 =0 w10
Second MSB C2-7 = 1 wil
Character c2-6 = 1 wl2
g C2-5 = ] Wil3
C2-4 = 0 wl4
c2-3 = 1 w1ls
c2-2 = 0 w16
LSB c2-1 = O wWi7
Time Bits MSB TB? wis
TB6 wl9o
TBS w20
TB4 w21
TB3 w22
TB2 W23
LSB TBl LSB W24
NOTES:

1. COMMAND tune and wait first two characters are "t" (1110100) and
"t* (1110100) for "time tuneup."
2. Time bits TB7 through TBl from table A-XXIII.

This page reprinted without change.
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TABLE A-XXIII. Time values.
MULTIPLIER: Most significant Bits (MSBe)
MSB Approximate
TB7 TB6 Exact Approximate range
(W18) (W19) increment increment cf "T" values
0] o] Tw 130.66 . . ms 1/8 second 0 - 4 seconds
0 1 3 Trw 1176 ms 1 =eceond 0 - 36 seconds
1 ) 153 Trw 59.976 sec 1 minute 0 - 31 minutes
1 1 9184 Trw 60.002 min 1 hour 0 - 29 hours
INDEX: Least sigpificant Bite (LSBs)
ITN "T" HTN FT"
LBS VALUE VALUE VALUE VALUE
TBS TR4 TB3 TB2 TB1l INDEX FOR FOR FOR FOR
(W20) (W21) (W22) | (W23) | (W24) | VALUE MSB=00 MSB=01 MSB=10 MSB=11
0 0 O S C o 0{1) 0 (o} 0
o] 0 0 0 1 1 130.66ms 1.176s 1.00min | 1.00hr
0] o C 1 0 2 261.33ms 2.352s 2.00min 2.00hr
o] o] o] 1 1 3 392.0ms 3.528s 3.00min | 3.00hr
e 0 1 0o o 4 523.66ms 4.2048 4.00min 4.00hr
0] (0] 1 0 1 5 653.33ms 5.880Cs £.00min | 5.00hr
[ ] [} [ ] [ ] [ ] [ ® [ J L ] [ ]
[ ] L ] L] [} [ ] [ . e [ ] L]
1 1 1 0 1 29 3789.3ms 34.10s 29.0min 29.0hr
1 1 1 1 0 30 3920.0ms 35.28s 30.0min (3)
1 1 1 1 1 31 4050.7ms 36.46s8 31.0min (2)
NOTES:
1. The minimum value *0° (TB = 0000G00) is interpreted as "do immediately” if a delay,
or “zero size" if a time width, as specified in usage.
2. The maximum value "127" (TB = 1111111) is interpreted as "do it at time or date
following," as specified in next COMMAND.

The next maximum value "126" (TB = 1111110) is interpreted as

unlimited except by other COMMAND or timeout protocol.

reprinted without change.
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TABLE A-XXIV. Time-related COMMAND functjons.
First Seccnd
Identification Character Character Function

Adjust Slot Width "t" "a" (1100001) Add T to width of all slots for this
responaé. T6=0, normal. TB7=0 as 36
second limit.

Halt and Wait "t" "h" (1101000) Stop scan on channel, do not tune or
respond, wait T for instruction; qu;:
and resume scan if nothing. TB=0,
quit after call. TB7=0 as 36 gsecond
limit.

Operator NAK "t" "n" (1101110) Same as “t,o" operator ACK, except
that at T, if no input, automatic
tuneup and respond NAK (THIS IS). in

slots if any. TB=0, NAK now.

Operator ACK "t" "o" (1101111) Stop scan, alert oper

THIS WA , or I§I§ Is; if no input by
operator by T, simply quit. TB=0,
ACK now. TB7=0 as 36 second time
limit. TB=1111111, do at date/time

following.

(1110010) Stop scan, tuneup and respond as
normal, wait T for instructions, quit
and resume scan if nothing. TB=0,
quit after response. TB7=0 as 36
second limit. TB=1111111, do at

Aafnlf{mn fn]]nw{na-

Respond and Wait "t" "r

Stay "t "a" (<0011111) Wait on channel for time T and stay
(See Note 4) (See Note 5) linked, don‘t transmit unless
commanded, and ignore all signals

during T if not understood; except
ALE frame reacquisition by T (must be
in correct redundant word phase). T
in multiples of Trw, as indicated by
binary value of last 14 bits

(<0011111 1111111 = qusss), range of

0 to 26.754 minute
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TABLE A-XXIV. Time-related COMMAND functjons -- Continued.
First Second
Identification Character - Character Function
Tuns and Wait o A "t" (1110100) Stop scan; tuneup; do not respond,
wait T for Instructions, quit and
resume scan if nothing. TB=0, quit
after tuneup. TB7=0 as 36 second
limit.
Width of Slots "t" "w"™ (1110111) Set all slots to T wide for this
) response. TB=0, no responses. TB7=0
as 36 second limit.
NOTES:

1. Preamble is GCOMMAND (110).

2. First character is "t" (1110100} for all.

3. Third-character field is binary bits TB7 through TBl (W18 through W24),

designating a time interval "T" as a standard value in table A-XXIII.

required.

- 2 e o e — P | P R R -~ = e - - ase s ry v .3 -

5. This second ASCII character will vary, dspsnding on the rssulting binary
valuna
value,

80.9 User unique functions (UUFs). The user unique functions (UUFs) are
for special uses, as coordinated with specific users or manufacturers, which

use the ALE system in conjunction with unique, nonstandard or non-ALE,

— e Noacmmema " Eiem which
-~ as

<
-

purposes. UUF enables stations to perform an "escape inction whic
preserves the basic and underlying protoccl and also permits the uge of the
channel or link for activities unique to a specific user or manufacturer group

or system. The unique function itself may be anything that the users select
to use, and the ALE waveform and signal structures may be used, but are not
required. An example is a user which requires the capability to link using
ALE, transmits an HF channel characterization (non-ALE) waveform during the

- W3 AL -

ALE frame or handshake, and concludes the underlying protocol.

There are 16384 aspecific types of COMMAND UUF codes available, as indicated by
a 14-bit (or two-character) unique index (UI). Each unique type of special
function which employees a UUF shall have a specific Ul assigned to it to
ensure interoperability, compatibility, and identification. The UI shall be
assigned for use before any transmission of the UUF or the associated unique

activity, and the ALE UUF shall always include the appropriate UI when sent.

This page reprinted without change.
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The UUF shall be used only among stations which are specifically addressed and
included within the protocol, and shall be used only with stations
specifically capable of participating in the UUF activity, and all other
(nonparticipating) stations should be terminated. There are two exceptions

for stations which are not capable of participating in the UUF and are
required to be retained in the protocol until concluded. They shall be
handled using either one of the two following procedures. First, the calling
station shall direct all the addressed and included stations to stay linked
for the duration of the UUF, to read and use anything that they are capable of

during that time, and to resume acquisition and tracking of the ALE frame and
protocol after the UUF ends. To accomplish this, and immediately before the
COMMAND UUF, the sending station shall send the COMMAND STAY, which shall
indicate the time period (T) for which the receiving stations shall wait for
tesumptxon of the frame and protoc01 i, the sending station shall use

Il

momde d o com & &

Ciyab;ug stations to wait
riate and controllable

AV #miia VA Vaanmsdaw

If a COMMAND UUF is included within an ALE frame, it shall only be within the
message section. The UUF activity itself should be conducted completely

outside of the frame and should not interfere with the protocols. 1If the UUF
activity itself must be conducted within the message section, will occupy time
on the channel, and is incompatible with the ALE systam, that activity shall
be conducted immediately after the COMMAND UUF and it shall be for a limited
amount of time (T). A COMMAND STAY shall precede the UUF instruction, as

described herein, to indicate that time (T). The sending station shall resume
the same previous redundant word phase when the frame and protocol resumes, to
ensure synchronization. The STAY function preserves maintenance of the frame
and link. It instructs the statxons to wait, because the amount of t;me

£ ti
ce of tb
responsible for ni terference with other stat;ons and users, and also for
controlling thelr own stations and link management functions to avoid these
conf;xcts.

The user unigque function (UUF) shall be constructed as follows and as shown on

table A-XXV. The UUF word shall use the COMMAND (1i0) preamble in bits P3
through P1 (W1l through W3). The character in the first position shall be the
"pipe” or vertical bar "!" (1111100) in bits C1~7 through Cl-1 (W4 through

w10), which shall identify the "unique” function. The user or manufacturer
specific unique index (UI) shall be a 14-bit (or two-character, 7-bit ASCII)
code using bits UIl4 through UIl (W1l through W24). All unassigned UI codes
shall be reserved and shall not be used until assigned for a specific use.

This page reprinted without change.
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MIL-STD-188-141A
APPENDIX A
NOTICE 2
TABLE A-XXV. User unigue functions structure.
User Unique
Function Bits wWord Bits
COMMAND MSB P3=1 MSB Wl
Preamble P2=1 w2
LSB P1=0 W3
First MSB Cl-7=1 w4
Character Cl-6=1 LE)
" C1-5=1 wé
Cl-4=1 W7
Cl-3=1 w8
c1-2=0 w9
LSB c1-1=0 w10
First UI MSB UIi-7 Wil
Character Ull-6 w12
UII-% w13
UIll-4 W14
UII-3 W15
UII-2 W16
LSB UIlI-1 w17
Second Ul MSB ul2-7 wis
Character Ul2-6 w19
ul2-5 w20
Ul2-4 w21
Ul2-3 w22
vi2-2 w23
LSB Ui2-1 LSB w24
NOTES:
1. COMMAND user unique functions first character is " " {1111100)

for "unique".

This page reprinted without change.
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Characters per message (DTM)
Characters per message (DTM)

Character rate (DTM,
AMD, basic ALE)

Character rate (DBM)

Equivalent throughput maximum

word rate (DTM, AMD)

Equivalent throughput maximum

word rate (DBM)

Unit period (DTM, AMD,
or ALE word)

Message period (DBM)
Message period (DBM)
Minimum sound time
Minimum call time
Minimum handshake time
Preambles (word types)

Character sets

Link quality analysis (LQA)

Reprinted without change.
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APPENDIX A

NOTICE 2

0 to 1053 full ASCII characters per block
0 to 37377 full ASCII characters per block

7.653

26.79 cps

76.53 words per minute (wpm) (5 characters
plus space per word)

267.9 wpm (5 characters + space per word)

130.66... m8 per word (Trw) or 392 ms per
‘triple redundant word (Trw)

0 to 2.29 minutes per block

0 to 23.26 minutes per block

784 ms (2 Trw)

1176 ms (3 Trw)

3528 ms (9 Trw) three-way linking

8 (3 bits)

ASCII (basir 38, expanded 64, full 128),
or random bits

ALE (BER, SINAD, and MP)
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LINKING PROTECTION
10. GENERAL.

10.1 Scope. This appendix contains the requirements for the prescribed
protocols and directions for the implementation and use of HF ALE radio
linking protection.

10.2 Appljcability. This appendix is a mandatory part of MIL-STD-188-
141 whenever linking protection (LP) is a requirement for the HF radio
implementation. The functional capability herein described includes linking
protection, linking protection application levels, and timing protocols. The
capability for manual operation of the radio in order to conduct
communications with existing, older generation, nonautomated radios shall not
be impaired by implementation of these automated procedures.

20. APPLICABLE DOCUMENTS.

20.1 Government documents.
20.1.1 Specificatjons, standards, and handbooks. The specifications,

standards, and handbooks that form a part of this document are listed in
section 2. Unless otherwise specified, the issues of these documents are
those listed in the issue of the Department of Defense Index of Specifications
and Standards (DODISS) and supplement thereto. (Unless otherwise indicated,
copies of federal and military specifications, standards, and handbooks are
available from the Naval Publications and Forms Center, (Standardization
Document Order Desk), 700 Robbins Avenue, Building #4, Section D,
Philadelphia, PA 19111-5094.

20.1.2 th over nt documents wings, and ations. The
following other Government documents, drawings, and publications form a part
of this document to the extent specified herein. Unless otherwise specified,
the issues are those cited in the solicitation.

Technical Report, U.S. Army Information Systems Engineering Command,
ASQB-OSE-TR-92-04, Dated March 1992, Subject: A 24-Bit Encryption Algorithm
for Linking Protection.

20.2 Non-Government publications. The following documents form a part
of this document to the extent specified herein. Unless otherwise specified,
the issues of the documents which are DoD adopted are those listed in the
DOD1ISS.

30. DEFINITIONS.

30.1 Standard definitions and acronyms. See section 3.

30.2 Dpefinitions of timing signals. The abbreviations and acronyms used
for timing symbols are contained in annex A to appendix A.

This page supersedes page 180 of 17 June 1992.
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NOTICE 2

40.1 Introduction. Linking protection (LP) refers to the protection of
the linking function required to establish, control, maintain, and terminate
the radio link. Because this protection is applied to the link establishment
function, linking protection is a data link layer function in terms of

International Standard 7498 (ISO 7498-1984), the Open Systems Interconnecti io

(0SI) Reference Model. Figure B-1 shows a conceptual model of the MIL-STD-
a1 3 the placement within the data link

-

188-141 data link layer functions, showing the
layer at which linking protection shall be implemented. Voice transmissions
or data transmissions from external modems are not affected by the LP and are

transmitted in the clear unless externally encrypted. The LP application
levele and their corresponding protection interval (PI) are defined in 40.2.1
through 40.2.1.5.

40.2 Linking protection. The LP procedures specified
implemented as distinct functional entities for control functions and bit
randomization functions. (Unless otherwise indicated, aistinct hardware for
each function is not required.) The linking protection control module (LPCM)
shall perform all control functions specified herein and interface to the
automatic link establishment (ALE) controller as shown in figure B-2.
Scrambler(s) shall perform all cryptographic operations on ALE words, under
the control of the LPCM. Use of LP shall
establish a link com

mpembmabnd 1 d e
probability of linking below the standard get for non-protected llnking

n for
appendix A, table A-1 A means shall be provid ed to disabls the LP functions
and operate the radio in the clear unprotected application level (AL-0).
Hardware scramblers shall be removable without impairment of the unprotected
application level functionality of a radio.
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40.2.1 Linking protection appijcation levels. The following application
levels of LP are defined herein, with the unclassified enhanced application
level {AL-2) currently providing the highest deyree of protection. The

classified AL-4 (offering the highest degree of protection) and unclassified
but sensitive AL-3 are not yet standardized, but, are included herein as
design objectives. All protected radios shall be capable of operation at the
AL-1 level. A means shall be provided to disable automatic linking at linking

protection application levels less secure than the application level in use by
the station being called. For example, a station which is operating at AL-2

’
shall be able to disable the receiver from listening for linking attempts at
AL-0 and AL-1. (DO: alert the operator but do not link automatically when a
valid call is received ::om a transmitter with a lower linking protection

manually initiating ALE using a disabled application level. This manual
override is required for interoperability.

TR T

(o)

40.2.1.1 Unprotected application level AL-O0. Assignment of the
unprotected application level (AL-0) indicates that no linking protection is
being employed. No protection is provided against interfering, unintentional,
or malicious linking attempts. All protected HF radios shall be capable of
operation in the AL-0 mode.

This page supersedes page 181 of 17 June 1992.
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APPENDIX B
NOTICE 2
40.2.1.2 Unclassjified application level AL-1. The AL-1 unclassified
application level is mandatory for all protected radio systems, and therefore,
Pr rovides ybu»c»tcd &utcrsp‘erablllty within the U.S. Government. all p:""t%c!‘.ed

radios shall be capable of operation in the AL-1 mode even if they also
provide application levels with greater protection. The AL-1 scrambler shall
employ the lattice encryption aigorithm as specified and documented in U.S.

Arme Information Svatame Enai naarinn Command /IIGATSEC) Port Huachuca,
AllaValb@wawis WY weWake Sy aTel any \we ~i savar am

Arizona, Technical Report, ASQB-OSI-S-TR-92-04, "A 24-bit Encryption Algorithm
for Linking Protection,” March 1992, and may be implemented in hardware or
software with manufacturer-specified interfaces. This scrambler is for

gannvnl .8, Covernment and commercial uege, The AL-1 prnforﬁ-\nn interval ( I

is 60 seconds, which provides slightly lower protection than any of the other
available protected modes, but which permits for relaxed synchronization
requirements.

40.2.1.3 Unclassified enhanc leve The AL-2
scrambler shall employ the same algorithm ao specified for the AL-l, and may
be implemented in hardware or software, with miﬁﬁ;auguzex-upeoiiio interfaces.
This scrambler is for general U.S. Government and commercial use. The AL-2 PI

is 2 seconds.

AN N 1 A T wmY ammd £ el beed mommnidlecn ame)lmad 1 acem AY _ 72 Ao X3 AY -2
VUeLeoedeW VIIL1IAGQDD L $ACW MUY BTIHIDLILLVE ngg;&\.cg*vu ‘CVC* nili—Je \¥WVe do ™ o

shall use distinct hardware scramblers and shall employ the algorithm and
interface control document (ICD) developed by the National Security Agency
(NSA). Systems employing the AL-3 LP must meet NSA security requirements.

Tha nt_‘l 'DY ‘s a mawi am ~F ’) camAandes Tamrhni ~a) nnv—smabnrn are nnf \pﬂ"
A - - lu“l\“llulll \JL FE WAL o ER AT YT e PR NS e L = e b A
standardized.

40.2.1.5 Ciassified appjication level AL-§4. (DO: AL-4 shall use
dietinect hardware scramblers and shall employ the algorithm and ICD developed
by NSA. An AL-4 scrambler may be used to protect classified orderwire
traffic. Systems employing classified application level LP must meet NSA
security requirements. The AL-4 PI is a minimum of 1 second.) Technical
parameters are not yet standardized.

40.2.2 Lipking protection control mgdglg. The LPCM shall execute the LP
—emm D enm memanamd £ e 2 e AN A » A P YL oY 3 Ldbhn abkbamlhad ccacambhlaec =) - -
PZU‘-UUUI' 'yﬂb.&&& U Al MU Lo QA bUllb‘UL Y L4 LLELIITU PLLiAQWLATL ()] aD

specified below.

40.2.2.1 Scrambler interfaces. The LPCM shall interact with
o Mhlioavr/ial {n anﬂnrr\nnhn t.y{#h ITKH +h ~s
SCram.ier(s; in agcoraancse [ S) ’ wae Cil

Y
the interface control document (ICD) for each scrambler (see 40 2.1. 2 and
40.2.1.3). For the unclassified applicatiocn level the ICD is prepared and
controlled by the manufacturer.

40.2.2.2 Time of day (TOD). The LPCM requires accurate time and date
for use in the LP procedure. The local time base shall not drift more than =1
second per day when the station is in operation.

40.2.2.2.1 TOD entry. A means shall be provided for entry of TOD (date
and time) via either an operator interface or an electronic fill port or time

receiving port (DO: provide both operator interface and electronic portj.
Thia interface ashould alan nrnvxdn for the entry of the uncertainty of the

time entered. If time uncertainty is not provxded, a default time uncertainty
shall be used. Defaults for the various time fill ports may be aeparately

programmabie. Default time uncertainty will be determined by the pfocuring
agency or manufacturer. Default uncertainty of within ¢ 15 seconds is
suggested.

Thia mama aunrnarsadas mama 12% Af 17 JTuna 19Q2
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APPENDIX B
NOTICE 2
40.2.2.2.2 Time exchange protoco]le. After initialization of TOD,the
LPCM shall execute the time protocols of 40.2.4 as reguired, to maintain total
time uncertainty l1sss than the PI langth of the most sscure LP mode it is
usging. The LPCM shall respond to time requests IAW 40.2.4.3.2 unless this
function ie disabled by the operator.

40.2.3 Seed format. The LPCM shall maintain randomization information
for use by scrambler(s), and shall provide this information, or "seed", to
each scrambler IAW the applicable ICD. The 64-bit seed shall contain the
and a word number in the format

frequency, the current PI number, the data,

shown in figure B-3A, where the most significant bits of the seed and of each
field are on the left. The TOD portion of tha ssad shall be monotonically
nonedanrasaines The remaining hitse are not so conatrained. The date field
non-decreasing. The remaining bite are not so constrained The date field
shall be formatted IAW figure B-3B. The month field shall contain a 4-bit

integer for the current month (1 for January through 12 for December). The
day field shall contain a 5-bit integer for the current day of the month (1
through 31). A mechanism shall be provided to accommodate leap years. The PI
field shall be formatted IAW figure B-3C. The course time field shall contain
an 11-bit 1nteger which counts minutes since midnight (except that temporary
ur as discussed in 40.2.3.1). T 6-bit fipe time field
a n-_-_telu than within one

'a when tima is not known more
s e = 20 -nal witaln on

v sessnrwvas

uality of ‘6 gg 7). When a time syn chronxzation nrotocol

shall be aet to the time obtained using this protocol and xncremented as
described in 40.2.3.1. The fine time field shall always be a multiple of the
PI length, and shall be aligned to PI boundaries (e.g., with a 2-gecond PI,

fine time shall always be even). The word field shall be used to count words
within a PI, as specified in 40.2.3.1i. The frequency field shall be formatted
IAW figure B-3D. Each 4-bit fisld shall contain one binary-coded dscimal
digit of the fregquency of the current protected tranamission. Regardless of
time quality, the fine time field shall be set all 1‘s for the unclassified

application 1ovel of LP.

40.2.3.1 Procedure. The procedure to be employed in protecting
transmiesions consisting entirely of 24-bit ALE words is presented in

40.2.3.1.1 and 40.2.3.1.2. When a radio is neither transmitting or receiving,
Al . e b L %Y A ek e o e e DY e e [ X} MyNp Y P R T gy Wy Y S

T Yl numper snaii pe lncremnentea as i104410ws. wWhAen usi Iy Jinniny pivieecLivn

level AL-2 and lccal time guality {ses 40.2.4.2) is & or better, the fine time
field shal)l be incremented at the end of each PI by the length of the PI,

a
modulo 60. When the fine time field rolls over to O, the course time field
shall be incremented, modulo 1440. At midnight, the gourse and fipe time
fields shall be set to O, and the data and month fields updated. When using
linking protection level AL-1l, or when the local time quality (see 40.2.4.2)

is 6 or 7, the fine time field shall contain all 1‘s and the gourse time field
shall be incremented once per minute, modulo 1440. At midnight, the coarse
time field shall be set to 0, and the date and month fislds updated. Whensever
the local times uncertainty is greatser than ths PI, the systam shall:

a. Present an alarm to the operator.

b. Optionally, also attempt resynchronization (if enabled). The first
attempt at resynchronization shall use the current fine seed. 1If
this fails, the system shall use a coarse seed for subsequent
attempts.

This page supersedes page 183 of 17 June 1992.
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Example Seed

Date=8 May Time=15:57:34 Word=0 Frequency=1755 kHz

A
9 17 8 2 28
Dats Pt Word 00 Frequency
0101 01000 01110111101 100010 00000000 00 0000 0000 0001 0111 0101 01010000
1 9 10 26 27 34 37 64
T(JD
B C
4 5 AR 6
Month Day Coarse Time Fine Time
o101 01000 01110111101 100010
1 4 6 9 10 2 26
D
4 4 4 4 4 4
100 MH2z 10 MHz 1 MHz 100 kHz 10 kHz 1 kH2 100 Hz
0000 0000 0001 o111 0101 0101 0000
37 40 M4 45 48 49 62 83 66 67 60 61
FIGURE B-3. §Seed formats.

This page supersedes page 184 of 17 June 1992.
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APPENDIX B
NOTICE 2
40.2.3.1.1 Transmitting station. Each word to be transmitted shall be

encrypted by the scrambler using the current seed informatién. In the course

of a transmission the protocol described below may cause a discrepancy between

the TOD fields in the seed and the real time. Such discrepancy shall be

allowed to persist until the conclusion of each transmission, whereupon the

TOD fields of the seed shall be corrected. The word pnumber field w shall be

as follows:

a. During the scanning call phase (T,) of a call, or throughout a sound,
the calling stations shall alternate transmission of words encrypted
using w = 0 and w = 1. The first word of T, shall begin with w = 0 or w
= 1, as required, such that the last word of T, 18 encrypt usi
The TOD used during T, shall change as require o k with

time, except that TOD shall only change when w = 0. Words encrypted with
w = 1 shall use the same TOD as the preceding word.

3
.
3
"
-]

(e} ]

b. At the beginning of the leading call phase (T,) of a call (which is
the beginning of a single-channel), the first word shall be encrypted
using w = 0 and the correct TOD for the time of transmission of that

word.

c. All succeeding words of the call shall use succeeding word numbers up
to and including

W = wg,,. For the word following a word encrypted with w = wg,,, the
TOD shall be incremented and w shall be reset to O.

(1) W, = 2 for a l-second PI.
2 Woy = 5 for a 2-second PI.
(3) gy = 153 for & 60-seccnd PI.
d. Responses and all succeeding transmissions shall start with w = O and
) TOD, with these fields incremented as described

the current (corrected
3

2
in ¢ above for each s

Figure B-4 illustrates the permissible TOD/w combinations for a transmitting
station using a 60 second (wg,=153) and a 2-second PI (Wmy = S), and the
permissible sequences of these combinations. Sounds are protected in the same
fashion with Trs in place of T,.

40.2.3.1.2 Receiving station. Because of the possibility of acceptable
decodes under multiple TOD/word number combinations, receivers shall attempt

to decode received words under all allowed combinations (the current and
adjacent PIs (future and past), and both w = 0 and w = 1) when attempting to
achieve word synchronization with a calling station (six combinations).
Stations prepared to accept time requests (see 40.2.4.3.2) shall also attempt
to decode received words using coarse TOD (fine time = all 1‘s, correct coarse

iAn

time only) with both w = 0 and w = 1 (eight combinations total). All valid
combinations shall be checked while seeking word sync. After achieving word

sync, the number of valid combinations is greatly reduced by the link
protection protocol. Figures B-4C and D illustrate the permissible TOD/w

sequences for a receiving station using a 60-second PI and a 2-second PI
______ +ivaly. aftar word svne is achieved. Note that. unlike the transmitter

IEBPEBLLIVELY, dlLLTL WULU &S00 4o KLieTrE=s 1aL

the receiving station state machine may be non-deterministic. For example,
when in T, and in state N/1, a received word may yield valid preambles and
ASCII when decrypted using all of the valid combinations: T/0, (T + 1)/0, and
T/2 (the latter implying that T, started two words previously), and will

This page supersedes page 185 of 17 June 1992.
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therefore

1 e, be in three states at once until the ambiguity is resolved by
evaluating the decrypted words for compliance with the LP and ALE protocols

under the valid successor states to these three states.

of 2-seconds or less shall not accept

using a given TOD, and need not check
example, if a call is decrypted using
the acknowledgement.

Page added.
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40.2.3.1.3 Orderwire commands. Message text shall be sent in clear
mode; this includes all data words following AMD or DTM CMD word, and DBM data
blocks. All CMD words shall be protected, including the DTM and DBM CMD

words.

40.2.4 Time protocols. The following shall be employed to synchronize
LP time bases. The tjime service protocols for active time acquisition, both
neabasntad A0 Y A UY anA nAananrabacntad 140 9 A AN - mandatAaruv faAr alld
y5v~vv»uu “U.ﬁhv.-ﬂ’ LY e L sa0Wwras rbvb'v\"\ﬂ \TYemeTSeT= - AMNIERLSAE WA Y - - e
implementations of LP.

40.2.4.1 Word formats. The mandatory time protocols employ the

following three types of ALE words: (1) command words, (2) coarse time words,
and, (3) authentication words, in the formats listed below.

40.2.4.1.1 Command words. Time exchange command words, Iime_ Js and Iime
Daresmmbe Ehad ama 11mand A masmiant and Fa meacrdida TAN Aada ahall ha €fAarmatb+-ad
r il - -9 — L X-4 -2~ LS - MES - ESiiNa -\ r&vv‘uw EA 4 4 - -y DL S A 4 A AR W W WA

as showun in figure B-S5. The three most-significant bits (W1-3) shall contain

the ASCII character '(1111110), indicating the magnitude of time uncertainty
at the sending station IAW 40.2.4.2.

40.2.4.1.1.1 ime and. The Time s command word carries the fine
time current at the sending station as of the start of transmission of the
mY YV Aerdomow e Mima Ta Arammand wimaseA and {a mwaad In Nnemstrac~tdrald S{ma
WA/d A F va&lu’ “ils * tlllc & & W ALMMEA L INA Wub“, ERALANA -~ - . Py r& VeSS e - ABS
requegts and all resnonges. In a Time Ta command word; the seconds field

intervals which have elapsed in the current second (0-24). The time quality
shall reflect the sum of the uncertainty of the local time and the uncertainty
of the time of transmission of the Time Is command, IAW table B-I and

40.2.4.2. when a protocol requires transmission of the Iime 1§ command word,
eidh e A dme o Yoo S e meem d Y ol ) o - ‘wn' M Too mmeccccwmad comenad wmlall o  omonande
DUl NU Tieg valiue 418 avallaple, a puLly JLNIE 48 Cllllliand wUuiu sliagdidi e BOiiyy
mantainine a +ima mialitey AfF 7 and tha aaranda and +icrka fiolda hat aat +n
containing a2 time gquality of and the geconds and ticks fielde both set to
all 1’s.

40.2.4.1.1.2 Time Request command. The Time Request command word shall

be used to request time when no local time value is available, and is used
only in non-protected transmissions. In a Time Request command word, time
quajjity shall be set to 7, the seconds fieid to all i‘s, and the ticks field
set to 30 {11110).

40.2.3.1.1.3 Other encodings. All encodings of the seconds and ticks
fields not specified here are reserved, and shall not be used until

standardized.

40.2.4.1.2 Coarse time word. Coarse time words shall be formatted as

shown in figure B-6, and shall contain the coarse time current as of the
beginning of that word.

This page supersedes page 187 of 17 June 1992.
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Time Service Example

Date=8 May Time=15:57:34:12 Time Quality=4

3 7 3 6 5
CcMD Time Exchange Time Quality Seconds 40 me ticks
110 1111110 100 100010 00011
1 3 4 10 11 13 14 19 20 24

“Time Ie" Command

| FIGURE B-5. ime exchange command word.

40.2.4.1.3 pAuthentjcation word. Authentication words, formatted as
| shown in figure B-6, shall be used to authenticate the times exchanged using

the time protocols. The 21-bit authenticator shall be generated by the sender
as follows:

(1) All 24 bit words in the time exchange message preceding the
authentication word (starting with the Time Ig or Time Request
command word which begins the message) shall be exclusive-or‘d.

(2) 1If the message to be authenticated is in response to a previous
time exchange message, the authenticator from that message shall be

exclusive~or’'d with the result of (1).

(3) The 21 least significant bits of the final result shall be used as
the authenticator.

: "Exclusive or" is the condition that exists when each resulting
ie a 1 if the two input bits do not match, or the resulting is a 0

bl
~w A a i - atL

I when the two input bits match.)

40.2.4.2 Time guality. Every time exchange command word transmitted
shall report the current uncertainty in TOD at the sending station, whether or
not time is transmitted in the command word. The codes listed on table B-I
shall be employed for this purpose. The time uncertainty windows on the table
are upper bounds on total uncertainty (with respect to coordinated universal

This page supersedes page 188 of 17 June 1992.
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Time Service

Example

Date=8 May Time=15:57:34:12 Time Quality=4
3 1 4 5 11
DATA o] Month Day Minute
000 0 0101 01000 011101111101
1 3 4 5 8 9 13 14 24
Coarse Time Word
3 21
REP Authenticator
111 110101110011111111110
1 3 4 24

| FIGURE B-6.

Authenticator Word
(over Command and Coarse Time Words)

Coa e

d au tication wo

This page supersedes page 189 of 17 June 1992.

189

S.



http://www.abbottaerospace.com/technical-library

MIL-STD-188-141A
APPENDIX B
NOTICE 2
TABLE B-I. Time guality.
Time Quality Code Time Uncertainty Window

0 none

1 20 ms

2 100 ms
3 500 ms
4 28

5 10 s

6 60 8

7 unbounded

NOTE: Time quality O shall be used only by UTC

a2

time standard

P N o
BLalLlilUli.

time). For example, an uncertainty of :6 seconds is 12 seconds total, and
requires a transmitted time quality value of 6. Stations shall power up from
a cold start with a time quality of 7. Time uncertainty is initialized when
time is entered (see 40.2.3.2.1), and shall be maintained thereafter as

follows: the uncertainty increases at a rate set by oscillator stability
{e.g., 72 ms per hour with & $10 pafts per million (ppm) time base}, until the
uncertainty is reduced upon the acceptance of time with less uncertainty from

an external source, after which the uncertainty resumes increasing at the
above rate. A station accepting time from another station shall add its own
uncertainty due to processing and propagation delays to determine its new
internal time uncertainty. For example, if a station receives time of qual
2, it adds to the received uncertainty of 100 ms (350 ms) its own processin
delay uncertainty of, say %100 ms, and a propagation delay bound of 335 ms, to
obtain 2 new time uncertainty of $185 ms, or 370 ms total, for a time quality
of 3. With a $10 ppm time source, this uncertainty window would grow by 72 ms
per hour, so after two hours, the uncertainty becomes 514 ms, and the time
quality has dropped to 4. If a low-power clock is used to maintain time while
the rest of the unit is powered off, the quality of this clock shall be used

to assign time quality upon resumptxon o For example, if
the b u
expsec

ity
g

Lo T o Y

Pu
Ttal

€ ’U'

1 =Y. P
10CK ma
le the

0 k-
sow

Q9

c nta
shi tati
be increased by 17 seconds per day. Therefore, such a radio which has been
powered-off for much over three days shall not be presumed to retain even

coarse sync, despite its backup clock, and may require manual entry of time.

ackt
ted h

g o0 0»

40.2.4.3 Actjive time acquisition (protected). A station which knows the

correct data and time to within one minute may attempt to actively acquire
tat can

‘L N A R o~y e v

:
which it can communica

e Lo o =

time from any station

=l A
wit

This page reprinted without change.
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employing the protocol in the following paragraphs. The gquality of time =c
acquired is necessarily at least one grade more uncertain than that of the

a
selected time server. A station which does not know the correct data and time
to within one minute may nevertheless employ this protected protocol by
repeatedly guessing the time until it successfully communicates with a time
server.

ﬁllﬂm&l— Liily @

but some stations may not be proq:ammcd to respond, and others may have
poor time quality. Thus, multiple servers may need to be tried before
gufficient time quality is achieved.)

TO <time server> CMD Time JIg <time> DATA <coarse time>
REP <authenticator> THIS IS <requsstsr>.

The Time Ig command shall be immediately followed by a coarse time word and an

authentication word. The authenticator
of the command word and the coarse time
Time Regquest call transmission shall be

shall be generated by the exclusive-or
word, as specified in 40.2.4.1.2. The
protected using the procedure

specified in 40.2.3.1.1 and 40.2.3.1.2. When acquiring time synchronization,
the coarse seed (fins time field in the sssd sst to all 1‘s) current at the
requesting station shall be used. When used to reduce the time uncertainty of
a station already in time sync, the current fine seed shall be used.
40.2.4.3.2 Time Service response. A station which receives and accepts

a Time Request call shall respond with a Iime Service response formatted as
follows:

e AU Tima

- - LA ‘ *l!lw ‘ !
F ,;uthgngiggtg:> THIS WAS <time
The Time Is command shall be immediately followed by a coarse time word and an
authentication word. The authenticator shall be generated by the 3-way
exclusive-or of the command word and the coarse time word from this

a [

transmission and the authentication word (including the REP preambl

le)
requester, as specifisd in 40.2.4.1.3. The entirs Time Service responee

be protected as specified in 40.2.3.1.1 and 40.2.3.1.2 using the time server
current coarse seed if the request used a coarse seed, or the current fine
seed otherwise. The seed used in protecting a Time Service response may
differ from that used in the request which caused that response. A time
server shall respond only to the first Time Reguest call using each fine or
coarse seed; i.e., one coarse request per minute and one fine request per fine

g WS P | I_--

PI. Acceptance of time regquest may be disabled by the operator. Stations
which are prepared to accept coarss Time Reguest commands shall decrypt the
initial words of incoming calls under eight (vs. six) possible seeds: w = 0
and w = 1 with the current coarse TOD, and with the current fine TOD tl1 PI.

(Note that only one coarse TOD is checked vs. three fine TODs.)
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40.2.4.3.3 Time Server request. A time server may request authenticated

time from the original requestor by returning a Iimg Server request, which is

identical to the Time Service response as given above except that the THIS WAS
termination is replaced by THIS 1S. The original requester shall then respond
with a Time Service response, as above, with an authenticator generated by the
3-way exclusive~or of the command word and the coarse time word
Service response and the authentication word (incl

includ
the Time Server request, as specified in 40.2.4.1.3.

40.2.4.3.4 puthentication and adjustment. A station awaiting a Time
Service response shall attempt to decrypt received words under the appropriate
seeds. If the request used a coarse seed, the waiting station shall try the
coarse seeds used to encrypt its request, with w = 0 and w = 1, and those
corresponding to one minute request used

ting atati n shall :
......... ne Q
waiting utatxon shall try the usual 8ix seeds: w = 0 and w
current fine TOD %1 PI. Upon successful decryption of a Time Service
response, the requesting station shall exclusive-or the received command and
coarse time words with the authentication word it sent in its request. If the
21 least significant bits of the result match the corresponding Z1 bits of the
received authentication word, the internal time shall be adjusted using the
time received in the Time Is command and coarse time word, and the time

uncertainty ehall be set IAW 40.2.4.2.

actively acquire time from
enesmbe mmdemd mmeamdea ber smemes) .-u-‘r

P‘ULG‘-LCU nwue Uy wiipgivys v owl

time is not known in this case with suffxcxent accuracy to employ LP, the
entire exchange takes place in the clear, with the authentication procedure as
the only barrier against decryption.

40.2.4.4.1 Time Reguest call (non-protected). A station requiring time

shall request the current value of the network time by transmitting a non-

A Ml Daccamd =all & o s e b=

protected Time Reguest call, formatte

n
»
h
]
)

TO <time server> CMD Time Reguest DATA <coarse time>
REP <random #> THIS IS <requestor>.

The Time Request command shall be immediately followed by a coarse time word,
followed by an authentication word containing a 21-bit number, generated by
the requesting station in such a fashion that future numbers are not
predictable from recently used numbers from any net member. Encrypting a
function of a radio-unique quantity and a sequence number which is incremented

with each use (and which is retained while the radio is powered off) may meet
this requirement.

40 2.4.4.2 Time 53;1193 ;gsgonse (non p;g;gg;gd) A ntation which
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TO <requester> CMD Time Is <time> DATA <coarse time>
REP <authenticator> THIS WAS <time server>.

The Time Js command shall be immediately followed by a coarse time word and an
authentication word. The 21-bit authenticator shall be generated by

encrypting the 24-bit result of the 3-way exclusive-or of the command word and
the coarse time word from this transmission and the entire random rumbnr word

(including the REP preamble) from the requester, as specified in 40.2.4.1.3.
The encryption shall employ the AL-1 and AL-2 algorithm and a seed containinq
the time sent and w = all i's. The least-significant 21 bits of this
encryption shall be used as the Authenticator. A time server shall respond
only to the first error-free non- protected Time Request call received each
minute (according to its internal time). Accaptanco of non-protected time

requests may be disabled by the operator.

40.2.4.4.3 RAuthentication and adijustment (non-protected mode). Upon
receipt of a non-protected Time Service response, the requesting station shall
exclusive-or the received coarse time word with the received Time ]s command
word. Then exclusive-or the result with the entire random number word it sent
in its Time Request call, and encrypt this result using w = all 1’s and the
coarae time contained in the Time Service response. If the 21 least
jcant bits of the result match the corresponding 21 bits of the received

ord, the internal time shall be adjusted using the received

ne time, and the time uncertainty Bhall be set IAW 40.2.4.2.

40.2.4.5 Passive time acqujisition. As an alternative to the active time

acquisition protocols specified above, stations may attempt to determine the

correct network time passively by monitoring protecte d transmissions.
Regardless of the technique used to otherwise accept or re eject time so
acquired, passive time acquisition shall include the following constraints:

a. Local time may only be adjusted to times within the local window of
uncertainty. Received transmissions using times outside of the local
uncertainty window shall be ignored.

b. Local time quality shall be adjusted only after receipt of
transmissions from at least twoc staticone, both of which include time
gquality values, and whose times are consistent with each other within the

Yuaaaty vEIETS

windows implied by those time qualities.

A passive time acquisition mechanism may also be used to maintain network
synchronization once achieved. Passive time acquisition is optional, and if

2L Y 2

provided, the operator shall be able to disable it.

40.2.4.6 Time broadcast. To maintain network synchronization, stations
shall be capable of broadcasting unsolicited Time Is commands to the network,
periodically or upon request by the operator:

TO <NET> CMD Time Is <time> DATA <coarse time>
REP <authenticator> THIS WAS <time server>.
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The Time Is command shall be immediately followed by a coarse time word and an
authentication word. The authenticator shall be generated by the exclusive-or
of the command word and the coarse time word from this transmission as
specified in 40.2.4.1.2. 1If the broadcast is made without LP (i.e., in the

clear), the authenticator must be encrypted as described in 40.2.4.1.3 to
provide any authentication. The use of an authenticator which does not depend
upon a challenge from a requesting station pr rovides no protection against

£
playback of such broadcasts. A station receiving such broadcasts must verify
that the time and the time uncertainty that the broadcasts contain are
consistent with the local time and uncertainty before such received time is at
all useful.

AN " A - -
40.2.4.7 pdvanced time exchange protocolg. Advan

protocols for application leveles 3 and 4 will be addresse
future upgrades of MIL-STD-188-141.

[<}

as required with

This page supersedes page 194 of 17 June 1992.
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Review activities:
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