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MIL-STD-188-125

FOREWORD

. Originally, Military Standard 188 (MIL-STD-188) covered technical standards for

tactical and long-haul communications, but later evolved through revisions (MIL-
STD-188A, MIL-STD-188B) into a document applicable to tactical communications
only (MIL-STD-188C).
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mulgating standards and engineering criteria applicable to the !ong-haul Defense
Communications System (DCS) and to the technical support of the National Mil-
itary Command System (NMCS).
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As a result of a Joint Chiefs of Staff (JCS) action, standards for all military commu-
nications are now being published in a MIL-STD-188 series of documents. The MIL-
STD-188 series is subdivided into a MIL-STD-188-100 series covering common stan-
dards {or tactical and long-haul communications, a MIL-STD-188-200 series covering
standards for tactical communications only, and a MIL-STD-188-300 series covering
standards for long-haul communications only. Emphasis is being placed on develop-
ing common standards for tactical and long-haul communications published in the
MIL-STD-188-100 series.

. This document contains technical standards and design objectives for high-altitude

electromagnetic pulse (HEMP) protection of ground-based facilities which are nodes
in a HEMP-hardened network for performing ¢ritical and time-urgent command, con-
trol, communications, computer, and intelligence (C*I) missions. The requirements
are stringent in order to avoid both damage and functional upsets which prevent mis-
sion accomplishment within operationally prescribed timelines. The standards apply
uniformly to all facilities in the end-to-end chain, since disruption of a single node
may result in network failure.

This initial version of MIL-STD-188-125 addresses HEMP hardening for fixed ground-
based facilities which perform critical, time—urgent C*I missions. Studies are currently

L — == = __i__a* PR

m Progress W uemonm.rm.e sounu &nu pl’ﬂ;Cl'-lC&l measures lOl' pl'OEECEIOII Ol EI'BII.S-
portable systems. The standard will be amended to include requirements and design
objectives for HEMP hardening of transportable, critical, time-urgent C*I systems
when these studies are completed.

Use of the standard for HEMP protection of other ground-based communications-
electronics facilities that require hardening is encouraged to the extent permitted by
cost constraints.
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7. Performance, acceptance, and verification requirements are contained in the body of
the standard. HEMP-unique acceptance and verification test techniques are tempo-
rarily included as appendices A, B, and C; it is intended that these procedures will
ultimately be promulgated as separate standards.

8. Implementation of MIL-STD-188-125 is supported by MIL-HDBK-423 (in prepara-
tion), “High-Altitude Electromagnetic Pulse (HEMP) Protection for Fixed and Trans-
portable Ground-Based Facilities.” The handbook also includes planning, manage-
ment, logistics, and data requirements for HEMP protection acquisition programs
and hardness maintenance and hardness surveillance requirements for operational
facilities.
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1. SCOPE

1.1 Purpose. This standard establishes minimum requirements and design objectives for
high-altitude electromagnetic pulse (HEMP) hardening of fixed and transportable! ground-
based facilities which perform critical, time-urgent command, control, communications,
computer, and intelligence (C*I) missions. Facilities required to fully comply with the
mmmerintmme mf dha cbomdoad el b Al nbad L. b Talod ML, AF Qs o AA1Ibm ey
PIUYISIVILE Ul WITC SJkQlIUAIU Wi DC UDIHKHGWU VY WY JULL WIS WV Juwald, & ivillival y
Department Headquarters, or a Major Command.

1.2 Scope. Thisstandard prescribes minimum performance requirements for low-risk pro-
tection from mission-aborting damage or upset due to HEMP threat environments of DoD-
STD-2169. The standard also addresses minimum testing requirements for demonstrating
that prescribed performance has been achieved and for verifying that the installed protec-
tion subsystem provides the operationally required hardness for the completed facility.

1.3 Applications. This standard shall be used in the design, engineering, fabrication,
installation, and testing of specifically designated fixed and transportable ground-based
facilities in a HEMP-hardened, critical, time-urgent C*I network. Such nodes include
subscriber terminals and data processing centers, transmitting and receiving communica-
tions stations, and relay facilities. The standard applies to both new construction and
retrofit of existing facilities. Although only local portions of facility interconnects are ad-
dressed, it is assumed that survivable long-haul communications paths, fiber optic links,
or other hardened interconnects between facilities will be provided as required for mis-
sion accomplishment. Use of the standard for HEMP protection of other ground-based
communications-electronics facilities that require hardening is also encouraged.

1.4 Objectives. Survivable C*I capabilities are essential to a credible military deterrent.
This standard supports nuclear survivability objectives by providing a standardized, low-
risk protection approach for fixed and transportable ground-based facilities in a HEMP-
hardened C*I network. These uniform requirements ensure balanced HEMP hardening for
all critical facilities in the network.

!This initial version of the standard addresses fixed facilities only. It will be amended to include
transportable facilities when current studies to demonstrate sound and practical hardening measures
for transportable systems are completed.
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2. REFERENCED DOCUMENTS

2.1 Government documents.

2.1.1 Specifications, standards, and handbooks. = Unless otherwise specified, the fol-

lowing specifications, standards, and handbooks of the issue listed in that issue of the

Mannaetenant AF Tialfices Tedaw af Qe nifandlcen aed Qlondacd IMMTOOY o nnt 1Y s | 'S S
L/CPal vlLCIL Ol L/elense uu.u:)n ol DPCLIULGIJI.UHH allU oldallualud ‘UUULDDJ PQ‘:LIU.UU lll hlll‘:

solicitation form a part of this standard to the extent specified herein.

SPECIFICATIONS
MILITARY

MIL-Q-9858 - Quality Program Requirements.

STANDARDS
FEDERAL
FED-STD-368 - Quality Control System Requirements.
FED-STD-1037 - Glossary of Telecommunication Terms.
MILITARY
DoD-STD-100 - Engineering Drawing Practices.
MIL-STD-188-124 - Grounding, Bonding and Shielding.
MIL-STD-248 — Welding and Brazing Procedure and Performance
Qualification.
MIL-STD-470 — Maintainability Program Requirements.
MIL-STD-785 — Reliability Program for Systems and Equipment
Development and Production.
MIL-STD-1472 - Human Engineering Design Criteria for Military
Systems, Equipment and Facilities.
MIL-STD-2165 — Testability Program for Electronic Systems and
Equipments.
DoD-STD-2169 - High-Altitude Electromagnetic Pulse (HEMP)

Environment {U) (document is classified Secret).
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HANDBOOKS
MILITARY

MIL-HDBK-419 - Grounding, Bonding, and Shielding.
MIL-HDBK-423 - High-Altitude Electromagnetic Pulse (HEMP)
Protection for Fixed and Transportable

Ground-Based Facilities. {

MIL-HDBK-729 - Corrosion and Corrosion Prevention Metals.

in nreparation)
TES FETrTTeREEEEERY

2.1.2 Other Government documents, drawings, and publications. The following other
Government documents, drawings, and publications form a part of this standard to the
extent specified herein.

DoD Directive 4245.4 - Acquisition of Nuclear-Survivable Systems.

JCS Pub. 1 - Joint Chiefs of Staff: DoD Dictionary of Military
and Associated Terms.

DNA-H-86-60 - DNA EMP Engineering Handbook for

Ground Based Facilities.

(Copies of specifications, standards, handbooks, drawings, and publications required
by contractors in connection with specific acquisition functions should be obtained from
the contracting activity or as directed by the contracting officer.)

2.2 Other publications. The following documents form a part of this standard to the
extent specified herein. Unless otherwise specified, the issues of the documents which are
DoD adopted shall be those listed in the issue of the DoDISS specified in the solicitation.
The issues of documents which have not been adopted shall be those in effect on the date
of the cited DoDISS.

NFPA 101 - Life Safety Code.

(Applications for copies should be addressed to the National Fire Protection Associ-
ation, Batterymarch Park, Quincy, MA 02269.)

2.3 Order of precedence. In the event of a conflict between the text of this standard and
the references cited herein, the text of this standard shall take precedence.
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3. DEFINITIONS

3.1 Acronyms used in this standard. The acronyms used in this standard are defined as
follows:

a. C*I - Command, Control, Communications, Computer, and Intelligence
b. CW - Continuous Wave
¢. DoDISS — Department of Defense Index of Specifications and Standards
d. FWHM - Full Width at Half Maximum Amplitude
e. HEMP - High-Altitude Electromagnetic Pulse
f. MEE - Mission-Essential Equipment
g. PCI - Pulsed Current Injection
h. POE - Point-of-Entry
i. RF - Radio Frequency
j. SELDS - Shielded Enclosure Leak Detection System
3.2 Sources for definitions. Sources for definitions of terms used in MIL-STD-188-125,
in order of decreasing priority, are as follows:

a. FED-STD-1037, “Glossary of Telecommunication Terms”
b. JCS Pub. 1, “Dictionary of Military and Associated Terms”

c¢. DNA-H-86-60, “DNA EMP Engineering Handbook for Gound Based Facilities”

3.3 Additional definitions.

3.3.1 Aperture point-of-entry. Aperture points-of-entry are intentional or inadvertent
holes, cracks, openings, or other discontinuities in the facility HEMP shield surface. Inten-
tional aperture points of entry are provided for personnel and equipment entry and egress
and for fluid flow (ventilation and piped utilities) through the electromagnetic barrier.
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3.3.2 Conductive point-of-entry. An electrical wire or cable or other conductive object,
such as a metal rod, which passes through the electromagnetic barrier is a conductive
point-of-entry. Conductive points-of-entry are also called penetrating conductors.

3.3.3 FElectromagnetic barrier. The HEMP electromagnetic barrier is the topologically
closed surface created to prevent or limit HEMP fields and conducted transients from
entering the enclosed space. The barrier consists of the facility HEMP shield and point-
of-entry treatments, and it encloses the protected volume.

3.3.4 Electromagnetic stress. An electromagnetic stress is a voltage, current, charge, or

electromagnetic field which acts on an equipment. If the electromagnetic stress exceeds the

errslmmen bttt dhanchald of dha mciclmis et meltnnton ahacdiome docenon e simma 4 svanur mmarsm
YULUCI ALY VUSIIIWIU Ul WG SYULMIICIE, ISV UUIUVINHE Uadidalht Ul Upagh ulay uvwlul.

3.3.5 Facility HEMP shield. The facility HEMP shield is the continuous metallic housing
that substantially reduces the coupling of HEMP electric and magnetic fields into the
protected volume. The facility HEMP shield is part of the electromagnetic barrier.

3.3.6 HEMP acceptance test. An acceptance test of a system, subsystem, or component
is performed to ensure that specified performance characteristics have been met. HEMP
acceptance tests, conducied near the conciusion of a hardening construciion or.insialiation
contract, are tests for the purpose of demonstrating that at least minimum performance
requirements of the HEMP protection subsystem have been achieved before the subsystem
will be accepted by the Government from the contractor.

3.3.7 HEMP hardness. HEMP hardness is the ability of the facility to withstand expo-
sure to a HEMP environment without mission-aborting damage or upset. Shielding effec-
tiveness and performance of point-of-entry treatments and special protective measures are
factors in determining HEMP hardness.

3.3.8 HEMP hardness critical item. A hardness critical item is an item at any assembly
level having performance requirements for the purpose of providing protection from an
explosion or natural disaster. Nuclear hardness critical items provide protection from
environments produced by a nuclear event or are specially designed to operate under
nuclear stresses. HEMP hardness critical items are the elements of the HEMP protection
subsystem.

3.3.9 HEMP hardness critical process. A HEMP hardness critical process is a process,
specification, or procedure which must be followed exactly to ensure that the associated
hardness critical item attains its required performance.
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3.3.10 HEMP hardness maintenance and hardness surveillance. HEMP hardness main-
tenance and hardness surveillance are the combined preventive maintenance, inspection,
test, and repair activities accomplished on a HEMP-protected operational facility to ensure
that HEMP hardness is retained throughout the system life cycle.

3.3.11 HEMP protection subsystem. @ The HEMP protection subsystem includes the
electromagnetic barrier and al} special protective measures installed for the purpose of

harﬂnn:ng the mission-egsential pqulpmppf against the HEMP environment.

AU e IR0V VAt ALadl

3.3.12 Low-risk HEMP hardening. Low-risk HEMP hardening is a hardening technique
that features a high-quality electromagnetic barrier with minimized and protected points-
of-entry. Virtually all mission-essential communications-electronics and support equipment
are placed in the protected volume enclosed by the barrier and operate in a relatively
benign electromagnetic environment, isolated from the external HEMP stresses. The low-

risk approach results in a well-defined HEMP protection subsystem configuration with
inherent festability.

3.3.13 Mission-essential equipment (MEE).  Mission-essential equipment includes all
communications-electronics and support equipment required to perform specified missions.
In the context of this standard, MEE refers to equipment required to perform missions
specified to be hardened against the HEMP environment.

3.3.14 Penetrating conductor. Any electrical wire or cable or other conductive object,

such as a metallic rnr‘ which passes H'\rn"crh the p]nrh‘nmnnnﬁhr‘ barrier is a npnpfrahna

ruvimiiits 4 Na iiL-ViLuiiin

conductor. Penetratmg conductors are also called conductwe points-of-entry.

3.3.15 Penetration entry area. The penetration entry area is that area of the electro-
magnetic barrier where long penetrating conductors (such as an electrical power feeder)
and piping points-of-entry are to be concentrated.

3.3.16 Point-of-entry (POE). A point-of-entry is a location on the electromagnetic bar-

rier where the shield is penetrated and HEMP energy may enter the protected volume un-

less an adequate POE protective device is provided. POEs are classified as aperture POEs
or penetrating conductors according to the type of penetration. They are also classified
as architectural, mechanical, structural, or electrical POEs according to the architectural-
engineering discipline in which they are usually encountered.

3.3.17 POE protective device or POE treatment. A POE protective device or treatment
is the protective measure used to prevent or limit HEMP energy from entering the protected

volume at a POE. Common POE protective devices include waveguides-below-cutoff and
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closure plates for aperture POEs, and filters and electrical surge arresters on penetrating
conductors.

3.3.18 Protected volume. The protected volume is the three-dimensional space enclosed
by the electromagnetic barrier, except for those spaces which are also within special pro-
tective volumes.

3.3.19 Pulsed current inipr_ﬁnn (PC“ Pulsed current inim-hnn is a test method for

measuring performance of a POE protective device on a penetrating conductor. A HEMP
threat-relatable transient is mjected on the penetrating conductor at a point outside the
electromagnetic barrier and the residual internal transient stress is measured inside the
barrier.

3.3.20 Residual internal stress. Residual internal stresses are the electromagnetic fields,
voltages, currents, or charges which originate from the HEMP environment and penetrate
into the nrntprtpd volume after attenuation hv elsmenta aof the plwtrnmagnnhr harrier.

TR AN A S WE WALL Trllets WA W

3.3.21 Retrofit HEMP hardening. A retrofit action is an action taken to modify in-
service equipment. Retrofit HEMP hardening is the installation or substantial upgrade of
the HEMP protection subsystem for an existing facility or equipment.

3.3.22 Shielded enclosure leak detection system (SELDS). Any of a class of commer-
cially available instruments designed for checking shielding effectiveness in the magnetic

ﬁﬂld tpqt rpqlmp IQ rn"nt] a QF‘I nQ Mmf nf fl'\mn |ns'lrnman'le nnarafn at Ano

MAr TTIATEA
Wi Ui wmr gL ai ¢ne or more

discrete frequencnm, often of the order of 100 kHz.

3.3.23 Special protective measures. Special protective measures include all HEMP hard-
ening measures required in addition to implementation of the electromagnetic barrier.
Special protective measures are necessary for mission-essential equipment outside the bar-
rier, for mission-essential equipment which is within the protected volume and experiences
damage or upset during verification testing, and in cases requiring a special protective

vaolume

¥ weussaan e

3.3.24 Special protective volume. A special protective volume, enclosed within a special
protective barrier (see illustration in 5.1.8.3), is a region within the electromagnetic barrier
where electromagnetic stresses due to HEMP may exceed the residual internal stress limits
for the protected volume. The special protective barrier may be a separate shield with
protected penetrations; more commonly, shielded cables or conduits and equipment cab-
inets and closed piping systems are used to provide the nceded electromagnetic isolation

from the protected volume.
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3.3.25 Verification testing. Verification tests are conducted for demonstrating that the
installed HEMP protection subsystem provides the required HEMP hardness. They are

performed after the construction and acceptance testing are complete and after the equip-
ment is installed and Funrhnn'lnn to determine if the onerational svstem suffers mission-

AAACAAY saniyuilas s eiiie iuaiileuatoiaaian, Sal ui.s sesaaat, aa Ralks s SI0ALAL Sy oLl aldlltkds A2

aborting damage or upset due to sxmulated HEMP excitations. Verification is normally a
Government-conducted test, and is not part of a facility construction contract.

3.3.26 Vulnerability threshold. The vulnerability threshold of an equipment is the mini-
mum stress level which causes the equipment to suffer definite degradation. In the context
of this standard, the vulnerability threshold is the minimum electromagnetic stress which
causes mission-aborting damage or upset.

3.3.27 Waveguide-below-cutoff. A waveguide-below-cutoff is a metallic waveguide whose
primary purpose is to attenuate electromagnetic waves at frequencies below the cutoff fre-
quency (rather than propagating waves at frequencies above cutoff}. The cutoff frequency
is determined by the transverse dimensions and geometry of the waveguide and properties
of the dielectric material in the waveguide.

3.3.28 Waveguide-below-cutoff array. A waveguide-below-cutoff array is an assembly
of parallel wnvncnnr‘pq-hplnw-rufnff with adjacent cells usually Qharma common cell walls

oo sl “hs SFRT L LR F Y svas AL JOSSA2AU LTlie RS L0iig weais LS AR TROLTS) S el )

(see illustration in 5.1.5.2). A waveguide-below-cutoff array is used when the area of the
shield aperture required to obtain adequate fluid flow within pressure drop limitations is
larger than the permissible area of a single waveguide-below-cutoff.
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4. GENERAL REQUIREMENTS

4.1 General.

4.1.1 HEMP protection overview. The need exists for uniform and effective hardening,
verification, hardness maintenance, and hardness surveillance of fixed and transportable

ground-based C*I facilities, which require network interoperability during and after ex-

posure to HEMP environments. In critical time-urgent applications where some momen-
tary upsets, as well as damage, are mission-aborting, the hardening requirements include
stringent shielding, POE protection, and special protective measures. Because normal
operational experience may not indicate the condition of the HEMP protection subsys-
tem, thorough verification testing, hardness maintenance, and hardness surveillance after
deployment are necessary. For additional information, refer to supporting handbook MIL-
HDBK-423.

4.1.2 Integration with related requirements. Elements of the HEMP protection subsys-
tem can serve multiple purposes. For example, the electromagnetic barrier can also be
used to meet emanations security requirements. HEMP hardening measures should be
integrated with those of electromagnetic disciplines, such as electromagnetic interference,
electromagnetic compatibility, lightning protection, and TEMPEST, and with treatments
for other hardening requirements.

4.2 Hardness program management. Hardness program management? for fixed and
transportable ground-based facilities being HEMP hardened in accordance with require-
ments of this standard shall implement the policy and procedures of Department of Defense
Directive 4245.4. Design and engineering, fabrication, installation, and testing activities
shall be managed to accomplish the following objectives:

a. To provide a HEMP-protected facility design based upon verifiable performance spec-
ifications

b. To verify hardness levels through a cost-effective program of testing and analysis

c. During the acquisition process, to develop a maintenance and surveillance program
which supports the operational phase of life-cycle HEMP hardness

HEMP planning, analysis, design, test procedures, and test reporting documentation, and re-
quirements for hardness maintenance and hardness surveillance program development and execution
are described in MIL-HDBK-423.
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4.3 HEMP hardening design. Facility protection against the HEMP threat environment
specified in DoD-STD-2169 shall be achieved with an electromagnetic barrier and with ad-
ditional special protective measures as required. The electromagnetic barrier shall consist
of the facility HEMP shield and protective devices for all POEs. Special protective mea-
sures shall be implemented for hardening mission-essential equipment which must be placed
outside the barrier and for other special cases to be defined. Reliability (MIL-STD-785),
maintainability (MIL-STD-470), safety and human engineering (MIL-STD-1472), testabil-
ity (MIL-STD-2165), and corrosion control (MIL-HDBK-729) shall be incorporated into
the HEMP protection subsystem design.

4.3.1 Facility shield. The facility HEMP shield shall be a continuously welded or brazed

metallic enclosure which m

dard (see 5.1.3.1).

ts or exceeds shielding effectiveness requirements of this stan-

meels Or £Xce LE 24 g ie sl LRIl s - 2 Sullas

4.3.2 Points-of-entry. The number of shield POEs shall be limited to the minimum
required for operational, life-safety, and habitability purposes. Each POE shall be HEMP
protected with POE protective devices which satisfy performance requirements of this
standard (see 5.1.4 through 5.1.7).

4.3.3 Mission-essential equipment. All equipment required to perform trans- and post-

----- e prassiaadya L I an ) shicdd

attack missions shall be designated as mission-essential equipment. MEE includes such
items as communications-electronic equipment, data processing subsystems, command and
control equipment, local portions of hardened interconnects,® and critical support subsys-
tems such as power generation, power distribution, and environmental control.

4.3.3.1 Mission-essential equipment within the electromagnetic barrier. All MEE which
will operate satisfactorily and compatibly within the facility HEMP shield shall be installed

iHQ;f‘A *hﬂ ﬂleT‘nmnﬂ’“ﬂf;I‘ }\ﬂrf;ﬂ" Nn nF‘Mp_'IInIﬂI‘ID 'I“\B rnrmnnrn l‘“\a"nl‘"ﬂ?lﬂ"’lf‘ﬂ ZIFA Fﬂ_
BALYANANS Wil WALV VA VAL RAIUUIL i S 2 AR Peiia el Aad Ui%nd AW
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quired in design and selection of mission-essential equipment which will be housed within
the barrier.

4.3.3.2 Mission-essential equipment outside the electromagnetic barrier. MEE, such as
a radio antenna or evaporative heat exchanger, which must be placed outside the electro-
magnetic barrier, shall be provided with special protective measures (see 5.1.8) as required
to ensure HEMP hardness in the HEMP threat environment.

3 Although they are not included within the scope of this document, HEMP-hardened intercon-
nects and survivable long-haul communication circuits to other hardened facilities in the network
must be provided as required for mission accomplishment.

10
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4.3.3.3 HEMP-hardened electrical power. The facility shall be provided with HEMP-
hardened electrical power generation and distribution capability sufficient to perform trans-
and post-attack missions, without reliance upon commercial electrical power sources.

4.3.4 Special protective measures. Special protective measures shall be implemented in
special cases where HEMP hardness cannot be achieved with the electromagnetic barrier
alone. Additional shielding, transient suppression/attenuation devices, and equipment-

hall be provided as required to achieve HEMP hardness. The three

¥ ARG ¥ AARJAVAA Al WALE
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categories of cases requiring special protective measures are as follows:

a. MEE which must be located outside the electromagnetic barrier and, therefore, is not
protected by the barrier {see 5.1.8.1)

b. MEE which is enclosed within the electromagnetic barrier and experiences mission-
aborting damage or upset during verification testing, even though the barrier elements
satisfy all performance requirements (see 5.1.8.2)

¢. Special protective volumes and barriers to provide supplementary isolation, when
POE protective devices cannot satisfy the barrier requirements without interfering
with facility operation (see 5.1.8.3)

4.4 HEMP testing. The HEMP testing program shall demonstrate that hardness per-
formance requirements have been satisfied and that the required HEMP hardness has been
achieved. This program shall include quality assurance testing during facility construction
and equipment installation, acceptance testing for the electromagnetic barrier and special
protective measures, and verification testing of the completed and operational facility.

4.4.1 Quality assurance program. A quality assurance program in accordance with FED-
STD-368 and MIL-Q-9858 shall be implemented during facility construction and instal-
lation to demonstrate that the HEMP protection subsystem materials and components
comply with performance requirements of this standard. The quality assurance test pro-
cedures and results shall be documented for use as baseline configuration and performance
data for the hardness maintenance and surveillance program.

4.4.2 Acceptance testing. Acceptance of the HEMP protection subsystem shall be based
upon successful demonstrations of compliance with hardness performance requirements of
this standard. HEMP acceptance tests of the electromagnetic barrier and special protective
measures shall be conducted after all related construction work has been completed. Ac-
ceptance test procedures and results shall be documented for use as baseline configuration
and performance data.

11
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4.4,3 Verification testing. After completion of the HEMP protection subsystem and
installation and operational checks of the facility equipment, HEMP hardness of the facility
shall be verified through a program of tests and supporting analysis. The verification
program shall provide a definitive statement on the HEMP hardness of critical, time-
urgent mission functions at the facility under test. Verification test procedures and results
shall be documented for use as baseline configuration and performance data.

12
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5. DETAILED REQUIREMENTS

5.1 Fixed facilities.

5.1.1 HEMP protection subsystem topology.

5.1.1.1 Electromagnetic barrier topology. The electromagnetic barrier, consisting of the
facility HEMP shield and POE protective devices, shall be configured to accomplish the

following technical requirements:

a. To enclose all mission-essential equipment except those equipments such as radio
antennas, evaporative heat exchangers, or external security sensors, which will not
function properly if placed within the protected volume

b. To minimize the number of POEs
¢. To avoid requirements for special protective measures internal to the barrier
d. To facilitate HEMP acceptance and verification testing

e. To minimize requirements for scheduled hardness maintenance

5.1.1.2 Penetration entry area. As a design objective, there should be a single penetra-
tion entry area on the electromagnetic barrier for all piping and electrical POEs except
those connected to external conductors less than 10 m (32.8 ft) in length. The penetration
entry area shall be located as far from normal and emergency personne! and equipment
accesses and ventilation POEs as is permitted by the facility floor plan.

5.1.2 Facility grounding.

5.1.2.1 Equipotential ground plane. Fixed ground-based C*I facilities shall be grounded
using the equipotential ground plane method in accordance with MIL-STD-188-124 and
guidance in MIL-HDBK-419. The facility HEMP shield shall form a major portion of the
equipotential ground plane.

5.1.2.2 Grounding to the facility HEMP shield. Grounds for equipment and structures
enclosed within the protected volume shall be electrically bonded to the inside surface of the
shield by the shortest practical paths, including via the raised floor structure. Grounds for
equipment and structures outside the electroma.gnetic barrier shall be electrically bonded
to the outside surface of the shield or to the earth electrode subsystem. Ground cables

13
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used to connect the facility shield {equipotential ground plane) to the earth electrode
subsystem shall be electrically bonded to the outside surface of the shield, and at least one
such ground cable shall be located at the penetration entry area. All grounding connections
to the facility HEMP shield shall be made in a manner which does not create POEs.

5.1.3 Facility HEMP shield.

5.1.3.1 Shielding effectiveness. The facility HEMP shield, with all POE protective de-
vices installed, shall provide at least the minimum shielding effectiveness shown in figure 1.

5.1.3.2 Shield construction. The facility HEMP shield, exclusive of its POEs, shall be
a continuous steel or copper enclosure, closed on all wall, ceiling, and floor surfaces. All
seams and joints between adjacent panels shall be continuously welded (for steel shields)
or continuously brazed (for copper shields). Welding and brazing shall be performed using
procedures and personnel qualified in accordance with MIL-STD-248.

5.1.3.3 Shield monitoring capability. A built-in test capability to at least qualitatively
monitor for electromagnetic shield leakage shall be provided (see 5.1.11).

5.1.3.4 Shield construction quality assurance.

5.1.3.4.1 In-progress inspection of welded and brazed seams. In-progress inspection of
welded and brazed seams and joints shall proceed continuously in parallel with the shield
fabrication and assembly activity. The quality of all shield seams and joints, including
those used for installation of POE protective devices, shall be monitored with visual and
magnetic particle inspection, SELDS measurements, or dye penetrant testing.

5.1.3.4.2 Shielding effectiveness survey. After the shield is closed but before intertor
equipments and finishes are installed, a shielding effectiveness survey shall be performed.
SELDS testing and plane wave shielding effectiveness tests shall be employed. Shield
defects found during the survey must be corrected, retested, and shown to provide the
required performance before the interior equipment and finishes are installed.

5.1.3.5 Shield acceptance testing. After completion of the shield and after installation
of the POE protective devices, internal equipments, and finish work provided under the
construction contract, the shield acceptance test shall be conducted to determine if the
facility shield performs in accordance with minimum requirements of figure 1. The test
shall be conducted with POEs and their protective devices in a normal operating configura-

tion, using shielding effectiveness test procedures of appendix A. All defects found during
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the acceptance testing shall be corrected, retested, and shown to provide the required
performance before the installation of communications-electronics equipment.

5.1.3.5.1 Facility shield

is breached and repaired afte
shall be repeated.

If POEsg are added or the faci

1IMANg
ANSARLT = CBE i W W

ac
ceptance, shield acceptance testing in the affected area
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ility HEMP shield

8

5.1.4 Architectural points-of-entry.

5.1.4.1 HEMP protection for architectural POEs. HEMP protection for architectural

POEs, including personnel entryways and exits and equipment accesses through the facility

hial
shield, shall be provided with electromagnetic closure, waveguide-below-cutoff techniques,

or combinations of closure and waveguides-below-cutoff.

5.1.4.1.1 Quality assurance for architectural POE protective devices. All welded or
brazed seams and joints required for installation of architectural POE protective devices
shall be monitored under the program of in-progress inspection of welded and brazed
seams (see 5.1.3.4.1). Shielded doors and other closure or access covers shall be subjected
to electromagnetic and mechanical quality assurance tests to demonstrate acceptable per-

f.
IOTIIalce.

5.1.4.1.2 Acceptance testing for architectural POE protective devices. Acceptance test-
ing for architectural POE protective devices shall be conducted using shielding effectiveness
test procedures of appendix A.

5.1.4.2 Personnel entryways and exits. HEMP protection for all normal and emergency
personnel entryways and exits shall be provided with a two-door shielded waveguide-below-
cutoff entryway or with a two-door shielded vestibule (figure 2). As design objectives, the

number of personnel entryways and exits should be constrained to the minimum require-
ments of NFPA 101 and the main personnel entryway should be a waveguide-below-cutoff.

5.1.4.2.1 Waveguide entryway dimensions. When a waveguide-below-cutoff entryway is
used, height and width of the waveguide shall each not exceed 2.44 m (8 ft), and the length
of the waveguide along its shortest path shall be at least five times the diagonal dimension
of the crosssection. As a design objective, no electrical wiring, piping, or other conductors

P, g | [ ] Al 11 H iri
should run longitudinally inside the waveguide entryway. Where electrical wiring cannot

be eliminated from the entryway, it shall be run in metal conduit. All conduits and
other groundable conductors such as pipes or handrails in the waveguide entryway shall
be electrically bonded to the entryway shield at intervals not exceeding 1 m (3.3 ft).
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a. Waveguide entryway.

FACILITY HEMP

CONDUCTING SHIELD
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SHIELDED DOORS

WEATHER ENCLOSURE
(FOR OUTSIDE DOORS)

b. Vestibule entryway.

FIGURE 2. Typical waveguide and vestibule entryways.
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5.1.4.2.2 Entryway shield. The entryway shield shall comply with the same require-
ments applicable to the facility HEMP shield (see 5.1.3). All entryway POEs, either into
the facility protected volume or to the outside, shall comply with the same requirements
applicable to other POEs through the electromagnetic barrier (see 5.1.5 through 5.1.7).

5.1.4.2.3 Entryway shield doors. Entryway shield door frames shall be welded or brazed
into the entryway shield. When installed, vestibule shield doors shall provide at least the

minimum fFoc eag shaw o Wavesui - oo n id
mPTAIrt f=1
inimum shielding effectiveness shown in figure 1. Waveguide entryway doors shall provide

at least the minimum electric and plane wave shielding effectiveness shown in figure 1, but
are not required to satisfy the magnetic shielding effectiveness criteria. A weather enclosure
with appropriate environmental controls shall be provided to protect exterior shield doors
from corrosion and exposure to blown dust and other natural elements.

5.1.4.2.4 Entryway interlocks and alarms. The entryway shield doors shall be provided
with interlocks to ensure that at least one of the shield doors remains closed except during

L tatl) A
emergency evacuations. The entryway shield doors shall be provided with an alarm to

indicate that the interlock has been overridden or that both shield doors are open.

5.1.4.3 Equipment accesses. A protected equipment access POE shall be provided only
when movement of the equipment through a personnel entryway is not practical. HEMP
protection for equipment accesses through the facility HEMP shield shall be provided with
electromagnetic closure. The metal access cover shall be continuously seam welded in place,
if anticipated usage is less than once per 3 years, and shall be radio frequency gasketed

™ iem H L nt 1 vha tad
and secured by a closure mechanism which ensures a proper gasket seal, when expected

usage is more frequent. When closed, the equipment access covers shall provide at least the
minimum shielding effectiveness shown in figure 1. A weather enclosure shall be provided
to protect exterior gasketed access covers from corrosion and exposure to blown dust and
other natural elements.

5.1.5 Mechanical points-of-entry.

H H nratantine fazn smaabianioo 1
5.1.5.1 HEMP protection for mechanical POEs. HEMP protection for mechanical

POEs, including piping and ventilation penetrations through the facility HEMP shield,
shall be provided with waveguide-below-cutoff techniques. As a design objective, the num-
ber of piping POEs should be constrained to fewer than 20 and the number of ventilation
POEs should be constrained to fewer than 10.

5.1.5.1.1 Quality assurance for mechanical POE protective devices. All welded and
brazed seams and joints required for installation of mechanical POE protective devices,

18


http://www.abbottaerospace.com/technical-library

MIL-STD-188-125

including those for piping and ventilation penetrations, shall be monitored under the pro-
gram of in-progress inspection of welded and brazed seams and joints (see 5.1.3.4.1).

.
5.1.5.1.2 Acceptance testing for mechanical POE protective devices.  Acceptance test-

ing for mechanical POE protective devices, including those for piping and ventilation pen-
etrations, shall be conducted using shielding effectiveness test procedures of appendix A.

5.1.5.2 Metallic piping POEs. Metallic piping shall penetrate the facility HEMP shield
as a pipe section which is configured as a single waveguide-below-cutoff or a waveguide-
below-cutoff array (figure 3). Dielectric hoses or pipes shall be converted to metal piping
before penetrating the shield. The presence of the protected piping POE shall not degrade

cl’nn't‘cna A“y ivsnoco nf f}‘\ﬁ fnf:ldu anp ﬂ"llﬁlfl hn‘mu f“\ mi 1m roanirasmanto sf

AMiiEvsand 2Bl Trdblded WA Wil diMwiALIW Ull\— llllllllllulli AR AL AL

figure 1.

5.1.5.2.1 Metallic piping waveguide dimensions. The inside diameter of a single wave-
guide-below-cutoff and each of the transverse cell dimensions in a waveguide-below-cutoff
array shall not exceed 10 cm (4 in), except where a special protective volume will be
established (see 5.1.8.3.1). The length of the waveguide section shall be at least five times
the inside diameter of a single waveguide-below-cutoff or at least five times the transverse

cell dinagonal dimensian in a waveonide-helow.cutaff arrav
TR AE WS ALRELWASLES WA LEAL WAL AL 248 B Iv“‘\-o‘.l\.!" AN FY % AE VW AR _.“J.

5.1.5.2.2 Metallic piping waveguide construction. All joints and c¢ouplings in the wave-
guide section shall be circumferentially welded or brazed, and the waveguide-below-cutoff
shall be circumferentially welded or brazed to the facility HEMP shield at the POE. Cell
walls of a waveguide-below-cutoff array shall be metaliic, and there shali be continuous
electrical bonds at all intersections and between the cell walls and the waveguide wall.
No dielectric (gla.ss, plastic etc.) pipe lining shall be permitted in the waveguide section.

arnnal annd inta ahall La ad at tha Aa ~f tho

. - Y
Eﬂﬁluﬂl il lllt!:lllm plpll15 EHEH LUIIIIC\-I-I:U av uu: €lias O1 i wuvcguuu: M:t.uuu, no

HEMP-unique requirements apply to these couplings.

5.1.5.3 Ventilation POEs. Ventilation ducts shall penetrate the facility HEMP shield in
a section of metallic ducting which is configured as a waveguide-below-cutoff array panel
(figure 4). The presence of the protected ventilation POE shall not degrade shielding
effectiveness of the facility HEMP shield below the minimum requirements of figure 1.

e

Naveguide dimensions Each of the t | dimensions of the

.1 ‘"u.vcsuun: arr ﬂy unmt.'.lwluuu Lacn oi
wavegmde—below-cutoﬁ array shall not exceed 10 ¢m (4 i
shall be at least five times the transverse cell diagonal dlmensmn

f&ﬁﬁ'v't‘:ﬁ"

[
e length of the waveguide

19


http://www.abbottaerospace.com/technical-library

MIL-STD-188-125

FACILITY HEMP
SHIELD

I

METALLIC PIPING
WAVEGUIDE

d< 10 cm
L>5xd

- " CONTINUOUS
d t/ CIRCUMFERENTIAL
WELD

_

a. Single waveguide-below-cutoff.
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b. Waveguide-below-cutoff array.

FIGURE 3. Typical waveguide-below-cutofl piping POE protective devices.

20


http://www.abbottaerospace.com/technical-library

MIL-STD-188-125

( CONTINUOUS )
CIRCUMFERENTIAL
WELDS

FACILITY HEMP

SHIELD
/

L
a<10cm b "/
b<10em \‘ J

L>5 \/ai + b2

FIGURE 4. Typical waveguide-below-cutoff array ventilation POE protective device.

5.1.5.3.2 Waveguide array construction. The waveguide-below-cutoff array panel frame
shall be circumferentially welded or brazed to the facility HEMP shield at the POE. Cell

walls ghall he metallic and there shall be continuous electrical bonds at all intersections

fRamd So A iRl Amas s APASLEES R WWAANEARRAW A, WEAWWUA IWAEE WAL WA eV WA P W R

and between the cell walls and the duct wall. No conductors shall be permitted to pass
through the waveguide.

5.1.6 Structural points-of-entry.

5.1.6.1 HEMP protection for structural POEs. HEMP protection for structural POEs,
in¢luding beams, columns, and other metallic structural elements which must penetrate

dhon aloacd o maee o d | . P g, = zzraldo Yo nd o

Ml clt:t.uumugur.ul. UHII'IU, Buﬂll UB PIUVIU!:U Wlbll LUIII-IIIUUUHI] weiaeda or urd.{,eu bdills

and joints between the penetrating element and the facility shield. As a design objective,
the facility should be configured to minimize the number of metallic structural elements
required to penetrate the barrier. Nonmetallic structural elements shall not penetrate the
electromagnetic barrier.

5.1.6.2 Quality assurance for structural POE protective treatments.  All welded and
brazed seams and joints required for structural POE treatments shall be monitored under

- e M 4 o=

the program of m-progrm lnspecuon of welded and brazed seams (see o.1.3.4. 1}
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5.1.6.3 Acceptance testing for structural POE protective treatments. Acceptance test-
ing for structural POE protective treatments shall be conducted using shielding effective-
ness test procedures of appendix A.

5.1.7 Electrical points-of-entry.

5.1.7.1 HEMP protection for electrical POEs. HEMP protection for electrical POEs,
including all power, communications and control penetrating conductors whether shielded
or unshielded, shall be provided with transient suppression/attenuation devices (except
under conditions identified in 5.1.7.9).

A trancisnt sunnressinn /atten-

. .
1 POE nratacrtiva doviea ran
1 A LA A" “-l‘-lu N A AL ALWLD - Ah UL WRELWAWIEY Uurrl quv.A e AL

o ylvuuuulv‘. A Ly g

uation device shall consist of an electrical surge arrester and additional linear and nonlmea.r
elements as required. The varistor voltage at 1 mA direct current d.c. (for a metal oxide
varistor) or the d.c. breakdown voltage (for a spark gap) shall be 150 to 250 percent of the
peak operating voltage on the line. The protective device shall limit the residual internal
transient stress to a maximum prescribed for each class of electrical POE, when prescribed
pulses are injected at its external terminal (see table I). Additionally, the protective de-
vice shall be rated to withstand at least 2000 short pulses at the prescribed peak injection

+ th m rfarm
current without damage or performance degradation, as defined in test procedures of ap-

pendix B.

5.1.7.1.2 Electrical POE protective device installation. Electrical POE protective de-
vices shall be installed in the configuration shown in figure 5. The external and inter-
nal conduits and compartment covers do not have shielding requirements as part of the
electromagnetic barrier, but shielding may be necessary as a special protective measure
(see 5.1.8) or to satisfy other electromagnetic requirements. The presence of the protected
Alacteicaa] DAOAN chall nnnt dasrnda chinlding affeortivansca of tha farsilitey ARMP chinld halawr

EleCiTiCal r vy 8lidil TiovL Ucpiauc Blllclulllﬁ ENeCLiVeIidss O1 IJIIC I.G-\—l.l.lu: nravir 8iiieiiG GEIOW

minimum requirements of figure 1.

5.1.7.2 Quality assurance for electrical POE protective devices. All welded and brazed
seams and joints required for installation of electrical POE protective devices shall be
monitored under the program of in-progress inspection of welded and brazed seams (see
5.1.3.4.1). Transient suppression/attenuation devices shall be subjected to electrical and
mechanical quality assurance tests to demonstrate acceptable performance.

5.1.7.3 Acceptance testing for electrical POE protective devices. Acceptance testing for
electrical POE protective devices shall be conducted using the pulsed current injection test
procedures of appendix B.
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5.1.7.4 Commercial electrical power feeder POEs. A transient suppression/attenuation
device shall be provided on each penetrating conductor of a commercial electrical power
feeder POE. The section of the commercial power feeder immediately cutside the elec-
tromagnetic barrier shall be buried for a length of at least 15.2 m (50 ft). As a design
objective, a maximum of two commercial electrical power feeders should penetrate the
facility HEMP shield.

tas de + A ADNN 1 th
7.4.1 Commercial POWET POE protect tive device fequifemEIibS A 4000 A puise with

10 ns risetime and 500 ns full width at half maximum amplitude (FWHM), occurring on
a penetrating conductor at the POE protective device external terminal, shall produce a
residual internal transient stress no greater than 10 A and shall not cause device damage
or performance degradation.® A pulse of 500 A with 1 us risetime and 5 ms FWHM and a
pulse of 200 A with 0.5 s risetime and 100 s FWHM, at the POE protective device external
terminal, shall not cause device damage or performance degradation.! If a POE protective
device cannot be designed to satisfy the residual internal transient stress limits without

onal hich it ad to tantd 11
mterfermg with Gperatlonal Siauals which it is feqtiu €G o pass, a apct..uu ProtecCuive vouume

shall be established (see 5.1.8.3.2). As a design objective, each commercial power feeder
should be provided with a device to disconnect the incoming lines automatically if a HEMP
event occurs or manually for alert conditions.

5.1.7.5 Other electrical power feeder POEs. A transient suppression/attenuation device
shall be provided on each penetrating conductor of electrical power feeder POEs which
supply internal power to equipment outside the electromagnetic barrier. As a design

1iad v +a MR staida tha alacte 3
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barrier. Nonessential equipment outside the barrier should be powered from an external
source.

5.1.7.5.1 Electrical power POE protective device requirements. A 4000 A pulse with
10 ns risetime and 500 ns FWHM, occurring on a penetrating conductor at the POE
protective device external terminal, shall produce a residual internal transient stress no
greater than 10 A and shall not cause device damage or performance degradation.* If a

aratective davice canna ho dacignad anticf o eantidiial Todoao b Lo e cnce
POE protective device cannot be designed to satisfy the residual internal transient siress

limits without interfering with operational signals which it is required to pass, a special
protective volume shall be established (see 5.1.8.3.2).

*Common mode pulse withstanding requirements, waveform details of the injected pulses, addi-
tional constraints on the residual internal transient stress, and circuit test configuration information
are contained in PCI test procedures of appendix B.
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5.1.7.6 Audio and data line POEs.

-

5.1.7.6.1 Standard audio and data lines.  All standard voice and data lines, whether
shielded or unshielded, shall be converted to fiber optics outside the electromagnetic barrier
and shall penetrate the facility HEMP shield on all-dielectric fiber optic cables. Electro-
optic equipment outside the electromagnetic barrier shall be protected using special pro-

tective measures (see 5.1.8.1), if the associated audio or data line is mission essential. The
ﬁhe‘_l' ﬂﬂtll‘ rnhlp POE ghall ha nrnfnﬂtpﬂ with a mﬂuom"fln_‘\almu._r“toﬂl nratartiva da nce‘
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5.1.7.6.1.1 Fiber optic waveguide dimensions. The inside diameter of a fiber optic wave-
guide-below-cutoff shall not exceed 10 ¢m (4 in). The length of the waveguide shall be at
least five times the inside diameter of the waveguide-below-cutoff.

5.1.7.6.1.2 Fiber optic waveguide construction. All joints and couplings in the wave-

guide shall be circumferentially welded or brazed, and the waveguide-below-cutoff shall be
rlrrnmfnfpntm"v welded or brazed to the fm-cl.iu HEMP ghield at the POE. Na conductors

or conducting ﬂmds shall be permitted to pass through the waveguide; the waveguide shall
be filled or its ends shall be capped to prevent inadvertent insertion of conductors.

5.1.7.6.2 Nonstandard audio and data lines. A transient suppression/attenuation device
shall be provided on each penetrating conductor of shielded or unshielded nonstandard
audio or data lines which cannot be practically converted to fiber optics. As a design

objective, a maximum of 20 such nonstandard audio or data lines should penetrate the
facilitvy HEMP shield

AiswrasS ) SLAFATAL WAMAwANAs

5.1.7.6.2.1 Nonstandard audio and data POE protective device requirements. An

8000/v/N A or 500 A pulse with 10 ns risetime and 500 ns FWHM (where N is the
number of penetrating conductors in the audio or data cable and the larger amplitude
is chosen), occurring on a penetrating conductor at the POE protective device external
terminal, shall produce a residual internal transient stress no greater than 0.1 A and shall
not cause device damage or performance degradation 4 A pulse of 500 A with 1 us risetime
and 5 ms FWHM and a pulse of 200 A with 0.5 s risetime and 100 s FWHM, at the
POE protective device external terminal, shall not cause device damage or performance
degradation.! If a POE protective device cannot be designed to satisfy the residual internal
transient stress limits without interfering with operational signals it is required to pass, a

special protective volume shall be established (see 5.1.8.3.2).

5.1.7.7 Electrical control and signal line POEs. A transient suppression/attenuation de-
vice shall be provided on each penetrating conductor of electrical contro) and signal lines,

= L1

whether shielded or unshielded. As a design objective, the number of control and signal
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lines penetrating the facility HEMP shield should be minimized by use of alternate control
techniques.

5.1.7.7.1 POE protective device requirements for control and signal lines operating at
voltages less than 90 V. An 8000/vN A or 500 A pulse with 10 ns risetime and 500 ns

FWHM (where N is the number of penetrating conductors in the control or signal cable
and the larger amplitude is chosen), occurring on a penetrating conductor at the POE
protective device external terminal, shall produce a residual internal transient stress no
greater than 0.1 A and shall not cause device damage or performance degradation.! If a
POE protective device cannot be designed to satisfy the residual internal transient stress
limits without interfering with operational signals it is required to pass, a special protective '
volume shall be established (see 5.1.8.3.2).

5.1.7.7.2 POE protective device requirements for control and signal lines operating at
90 V and higher. An 8000/ V/N A or 500 A pulse with 10 ns risetime and 500 ns FWHM
(where N is the number of penetrating conductors in the control or signal cable and the
larger amplitude is chosen), occurring on a penetrating conductor at the POE protective
device external terminal, shall produce a residual internal transient stress no greater than
1 A and shall not cause device damage or performance degradation.! If a POE protective
device cannot be designed io satisfy the residual internal transient stress limits without
interfering with operational signals it is required to pass, a special protective volume shall
be established (see 5.1.8.3.2).

5.1.7.8 Radio frequency antenna line POEs. A transient suppression/attenuation device
shall be provided on signal-carrying conductors of all penetrating radio frequency antenna
lines. The antenna cable shields shall be circumferentially bonded to the facility HEMP
shield at the POE.

5.1.7.8.1 Antenna line POE protective device requirements.

5.1.7.8.1.1 Signal conductor injection for receive-only antennas. A pulse of the prescribed
waveform and amplitude, occurring on the signal-carrying conductor at the external ter-
minal of a receive-only antenna line POE protective device, shall produce residual internal
transient stresses no greater than 0.1 A on the signal-carrying conductor and shield and
shall not cause device damage or performance degradation. The pulse waveform and
amplitude are determined by the lowest characteristic response frequency, f, which is
600/L MHz (where L is the largest dimension of the associated antenna in meters). The
prescribed pulse is an 8000 A double exponential with 10 ns risetime and 500 ns FWHM,
where the lowest characteristic response frequency is less than 2 MHz.! The prescribed
pulse is a 2 MHz damped sinusoid with 2500 A peak current, where the lowest response
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frequency is 2 MHz to 30 MHz.* The prescribed pulse is a 30 MHz damped sinusoid with
900 A peak current, where the lowest response frequency is 30 MHz to 200 MHz, and a
200 MHz damped sinusoid with 250 A peak current, when the lowest response frequency
is greater than 200 MHz.! If a POE protective device cannot be designed to satisfy the
residual internal transient stress limits without interfering with operational signals it is
required to pass, a special protective volume shall be established (see 5.1.8.3.2).

5.1.7.8.1.2 Signal conductor injection for transmit antennas. A pulse of the prescribed

waveform and amplitude, occurring on the signal-carrying conductor at the external ter-
minal of a transmit-only or transceive antenna line POE protective device, shall produce
residual internal transient stresses no greater than 1 A on the signal-carrying conductor
and 0.1 A on the shield and shall not cause device damage or performance degradation.*
The pulse waveform and amplitude are determined by the lowest characteristic response
frequency, f, which is 600/L MHz {where L is the largest dimension of the associated
antenna in meters). The prescribed pulse is an 8000 A double exponential with 10 ns

risetime and 500 ns FWHM, where the lowest characteristic response frequency is less

than 2 MHz.! The prescribed pulse is a 2 MHz damped sinusoid with 2500 A peak cur-
rent, where the lowest response frequency is 2 MHz to 30 MHz.* The prescribed pulseis a
30 MHz damped sinusoid with 800 A peak current, where the lowest response frequency is
30 MHz to 200 MHz, and a 200 MHz damped sinusoid with 250 A peak current, when the
lowest response frequency is greater than 200 MHz.* If a POE protective device cannot
be designed to satisfy the residual internal transient stress limits without interfering with

operational signals it is required to pass, a special protective volume shall be established
{see 51.83.2)

AUST Fekoldedoir g,

5.1.7.8.1.3 Shield injection. A 1000 A pulse with 10 ns risetime and 500 ns FWHM,
occurring on the shield of a buried antenna cable at a point outside the electromagnetic
barrier, shall produce residual internal transient stresses no greater than 0.1 A on the
signal-carrying conductor and shield and shall not cause POE protective device damage
or performance degradation.® For a nonburied antenna cable, an 8000 A pulse with 10 ns
risetime and 500 ns FWHM on the shield at a point outside the barrier shall produce

racidiial intarnnl tennntont abeacons ma seantas thae N1 PR S S
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and shield and shall not cause POE protective device damage or performance degradation.*
An antenna cable is considered buried when less than 1 m (3.3 ft) of its total length is
not covered by earth or concrete fill and it terminates at a buried antenna. The cable is
considered nonburied if at least 1 m (3.3 ft) of its total length is not covered.
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5.1.7.9 Conduit shielding.

5.1.7.9.1 Buried control and signal line conduits. A control and signal cable run be-
tween two protected volumes may be HEMP-protected using a buried metal conduit, when
the length of the run is less than 25 m (82 ft). A cable containing one (or more) control
or signal lines or one {or more) power lines with maximum operating current below 1.0 A

is considered to be a control and signal cable. A conduit is considered buried when less

than 1 m (3.3 ft) of its total length is not covered by earth or concrete fill. Transient sup-

pression/attenuation devices are not required on the penetrating conductors under these
conditions.

5.1.7.9.2 Nonburied control and signal line conduits. A control and signal cable run be-
tween two protected volumes may be HEMP-protected using a nonburied metal conduit
when the length of the run is less than 3.1 m (10.2 ft). A conduit is considered nonburied
when 1 m (3.3 ft) or more of its total length is not covered by earth or concrete fill.

T nt fatta H S a na
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under these conditions.

5.1.7.9.3 Power line conduits. A cable run between two protected volumes and contain-
ing only power lines with operating currents above 10 A may be HEMP-protected using a
buried metal conduit, when the length of the run is less than 2500 m (8200 ft). A cable run
between two protected volumes and containing only power lines with operating currents
above 10 A may be HEMP-protected using a nonburied metal conduit, when the length

AF tha vian se lace th ‘:!1‘)“-.!1{\
of the run ig less than 312 025 ft). For a cable run of power lines with operating cur-

rents between 1.0 A and 10 A, the maxunum conduit length is 250 m (820 ft) for a buried
conduit and 31.2 m (102 ft) for a nonburied conduit. Transient suppression/attenuation
devices are not required on the penetrating conductors under these conditions.

5.1.7.9.4 Conduit requirements. HEMP protection conduits shall be rigid metal conduit,
circumferentially welded or brazed at all joints and couplings, and circumferentially welded
or brazed to the facility HEMP shields at POEs on both ends. Pull boxes in the conduit

ahall B 1dnaA h A atal la ne
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with welded, brazed, or radio frequency gasketed and bolted covers. A 1000 A pulse
on a buried control and signal line conduit and an 8000 A pulse on a nonburied control
and signal line conduit, with 10 ns risetime and 500 ns FWHM, shall produce a residual
internal transient stress no greater than 0.1 A on the wire bundle inside the conduit.* The
same pulses occurring on the outer surface of a power line conduit shall produce a residual
internal transient stress no greater than 10 A, when the operating current on the lowest
rated conductor in the wire bundle inside the conduit is above 10 A, and no greater than

1N A w;hne ¢hLo te hatsaran
1.0 A when the upclu.uulg, current is between 1.0 Aana 10 A
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5.1.8 Special protective measures. In special cases where HEMP hardness cannot be
achieved with the electromagnetic barrier alone (see 4.3.4), special protective measures
shall be implemented Special protective measures shall not be used as a substitute for an

P | . srhink nntioRan tha maelacecen o ntn Al thic ctandasd
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5.1.8.1 Mission-essential equipment outside the electromagnetic barrier. Special protec-
tive measures shall be implemented to HEMP harden mission-essential equipment which is
placed outside the electromagnetic barrier in accordance with provisions of this standard
(see 5.1.1.1). Special protective measures for MEE outside the barrier may include:

a. Cable, conduit, and local volume shielding
b. Linear and nonlinear transient suppressionfattenuation devices

c. Equipment-level hardening (reduced coupling cross-section, dielectric means of signal
and power transport, use of inherently robust components)

d. Remoting sensitive circuits to locations within the protected volume

e. Automatu: recychng features or operator intervention schemes, when the mission

f. Other hardening measures appropriate for the particular equipment to be protected

Performance requirements for the special protective measures shall ensure that HEMP-
induced peak time-domain current stresses at the equipment level are at least 20 dB less
than the vulnerability thresholds of the equipment.®

5.1.8.2 Mission-essential equipment inside the electromagnetic barrier. Special protec-
tive measures shall be |mp!ement.ed to HEMP harden mission-essential equipment which
is within the electromagnetic barrier, but experiences mission-aborting damage or upset
during verification testing. Special protective measures for MEE inside the barrier may
include cable, conduit, and volume shielding, transient suppression/attenuation devices,
equipment-level hardening, automatic recycling, operator intervention features, and other
hardening measures appropriate for the particular equipment to be protected. Perfor-
mance requirements for the special protective measures shall ensure that HEMP-induced
ast 20 dB less than the
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vulnerability thresholds of the equipment.®

5See MIL-HDBK-423 for methods to determine vulnerability thresholds and guidance in apply-
ing the 20 dB margin.
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5.1.8.3 Special protective volumes.

5.1.8.3.1 Special protective volumes for piping POEs When a piping POE waveguide-
below-cutoff must be larger than 10 cm {4 in) to provide adequate fluid flow and a
waveguide-below-cutoff array insert cannot be used, a special protective volume shall be
established inside the electromagnetic barrier (ﬁgure 6).

5.1.8.3.1.1 Special waveguide requirements. A waveguide-below-cutoff which must be
larger than 10 cm shall be of the minimum inside diameter consistent with its functional
requirements. The length of the waveguide section shall be at least five times the inside
diameter. All joints and couplings in the waveguide section shall be circumferentially
welded or brazed and the waveguide shall be circumferentially welded or brazed to the
facility HEMP shield at the POE. No dielectric lining shall be permitted in the waveguide
section.

5.1.8.3.1.2 Special protective barrier for piping POEs. A special protective barrier shall
completely enclose piping which is protected at its POE with a waveguide-below-cutoff
larger than 10 cm in inside diameter. The special protective barrier may be a separate
shield with protected penetrations or it may be implemented using the metal walls of
the piping system itself. Performance requirements for the special protective barrier shall
ensure that the total shielding effectiveness, measured through the primary electromagnetic
barrier and special protective barrier, satisfies at least the minimum requirements shown
in figure 1.

5.1.8.3.2 Special protective volumes for electrical POEs. When an electrical POE pro-
tective device cannot be designed to achieve the transient suppression/attenuation per-
formance prescribed for the class of electrical POE (see 5.1.7) without interfering with
operational signals it is required to pass, a special protective volume shall be established
inside the electromagnetic barrier (figure 6).

5.1.8.3.2.1 Special electrical POE protective device requirements.  An electrical POE
protective device which cannot achieve the prescribed transient suppression/attenuation
performance shall be designed to provide the maximum transient suppression/attenuation
consistent with its functional requirements. When the pulse prescribed for the class of
electrical POE occurs at the external terminal, the POE protective device shall perform
in accordance with its design and the device shall not be damaged or degraded.

5.1.8.3.2.2 Special protective barrier for electrical POEs. A special protective barrier
shall completely enclose wiring and equipment directly connected to an electrical POE
protective device which cannot achieve the transient suppression/attenuation performance
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required by 5.1.7. The special protective barrier may be a separate shield with protected
penetrations or it may be implemented using cable and conduit shields and equipment
cabinets. Performance requirements for the special protective barrier shall ensure the
following:

a. That the total shielding effectiveness, measured through the primary electromagnetic
barrier and special protective barrier, satisfies at least the minimum requirements of
f o N |
ngure 1.

b. That the total transient suppression/attenuation, measured through the primary elec-
tromagnetic barrier and special protective barrier, satisfies at least the minimum
requirements of 5.1.7.

5.1.8.3.2.3 Mission-essential equipment in a special protective volume. Special protec-
tive measures shall be implemented as necessary to harden mission-essential equipment in

Special protective measures for MEE in a special protective volume may include cable,
conduit, and volume shielding, transient suppression/attenuation devices, equipment-level
hardening, remoting sensitive circuits, automatic recycling, operator intervention features,
and other hardening measures appropriate for the particular equipment to be protected.
Performance requirements for the special protective measures shall ensure that HEMP-
induced peak time-domain current stresses at the equipment level are at least 20 dB less
than the vulnerability thresholds for the equipment.®

5.1.8.4 Quality assurance for special protective measures. Quality assurance tests shall
be conducted to ensure that special protective measures comply with performance require-
ments for the particular installation.

5.1.8.5 Acceptance testing for special protective measures.

5.1.8.5.1 Special protective measures for mission-essential equipment. Acceptance test-

accordance with 5.1.8.1, 5.1.8.2, and 5.1.8.3.2.3. HEMP hardness provided by these spe-
cial protective measures shall be demonstrated during the verification test program.

5.1.8.5.2 Special protective barriers. Acceptance testing for all special protective barri-
ers shall be conducted using shielding effectiveness test procedures of appendix A. Addi-
tionally, acceptance testing for all special protective barriers required because of an elec-
trical POE protective device shall include pulsed current injection in accordance with test
procedures of appendix B.
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5.1.9 Reliability and maintainability. @ The HEMP protection subsystem shall be de-
signed and constructed to be rugged, reliable, and maintainable. Reliability and main-
tainability program tasks and requirements shall be included in the facility acquisition
specifications to assure that reliability is considered in component selections, to reduce the
frequency, complexity, and costs of design-dictated maintenance, and to provide adequate
provisioning with spare hardness critical items and maintenance tools and supplies.

5.1.10 Safety and human engineering. Safety and human engineering criteria, principles,
and practices shall be appl:ed in the design, selection, and placement of HEMP protection
subsystem elements. Entryways shall be designed to accommodate expected traffic and
shield doors shall operate simply with operating forces within limits imposed by MIL-
STD-1472. Inspection covers shall be designed for safety and ease of removal and proper
reinstallation. Electrical POE protective devices shall provide fail-safe features, such as
capacitor discharge resistors, for protection of personnel during installation, operation,

maintenance, and repair.

5.1.11 Testability. The HEMP protection subsystem shall be designed and constructed
to accommodate quality assurance, acceptance, and verification testing and hardness main-
tenance and hardness surveillance. The facility shield shall be accessible for visual inspec-
tion at all POEs. Access for periodic shielding effectiveness measurements shall be provided
except on the floor shield of a bottom floor and on buried facilities. The built-in shield
monitoring capability shall consist of a permanently installed large loop or a permanently
installed shield injection point system, as described in MIL-HDBK-423, or other exciter
and sensor elements which will detect ﬂlﬂn!ﬁ_g_ﬂ_pf rhanapq in the e!e«;grgmaunet;c barrier

performance. Electrical POE protective devices shall be installed with accessible pulsed
current injection drive points and measurement points.

5.1.12 Corrosion control. Corrosion protection measures shall be implemented in the
design and construction of the HEMP protection subsystem. The facility shield and POE
protective devices shall be constructed with inherently corrosion-resistant materials or

metals shall be coated or metallurgically processed to resist corrosion. Pockets where

water or condensation can collect shall be avoided and a crawl space shall be provided

above the ceiling shield to allow inspection for roof leakage. Buried conduits or cables shall
be coated with asphalt compound, plastic sheaths, or equivalent corrosion protection, and
a means for detecting leakage shall be provided. Joints between dissimilar metals shall
be avoided and, where required, shall be provided with corrosion preventive measures.
Cathodic protection shall be provided, where required by environmental conditions.
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Hardness critical items and hardness critical processes shall be identified in the facility
drawings in accordance with DoD-STD-100, and installed hardness critical items shall be
distinctively marked. Facility design and installation changes shall be assessed for potential
HEMP hardness impacts prior to approval. The affected portions of the HEMP protection
subsystem shall be retested when configuration changes occur after acceptance testing.

5.1.14 Verification testing. After the HEMP protection system has been accepted and fa-
¢cility equipment is installed and operational, a verification test program shall be conducted.
As a minimum, verification testing shall include continuous wave (CW) immersion testing
of the electromagnetic barrier, PCI tests at electrical POEs, and additional site-specific
tests as needed to demonstrate effectiveness of special protective measures. All deficien-
cies identified by the verification test program shall be corrected, retested, and shown to

provide the required hardness.

5.1.14.1 CW immersion testing. CW immersion testing shall be performed in accor-
dance with procedures of appendix C. At frequencies where the measurement dynamic
range exceeds the attenuation required by figure 1, ratios of illuminating field strength to
the internal field measurements shall be equal to or greater than the minimum shielding
effectiveness requirement. Internal field measurements shall be below the instrumentation
noise or operating signal level in frequency bands where measurement dynamic range is
less than attenuation requirements of figure 1. Internal current measurements, when ex-
trapolated to threat using equations defined in appendix C, shall be less than 0.1 A. No

interference with mission-essential communications-electronics or support equipment shall

When approved by the sponsoring agency for the verification test, 2 thorough program
of shielding effectiveness measurements using procedures of appendix A and a thorough
SELDS survey in accordance with MIL-HDBK-423 guidance may be performed in lieu of
the CW immersion test.

5.1.14.2 Pulsed current injection verification testing. PCI verification testing shall be
performed in accordance with procedures of appendix B. Residual internal transient stress
measurements shall not exceed maximum limits for the applicable class of electrical POE.
POE protective devices shall not be damaged or degraded by the PCI excitations. No
time-urgent, mission-aborting damage or upsets of MEE shall occur.®

5.1.14.3 Verification for special protective measures. Site-specific procedures for verifi-
cation of special protective measures shall be developed based upon test approaches of

SThe determination whether an observed interruption or upset is mission-aborting is the respon-
sibility of the operational authority for the facility.
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5.1.14.3.1 and 5.1.14.3.2. The verification testing shall demonstrate that HEMP-induced
electromagnetic stresses resulting from facility exposure to the threat environment of DOD-
STD-2169 will not cause time-urgent, mission-aborting damage or upsets.®

5.1.14.3.1 Verification of special protective measures for mission-essential equipment.
Verification testing for MEE hardened with special protective measures shall generally
include coupling measurements and pulsed current injection procedures. The coupling
test shall be threat-level illumination, threat-level skin current injection, or threat-relatable
testing such as CW immersion (see appendix C). MEE cable currents shall be measured
and shall be extrapolated to threat when required.

Long conductors, which connect to the MEE and are directly exposed to the HEMP
environment, shall be PCI tested with injected pulses of the amplitudes and waveforms
prescribed in appendix B.

Cables, which connect or are internal to the MEE and are not directly exposed, shall
also be PCI tested. The injected pulse characteristics shall comply with one of the following
requirements:

a. Amplitudes equal to 10 times the (measured or extrapolated) threat responses and
waveforms similar to the measured data

b. Amplitudes and waveforms prescribed in appendix B for the applicable class of elec-
trical circuit

These verification test excitations shall not cause time-urgent, mission-aborting dam-
age or upset of MEE.®

5.1.14.3.2 Verification of special protective barriers.  Verification of special protective
barriers shall include PCI testing of all electrical POEs which penetrate into the special
protective volume from outside the protective volume. Amplitudes and waveforms of the
injected pulses shall be as prescribed in appendix B. In addition to functional observations
and measurements required by 5.1.14.3.1, residual internal stresses shail be measured on
conductors which penetrate from the special protective volume into the protected volume.
Responses measured at test points within the protected volume shall not exceed maximum
allowable limits, and the test excitations shall not cause time-urgent, mission-aborting

damage or upset of MEE.®

5.2 Transportable facilities. HEMP protection requirements for transportable ground-
based facilities performing critical, time-urgent missions will be provided in a future amend-

. cmTY o0 1ar
ment to MIL-STD-188-125.
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6. NOTES

(This section contains information of a general or explanatory nature that may be helpful,

6.1 Intended use. The standard contains minimum requirements and design objectives
for HEMP protection of ground-based facilities which perform critical, time-urgent C*I
missions. The purpose is to standardize design, construction, and test of HEMP protection
subsystems for these facilities and to thereby assure the quality and durability of the
protection.

6.2 Subject term (key word) listing.

Continuous wave (CW) immersion
Electrical surge arrester
Electromagnetic barrier

Facility HEMP shield
Hardening

Hardness verification

Low risk HEMP protection
Mission-essential equipment
Nuclear survivability
Point-of-entry

Protection device, point-of-entry
Pulsed current injection

Shielding effectiveness
Sper.ial protective measures

Survivability /vulnerability
Transient suppression/attenuation device
Waveguide-below-cutoff
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APPENDIX A

SHIELDING EFFECTIVENESS TEST PROCEDURES’

10. GENERAL

10.1 Scope. This appendix establishes procedures for measuring shielding effectiveness
of the electromagnetic barrier required for low-risk high-altitude electromagnetic pulse
(HEMP) protection of critical ground-based facilities with time-urgent missions. The pro-
cedures are applicable for testing other HEMP-hardened facilities, when specified by the
procurement documentation.

10.2 Applications. These procedures shall be used for shielding effectiveness accep-
tance testing of the facility HEMP shield and aperture point-of-entry (POE) protective
treatments, as required by DETAILED REQUIREMENTS of MIL-STD-188-125. The
procedures shall also be performed for acceptance of repairs or installations of new POE
protective devices after construction acceptance, except that only areas affected by the
repair or installation shall be tested. Shielding effectiveness measurements may also be
conducted as part of the verification test program.

20. REFERENCED DOCUMENTS

20.1 Government documents. The following documents form a part of this appendix to
the extent specified:

MIL-STD-285 - Attenuation Measurements for Enclosures, Electromagnetic
Shielding, for Electronic Test Purposes, Method of.

SA 65-6 - National Security Agency Specification for RF Shieided
Enclosures for Communications Equipment: General
Specification.

DNA-EMP-1 - Electromagnetic Pulse (EMP) Security Classification
Guide (U) (document is classified S-RD).

THEMP-unique test procedures are temporarily included as appendices to MIL-STD-188-125; it
is intended that these procedures will ultimately be promulgated as separate standards outside of
the MIL-STD-188- series.
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30. DEFINITIONS

30.1 Shielding effectiveness. Shielding effectiveness at a test area for the purposes of this
procedure is the ratio, expressed in decibels (dB), of the received signal when the receiving
antenna is illuminated by electromagnetic radiation in the test calibration configuration
(no shield present) to the received signal through the electromagnetic barrier in the test
measurement configuration. Assuming that antenna voltage is detected

1%
SE = 201log (V—)

where V,, is the measured signal at the test area and V, is the calibration signal at the
same frequency and transmitting antenna polarization. Shielding effectiveness values are
test method-dependent and different values may be obtained when time-domain or other
frequency-domain measurement techniques are used.

40. GENERAL REQUIREMENTS

40.1 General. This HEMP shielding eflectiveness test method is a modified MIL-STD-
285 or NSA 65-6 procedure. A transmitting antenna is placed on one side of the electro-
magnetic barrier in the center of each test area. The receiving antenna is centered on the
test area at the opposite side of the barrier to obtain a stationary measurement. Addition-
ally, the receiving antenna is swept over the entire test area and rotated in orientation until
the maximum received signal strength is detected. Selection of test areas, test frequencies,
and polarizations of the transmitting antennas are defined in the appendix.

40.2 Purpose. These procedures define shielding effectiveness, as used in MIL-STD-
188-125. The purpose of the measurements is to obtain shielding effectiveness data for
demonstrating compliance with facility shield and aperture POE treatment performance
requirements established by MIL-STD-188-125.

40.3 HEMP protection subsystem test configuration. The shielding effectiveness accep-
tance test should be conducted near the conclusion of the construction contract, when
the following prerequisite conditions are met. The facility shield assembly shalil be fully
complete. All POEs and their POE protective devices, required as part of the construction
work, shall be installed and in a normal operating condition. Internal and external wiring
to conductive POE protective devices, if provided under the construction contract, shall be
in place and connected. Penetrating fiber optic cables, if provided under the construction
contract, shall be installed. All interior equipment and finish work under the construction
contract shall be completed. Installed equipment may be either operating or nonoperating.
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A visual shield inspection shall be performed before starting the measurements to assure
that these configuration requirements have been met.
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cation test program, the facility shall be in a normal operating configuration and shall be
performing actual or simulated mission functions. The HEMP protection subsystem shall
be intact.

40.4 Analysis requirements. There are no pretest or post-test analyses required for these
procedures.

40.5 Test equipment requirements. t equipment required
measurements is identified in table II.

40.6 Operational impact analysis and risk. Since the electromagnetic barrier must re-
main intact during conduct of the shielding effectiveness measurement sequence and use
of electrically noisy equipment must be restricted, construction activity or unusual opera-
tions (facility modification, maintenance) may be affected. Radiated signal levels are low
and present no hazard to equipment, but frequency adjustments may be required to avoid
seif-interference or interference with nearby facilities. Normai electrical safety precautions
apply.

40.7 Test plan and procedures. A shielding effectiveness test plan and detailed test
procedures shall be prepared. These may be combined in a single document or two separate
documents may be used. As a minimum, the documentation shall contain the following
information:

a. A statement of test objectives
b. Facility identification and description

¢. Plane wave test area identification—The entire surface (including the floor when both
sides of the shield are accessible) of the electromagnetic barrier shall be divided into
numbered plane areas not greater than 2.5 m x 2.5 m (8.2 ft x 8.2 ft), as illustrated
by the example in figure 7. A plane wave transmitting antenna location exists at the
center of each area. A list of PQEs h}: test area, shall be included.

s

d. Low frequency magnetic field test area identification—Each 2.5 m x 2.5 m plane
wave test area which contains a POE shall also be designated as a magnetic field test
area. Additional magnetic field test areas shall be chosen to survey the entire surface
of the electromagnetic barrier in sections not greater than 7.5 m x 7.5 m (24.6 ft x
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TABLE II. Shielding effectiveness test equipment requirements.

|  Equipment | Characteristics |
Oscillator(s) 15-30 kHz, 300-500 kHz, 1-20 MHz,
100400 MHz, 900-1000 MHz

Power Amplifier(s) 15-30 kHz, 300-500 kHz, 1-20 MHz,
100-400 MHz, 900-1000 MHz, power

100~400 MHz, 900-1000 MHz, amplifi-
cation and noise figure as required

for dynamic range

Receiver{s)/ 15-30 kHz, 300-500 kHz, 1-20 MHz,
Spectrum Analyzer(s) | 100-400 MHz, 900-1000 MHz
Antenna Kit! 15-30 kHz, 300-500 kHz, 1-20 MHz,
100400 MHz, 900-1000 MHz
Miscellaneous Cables | As required

and Attenuators

1Any antennas which radiate at the prescribed frequencies, with adequate field strength for
compliance with dynamic range requirements, may be used. The procedures are written assuming

use of dipole or aperture antennas for plane wave measurements and loop antennas for magnetic
field measurements.
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24.6 ft). A magnetic field transmitting antenna location exists at the center of each
test area.

Electric field transmitting antenna and test point locations, when required by the
procurement documentation

Identification of test frequencies

Test equipment identification by manufacturer, model, and serial number
Any deviations from requirements of this appendix

Procedures for marking, repair, and retest of defects

Data management-—including calibration and measurement data quality control pro-
cedures, data acceptability criteria, preservation of data records, and pass/fail criteria

Safety
Security (see A.40.9)

Test schedule—including priority of measurements

40.8 Test report requirements. A shielding effectiveness test report shall be prepared.
As a minimum, the report shall contain the following information:

C.

d.

Facility identification and test plan reference

Test calibration and measurement data—figure 8 illustrates a typical data sheet.

Pass/fail conclusions

Data item description DI-R-1760A, “Nuclear Weapons Effects Test Report,” should be
used.

40.9 Data classification. Test data may be classified. DNA-EMP-1 and the classification
guide for the specific facility or system should be consulted for guidance.
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50. DETAILED REQUIREMENTS

50.1 Plane wave shielding effectiveness measurements.

50.1.1 Plane wave data requirements. For each plane wave test area (see A.40.7.c), eight
shielding effectiveness measurements shall be made. Stationary and swept measurements
shall be made at two frequencies for each of two transmitting antenna polarizations, as
follows:

a. Frequencies—One frequency in the range of 100-400 MHz and one frequency in the
range of 900-1000 MHz )

b. Antenna polarizations—Dipole (or antenna aperture) parallel to the test area surface
in two orientations at 90 degrees to each other and parallel to the principal weld
seams in the shield

50.1.2 Plane wave calibration procedure. Plane wave calibration for each frequency and
transmitting antenna polarization shall be performed in accordance with figure 9. The
transmitting and receiving dipole antennas shall be parallel to each other (or aperture
antenna planes parallel to each other). The distance between antennas shall be as large
as possible, within dynamic range constraints, but shall be at least 2.5 m {8.2 ft). The
receiving antenna position shall be varied by +30 c¢cm (1 ft) from its nominal location to
ensure that it is not located at a minimum of the radiation pattern. Test equipment shall
be chosen to provide a dynamic range at least 20 dB in excess of the shielding effectiveness

requirement at the test frequency.

During calibration, no equipment or other electromagnetic reflectors (except ground)
shall be closer than three times the anten separation. The antennas shall be at least

alra Gaddeis waiad LN wais tenna ] = 2a% QIILALIIGS allfs

2 m (6.6 ft} above ground.

The received signal strength for each frequency and transmitting antenna polarization
shall be recorded as the calibration signal (V.) for that configuration.

50.1.3 Plane wave measurement procedure. Plane wave shielding effectiveness measure-
ments for each test area and at each required frequency and transmitting antenna polar-
ization shall be performed as shown in figure 9. Identical equipment, antennas, cables,

and equipment settings (except attenuator settings) shall be used in the ca.hbratlon and
measurement sequences.

The transmitting antenna shall normally be placed outside the electromagnetic barrier
and it shall be centered on the test area. The transmitting dipole axis (or aperture antenna
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dy - AS LARGE AS POSSIBLE. WITHIN DYNAMIC RANGE CONSTRAINTS.
AND AT LEAST 2.5m (8.2 ft)

d2 = dl —30cm (1 ft)
d3 = 30cm (1 ft) (STATIONARY MEASUREMENT)
= S5cm (2in) to 60 cm (2 ft) (SWEPT MEASUREMENT)

-

FIGURE 9. Plane wave test configurations.
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plane) shall be parallel to the test area surface and parallel to one of the two principal
weld seam directions. The distance from the transmitting antenna to the test area surface
shall be 30 cm (1 ft) less than the separation at which calibration was performed.

The receiving antenna shall normally be inside the barrier. To obtain the stationary
measurement, the receiving antenna shall be centered on the test area and the dipole axis
(or aperture antenna plane) shall be parallel to the transmitting antenna axis (or plane).

Dist?‘-.nce frul.u thc rece}tnrig ml.tu.ulla I"‘o the 'I'Mf area anrfm-n ﬂ"la“ hn Qn cm fl Ff\ The

received signal strength shall be recorded as the stationary measured signal (Vm) for that
test area, frequency, and transmitting antenna polarization.

To perform the swept measurement, the receiving antenna shall be swept over the
entire test area at distances from approximately 5 cm (2 in) to 60 c¢cm (2 ft) from the
test area surface and shall be rotated in orientation until a maximum received signal is

obtained. The maximum received signal strength shall be recorded as the swept measured
mgnnl fV \ for that test area, frequency, and transmittineg antenna nnlarwahnn 8

faiila Vi GaiidisiiVvaiip fRRiuS.iiiaLs LIl LGNV

50.1.4 Plane wave pass/fail criteria. The pass/fail criteria for plane wave shielding ef-
fectiveness are shown as a function of frequency by figure 10.

50.2 Low frequency magnetic field shielding effectiveness measurements.

50.2.1 Magnetic field data requirements. For each 2.5 m x 2.5 m magnetic field test

area (see A.40.7.d), twelve shielding effectiveness measurements shall be made. Stationary

and swept measurements shall be made at three frequencies for each of two transmitting
antenna polarizations, as follows:

a. Frequencies—One frequency in the range of 15-30 kHz, one frequency in the range
of 300-500 kHz, and one frequency in the range of 1-20 MHz

b. Antenna polarizations—Plane of the loop antenna normal to the test area surface in
two orientations at 90 degrees to each other and parallel to the principal weld seams

in the shield

8When the test area contains an aperture or conductive POE which requires a special protective
volume inside the electromagnetic barrier, the receiving antenna shall also be swept over the entire
outer surface of the special protective barrier, at distances from approximately 5 em to 60 cm from
the barrier surface, and rotated in orientation. Pass/fail criteria for these readings are the same as
the pass/fail criteria for other shielding effectiveness measurements.
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For each 7.5 m X 7.5 m magnetic field test area, six shielding effectiveness measure-
ments shall be made. Stationary measurements shall be made at three frequencies for each
of two transmitting antenna polarizations, as described above.

50.2.2 Magnetic field calibration procedure. =~ Magnetic field calibration for each fre-
quency and transmitting antenna polarization shall be performed in accordance with fig-
ure 11. The loops of the transmitting and receiving antennas shall be in the same plane.

The distance between antennas shall be as large as possible, within dynamic range con-
straints, but shall be at least two loop diameters and at least 1.25 m (4.1 ft). The receiving
antenna position shall be varied by +30 c¢m (1 ft) from its nominal location to ensure that
it is not located at a minimum of the radiation pattern. Test equipment shall be chosen to
provide a dynamic range at least 20 dB in excess of the shielding effectiveness requirement

at the test frequency.

During calibration, no equipment or other electromagnetic reflectors (except ground)

.
shall be closer than three times the an

2 m (6.6 ft) above ground.

e+
1]
=)

1. The antennas shall be at least

The received signal strength for each frequency and transmitting antenna polarization
shall be recorded as the calibration signal (V) for that configuration.

50.2.3 Magnetic field measurement procedure. = Magnetic field shielding effectiveness
measurements for each test area and at each required frequency and transmitting antenna
polarization shall be performed as shown in figure 11. Identical equipment, antennas, ca-
bles, and equipment settings (except attenuator settings) shall be used in the calibration
and measurement sequences.

The transmitting antenna shall normally be placed outside the electromagnetic bar-
rier, and it shall be centered on the test area. The plane of the transmitting loop antenna
shall be normal to the test area surface and parallel to one of the two principal weld seam
directions. The distance from the transmitting antenna to the test area surface shall be

The receiving antenna shall normally be inside the barrier. To obtain the stationary
measurement, the receiving antenna shall be centered on the test area and its loop shall
be in the same plane as that of the transmitting antenna. Distance from the receiving
antenna to the test area surface shall be 30 cm (1 ft). The received signal strength shall
be recorded as the stationary measured signal (V,) for that test area, frequency, and
transmitting antenna polarization.

50


http://www.abbottaerospace.com/technical-library

TRANSMITTING

ANTENNA

N

MIL-STD-188-125
APPENDIX A

___ RECEIVING

O/ ANTENNA

RECE
OSCILLATOR T mﬁmin - ] PREAMPLIFIER |— SPEC‘:"I;EUF:.:
ANALY ZER
a. Calibration
g, __.r,d,_.j
POWER . RECEIVER/
OSCILLATOR M o e : —| PREAMPLIFIER | i?«i?;;:ﬁ
ELECTROMAGNETIC 1]
BARRIER b. Measurement.
dy - LOOP DIAMETER
d; - AS LARGE AS POSSIBLE. WITHIN DYNAMIC
RANGE CONSTRAINTS, AND AT LEAST 2 x di
OR 1.25 m (4.1 ft). WHICHEVER IS LARGER
d3 = d2 — 30 em (1 ft)
d, 30 cm (1 ft) (STATIONARY MEASUREMENT)
= 5cm {2in) to 60 em (2 ft) (SWEPT MEASUREMENT)

FIGURE 11. Magnetic field test configurations.
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To perform the swept measurement, when required, the receiving antenna shall be
swept over the entire test area at distances from approximately 5 cm (2 in) to 60 cm (2 ft)
from the test area surface and shall be rotated in orientation until a maximum received

vannrr‘ar‘ ac f}\n swent
"‘-ly

signal is obtained. The maximum received signal strength shall be recorded as
measured signal (V,,) for that test area, frequency, and transmitting antenna polarization.?

50.2.4 Magnetic field pass/fail criteria. The pass/fail criteria for magnetic field shielding
effectiveness are shown as a function of frequency by figure 10.

50.3 Electric field shielding effectiveness measurements.  Electric field shielding effec-
tiveness measurements are not required unless such tests are explicitly prescribed by the

at naint lacads fromuane:

procurement documentation. When required, electric field test point locations, frequencies,
and calibration and measurement procedures shall be in accordance with MIL-STD-285
and additional instructions contained in the requiring document. The pass/fail criteria for
electric field shielding effectiveness are shown as a function of frequency by figure 10.
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PULSED CURRENT INJECTION TEST PROCEDURES®

10. GENERAL

10.1 Scope. This appendix establishes pulsed current injection (PCI) test procedures
for electrical point-of-entry (POE) protective devices required for low-risk high-altitude
electromagnetic pulse (HLMP) protection of critical ground-based facilities with time-
urgent missions. The procedures are applicable for testing other HEMP-hardened facilities,
when specified by the procurement documentation.

10.2 Applications. These procedures shall be used for acceptance testing after con-
struction of the HEMP protection subsystem and for verification testing of electrical POE
protective treatments after the facility is completed and operational, as required by DE-

TAILED REQUIREMENTS of MIL-STD-188-125.
20. REFERENCED DOCUMENTS

20.1 Government documents. The following document forms a part of this append:x to
the extent specified:

DNA-EMP-1 - Electromagnetic Pulse (EMP) Security Classification Guide (U)
{(document is classified S-RD).

30. DEFINITIONS

30.1 Norms. Norms are scalar quantities which characterize the features of a complicated
waveform. Norms used as pass/fail criteria for PCI test residual internal stresses are peak
current, peak rate of rise, rectified impulse, and root action.

30.2 Peak current. The peak current norm of a current waveform I(t), in units of am-
peres, is the maximum absolute value of /{i} over times fromit =0 to ¢ = 5 x 10”3, At
the start of the PCI drive pulse,t =0

HEMP-unique test procedures are temporarily included as appendices to MIL-STD-188-125; it
is intended that these procedures will ultimately be promulgated as separate standards outside of
the MIL-STD-188- series.
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30.3 Peak rate of rise. The peak rate of rise norm of a current waveform I(t), in units
of amperes per second, is the maximum absolute value of dI/dt over times from ¢t = 0 to
t = 5 x 10733, At the start of the PCI drive pulse, t = 0.

30.4 Rectified impulse. The rectified impulse norm of a current waveform I(t), in units
of ampere-seconds, is defined by the equation

»1072%8

5
Rectified impulse = [0 |1(¢)| dt

where ¢t = 0 at the start of the PCI drive pulse.

30.5 Root Action. The root action norm of a current waveform I(t), in units of amperes-
vseconds, is defined by the equation

5x10—38
Root action = [ I3(t) dt
0

where t = 0 at the start of the PCI drive pulse.

40. GENERAL REQUIREMENTS

40.1 General. Pulsed current injection acceptance testing is used to demonstrate that
electrical POE protective devices, as-installed, perform in accordance with MIL-STD-188-
125 transient suppression/attenuation requirements. PCI verification testing confirms the
transient suppression/attenuation performance in operational circuit configurations and
demonstrates that mission-essential equipment (MEE) are not damaged or upset by resid-
ual internal transient stresses.

The test method couples threat-relatable transients to penetrating conductors at in-
jection points outside the electromagnetic barrier. Injections in both common mode (all
penetrating conductors of a cable simultaneously driven with respect to ground} and indi-
vidual wire-to-ground configurations are required. For purposes of this procedure, ground
is a point on the facility HEMP shield in the vicinity of the POE protective device under
test. Residual internal responses are measured, and operation of the MEE is monitored
during the verification test to determine if mission-aborting damage or upsets occur.

The required tests are performed on each penetrating conductor and cable, radio

frequency (RF) antenna shield, and conduit shield. Simultaneous injection of all electrical
POE protective devices, if practicable, is desirable for verification testing.
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40.2 Puggose.

40.2.1 Purposes of PCI acceptance testing. The purposes of PCI testing, as an accep-
tance test procedure, are as follows:

a.

b.

To measure the performance of as-installed conductive POE protective devices

To demonstrate through post-test inspection, surge arrester performance checks, and
response data analysis that the protective devices will not be damaged or degraded
by threat-relatable transients

To identify defective devices or faulty installation practices, so that repairs or re-
placements can be made

40.2.2 Purposes of PCI verification testing. The purposes of PCI testing, as part of a
verification test program, are as follows:

a.

To measure the performance of conductive POE protective devices in operational
circuit configurations

To demonstrate, through post-test inspection, surge arrester performance checks, and
response data analysis, that the protective devices will not be damaged or degraded
by threat-relatable transients

To identify defective devices or faulty installation practices, so that repairs or re-
placements can be made

To characterize the residual internal transient stresses

To demonstrate that residual internal transient stresses will not cause mission-aborting
damage or upsets of the MEE in its various operating states

To provide data for HEMP hardness assessment of the facility and baseline data for
the hardness maintenance/hardness surveillance program

40.3 HEMP protection subsystem test configuration.

40.3.1 Acceptance test facility configuration. PCI testing for acceptance is performed
after the POE protective devices have installed at the facility. The electromagnetic barrier
is not required to be complete, but it must be recognized that an incomplete barrier may
result in degradations of the POE protective device performance and the instrumentation
signal-to-noise ratio. Equipment which, in the facility operation, will electrically connect
to the POE protective device under test is not required to be powered or installed.

55


http://www.abbottaerospace.com/technical-library

MIL-STD-188-125
APPENDIX B

40.3.2 Verification test facility configuration. When PCI verification testing is conducted,
the facility shall be in a normal operating configuration and shall be performing actual or
simulated missions. The HEMP protection subsystem shall be intact. Equipment which
electrically connects to the POE protective device under test shall be powered and oper-
ating, except as otherwise specified in this procedure.

40.4 Pretest analysis requirements. There are no pretest analyses required for PCI ac-

ceptance w.:auus Pretest a.ucu:s‘m for PCI verification tcatmg shall bﬁ performed to deter-

mine operating states in which the MEE will be tested. An equipment should be tested in
multiple states-when the switching produces significantly different propagation paths for
the residual internal transient, significant changes in the equipment vulnerability threshold,
or significant changes in the function being performed. A mission-essential transceiver, for
example should be tested in at least two states—transmitting and receiving—and a digital
interface should be tested in both the low and high signal states.

..... + 4y H
ot e HY ents. ‘_est equi nt T

i 40.5 Test equipmeny réquireim
testing is identified in table III.
40.6 Operational impact analysis and risk.

40.6.1 Acceptance testing impact. When PCI testing is performed as an acceptance
test procedure, the electromagnetic barrier must remain reasonably intact, such that POE
protective device performa.nce and instrumentation signal-to-noise ratio are not excessively

dogendad ood of ala
aegraqed, ana iise ol electr n..u.u_y uunny cqulyuu:ut must be restricted in order to achieve

the required measurement sensitivity. Construction activity may, therefore, be affected.

40.6.2 Verification testing impact. During PCI verification testing, the barrier must
remain intact and use of electrically noisy equipment which is not part of the normal
site equipment complement must be restricted; unusual operations (facility modification,
maintenance) may be affected. Mission operations can continue normally, except as follows:

- ML ...t et nmdlern Aneria A P - 44 e A Ffrme momrn v .
a. The circuit and PCE Proieciive aevice undaer test may be unavailable for normal Use,;

it may be necessary to disconnect unprotected equipment outside the barrier, and
the circuit may be periodically deenergized.

b. A special sequence of activities may be required so that the circuit and facility can
be tested in their various operating states.

40.6.3 Risk. PCI testing requires application of high voltages and large currents. Special
hmh-voltaze electrical safety precautions apply. Because of the high injection levels, risk of
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TABLE III. PCI test equipment requirements.

Characteristica

Equipment Short Pulse' | Intermediate Pulse” | Long Pulse’

Pulse Generators? Up to 8000 A, double Up to 500 A, double | Up to 200 A, double

exponential waveform exponential waveform | exponential waveform

and damped sinusoidal

waveform
Current Sensors 10 kHz-750 MHs, d.c. - 10 MHs, d.c. - 10 kHg,
(Injected Transient) 0-8000 A 0-500 A 0-200 A
Current Sensors 100 Hz-750 MHz, d.c. - 10 MHs, d.c. ~ 10 kHz,
(Residual Internal 0-100 A, transfer 0-500 A 0-200 A
Transient) impedance as required

for measurement

Ex‘:ﬁiiuvu-y
Oscilloscopes or 100 He-750 MHs, d.c. - 10 MHs d.c. - 10 kHz
Transient Digitizers® |minimum sensitivity

as required for

measurement sensitivity
Data Recorder® 0-5 ms 0-50 ms 0-100s
Preamplifier(s) 100 Hz-750 MHs,

amplification and noise — —_

figure as required for
measurement sensitivity
Instrumentation Shield | As required [or isclation | As required for isolation | As required for isolation

and Power Supplies from pulse generator from pulse generator from pulse generator
Miscellaneous Cables,
Attenuators, and As required As required As required

Dummy Load Resistors

1See B.50.2.1 for characteristics of the short, intermediate, and long pulses.

2Pulse generator current output requirements are stated in terms of current delivered at the
external terminal of the POE protective device. The method of coupling the pulse generator output
to the penetrating conductor and the pulse generator source impedance are not specified. However,
connection of the pulse generator into the circuit under test must not interfere with normal circuit
operation and pulse generator source impedance must normally be much greater than the effective
load impedance.

3Use of a personal computer with an IEEE-488 general purpose interface bus (GPIB) to control

instrumentation and store test data on magnetic disk is strongly recommended.
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POE protective device or equipment damage cannot be completely eliminated. However,
the procedures are designed to minimize this risk.

40.7 Test plan and procedures.

40.7.1 Acceptance test plan. A comprehensive, site-specific test plan and detailed test
procedures for PCI acceptance testing shall be prepared. These may be combined in a

A + + ne in
single document or two separate documents may be used. As a minimum, the documen-

tation shall contain the following information:

a. A statement of the test objectives

b. Facility identification and description—including a site plan, floor plan of the shielded
volume, list of shield POEs, and a description of the HEMP protection subsystem

c. Identification of circuits and POE protective devices to be tested—including circuit
functions and manufacturers’ data sheets and specifications for the protective devices

d. Identification of test points and injection levels (see table IV)

e. HEMP simulation and data acquisition equipment description—including manufac-
turer, model and serial numbers, characteristics, and detailed calibration procedures

f. Any deviations from the requirements of this appendix

g. Data management—including data quality control procedures, data acceptability cri-
teria, data processing requirements, annotation and presentation of data records, and
pass/fail criteria

h. Safety

i. Security (see B.40.10)

j. Test schedule—including priority of measurements
Data item description DI-R-1759A, “Nuclear Weapons Effects Tests Plan,” should be used.

40.7.2 Verification test plan. A comprehensive, site-specific test plan and detailed test
procedures for PCI verification testing shall be prepared. These may be combined in a
single document or two separate documents may be used. As a minimum, the documen-
tation shall contain the following information:

a. A statement of the test objectives
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TABLE IV. PCI amplitudes and waveforms.
a. Double exponential waveforms (fig. 12).
Class of Type of Peak Current -/ | Risctime -1 FWHM Acceptance ‘Tent Load
Elerirical PO 1njection {A) (x) (s) Lmpedance (1)

Commercial Power Lines (Intersite) 7

Short Pubse Common mode! 5000 1 gm0 5x10°7 . 550107 | Not appticabic!

Shon Pubse Wire-to-ground” 4000 se1g? | a7 ssn0? | 4 2er v ol

tolermediate Putse Common modc! 500 stngé 281003 Not applicabic!

Intermediate Pubse Wirc-to-groand? 500 s1gd 23103 50

loag Pulse Common mode! a0 05 z100 Not applinﬂc'

Loag Putie Wire-to-ground’ 10 205 2100 0
Otber Power Lines (Intresite)

Short Pubse Commoa mode] 8000 2 ol $210°7 . 5521077 | ot applicable!

Short Pube Wirc-to-grovad? 4000 s1:108 | sa07. 5507 | 4 200V ofl e
Audio/Dats Lines (Intersite)

Shant Ptz Common mode! 000 ? a0l 52107 . 550107 | Nox eppticatie!

Short Putse 5 000/ /N or 500 s=108 sn107 . 5521077 0

Intermediate Pubse Common mode! 500 slat ese10™ ot epplicable!

Iotermediate Pulse Wi 36 00 s1a) 5103 0

Long Putse Common mode! 200 05 2100 Not applicabic!

Long Putse Wire-to-grouna 1P 200 Y 2100 50
CoosrolSignal Lincs ( ) 2 7 1 1

Shan Puhe Common mode! £000 stx108 $=107 . 550107 | Mot opplicatie

Shon Putse Se000/y¥orsoo | 2 siao® | so?.ssa07 | 200V /e
RF Antcona Lines=Signal
Conductors . = - o

Trsamme Wire-t0-shietd £000 LIPTEIT $a10°7 . 551077 5 50
AP Antenns Lines-Shiekd

Buricd” Shickd-to-grounc 10 1000 2 gt 57 . ssx10r? 5 5o

Noaburicd Shickto-grouna !0 00O 2 spar08 $:10°7 - 55107 L)
Conduit Shieuts

Burica” Conduit-to-ground! ! 1000 2 g8 | sae?-ssa0? 2

Nocburied Coodvit-to-grouna!! Bot0 LRpe s . 551077 12,

b. Damped sinusoidal waveforms (fig. 13).
Can of Type of Peat Current -] | Center Frequency - | Deoay Pactor - Q Acceptance Test
Electricat POE Injection A [, (MH2) (Dimentioniess) | Lood Impedance (D)

RP Antenns Conductor

TiMilz < ts M Wire-to-hickd 13 2500 13 52 0% 131923 8 s

7 30 MMz < (5200 Mita Wire-to-chicid 13 900 13 .00 139923 ]

7 200 Mitz < Wire-to-chicld 13 29 13 200 = 105 Bpas 8 5
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TABLE IV. PCI amplitudes and waveforms (concluded).

c. Notes to table IV.

1Eor a common mode test, all penetrating conductors in the cable dre simultancously driven with respect to ground, where ground
is a point on the facility HEMP shicld in the vicinity of the POE protective device. Common mode tests arc required for verification,
but they are not required for acceptance.

2 Tpslx 1085isa design objective. The minimum requircment is T4 £ 5 % 108 5.

Fora wire-to-ground test, cach penetrating conductor in the cable is driven with respect to ground, where ground is & point on
the facility HEMP shicld in the vicinity of the POE protective device.

“Whichever is smaller. V. and [/ arc the maximum voltage and current ratings of the POE protective device, respectively.
rated d P Y.

rate

SWhichever is larger. N is the number of penctrating conductors in the cable.

SIntermediate and long pulse wire-to-ground tests of audio/data lincs are required for acceptance, but they are not required for
veriftcation.

7}' = 600/L MHz, where L is the largest dimension of the associated antenna in meters. When f £ 2 MHz, o double exponential
pulse is required. When f > 2 MHz, a damped sinusoida) wavefarm is specified.

8Sigmal conductor terminated 1o the shield with 50 @ The shicld conductor is clectrically bonded to the facility HEMP shicld.
9An antenna shicld is considered buried when it terminates at a buried antenna and less then 1 m (3.3 f1) of its total length is not
covered by an earth or concrete fill. A conduit is considered buried when it connects two protected volumes and less than 1 m (33 ft)

of its total length is not covered by earth or cancrete fill.

o shicld-to-ground test, maximum feasible length of the antenna line shicld is driven with respect to ground, where ground
is a point on the [acility HEMP shicld in the vicinity of the POE protective device.

Hpora conduit-to-ground test, maximum feasible length of the conduit is driven with respect to ground, where ground is a point
on the facility HEMP shield in the vicinity of the conduit penetration.

12Wiring internal to the conduit is terminated at the installed equipment, if present. Other internal wiring is bundled together
and terminated in common 2 O resistors at cach end. The conduit is welded to the facility HEMP shiclds at both ends.

BThe damped sinusoidal waveform is a design objective. The minimum requirement is to inject the current output from a PCI
source which delivers the following current pulse [/{f)] with an unspecified waveform into a 50 € catibration load:

T 03/
. fo I0) de > ==

¢

nf.t
b [I@)| < Kpgfe '°  rormuesT

where ¢ is time in seconds, f is the preseribed peak current in amperes, [, is the prescribed center frequency, Ky is a scaling constant
(scc fig. 13), and T is the time of the first zero crossing or 1/f. whichever occurs earlier.


http://www.abbottaerospace.com/technical-library

MIL-STD-188-125
APPENDIX B

CURRENT-I(t)

i

Kpgl(e?t — e~ot)

PEAK CURRENT (TABLE iv)
TIME (s)

FUNCTIONS OF rp AND FWHM

1)
i

t
KDErasﬂ

nnnun

NO SIGNIFICANT
UNDERSHOOT AT
LATE TIME

TIME
FIGURE 12. Double exponential waveform.
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= ~
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. L et
N \.. — Ht) = Kpsle Q sin{2sfct)
- I = PEAK CURRENT (TABLE IV)
- fc = CENTER FREQUENCY (TABLE IV)
X - t=4 Q = DECAY CONSTANT (TABLE IV)
-+ 7 t = TIME (s)
Vi Kps = FUNCTION OF f. AND Q
TIME
FIGURE 13. Damped sinusoidal waveform.
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Facility identification and description—including a site plan, floor plan of the shielded
volume, list of shield POEs, list of mission-essential equipment inside and outside the
electromagnetic barrier, and a description of the HEMP protection subsystem

Identification of circuits and POE protective devices to be tested—including circuit
functions and manufacturers’ data sheets and specifications for the protective devices

Identification of test points

HEMP simulation and data acquisition equipment description—including manufac-
turer, model and serial numbers, characteristics, and detailed calibration procedures

Detailed test procedures—including facility and circuit configuration requirements,
equipment operating states, diagrams of the data acquisition system, injection levels
(see table IV), data requirements, and step-by-step procedures

Data management—including data quality control procedures, data acceptability cri-
teria, data processing requirements, annotation and preservation of data records, and
pass/fail criteria

Safety
Security (see B.40.10)

Test schedule—including priority of measurements

Data item description DI-R-1759A, “Nuclear Weapons Effects Tests Plan,” should be used.

40.8 Test report requirements.

40.8.1 Acceptance test report. A PCI acceptance test report shall be prepared. Asa
minimum, the test report shall contain the following information:

a.

b.

Facility identification and test plan reference
A discussion of any deviations from the test plan and requirements of this appendix

Copies of the measured results, along with sensor calibrations and instrumentation
settings required to convert the data to engineering units

A summary table of the norms of the measured internal responses and comparison
to the maximum allowable residual internal response characteristics (see table V)

”

Pass/fail conclusions
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Data item description DI-R-1760A, “Nuclear Weapons Effects Test Report,” should be
used.

40.8.2 Verification test report. A PCI verification test report shall be prepared. As a
minimum, the test report shall contain the following information:

a. Facility identification and test plan reference
b. A discussion of any deviations from the test plan and requirements of this appendix

c. Copies of the measured results, along with sensor calibrations and instrumentation
settings required to convert the data to engineering units

d. A summary table of the norms of the measured internal responses and comparison
to the maximum allowab!e residual internal response characteristics (see table V)

tlons based on contmuous wave (CW) immersion (see appendix C) d CI test
results and supporting analysis

f. Test chronology—including a sequence of events and identification of fallures, upsets,
or interference observed and the conditions under which they occurred

Data item description DI-R-1760A, “Nuclear Weapons Effects Test Report,” should be
used.

40.9 Post-test analysis requirements.

40.9.1 Analysis of acceptance test data. Post-test analysis of PCI acceptance measured
data is required for data corrections for probe and instrumentation response characteristics
and conversion of results into norms in engineering units.

40.9.2 Analysis of verification test data. Post-test analysis of PCI verification measured
data is required for data corrections for probe and instrumentation response characteristics
and conversion of results into norms in engineering units. Additional analysis of measured
data shall be performed to assist in developing a definitive statement of facility HEMP
hardness. Detailed requirements for post-test analysis of PCI verification test results shall
be established by the sponsoring agency for the test. They will generally include calcula-
tions of threat responses from CW immersion and PCI test data, analysis of verification
test adequacy, development of hardness conclusions, and recommendations for corrective
actions, if required.
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40.10 Data classification. Test data may be classified. DNA-EMP-1 and the classifica-
tion guide for the specific facility or system should be consulted for guidance.

AN 11 AHoarrativa tact
auv.il IAIVClIlaulYyT Vo

injection may be used for verification testmg on shielded intrasite control or signal lines
in lieu of the common mode PCI requirement. Maximum required current amplitude and
the prescribed waveform for cable shield injection shall be as shown in table VI. Intrasite
cable shields shall be driven over their entire length by removing intermediate grounds and
other low-impedance paths to ground along the cable run. Internal response measurements
shall be made on the bulk cable. Pass/fail criteria of table V apply.

Fal "! P o 2
JYLWLE Y. Y Ty ucu. IIIJP LA LYY U’ VILG ORWLIDNVL VG O

TABLE VI. Cable shield PCI amplitudes and waveforms.

Double Exponential
Waveform (Fig. 12)
Class of Peak Current - f | Risetime - T FWHM
Electrical POE (A) (s) (s)
Control/Signal Lines 8000 1 ©1%x10°% 5% 1077 - 5.5 x 1077
(Intrasite) = ’

1 7o € 1x1078 s is a design objective. The minimum requirement is 7 < 5x 1078

50. DETAILED REQUIREMENTS

50.1 Test configuration. Typical PCI test configurations are illustrated in figure 14, and
a typical data recording system is illustrated in figure 15. The pulse generator output
may be directly coupled to the circuit under test, or it may be capacitively or inductively
coupled. All injection current amplitude and waveform requirements refer to the signal
observed on the external current sensor. The external current sensor shall be within 15 ¢m
(6 in) of the external terminal of the POE protective device, and there shall be no branches

tha wirive hatar tha sanens lanatinn and tha avitarnal tarmin
1IN tne WIring oetween wne SEnsor 10Cation ang wie €xierna: ucxuuua.! The lnt‘..nual current

sensor shall be within 15 ¢m (6 in) of the internal terminal of the POE protective device,
and there shall be no branches in the wiring between the sensor location and the internal
terminal.
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a. Common mode test configuration.
TO DATA TO DATA
RECORDING ——{RECORDING
SYSTEM SYSTEM
—
4 \ :H
—_— h ——
e P~
( )\ EXTERNAL =
URREN POE
DISCONNECT OR SENSOR  PROTECTI
PROTECTIVE DEVICE N PRGvices® | NTERNAL 44
r 7 (WHEN REQUIRED) =31 CoupLER SENSOR 123
] | o %
: N | | FACILITY | ::::11_ |
i AN i jo— PULSE HEMP
lni EXTERNAL | | GENERATOR SHIELD mnr.m{:- -y
LOAD L tOAD
--T-::n:ﬂ

b. Wire-to-ground test configuration.

FIGURE 14. Typical PCI test configurations.
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INSTRUMENTATION SHIELD
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FIGURE 15. Typical PCI data recording system.
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50.1.1 Acceptance test configuration. For PCI performed as acceptance testing, the
external load shall be an open-circuit termination and the internal load shall be a dummy
resistor (see B.50.2.3).

50.1.2 Verification test configuration. For PCI verification testing, the external load
shall be the installed site equipment or an equivalent dummy load impedance,!® which
permits the circuit under test to be energized and performing actual or simulated functions.
The internal load for PCI verification ¢ u:auug shall be the installed site c‘:(‘[iii}‘)meﬁl., which

shall be energized!! and performing actual or simulated functions.

50.2 Current injection requirements.

50.2.1 Maximum injection levels. Maximum required current amplitudes and prescribed
waveforms for acceptance and verification PCI testing for all classes of electrical POEs shall
be as shown in table IV and figures 12 and 13. These requirements apply to the signal
observed at the external current s 8E€nsor, shown in uguu’; 14. Note that common mode PCI
injections are required only during verification testing, and that intermediate and long
pulse wire-to-ground tests on intersite audio or data lines are required only for acceptance
testing.

50.2.2 Testing sequence. To minimize the possibility of POE protective device or equip-
ment damage, a series of pulses at increasing amplitudes shall be applied as follows:

iloa sanasn tmes thin laval ohall

.
a. Pulse at the lowest available current output ne puise generaivor, wnis ievel snan

be less than 10 percent of the maximum amplitude in table IV or less than that
amplitude which activates any nonlinear components in the POE protective device,

whichever is greater.

b. Perform a series of pulses, increasing the amplitude by a factor of appraximately two
at each step; when testing several circuits with identical POE protective devices, this
series of intermediate pulses may be abbreviated after the first two samples.

c. Pulse at the maximum required amplitude for the circuit under test. Peak current
should not exceed 110 percent of the levels listed in table I'V.

1When the external equipment is not designed to withstand the test transients, temporary
protection should be provided or a dummy load should be used in place of the external equipment.

1'When the circuit under test operates at voltages greater than 600 V a.c. or 600 V d.c. and
cannot safely be tested with power on, PCI verification testing may be performed in a deenergized
condition. Switches, relay contacts, and other circuit interrupters shall be placed in the operating
state to simulate the power-on condition.
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CAUTION: Surge arresters in electrical POE protective devices have limited pulse
lives. The number of test pulses delivered to each device should be recorded for
inclusion in maintenance records. If the total number of previous pulses on the
device exceeds 90 percent of the rated life, surge arresters should be replaced before
starting the test.

This sequence shall be used for both acceptance and verification testing.

50.2.3 Acceptance test load resistance. Ohmic values of the PCI acceptance test in-
ternal load resistors for all classes of electrical POEs shall be as listed in table IV. For
wire-to-ground tests, only the penetrating conductor under test requires the specified ter-
mination. For conduit shield tests, internal wiring shall be terminated on normal equip-
ment, if present, and other conductors shali be bundled together and terminated with a
common 2 {} resistor at each end. Wiring which connects the load resistor between the
internal terminal of the POE protective device and its enclosure shall be less than 30 cm
(12 in) in length.

50.3 Measurements and functional observations.

50.3.1 Data requirements. At each step in the testing sequence, for both. acceptance
and verification testing, the external pulse amplitude and waveform and the internal pulse
amplitude and waveform shall be recorded.!? The internal pulse waveform shall be recorded
to time of 5 ms after the start of the PCI short drive pulse, with recording instrument
sweep speeds which allow resolution of the early, intermediate, and late time response.

50.3.2 Verification test functional observations. Operation of facility mission-essential
equipment shall be monitored during and immediately after the pulse for indications of
damage or upset. A detailed description of any abnormal occurrences shall be prepared
for inclusion in the test chronology.

50.4 Measurement procedures. PCI test procedures for acceptance and verification test-
ing shall be as follows:

a. Set up the pulse generator source and data acquisition equipment in the desired
configuration and perform calibrations.

12When the POE protective device leads into a special protective volume inside the electro-
magnetic barrier, amplitudes and waveforms shall also be recorded on all electrical POEs through
the special protective barrier into the protected volume. The measurements shall be made in the
protected volume. Pass/fail criteria for these data are the same as the pass/fail criteria for other
internal response measurements.
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Deenergize the circuit to be tested, for acceptance testing or when required by safety
considerations, and install sensors. Reenergize the circuit after sensor installation is
complete (verification test only).

Perform a noise check of the data recording system to ensure a satisfactory signal-to-
noise ratio.

Establish the required facility, equipment state, and test configurations.

Inject a pulse into the circuit under test at the lowest available current output from
the pulse generator (see B.50.2.2).

Record measurement point responses.

Record results from the functional monitoring of the mission-essential equipment
(verification test only).

Compare measured and observed results to the pass/fail criteria (see B.50.5). If the
results are not satisfactory, halt the test and effect repairs or replacement of the POE
protective device. Repeat the PCI test procedure after the corrective action has been
completed.

Repeat steps e through h at increasing injection levels until the maximum required
transient has been injected.

Continue to the next state to be tested and repeat steps d through i (verification test
only).

Deenergize the circuit under test, when required, and remove the sensors and pulse
generator output connection.

Disconnect the electrical surge arrester from the circuit. Measure the voltage at 1 mA
direct current (d.c.) of a metal oxide varistor or the d.c. breakdown voltage of a spark
gap. Compare the measured results to the device specifications. If the resulits are not
satisfactory, effect repairs or replacement of the POE protective device. Repeat the
PCI test procedure after the corrective action has been completed.

Reconnect the electrical surge arrester, and restore the circuit to its operational
configuration.

Continue to the next circuit to be tested and repeat steps b through m.
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50.5 Pass/fail criteria.

50.5.1 Internal response pass/fail criteria. The POE protective device shall be consid-
ered satisfactory when both of the following criteria are met:

a. Norms of the measured internal response waveforms, at all short pulse injection levels,
do not exceed the maximum allowable norm values of table V for the applicable class
of electrical POE.!S
If internal responses measured in the PCI verification test cannot be discriminated
from circuit operating and noise signals, the test shall be repeated in a power-off
(acceptance) configuration. The pass/fail determination for internal response norms
shall then be made using the resulting power-off data.

b. Post-test physical inspection of the POE protective device, surge arrester measure-
ment of voltage at 1 mA d.c. current (for a metal oxide varistor) or d.c. breakdown
voltage (for a spark gap), and response data analysis indicate that the device has not
been damaged or degraded by the test pulses.

The internal response pass/fail criteria apply for both acceptance and verification testing.
50.5.2 Verification test functional pass/fail criteria. Hardening of equipment within the

electromagnetic barrier shall be considered satisfactory when both of the following criteria
are met:

a. No damage to mission-essential equipment occurred during the PCI verification
testing.

b. No mission-aborting interruption of mission-essential functions or upsets of mission-
essential equipment occurred during the PCI verification testing.!4

50.5.3 Test failures. Any failure to satisfy the internal response or functional success
criteria shall be considered a HEMP vulnerability. An investigation into the cause of the
possible vulnerability shall be conducted. The condition shall be corrected, if possible, and
the PCI verification test sequence shall be repeated.

13When the protected side of the POE protective device is contained within a special protective
volume, norms of the measured internal responses must not exceed design values for that special
protective volume.

4The determination of whether an observed interruption or upset is mission-aborting is the
responsibility of the operational authority for the facility.
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CW IMMERSION TEST PROCEDURES!®

10. GENERAL

10.1 Scope. This appendix establishes procedures for continuous-wave (CW) immersion
testing of the electromagnetic barrier required for low-risk high-altitude electromagnetic
pulse (HEMP) protection of critical ground-based facilities with time-urgent missions. The
procedures are applicable for testing other HEMP-hardened facilities, when specified by
the procurement documentation.

10.2 Applications. These procedures shall be used for verification testing of the facility
HEMP shield and aperture point-of-entry (POE) protective treatments, as required by
DETAILED REQUIREMENTS of MIL-STD-188-125.

20. REFERENCED DOCUMENTS

20.1 Government documents. The following documents form a part of this appendix to
the extent specified:

DoD-STD-2169 - High-Altitude Electromagnetic Pulse (HEMP)
Environment (U) (document is classified Secret).

DNA-EMP-1 - Electromagnetic Pulse (EMP) Security Classification
Guide (U) (document is classified S-RD).

30. DEFINITIONS

30.1 Iluminating field. The illuminating field at a location with respect to the trans-
mitting antenna is the total electromagnetic field, including ground effects, which would
be measured at that point if the facility or system under test was not present. Thus, the
illuminating field does not include reflections from the facility under test.

30.2 Principal component of the illuminating field. A principal component of the illu-
minating field is a magnetic or electric field component which is maximized by the antenna
geomeiry and ground effects. For example, azimuthal magnetic field and vertical eiectric

ISHEMP-unique test procedures are temporarily included as appendices to MIL-STD-188-125; it
is intended that these procedures will ultimately be promulgated as separate standards outside of
the MIL-STD-188- series.
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field are principal components of the illuminating field of a vertical monopole antenna over
a ground plane.

30.3 Reference field. The reference field in a CW immersion test is a measured field for
monitoring the output from the transmitting antenna. The reference sensor may be placed
at any location with respect to the antenna and facility, where the measurement has a
known relationship to the illuminating field at all frequencies of interest. This requirement

imanlios that saflantinng Fammn tha Fantlitr indae tant nema maclicihle ot tha eafaranca oo
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or that they can be analytically subtracted from the measured data. When corrected for
facility reflections and location with respect to the transmitting antenna, the reference
field measurement provides the illuminating field data.

40. GENERAL REQUIREMENTS

40.1 General. The CW immersion test procedure is an element of verification testing,

v an AP bnrtod Forilitar latad A
performed as soon as practical after the HEMP-protected facility is completed and oper-

ational. The test method illuminates the exterior surface of the electromagnetic barrier
with radiated CW fields and surveys the interior protected volume to identify shield defects
and inadequately protected aperture POEs and to provide data for hardness assessment.
Because coupling to exposed external portions of penetrating conductors may.not be effi-
cient, CW immersion has limited effectiveness for evaluating conductive POE protection.
Therefore, protection provided for penetrating conductors is also evaluated with pulsed
current injection (PCI) testing (see appendix B).

40.2 Purpose. The purposes of CW immersion testing are as follows:

a. To measure attenuation of electromagnetic fields in the HEMP portion of the spec-
trum by linear elements of the as-built electromagnetic barrier

b. To identify HEMP shield and aperture POE protective device defects, faulty instal-
lation practices, and inadvertent POEs, so that repairs can be made

c. To characterize residual internal field and conducted electromagnetic stresses, within
limitations of the linearity and planarity assumptions, through post-test analysis

d. To observe operation of the facility for interference or upset (interference which occurs

as the result of the low-level CW excitation may indicate a circuit which is particularly
vulnerable to HEMP effects)

e. To provide data for HEMP hardness assessment of the facility and baseline data for
the hardness maintenance and hardness surveillance program
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40.3 HEMP protection subsystem test configuration. During conduct of the CW im-
mersion test, the facility shall be in a normal operating configuration and shall be
performing actual or simulated mission functions. The HEMP protection subsystem shall
be intact.

40.4 Pretest analysis requirement. Pretest analysis shall be performed to select trans-
mitting antenna locations, reference sensor locations, and measurement points. Transmit-

ting antenna locations shall be chosen (o obtain the required illuminating field strength

and efficient coupling to all areas on the electromagnetic barrier surface. Reference sensor
locations shall be chosen to monitor the transmitting antenna output and determine the
illuminating field. Measurement points shall be chosen to provide representative mappings
of field responses within the protected volume and special protective volumes and current
responses within the internal cable plant.

40.5 Test equipment requirements. Test equipment required for CW immersion testing
1o idantifRad in tahla
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40.6 Operational impact analysis and risk. Since the electromagnetic barrier must re-
main intact during conduct of the CW immersion test and use of electrically noisy equip-
ment which is not part of the normal site equipment complement must be restricted,
unusual operations (facility modification, maintenance) may be affected. Mission opera-
tions can continue normally, except that a special sequence of activities may be required
so that the fa.cility can be tested in its various operating states (transmitting, receive-only,
atr Y Radintnd atann 1 lawala ara las mnd meanan + ha A tm onmsrieeean ¢ hesd Fonmivamne
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clearance and bands in which transmissions must be suppressed may be required to avoid
self-interference or interference with nearby facilities. Normal electrical safety precautions

apply.

40.7 Test plan and procedures. A comprehensive, site-specific test plan and detailed
test procedures for CW immersion testing shall be prepared. These may be combined
into a single document or two separate documents may be used. As a minimum, the test

| Sy | I
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a. A statement of the test objectives

b. Facility identification and description—including a site plan, floor plan of the pro-
tected volume, list of shield POEs, list of mission-essential equipment inside and
outside the electromagnetic barrier, and a description of the HEMP protection sub-
system
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TABLE VII. CW immersion test equipment requirements.

Equipment ! Characteristics !
Network 100 kHz-1 GHz, minimum sensitivity
Analyzer(s)* as required for measurement sensitivity
Power 100 kHz-1 GHz, amplification as required
Amplifier(s) for measurement sensitivity
Antenna(s) 100 kHz-1 GHz
Sensors Free-field, surface current (or charge)

density, current, voltage, 100 kHz-1 GHz
Preamplifiers 100 kHz-1 GHz, amplification and noise figure
as required for measurement sensitivity
Data Recorder! Dual channel
Fiber Optic 100 kHz-1 GHz, up to several hundred
Links meters in length

Miscellaneous Cables | As required
and Attenuators

1Use of a personal computer with an IEEE-488 general purpose interface
bus (GPIB) to control instrumentation and store test data on magnetic disk
is strongly recommended.

Transmitting antenna locations, reference sensor locations, and expected measure-
ment sensitivity of the illumination and instrumentation system

CW illumination and data acquisition equipment identification—including manufac-
turer, model and serial numbers, characteristics, and detailed calibration procedures

Detailed test procedures—including facility configuration requirements, equipment
operating states, diagrams of the test configuration, step-by-step procedures, and

. .
meagurament poin t locations

142U aSuinuaisiis

Data management—including data quality control procedures, data acceptability cri-
teria, data processing requirements, annotation and preservation of data records, and
pass/fail criteria
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g. Safety
h. Security (see C.40.10)

i. Test schedule—including priority of measurements
Data item description DI-R-1759A, “Nuclear Weapons Effects Test Plan,” should be used.

40.8 Test report requirements. A CW immersion test report shall be prepared. As a
minimum, the test report shall contain the following information:

a. Facility identification and test plan reference
b. A discussion of any deviations from the test plan and requirements of this appendix

¢. Copies of the measured results, along with sensor calibrations and instrumentation

P e ] iz ¥ Sea a=a

settings required to convert the data to engineering units

d. Test results and conclusions—including a definitive statement of HEMP hardness
of mission functions, based on CW immersion and PCI test results and supporting

analyses

e. Test chronology—including a sequence of events and identification of failures, upsets,
or interference observed and the conditions under which they occurred

Data item description DI-R-1760A, *Nuciear Weapons Effects Test Report,” shouid be
used.

40.9 Post-test analysis requirements. A post-test analysis of the measured data shali
be performed to assist in developing a definitive statement of facility HEMP hardness.
Detailed requirements for post-test analyses of verification test results shal be established
by the sponsoring agency for the test. They will generally include calculations of threat
responses from CW immersion and PCI test data, analysis of verification test adequacy,
development of hardness conclusions, and recommendations for corrective actions, if re-
quired.

40.10 Data classification. Test data may be classified. DNA-EMP-1 and the classifica-
tion guide for the specific facility or system should be consulted for guidance.

40.11 Alternative test methods. When CW illumination of a facility is not practical
because of physical interference with other facilities in the vicinity, the CW immersion test
may be performed using CW current injection on the outer surface of the electromagnetic
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barrier. A site-specific CW shield current injection test plan and detailed procedures shall
define the shield excitation technique, source strength, injection points, and predicted
shield current density distributions. Minimum data ax:quisition system sensitivity required

- R | =1 al a1l Lo
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determined.

When approved by the sponsoring agency, a thorough program of shielding effective-
ness measurements (see appendix A} and a thorough shielding effectiveness leak detection
system (SELDS) survey in accordance with MIL-HDBK-423 guidance may be used for
verification testing in lieu of the CW immersion test.

[ 4
o

CD
o
)

50.1 Test configuration. The CW immersion test configuration is illustrated in figure 16.
Swept or stepped CW excitation, generated by the network analyzer source, is propagated
to the transmitting antenna location via a hardwired or fiber optic link. The signal is
amplified and radiated from the antenna—a vertical monopole, horizontal dipole, log pe-
riodic, rhombic or other antenna—to illuminate the facility. The reference sensor, located
in a clear area where the measured field has a known relationship to the total field il-
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density, current and voltage sensors monitor the response at measurement points inside
(and outside, if desired) the electromagnetic barrier. Preamplifiers and fiber optic links
are used, as required, in the measurement channels. Reference and measurement point
data are monitored on the network analyzer and recorded. Figure 17 illustrates a sample
1 MHz to 100 MHz data record, where identical B (time rate of change of the magnetic
induction field) sensors are employed in both channels and the reference channel is a direct
measurement of the illuminating field.

50.2 Transmitting antenna locations. Transmitting antenna locations shall be chosen to
illuminate all areas on the barrier surface with the radiated field excitation. Three or four
locations around the periphery of the facility will normally be required. The antenna shall
be placed as far from the facility as possible, within physical and measurement sensitivity
constraints.!®

8When R > Amax and R > 2D2/AMIN —where R is the distance from the antenna to the
barrier, Apmax is the wavelength of the lowest radiated frequency, Amin i3 the wavelength of the
highest radiated frequency, and D is the antenna characteristic length or largest barrier dimension
transverse to the propagation direction of the illuminating field—results can be interpreted as plane
wave responses. When these inequalities are not satisfied, near-field and wave curvature effects may
be significant.
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FIGURE 17. CW immersion test record.
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50.3 Measurement locations. For facilities less than 900 m? (10,000 ft?) in shielded
floor area, a minimum of § (X3 components) electric or magnetic free-field measurement
locations, 3 (x2 components) surface current or charge density measurement locations,
ﬂ-llﬂ ‘U currem. measuremens lﬁéasiﬁﬁﬁ ulrougnout ‘HE BHIEIGEO V‘Glume Bﬂml De cnosen
for each transmitting antenna location. For larger facilities, the number of measurement

locations shall be increased in proportion to the total shielded floor area.

Measurement points for each transmitting antenna location should be concentrated
in the 40 to 50 percent of the protected volume and in special protective volumes physically
closest to electromagnetic barrier surfaces which are directly illuminated.

.
Interna! free-field measurement points shall be chosen to p

mapping of field responses within the electromagnetic barrier. The free-field measurements
shall be made in areas which are relatively clear of equipment. The three orthogonal com-
ponents of the field response shall be recorded. Internal magnetic free-field measurements
should normally be emphasized.

. v
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Internal surface current or charge density measurements shall principally be made at

penetration areas on the electromagnetic barrier. Internal surface current density mea-
surements should nnrmnlhr be emphasized. When measuring surface current densgity, the
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two orthogonal components of the response shall be recorded.

Internal current measurement points shall be chosen to provide a representative map-
ping of current responses in the internal cable plant. Current measurements shall be made
on selected penetrating cables near their POE protective devices, on selected cables with
long interior runs or layouts producing efficient coupling geometries, and on input cables
to selected mission-essential equipment.

An interior electromagnetic survey, with CW excitation applied from each transmit-
ting antenna location, shall be performed to locate areas of maximum response. Particular
attention should be given to barrier penetration areas. Additional free-field and current
measurement points shall be chosen where the largest signals are detected during the
survey.

50.4 Test frequencies. Test data are desired at frequencies from 100 kHz to 1 GHz. It is

usually necessary to divide the frequencies into several bands, selecting different antennas

to maximize the radiation efficiency in the different bands.
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50.5 Measurement procedures. CW immersion test procedures shall be as follows:

a.

0

Set up the data acquisition equipment in the desired configuration and perform cal-
ibrations. Minimum sensitivity of the data acquisition system should be —147 dBm
or lower.

Set up the transmitting antenna and map its fields. The principal component of the
illuminating field:

[speed of light (c) x magnetic induction field (Bijuminating)] Or electric field (Eilluminating)

should be at least 1 V/m from 1 MHz to 50 MHz and at least 0.1 V/m from 50 MHz
to 100 MHz at the point on the electromagnetic barrier closest to the transmitting
antenna. As a design objective, the principal component of the illuminating field
should be at least 0.1 V/m from 100 kHz to 1 MHz and 0.01 V/m from 100 MHz to
1 GHz. Choose a reference sensor location.

Perform a check of each data acquisition channel to verify link noise immunity. Dis-
connect the sensor and terminate the sensor cable in its characteristic impedance.
Energize the radiating source, and record the received signal strength as a function
of frequency.

With the radiating source energized, perform a survey of the area to be monitored
and select the additional measurement locations.

Place the sensor and use preamplifiers as required to obtain the desired measurement
sensitivity.

With the source and data acquisition equipment in 2 normal configuration, except
that the power amplifier is turned off, record the noise and operating signal response
at the measurement point as a function of frequency. Narrow band filter and long
sweep time settings of the network analyzer are necessary.

Turn the power amplifier on and record the reference and measurement point re-
sponses as a function of frequency, using the same filter and sweep time settings
employed for the noise and operating signal measurement.

Perform data quality control. Annotate and preserve the data records.

Record any interference with the operation of facility equipment observed during the
CW immersion test. Also record test and operational conditions which existed at the
time the interference was noted.
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j. Continue to the next measurement location and repeat steps e through i.

k. When measurements for one transmitting antenna location are completed, continue
to the next transmitting antenna location and repeat steps b through j.

50.6 Pass/fail criteria®®.

50.6.1 Internal field measurements. In frequency bands where the measurement dy-
namic range is less than the required attenuation, internal CW immersion free-field and
surface current or charge density measurements shall be considered satisfactory when there
is no observable test point response above the noise and operating signal level.

In the frequency band where the measurement dynamic range is greater than the
required attenuation, expected to be at least 5 MHz to 100 MHz, internal CW immersion
field measurements shall be considered satisfactory when the test point responses are below
the principal component of the illuminating field by at least the required attenuation. This
success criterion is expressed by the following equations:

50.6.1.1 For internal magnetic induction field measurements.

8000
Binzernnl < T b 4 Billuminuing w<8Xx 108

< 107 x Billuminntlng w2 8X 108

where

Bigtems = measured component of the magnetic induction
field at a test point inside the electromagnetic bar-
rier (Wb/m?)

Bituinating =  principal component of the illuminating magnetic
induction field at the point on the electromag-
netic barrier closest to the transmitting antenna

(Wb/m?)

w = angular frequency (s~!)

%These pass/fail criteria apply to all measurements made in the protected volume. Responses
measured in a special protective volume must not exceed design values for that special protective
volume.
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50.6.1.2 For internal electric field measurements.

Eintema.l S 10-5 x Eilluminnt:ing

where
Eipternal = measured component of the electric field at a test
point inside the electromagnetic barrier (V/m)
Eiluminsting = principal component of the illuminating electric

field at the point on the electromagnetic barrier
closest to the transmitting antenna (V/m)

50.6.1.3 For internal surface current density measurements.

Sintemar = 6_4‘:1—09 X Billuminating W < 8 x 10°
< 8 X Biuminating w > 8 x 10%
where
IS ternal = measured component of surface current

Ao tder md m o dmed —mmled Toaida a alanten
density at a test point inside the electro-

magnetic barrier {A/m)

50.6.1.4 For internal charge density measurements.

Q5,4 < 8:9 X 107V X Eittuminating

where

Qs,.....qu = measured surface charge density at a test
point inside the electromagnetic barrier

(C/m?)

50.6.2 Internal current measurements. Internal CW immersion current measurements
shall be considered satisfactory when the peak value of the threat-extrapolated response,
transformed into the time domain, does not exceed 0.1 amperes. This success criteria is
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expressed by the following equation:
2nf.
i f / [!.h;-a-.z{@“—!_m‘ + I . fg_ﬂg'“"] dw < 0.1
21r Jzﬂf‘ l N T WOreDIN r j —
for all time t, where
f¢ = the lowest CW immersion test frequency
(Hz)
fu = the highest CW immersion test frequency
(Hz)
Iinreat(w) = threat-extrapolated current in the frequency

domain (A/Hz)

Tinternal{w)
= x E [
[¢ %X Bituminating(w)] 0 Ejnuminating thress ()

Iinterna(w) = measured current at a test point inside the
electromagnetic barrier (A)

Eipreat(w) = early-time threat HEMP field in the
frequency domain (V/m-Hz) {see DoD-STD-
2169)

Iireai(w) = complex conjugate of Jinpeas(w)

50.6.3 Interference. Functional monitoring of facility operation shall be considered satis-
factory when no interference with mission-essential communication-electronics or support
equipment is observed.

50.6.4 Test failures. Any failure to satisfy the internal field measurement, internal cur-
rent measurement, or interference success criteria shall be considered a HEMP vulnera-
bility. An investigation into the cause of the possible vulnerability shall be conducted.

223 AV LIgLRIV 2RSS =SR2 el SRl flyiiiNg L2a8% e RAS

The condition shall be corrected, if possible, and the CW immersion test sequence shall
be repeated.
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