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periodically to assure its completeness and currency.
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Improvement Proposal (DD Form 1426) appearing at the end of this document or
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1. SCOPE

1.1 Background. The U.S. Government is developing a large number of
complex systems that are required to function during or after exposure to a
radiation environment. The need for these systems to accomplish their
designated mission regardless of their complexity and the hostile environments
that they must withstand dictates that attention be focused on hardening
design techniques and hardness assurance methods used during the development
and production phases of the system. While Hardness Assurance (HA) procedures
are implemented during the production phase, there are HA activities that must
occur during the earlier design ‘and development phases.

When a system has a survivability requirement, specific radiation criteria are
defined and hardening and HA must then be invoked by the developing agency.
Hardening is the process of reducing the susceptibility of the system to a
nuclear environment to acceptable limits by design and selection of parts and
materials. HA consists of those manufacturing controls, lot sample tests, and
screens that are applied to assure that the design hardening is not
compromised during manufacturing and hence that the radiation response of all
of the systems stays within acceptable limits of performance. For example, HA
18 necessary in parts selection to ascertain that a given part meets the
established criteria, and that variations in its radiation response (whether
made by one or more manufacturer), do not jeopardize the survivability of the
system.

This document is intended to provide guidance to both the system development
Project Manager (PM) or System Program Office (SPO) at the sponsoring agency,
and the Project Manager for the prime contractor. It will assist the
sponsoring agency PM or SPO in establishing survivability requirements and the
needed contractual features in the Request for Proposal (RFP), the Statement
of Work (SOW), and in identifying Data Item Descriptions (DIDs) for the
Contract Data Requirements Lists (CDRLs) for later phases of development. The
prime contractor PM will be aided by guidance in the structure and timeline of
a Hardness Assurance Program (HAP), the required documentation (such as a
Survivability Program Plan (SPP)), and the HA-related tasks needed as the
development of the system progresses through design, development, and
production phases.

To be successful, both the hardening and hardness assurance programs must be
an integral part of the overall management structure. This existing structure
includes design engineers, specification writers, comptrollers, purchasing,
QA, value engineers, test engineers, production engineers, reliability
engineers, configuration managers and others. Thus, to be most effective each
of these groups must include hardness assurance as one of their
responsibilities. Each (and all) of these management entities affect the
ultimate nuclear survivability of the system just as they affect other aspects
of system performance. All must work together as a team and HA activities
must not be managed totally separate from the existing management structure.
Only when survivability and HA are part of the team will they be viewed as an
integral part of the program and accepted by all team members.

1
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Even though this document will allude to various hostile enviromnments as
necessary to discuss the concept of balanced hardening, the primary focus will
be concerned with nuclcar and space radiation effects on electronics and the
HA methods and procedures necessary to assure that the system is produced in
compliance with hardness design specificationms. '

1.2 Document application. Because this document is intended primarily for
PMs and SPOs, it does not discuss the specific details of procedures and
methodologies mentioned or referenced that deal with quality control, test
techniques or other such items. Instead the document is intended to:

a. Address the planning, hardening, and management
approaches required at the system level to ensure that
the system is produced in compliance with
survivability requirements.

b. Provide guidance in defining HA activities
commensurate with the threat nuclear weapon and space
radiation environment and with the concept of balanced
hardening to all hostile environments. These
guidelines are aimed primarily at system development
agencies, project managers and their contractors.

1.3 Relationship to MIL-HDBK-814, MIL-HDBK-815, and MIL-HDBK-816. A major
task in developing a system that has a nuclear or space radiation
survivability requirement is the selection and qualification of electronic
pieceparts to the hardness specifications. Because parts play a fundamental
role in the survivability of the system, they will be mentioned frequently.
However, the procedures that may be employed in the selection and
qualification process will not be discussed in this document. MIL-HDBK-814,
"Ionizing Radiation and Neutron Hardness Assurance;" MIL-HDBK-815, "Dose Rate
Hardness Assurance;" and MIL-HDBK-816, "Guidelines For Developing
Specifications for Radiation Hardness Assured Devicesi" discuss in detail the
HA aspects of parts selection and qualification. These details are of
paramount importance because system survivability is achieved and maintained
through proper specifications, the selection of adequately hard parts, quality
assurance, and configuration control. However, the selection and structure of
the HA activities necessary to achieve the objectives sought in this process
remain a management decision.

1.4 Document objectives. The major objectives of this handbook are to:

a. Provide guidelines to structure a HA program
addressing all phases of system development and
production to ensure that the system complies with
radiation hardness and survivability specifications.
This HA program structure will include techniques
employed at the system level as well as the HA data
and procedures needed at the piecepart and other
lower-tier levels. It will present the relationship

2
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of design hardening and verification to HA and
Hardness Maintenance/Hardness Surveillance (HM/HS).

b. Present a description of HA activities and HA program
deliverables for all phases of the program. This
description will include the responsibility of
subcontractors that are part of ths development effort
and will include tasks such as defining qualification
tests, speclal hardware and software, and necessary
documentation.

c¢. Show a timeline for the HA program, its major
activities and its outputs.

d. Give references for existing documents that will
assist in devising the HA procedures and test
techniques, and in piecepart HA testing and control
methods.

2. APPLICABLE DOCUMENTS
2.1 Documents for hardness assurance programs. Many of the following

documents will be useful in implementing an HA program. Most were generated
by the HA community.

2.1.1 Military handbooks

MIL-HDBK-339 Appendix: Custom Large Scale Integrated Circuit
Development and Acquisition for Space Vehicles.

MIL-HDBK-8l4: Ionizing Radiation and Neutron Hardness Assurance.
MIL-HDBK-815: Dose Rate Hardness Assurance.

MIL-HDBK-816: Guidelines for Developing Specifications for Radiation
Hardness Assured Devices.

2.1.2 DoD directives and instructions.

DoD Directive 5000.1: Defense Acquisition.

DoD Instruction 5000.2: Defense Acquisition Management Policies and
Procedures.

DoD Manual 5000.2-M: Defense Acquisition Management Documents and
Reports.
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2,1.3 Data item descriptions.

DI-ENVR-80262: Nuclear Hardness and Survivability Program Plan.
DI-ENVR-80263: Hardness Assurance Plan.

DI-ENVR-80264: Hardness Maintenance Plan.

DI-ENVR-80265: Hardness Surveillance Plan.

DI-ENVR-80266: Nuclear Hardness and Survivability Design Analysis
Report.

DI-ENVR-80267: Nuclear Hardness and Survivability Trade Study Report.

DI-ENVR-80387: Transient Radiation Effects on Electronics (TREE)
Hardening Plan.

DI-M-30412A: Hardness Data Manual Maintenance Document.
DI-NUOR-80156A: Nuclear Survivability Program Plan.

DI-NUOR-80928: Nuclear Survivability Test Plan.

DI-NUOR-80927: Nuclear Survivability Test Report.

DI-NUOR-80927: Nuclear Survivability Design Parameters.
DI-NUOR-80926: Nuclear Survivability Assurance Plan.

DI-NUOR-81025: Nuclear Survivability Maintenance/Surveillance Plan.

2.2 Military standard test methods.

MIL-STD-750 method 1015: Steady State Primary Photocurrent.
MIL-STD-750 and MIL-STD-883 method 1017: Neutron Irradiation.

MIL-STD-750 and MIL-STD-883 method 1019: Steady state total dose
irradiation procedure.

MIL-STD-883 method 1020: Radiation-Induced Latch-up Test Procedure.

MIL-STD-883 method 1021: Dose Rate Threshold for Upset of Digital
Microcircuits.

MIL-STD-883 method 1022: Mosfet Threshold Voltage.

MIL-STD-883 method 1023: Dose Rate Response of Linear Microcircuits.
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MIL-STD-750 method 3404: Mosfet Threshold Voltage.
MIL-STD-750 method 3478: Power Mosfet Dose Rate Effects.

2.3 ASTM dosimetry standards.

E263 method: Determining Fast-Neutron Flux by Radioactivation of
Iron.

E264 method: Determining Fast-Neutron Flux by Radioactivation of
Nickel.

E265 method: Determining Fast-Neutron Flux by Radiocactivation of
Sulfur.

F526 method: Dose Measurement for Use in Linear Accelerator Pulsed
Radiation Effects Tests.

E665 method: Determining Absorbed Dose Versus Depth in Materials
Exposed to the X-Ray Output of Flash X-Ray Machines.

E666 method: Calculation of Absorbed Dose from Gamma or X-Radiation.

E668 practice for the application: Thermoluminescence-Dosimetry (TLD)
Systems for Determining Absorbed Dose in Radiation-Hardness Testing of
Electronic Devices.

E720 guide: Selection of a Set of Neutron-Activation Foils for
Determining Neutron Spectra Used in Radiation-Hardness Testing of
Electroniecs.

E721 method: Determining Neutron Energy Spectra with Neutron-
Activation Foils for Radiation-Hardness Testing of Electronics.

E722 practice: Characterizing Neutron Energy Fluence Spectra in Terms
of an Equivalent Monoenergetic Neutron Fluence for Radiation Hardness
Testing of Electronics.

E763 method: Calculation of Absorbed Dose from Neutron Lrradiation by
Application of Threshold-Foil Measurement Data.

E820 practice: Determining Absolute Absorbed Dose Rates for Electron
Beams.

E845 methods: Calibration of Dosimeters Against an Adiabatic
Calorimeter for Use in Flash X-Ray Fields.

E1026 method: Using the Fricke Dosimeter to Measure Absorbed Dose in
Water.
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E1027 practice: Exposure of Polymeric Materials to ILonizing
Radiation. .

E1205 method: Using the Ceric-Cerous Sulfate Dosimeter to Measure
Absorbed Dose in Water.

E1249 practice: Minimizing Dosimetry Errors in Radiation Hardness
Testing of Silicon Electronic Devices.

E1250 method: Application of Ionization Chambers to Assess the Low
Energy Gamma Component of Co-60 Irradiators in the Radiation Hardness
Testing of Silicon Electronic Devices.

2.4 ASTM electrical measurement and radiation test standards.

F448 method: Measuring Steady-State Primary Photocurrent.

F528 method of Measurement: Common-Emitter de¢ Current Gain of
Junction Transistors.

F570 method: Transistor Collector-Emitter Saturation Voltage.

F615 practice: Determining Safe Current Pulse Operating Regions for
Metallization on Semiconductor Components.

F616 method: Measuring Mosfet Drain Leakage Current.
F617 method: Measuring Mosfet Linear Threshold Voltage.
F618 method: Measuring Mosfet Saturated Threshold Voltage.

F632 method: Measuring Small-Signal Common Emitter Current Gain of
Transistors at High Frequencies.

F675 method: Measuring Non-Equilibrium Transient Photocurrents in p-n
Junctions.

F676 method: Measuring Unsaturated TTL Sink Current.

F744 method: Measurement of Dose Rate Threshold for Upset of Digital
Integrated Circuits.

F769 method: Measurement of Transistor and Diode Leakage Currents.

F773 method: Measuring Dose Rate Response of Linear Integrated
Circuits.

F774 guide: Analysis of Latch-up Susceptibility in Bipolar Integrated
Circuits.
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F867 guide: Total Dose Radiation Testing of Semiconductor Devices.

F980 guide: The Measurement of Rapid Anmealing of Neutron-Induced
Displacement-Damage in Semiconductor Devices.

F996 method: Determining the Mean Interface Trap Density of Mosfets
by Charge Pumping.

F1032 guide: Measuring Time-Dependent Total-Dose Effects in
Semiconductor Devices Exposed to Pulsed Lonizing Radiation.

F1096 guide: Mosfet Saturation Threshold Voltage.

F1190 practice: Neutron Irradiation of Unbiased Electronic
Components.

F1191 guide: The Radiation Testing of Semiconductor Memories.

F1192 guide: The Measurement of Single Event Phenomena from Heavy Ion
Irradiation of Semiconductor Devices.

F1467 guide: The Use of an X-Ray Tester (= 10 kev photons) in an
Ionizing Radiation Effects Testing of Microelectronic Devices.

2.5 Important documents: Special attention. Special attention is called
to the new DoD Directive 5000.1, "Defense Acquisition;™ the DoD Imnstruction
5000.2, "Defense Acquisition Management Policies and Procedures;" and the DoD
Manual 5000.2-M, "Defense Acquisition Management Documents and Reports." All
are a recent release (february 1991) and replace the 1987 versions of the same
documents as well as about 60 previous directives. Of particular interest to
HA is the inclusion of DoDD 4245.4, "Acquisition of Nuclear Survivable
Systems," into the revised version of DoDI 5000.2. Note that part 6, section
F, of DoDI 5000.2 is entitled "Survivability," and includes such topics as
Hardened Systems (HA and HM/HS), Test and Evaluation, and Life-Cycle
Survivability.

2.6 Device data bases. There are a number of device data bases already in
existence. When utilizing data from such sources, care should always be
exercised regarding the manner in which the data were taken, the age of the
data, and its applicability to the system being developed.

3. DEFINITIONS

3.1 Key definitions. To aid the reader in understanding the intention of
this document, some pertinent definitions are presented.
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3.1.1 Hardness assurance (HA) - The application of manufacturing controls,
lot sample tests, test procedures, and screens used to assure that the
designed hardness of the system is fetained during system production.
Although the primary application of HA is in the production phase, HA
activities during the Engineering and Manufacturing Development (EMD) phase
are necessary.

3.1.2 Hardness verification (HV) - The determination through a sequence of
tests and analyses that a system design is in fact hardened in compliance with
the hardness requirements.

3.1.3 Hardness maintenance (HM) - The procedures applied during the
operational phase of a hardened system to make sure that the hardness built
into the system is retained throughout the life of the system.

3.1.4 Hardness surveillance (HS) - Those inspection and test procedures
that are conducted during the operational life of the system to ensure that
the designed hardness of the system is not degraded through operational use,
logistic support or maintenance actions.

3.1.5 Hardness assurance, maintenance and surveillance (HAMS) - This
terminology will not be used in this document because of the ambiguity
associated with the acronym. HAMS also stands for Hardness Assurance
Monitoring System.

3.2 Commonly used terms.

Configuration Control Activities and procedures necessary to
ensure that no changes are made to the
hardened design without proper review and

approval.

Design Hardening The design techniques and approaches
applied to increase the system
survivability.

Design Margin The ratio of the mean failure level of a

piecepart to the specification value.

This can be expressed as the ratio of

either radiation environment levels or
parametric values.

Hardness A measure of the ability of a system or
plecepart to withstand exposure to one or
more effects of man-made hostile
environments.

Hardness Critical Category Hardness categories used to classify parts
relative to their sensitivity to the
radiation environment.

8
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Hardness Critical Item

Hardness Critical Process

Hardness Dedicated Item

Hi-Rel

Life Cycle Survivability

Mission Critical

Parts

Pieceparts

Race Conditions

e

Any item at any assembly level which could
be designed, repaired, manufactured,
installed, maintained or removed for
normal operation but could degrade system
survivability in a nuclear environment if
hardness requirements are not considered.

Processes, specifications and procedures
which are hardness critical, and which, if
changed, could degrade nuclear hardness.

An item that is dedicated to achieving the
required hardness of the system. The item
usually serves no other purpose and is
nonfunctional except in response to a
nuclear weapon environment.

A term which describes high reliability
pieceparts and manufacturing processes in
which the yield is high and the
manufacturing process is "perfected" or
"mature." The term generally applies to
an approved manufacturer’s high
reliability program.

Procedures to ensure that a system will
meet or exceed the required nuclear-
weapon-effects specifications through the
production and operational phases of the
system.

Elements of the system (e.g., subsystems
and modules) which are necessary to
mission completion.

The lowest tier elements of the design.
Parts includes the subcategories
components and pieceparts.

Electrical and electronic parts.

Timing conditions that can be associated

with circumvention circuitry and take into
account the "race" or arrival times of two
signals at an equivalent summing junction.



Survivability

Vulnerability

3.3 Acronyms.
ALCM
ASIC
C

CCB
CD
CDR
CDRL
COTS
Cs
DESC
- DI
DID
DM
DMBP
DoC
DSARC
D/V
ECEMP
EDAC
EMD

EMP
ERRIC
FXR
GFE
HA
HADD
HAMS
HC
HCC
HCI
HCP
HDI
HEMP
Hi-Rel

TECHNICAL LIBRARY

MIL-HDBK-817

The capability of a system to avoid or to
withstand hostile environments without
suffering an abortive impairment of its
ability to accomplish its designated
mission.

The characteristics of a system which
cause it to suffer a definite degradation
(reduced capability to perform the
designated mission) as a result of having
been subjected to a hostile environment.

Air Launched Cruise Missile

Application Specific Integrated Circuit
Confidence Level

Configuration Control Board

Concept Development

Critical Design Review

Contract Data Requirements List
Commercial-Off-The-Shelf

Concept Studies

Defense Electronic Supply Center
Dielectrically Isolated

Data Item Description

Design Margin

Design Margin Breakpoint

Demonstration of Compliance

Defense System Acquisition Review Committee
Demonstration/Validation (also Design/Verification)
Electron Caused EMP

Error Detection And Correction

Engineering And Manufacturing Development (also called FSED
and FSD)

Electromagnetic Pulse

Electronics Radiation Response Information Center
Flash X-Ray

Government Furnished Equipment

Hardness Assurance

Hardness Assurance Design Documentation

Hardness Assurance Monitoring System

Hardness Critical

Hardness Critical Category

Hardness Critical Item

Hardness Critical Process or Procedure

Hardness Dedicated Item

High Altitude EMP

High-Reliability

Hardness Maintenance

10
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HNC Hardness Non-Critical

HS Hardness Surveillance

IC Integrated Circuit

IEMP Internal EMP

10C Initial Operational Capability

IOT&E Initial Operation Test and Evaluation
JEDEC Joint Electronic Device Engineering Council
JI Junction Isolated

LCS Life Cycle Survivability

LINAC Linear Accelerator

LSI Large Scale Integrated (Circuit)

MC Mission Completion or Mission Critical
MHDEMP Magneto Hydrodynamic EMP

MIL-STD Military Standard

MOSFET Metal Oxide Semiconductor Field Effect Transistor
MSI Medium Scale Integrated (Circuit)

NDI Non-Developmental Item

NH&S Nuclear Hardness and Survivability

NSN National Stock Number

o&M Operation and Maintenance

OP-AMP Operational Amplifier

PCB Parts Control Board

PCC Parts Cateéorization Criterion

PDR Preliminary Design Review

PIDS Prime Item Development Specification
PMRT Program Management Responsibility Transfer
PPSL Program Parts Selection List

Ps Probability of Survival

QA Quality Assurance

QAB Quality Assurance Board

QML Qualified Manufacturer’s List

QPL Qualified Parts List

RDM Radiation Design Margin

RFP Request for Procurement

RHA Radiation Hardness Assurance

SCD Source or Specification Control Drawing
SCR Silicon Controlled Rectifier

SDE Silicon Damage Equivalence

SEBO Single Event Burn-Out

SEE Single Event Effects

SEL Single Event Latch-up

SEP Single Event Phenomenon

SEU Single Event Upset

SGEMP System Generated EMP

SID Selected Item Drawing

SMD Standard Military Drawing

1o 8 Silicon On Insulator

SOR System Operational Requirements

sS0s Silicon On Sapphire

SoW Statement of Work

11
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SPEC Specification
SPO Systems Program Office
SREMP Source Region EMP
s/v Survivability/Vulnerability
SVWG Survivability/Vulnerability Working Group
™ Technical Manual
T.O. Technical Order
TQM Total Quality Management
TREE Transient Radiation Effects on Electronics
TTL Transistor-Transistor Logic
VA/VR Vulnerability Analysis/Verification Report
VLSIC Very Large Scale Integrated Circuit

4. GENERAL REQUIREMENTS

4.1 The hardness assurance program., HA is a program that becomes
operative primarily during system production. However, as noted, the HA
program is not suddenly developed when the production phase begins. Before a
HA program can be implemented for production, HA activities and planning must
occur during CD, D/V, and EMD. They provide the basis for the HA activities
during production. Regardless of the differences that may exist in system
requirements and misslon, there are some common elements that should be a part
of hardness assurance programs. Despite the uniqueness of the program, these
common features are:

a. Survivability decisions must be based on radiation response data.

b. Pieceparts must be sorted into hardness critical categories and
the hardness critical items must be identified.

c. Piecepart acceptance procedures must be developed and implemented.
d. Radiation hardness must be validated by testing and analysis to
the maximum extent practicable, and

e. Controls must be in place to prevent deleterious changes from
being made.

f. Test, analysis, and design activities must be completed to verify
the system nuclear hardness and survivability.

4.2 Features of HA programs.

12
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4.2.1 Development phuses. The need to guarantee hardness drives the
requirement to consider HA during all program phases. There should be a
logical progression from a properly designed hardened system, to hardness
features properly implemented HA, to Hardness Verification (HV), to hardness
features to be maintained and inspected (HM/HS). The hardness control
mechanisms needed to ensure that the design is translated into survivable
production units can be put in place the day production begins only if there
has been adequate prior preparatiom.

4.2.1.1 The CD phase. During CD, the hardness criteria and environmental
specifications must be developed so that the hardened design of the overall
system can begin. All system requirements should accurately reflect the
mission of the system. Possible system designs should now be evaluated for
their impact on life cycle survivability issues including the cost of HA.

4.2.1.2 The D/V phase. During the D/V phase, the system concept becomes
firmer and it is possible to assess the hardness of the system. At this
point it is important to consider the types of HA approaches that fit into the
D/V hardware concepts. Some examples are: (l) design margin; (2) hardness
dedicated features; (3) test, inspection, or verification methods; and (4) the
HA controls to be used. These questions and other similar concerns for
achieving the required survivability must be addressed in the EMD stage.

4.2.1.3 The EMD phase. The EMD phase typically requires HA planning as a
formal requirement with a HA plan as a contract deliverable. To make sure
that the HA plan is meaningful, it must reflect both a design verified to be
hard and realistic activities that will assure that hardness is transferred
from drawing to production unit. Hardness verification is required during EMD
to qualify the design hardware to the requirements, usually by piecepart, sub-
system or system radiation effects testing. This is typically documented at a
major program milestone such as a design review or a configuration audit.
Although hardness verification may be considered as an activity separate from
HA, it is an integral part of the HA plan. If the HA plan relies on piecepart
design margin to assure a lower bound on the system hardness, this design
margin must be demonstrated. Whatever hardness levels are found by hardness
verification must be maintained throughout the life cycle. If hardness
verification testing reveals little margin above the criteria requirements,
the HA plan must include controls sufficiently sensitive and rigorous to
identify relatively small changes in radiation response performance. Hardness
assurance testing and inspection must be structured to positively verify that
pieceparts with small design margins cannot cause system failure at the
eriteria level. On the other hand, hardness verification may reveal that
large design margins exist, whether through purposeful design or through
intrinsic hardness. If so, less costly HA approaches mechanisms such as
material source controls, existing quality inspections and configuration
management should be reviewed to see if they are sufficient.

13
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4.2.1.4 Production activities. The HA plan should also reflect an overall
program management approach. As the contractor looks ahead to production,
certain management tools will be used to execute and monitor results of the HA
activities during production. These include:

a. Documentation of inspections

b. Definition of interactions between engineering and manufacturing
that will control the system configuration.

c. Maintaining engineering data needed to insure hardness throughout
the life cycle of the system.

d. Annotation of the drawings for Hardness Critical Items (HCIs).
e. Implementation of a Hardness Critical Process (HCP).

f. Implementation of field maintenance instructions to insure that
hardness is maintained in deployed systems.

Clearly the HA plan must be an evolving document during EMD. It must start by
proposing an effective plan based on the best hardness estimates from D/V.

The plan must be modified to reflect design changes that occur during EMD. At
the end of EMD, with the design stabilized, the HA plan should provide cost
effective controls as well as mechanisms to execute these controls. With
these tasks accomplished, the Production phase begins and the HA plan is
executed.

4.2.2 EKey elements of HA. HA evolved as a discipline to ensure that
hardened designs are translated into actual hardened systems. Thus, the
primary features of HA programs are those that in some way assure the
manufacture of a hardened system from a hardened design. It might be expected
that simple adherence to drawings would be sufficient to maintain hardness.

In practice, it has been found that a number of mechanisms must operate to
guarantee that hardness is maintained. These mechanisms are usually expressed
as controls and are discussed in the following sections. The hardness of the
components used in the equipment is determined by using:

a. Environmental response tests.
b. Measurements.

c. Inspections and demonstrations to show compliance with
specifications.

14
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The use of hardened components in the system is controlled by:
a. Production constraints imposed by QA/QC.
b. Parts and materials controls.
c. Configuration management.

In addition, the probability of survivability of systems is often increased
through the use of design margins. While not strictly a control, piece part
design margins can help ensure a lower bound on hardness. The implementation
of design margins is described in detail in MIL-HDBKs-814 and -815 (see
section 5.9.3).

4,2,3 HA activities overview. Since HA programs are implemented to assure
the hardness quality of production material, the key elements of a HA plan are
both procedures that control the hardness of the end item by controlling the
design materials, and processes that yield a hardened product. In cases where
the hardness of a component is easily verified through physical or electrical
response to the environment of interest, simulated environmental testing is a
cost-effective method for HA. If the testing is not destructive and not too
costly, 100 percent component testing may be used to assure hardness. An
example is latch-up screening testing. When testing is destructive or costly,
statistical sampling is often used. For example, a certain percentage of
components may be randomly chosen from a production lot for destructive
radiation testing. If the sample passes, statistical theory allows an
inference of a certain probability that the entire lot would pass if tested.
The number of samples can be adjusted to allow inference of a suitably high
probability of rejection of a defective lot.

4.2.3.1 EKey measurements. Measurements of pre-test characteristics may be
adequate for hardness assurance of some items. Pre-exposure determination of
a bipolar transistor gain-bandwidth product, £;, is an example for estimating
hardness to neutron radiation. Such a procedure may be useful in weeding out
components that would suffer too much degradation to be acceptable. Another
example is the measurement of transfer impedance of shielding as used for EMP
HA to verify that the assumed amount of field attenuation is present. In some
instances, verification of the presence of components may be enough to assure
some hardness level. Inspection of shielding, proper cable terminations and
correct grounding practices are good examples for EMP. Inspection of the
proper placement of current limiting resistors or diodes is applicable for
hardness dedicated components. In these cases, simple inspections may be
enough to ensure hardness. In situations where the equipment uses more
complicated methods for mitigating nuclear weapons effects, test
demonstrations may be required. An example of such a situation occurs when a
processor is designed to circumvent and reset following a radiation pulse. If
the circumvention hardware is designed to include a self-test capability, the
reset function could be demonstrated any time from initial production to
acceptance testing to maintenance surveillance testing. Such demonstrations
would be a necessary part of a HA program.
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4.2.3.2 Configuration management. The prime contractor is usually
required to develop a configuration management program. Configuration
management, often accomplished by means of a Configuration Control Board
(CCB), requires the cooperative efforts of many functions including va'ue
engineering, production engineering, survivability engineering, QC,
reliability, QA, and component engineering. The hardness assurance program
documentation must state that all potential changes to the hardened design
must be submitted to the CCB for analysis and approval. (See section
5.9.1.1.1.) A key item for HA is the requirement of DOD-STD-100 for marking
of Hardness Critical Items (HCIs) and Hardness Critical Processes (HCPs) on
drawings. (See glossary for definitions.) The standard requires drawings to
contain both HCI/HCP markings and a note which states, "All changes to or
proposed substitutions of HCIs or HCPs must be evaluated for hardness impacts
by the CCB and the engineering activity responsible for survivability."
Adherence to HCI/HCP marking requirements is essential for controlling changes
to the hardened design. The hardening program must include some method of
insuring proper amnotation of drawings. HA is helped through related
requirements in the existing configuration control process. According to
MIL-8TD-973, configuration control is the "systematic proposal, justification,
evaluation, coordination, approval, or disapproval of proposed changes, and
the implementation of all approved changes in the configuration of a
configuration item after formal establishment of its baseline." Configuration
controls serve the interest of HA if they can identify any deviations from the
baseline hardened design. Once identified, the control system should allow
the change only if hardness is not degraded. This requires a HA program with
a close, effective working relationship between the contractor configuration
control organization and the survivability organization.

4.2.3.3 Parts and materials control. Closely allied to configuration
controls are parts and materials controls. These include controls imposed on
component suppliers such as the use of captive semiconductor lines, and
Specification Drawings (e.g., SMD and SCD) with specific radiation
requirements and contractual change notification requirements. A wide range
of vendor controls is available. They may be expensive, however, if they
force vendors to deviate significantly from typical commercial procedures.
The contractor’s normal material procurement activities must be responsive to
hardening requirements and must consider all proposed changes and identify any
changes that could cause a change in hardness of the items acquired for
production. In a similar manner, production and manufacturing controls must
also ensure proper use and assembly of hardness critical components. Quality
Assurance (QA)/Quality Control (QC) activities are often the primary agent for
ensuring that HCLs and HCPs are properly applied. In some cases, contractotrs
may be required to classify, mark and track critical characteristics including
hardness. Even if this type of requirement is not imposed, many contracts
require adherence to the quality requirements of MIL-I-45208 and MIL-Q-9858.
These general quality specifications can have considerable impact on assuring
hardness if QA personnel understand the significance of their actions on the
ultimate hardness of the system.
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4.2.3.4 Helpful MIL-STDs. MIL-I-45208 requires that the QA inspection
system provides for procedures which will ensure that the latest applicable
drawings, specifications and instructions required by the contract are use
for fabrication, inspection and testing. This can be instrumental in ensiring
that proper components and methods are used and that any HA related testing or
inspection is performed correctly. MIL-Q-9858 requires that materials and
products be subjected to inspection upon receipt to the extent necessary to
ensure conformance to technical requirements. This presents an obvious
mechanism for HA inspections discussed above. The QA department uses drawings
and specifications developed during the EMD program as guidelines for these
inspections. If the verification process has established that adherence to
such drawings and specifications results in a hardened configuration for the
equipment, normal QA manufacturing controls will provide assurance that
materials used during processing possess the necessary hardness attributes.
In a similar manner, MIL-Q-9858 requires that processing and fabrication are
accomplished under controlled conditions, including documented work
instructions. Such instructions rely on the drawings developed during EMD.
QA activities which enforce processing based on drawings that are properly
marked for HCIs and HCPs can therefore ensure that the hardened design is
maintained throughout fabrication. To fully utilize the HA benefits of these
actions, the contractor should include a HA awareness training program as part
of a comprehensive HA program. The training should be required for key
Material, Production and Quality (MPQ) persomnel. Once these personnel
understand the intent and needs of HA concepts, they can institute an array of
hardness control mechanisms at very low additional cost. Also note that the
same data and details covered in the HA awareness training can be utilized in
the HM/HS plans.

4.2.3.5 Design margin concept. The design strategy of providing
reasonable design margins can be used as an HA strategy. Design margin
strategies include using additional shielding, insertion of additional
protective components such as resistors, limiters or filters, circumvention,
and most typically, the use of harder components and circuit design rules that
utilize derated component parameters. In cases where the radiation
requirements are not too severe, judicious choice of parts (or vendors) to be
used in the design process can often provide extra margin at little cost.
This is an approach often favored by system managers since it may allow the
program to avoid all other HA activities if the margins are high enough. The
decision to utilize these methods must of course be exercised during EMD.
Design margin is unique among HA approaches in that it must be both planned
and executed before production begins. (See MIL-HDBKs-8l14 and -815.)

5. DETAILED REQUIREMENTS

5.1 HA program definition. As discussed in earlier sections, the final
implementation of the HA program will depend upon the system and its mission.
The uniqueness of each system is just another reason why each HA program must
be an integral part of the overall system development. In the following
sections, a more detailed illustration of an HA program is presented.
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5.1.1 Importance of early inclusion of HA program. Ideally, the first
consideration of the HA plan for the production of a system should be in the
RFP so that the HA program can be developed with the system. It should be
-evident that the HA program is unique to each system just as every system is
unique with different requirements and missions. It will be seen that many HA
procedures are utilized during the design and development phases of a system.
For instance, in the selection of electronic devices capable of meeting the
hardness requirements, many of the established HA procedures can be used.

5.2 System development background: Hostile threats. In developing a
system for space, tactical or strategic use, there are a large number of
environments to consider, many of which are hostile to system survivability.
The effects of these hostile environments must be mitigated so that the system
can perform its mission. These environments can be both nuclear and
nonnuclear in nature. The nucleat environments include the direct or primary
radiation as well as the secondary envirorments and phenomena. The primary
environments from a nuclear detonation are the neutrons, gammas, x-rays and
fiss}on products. Depending upon the scenario, these in turn produce the
EMPs (HEMP, MHDEMP, SREMP, IEMP, and ECEMP), blast, shock, thermomechanical
shock (TMS), and thermal radiation. If the mission of the system is in space,
the natural radiations - electrons, protons, solar flare radiation, and cosmic
rays - must be considered. For some space systems, both the nuclear and the
natural space environments must be considered. For some missions, other
natural phenomena such as lightning can be quite hostile. Other nonnuclear
environments that may need to be considered include laser, Neutral Particle
Beam (NPB), High Powered Microwave (HPM), Electromagnetic Interference (EMI)
and several forms of Kinetic Energy (KE).

5.2.1 BNuclear and space radiation. Because it is the intent of this
document to discuss the HA activities associated with mitigating the effects
of the nuclear and space radiation, these environments will be discussed in
more detail. Hardening of a system to nuclear and space radiation usually
occurs through shielding applied to specific circuits and subsystems, design
techniques, and the use of hardened parts. The primary radiations from a
nuclear detonation manifest themselves in widely differing manners, depending
upon where the detonation occurs. The products of a nuclear detonation are x-
rays, gamma rays, neutrons and fission products. For an exo-atmospheric
detonation, the x-rays are the dominant output. Fortunately, x-rays can be
effectively shielded and design guidelines exist which allow the x-rays to be
shielded to an appropriate level which can be as low as the level of the
gamma-rays (which cannot be effectively shielded). To use an example
appropriate to a space craft, x-rays (with a 6 to 10 keV bb spectrum) will be
attenuated by more than a factor of 10 when passing through 60 mils of
aluminum, = while a 1 MeV gamma ray will be attenuated about 1 percent.

#*See the Glossary for commonly used acronyms such as these.

*¥%*DNA Effects Manual, No. 1, DNA EM-1, Chap. 22 "Damage to Space Systems" Nov
1990, (SRD). (See Section 22V)
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Neutrons are also effectively impossible to shield. The primary radiations
from a nuclear detonation in order of concern for hardening a system in space
are x-rays, gamma rays, neutrons, and enhanced electrons for satellites in
some orbits.

5.2.1.1 Atmospheric case. If the nuclear detonation is endo-atmospheric,
the environments are changed somewhat. The x-rays are converted to thermal
radiation, shock and blast, but the gammas (including fallout) and neutrons
remain because of their extreme penetrating capability. The dominant
environment now depends upon parameters such as altitude and mission of the
system (manned or umnmanned). The secondary threats also change: SGEMP is
still present, but with different characteristics because it is being
generated by photons with different spectral characteristics. Also an
electromagnetic threat designated as SREMP occurs for systems near the
detonation.

5.2.1.2 Space case. For systems in space, the natural space environment,
must be considered in addition to the radiation from nuclear detonations. The
natural radiations of interest are trapped electrons, protons, and cosmic
rays. The electrons and protons exist in a relatively wide range of energies.
The dose from the electrons is dependent upon the orbit of the spacecraft
because the highest concentrations of the electrons exist in the Van Allen
belts (including the electrons from a nuclear detonation that are trapped
there), and the exposure will depend upon the time the spacecraft spends in
these belts. In some cases, the electrons can produce an undesirable
spacecraft charging.

5.2.1.3 Single event effects. Cosmic rays are usually very high energy
ions that cause Single Event Effects (SEE) such as upset, latch-up and
burnout. Shielding is not effective in eliminating SEE, so other methods such
as device hardening against SEE and/or Error Detection And Correction (EDAC)
must be utilized as needed for the mission of the system. For some space-
based systems, SEE is the foremost hardening consideration. In such cases,
parts hardened to SEE should be selected during D/V or EMD to avoid the costly
"fix" necessary of the problem when detected later in the program.

5.2.2 Balanced hardening concept. A complete survivability program will
generally include other system threats in addition to nuclear or space
radiation. Depending upon the mission of the system and other circumstances,
these other threat environments may be more stressing to the.system than
radiation. The amount of attention given to a particular threat enviromment
should be both proportional to its relative importance and also treated
cooperatively with hardening activities for other enviromments. This
necessitates a balanced approach to hardening. There is, for example, little
use in providing extreme hardening measures for nuclear radiation while
ignoring hardening against EMP. A complete discussion of hardness
verification and hardness assurance activities for these other threats is
beyond the scope of this document, but they may be found in other reports and
guidelines. (Reference section 6; 6.5, 6.6, 6.18, 6.19, and 6.20.) For
example, in addition to the noted references, there are guideline documents
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dealing with hardening techniques for other hostile environments. Several
such documents for EMP are:

1. MIL-HDBK-423, "High-Altitude Electromagnetic Pulse (HEMP)
Protection For Fixed and Transportable Ground-Based G*I
Facilities," Vol. 1, June 1992.

2. Phillips Laboratory, "Nuclear Electromagnetic Pulse Hardness
Verification Methods for Aerospace Systems," June 1992.

3. AFWL-TR-73-68, "Electromagnetic Pulse Handbook For Missiles And
Aircraft In Flight," September 1972.

The important point is that the sponsoring agency and contractor ensure that a
comprehensive systems engineering analysis be performed to identify all
survivability requirements and assign a proper level of hardening effort to
each one.

5.2.3 Emphasis on electronics. Although there are many design aspects to
consider when deriving the design specification for a hardened system, it
quickly becomes evident that electronic devices are the focus of attention.
Historically, it has been recognized that these active devices are usually the
items most sensitive to the hostile radiation environments. Accordingly, they
receive attention because the electronic payloads are necessary for the system
to operate and perform its mission. The emphasis on electronic devices will
also be the case in this document since many of the HA activities will be
related to the selection and qualification of these devices.

5.3 Life cycle survivability and hardness approach. Survivability
requirements do not cease with the completion of system design and
verification. Survivability must be actively considered throughout the entire
life cycle to ensure that the operational system retains the desired
attributes.

5.3.1 Hardness activity flow. DoD programs are considered to have life
cycles composed of distinct phases. This concept is useful for any system,
since it clearly defines milestones that must be met to ensure proper review
of design feasibility. Just as programs have defined phases encompassing
particular tasks, the survivability life cycle may be viewed as a continuum of
activities. Since these activities are a function of the overall program
phase in which they occur, it is instructive to view them in context of the
major program phases and in relationship to one another. Figure 1 shows these
relationships.

5.3.1.1 The CD phase. In the Concept Development (CD) phase, the
environmental specifications, hardness criteria, and initial hardening
concepts that match the overall system concept are developed.
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) FIGURE 1. Life cycle survivability program.

5.3.1.2 The D/V Phase. During the Demonstration/Validation phase (D/V),
these items are refined and verified as the system concept is validated. It
may include an assessment of the hardness of the preliminary design concepts.
Historically, when the demonstration of the system concept was the focus of
the D/V phase with no attention to survivability, the hardening program
suffered or was more costly. Thus, for best results, survivability must be
considered early in the CD phase.

5.3.1.3 The EMD phase. The Engineering and Manufacturing Development
(EMD) phase usually requires a large increase in hardening efforts. Detailed
design of a hardened system and verification of the design hardness are major
activities that require hardening trade studies and piecepart hardness tests.

5.3.1.4 The production phase. Figure 1 shows HA as occurring in the
Production phase. In keeping with the definition, HA activities assure
production of a system as hard as that verified during EMD in the initial
hardened design. It is quickly noted that figure 1 is greatly simplified with
emphasis toward survivability. It must be remembered that many other
functions necessary for hardening and HA are also occurring during the design
phases shown in this figure. To help clarify this point, figure 2 adds
hardening and HA considerations along with system development milestones.
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Notice that these considerations are present from the program initiation and
continue throughout the life of the system. As stated in the scope, it is
also necessary to remember that the hardening and HA program must be a part of
the overall system development management structure. To emphasize this point,
figure 3 gives another perspective of the activities needed in developing a
hardened system.

5.3.1.5 The deployment and operational phase. Finally, during deployment
and operational use of the system, HM and HS are used to further guarantee the
continued hardness of the system once fielded. The HA procedures and controls
must apply to the procurement of any repair parts used in HM.

5.4 HA program in life cvcle survivability. HA is a program which is put
into action when system production begins. However, before a production phase
HA program can be implemented, there must be many HA activities during the
design and development phases of system development. These activities
includet choosing the correct test and analysis procedures in the selection
of technologies and electronic devices needed to satisfy the hardness
specification, piece-part characterization and categorization, and formulating
a HA plan that is suited to the requirements of the system that is being
developed. 1If the HA plan is not matched to the system requirements, the HA
program cannot meet its objectives in the most effective and economical way.

5.4.1 HA in program phases. Considering HA as the product of a continuum
of activities is critical. Without proper attention from the beginning of the
program, the activity will not be able to successfully assure hardness of the
system. Too often, HA is a set of tasks appended to the end of a program to
meet a documentation requirement. Without forethought, HA is unlikely to be
program or cost effective. In this regard HA is no different than logistics,
reliability or a host of other program requirements. As with these other
disciplines, HA must be considered in every step of the way. This will happen
if HA is treated as the logical product of a series of earlier tasks. The
following sections will discuss the details of treating HA throughout the
system life cycle.

5.5 Program management: Documentation of roles. A typical program will
include the appropriate documentation to describe the roles of the contractors
and the requirements for action that will result in a proper HA program. Key
documents are the Request For Proposal (RFP), the Statement of Work (SOW), and
the Contract Data Requirements List (CDRL). These are sponsoring agency
documents which may be used to outline agency requirements for a HA program.
In these documents, the sponsoring agency should make clear that an effective
HA program is both required and expected. A narrative in the RFP and SOW
describing the HA program emphasizes the importance of HA. Inclusion of a
CDRL item for submission of a HA program plan in accordance with the DID is a
minimum requirement. The HA plan is a contractor document which should be a
contract deliverable as wel]l as an item of discussion that requires approval
by the sponsoring agency. Such a document should be used to formalize the
approach to building and executing the HA program. It should include a
discussion of contractor and subcontractor responsibilities, hardness control

22



. | wesAs d|poped
. 10dg pue 8oUBUGUIBN

SOURINGSY

sjuewanbey _
pus SOMQ uodINPOId

IRARY

uoes;11enD pue ubiseq

TECHNICAL LI

yuswido|saeq
SupinioBnueN
puw Bupeeujbul

o8 @2IABS

jueswdojeasg - Uowdnpold uojujjea WeUoD

H
uopdesuony -0
.S

! |
uopenul wesBoid ,

g and HA incorporated into normal system development LasSks.

™
1S

Hardeni

FIGURE 2.



IRARY

TECHNICAL LI

eduBj|eAIng
SSOUpPIBY
01240 o)1

€'000S HIQ goq
170005 HIGQ QOQ :seIusieey

81801 9suededsdsy uopdnpoid -

(1804 pue sisAjeuy) | uopedYIOedS: Wwewosau3

i pus
| Bujuepiey uBiseq _ 190)2nN ‘sesyy seorony

' .

,/,

TEL D!

peieiBou} jo _./
__ uopesedesd |\

3 % 1 #oue3dedsdy uojanpoid

3 9 1 |euopeiedQ 3% 101

. . , 3 % 1 \wswdojeasq
uojs|oeq uondnpoid - lj

' o8e uoionNpold .
9on18g/1uswdolensg _ Ud nonp n_ Bupinjaenue

uojs|oeq

(uojsjoeq uoneae) ) o - o 430

uopeiu) uewdojereq 082S ||Nid ] 038
: . : mejaey

- |
uo|s|9eqQ uopeiju} weiboid 1 _ HaY Had " sonunea 2HYSQa
) ‘ peNuoy
aselg 280 : | esoud -:oEno.!,oOm ~ eseyd ” es8yd

pus Bujpieeu|Bugzy

uoneplIeA |emdesuc)

The system acguisition Life cycle for a hardened system.

3.

FIGURE




TECHNICAL LIBRARY

MLL-HUBK-51/

methods, management approach, and other items pertinent to executing an
effective HA program. It is important that the HA plan be meaningfully
reviewed by the agency and then monitored for proper execution.

5.5.1 HA as part of system development. When a radiation survivability
requirement is placed on a system, the PM or SPO acquires many survivability-
related responsibilities. Once the radiation environments have been
specified, the PM must then 1) ascertain that survivability specifications and
hardening design rules for the system are developed, 2) see that a hardening
program commensurate with the specifications develops in a timely fashion, 3)
make certain that a HA program develops as required to assure hardness of the
system, and 4) monitor all decisions that impact the cost and schedule of the
development of the system, including the HA program.

5.6 Government project manager (or SPQ) HA activities. In the development
of a system, the PM or SPO will have guidelines as set forth in a number of
existing documents such as various DIDs and DoD Dir. 5000.2. This guidance
will document the structure of all organizations involved in the endeavor.
Included in these documents will be provisions for the formation of the HA
program. The actual formation of the HA plan is usually a designated task for
the prime contractor.

5.6.1 Menapgement of HA activities during concept development. While the
CD phase may seem early for consideration of HA activities, this phase is

where the HA program must begin. As stated in section 4.2, it is during CD
that the radiation hardness specifications are derived from the radiatiomn
environments. Along with the hardness specifications and survivability
requirements must come an outline of the HA program. Just as survivability
requirements direct design considerations toward important issues, so too does
the HA program direct attention to the method of selection and qualification
of devices and materials to be used in the CD phase (and perhaps the D/V phase
also). In brief, the PM’s activities (and those of his staff) during the CD
phase must include:

a. The establishment of survivability requirements.

b. The inclusion of system survivability program requirements in
RFPs, SOWs, and CDRLs for later phases.

c. The review of contractor-proposed survivability and BA features.

d. The identification of test methods and models and piecepart
candidates for the D/V phase.

As the above activities are developed and documented, it is important that the
HA program evolves as needed with the test methods and techniques that are
available. An example of such an application of HA starting in the CD phase
is the use of HA methods available for the evaluation and selection of
hardened electronic devices.
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5.6.2 Management of HA Activities During the D/V phase. At the end of the
D/V phase, a complete set of survivability requirements for all items will
become available as a result of the verification testing and analyses. Such
documentation now provides a basis for control of the hardening design
procedures and allows for the completion of HA procedures required during the
EMD phase to follow. With completion of the HA program planning, all
categories of hardness critical items should be identified and the methods of
controlling these items during EMD should be in place and documented. With
completion of the survivability plan and HA program, cost estimates and risk
areas should also be identified.

5.6.3 Management of HA activities during EMD., Activities during EMD are

heavily directed at the refinement of survivability features as the hardened
and validated design evolves into finality in preparation for production.
Review and refinement of designs and test plans are undertaken in order to
reduce risks. The HA plan requires the same type of attention during EMD that
hardness verification or qualification of the hardware receives. In fact,
development of the HA plan can be effectively managed by tying the plan
closely to the HV effort, The PM should encourage and monitor the synthesis
of the HA plan by discussing contractor use of existing hardness data and
approved procedures to structure the HA plan. A proposed method to ensure
that a comprehensive and effective HA program is generated entails matching
the HA controls listed in section 4.l against verification activities such as
testing, analysis, and design. This methodology (matching controls to HA
activities) when employed during EMD can engender a variety of production
phase tasks such as:

a. What controls will be instituted to ensure that the proper
shielding (if required) will be correctly installed.

b. What inspections or controls will be instituted to ensure the

correct selection and installation of any "special" components
required for NH&S.

c. What specific pilecepart testing will be implemented to ensure that
the calculated design margins will not be compromised.

A complete HA program should also take into account configuration controls,
parts and materials controls, and QA/production controls where applicable.
These controls tend to be treated as "boilerplate", but they can be eritical
since they determine how the system is manufactured and fielded.

5.6.3.1 Hardened parts control. An outstanding test program does not
prevent a contractor from using a soft part; however, proper markings,
annotations, and preoduction controls should prevent such an error. The PM
must ensure that the contractor’s HA plan contains effective measures to
utilize these controls. This leads to perhaps the most critical but least
appreciated aspect of a good HA program; plan management and execution. The
PM should be satisfied that the HA program provides for effective management
and monitoring of the HA process, especially the handling of test failures and
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TABLE I. Program management template for HA.

HA activity

Program management activity

HA program management

Ensure creation of HA plan consistent with
program requirements, validate that
management approach is sufficient to
execute plan

HA design support

Review hardness design features for impact
on HA program and identify test
facilities.

HA tests and analyses

Ensure adequate analyses and proper
testing methods, control of test items and
reporting procedures, especially for
failures

HA demonstration and
inspection

Ensure proper procedures, recording and
reporting methods

Configuration management

Identify particular controls and
organizational responsibilities for
performing each

Parts and materials control

Identify particular controls and
organizational responsibilities for
performing each

Quality management

Identify particular controls and
organizational responsibilities for
performing each

Production controls

Identify particular controls and
organizational responsibilities for
performing each

HA training

Review training plan for coverage of key
personnel, organizations and adequacy of
content relative to HA plan

other deviations from the hardened baseline design. Table 1 presents a basic
template to aid in following the HA program activities. The HM/HS plans
should also be developed during the EMD phase.
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5.6.4 Management of HA activities during production. At the start of the

production phase the hardened system design should be complete, and the HA
program to ensure system hardness should be in place. As production begins,
it’will be necessary for the PM to review all procedures and controls related
to survivability and hardness assurance to make certain that all parts,
especially hardness critical items, are being addressed according to the HA
program plan. It will also be necessary to monitor and analyze the results of
the HA tests that are being performed. Some of these data will be utilized by
the reliability engineers in verifying the probability of survival of the
system. For reliability purposes, it will be necessary to continue to
document the needed statistical data pertaining to the parts being
incorporated into the system. It is crucial that the HA plan requires that
any engineering changes made to the system in the production phase must be
reviewed by the CCB to assure that the survivability of the system is not
compromised in any way.

5.7 gContractor HA activities. In a broad sense, it is the role of the
system contractor to develop and produce a system which meets all of the
requirements imposed by the contract. This task is usually accomplished in
concert with a number of subcontractors for which the contractor must be
responsible. In the above discussion of the role of the PM, actions like
review, monitor, direct, and ensure are often used to describe the
responsibilities of that office. For ‘the system contractor, the major
responsibility is to formulate and accomplish the tasks needed to develop the
system. For those instances where the system requirements include radiation
survivability, one of those tasks to be accomplished is to devise the
hardening specifications and the HA program required to ensure that these
specifications are maintained through the life cycle of the system. Simply
stated, this task often takes the following form:

a. Interpret the system survivability requirements relative to the
specific system.

b. Transform these requirements (as given by the PM or SPO) into
design specifications (by interpretation of the radiation
criteria).

¢. Incorporate the hardness criteria into the system design.

d. Verify and document the survivability of the system design.

e. Formulate a HA plan that will assure survivability through
production and the entire life cycle.

Incorporation of survivability into the system design is often referred to as
design hardening and occurs in the D/V and EMD phases.
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D/V and EMD involves many production-related aspects.

program requires consideration of at least the following topics:

a.

Interrelationships and responsibilities between organizations such

as design groups, survivability engineering, QA, component
engineering and procurement.

Hardening design guidelines, including piecepart derating.
Specification interpretation and compliance.
Configuration and parts control.

Quality assurance.

In-house test procedures and guidelines.

Design margin determination and piecepart categorization.
Parts procurement procedures and acceptance criteria.
Parts and design changes implementation.

Waivers and deviations.

Documentation requirements. .

Applications of standards and procedures.

Contingency plans for parts nonavailability.

Incompatible assembly and inspection procedures.

HA controls during the production phase consist primarily of three major

concepts.

a.

b.

Ce

5.7.1.1

These are:

Piecepart procurement and acceptance selection controls.
Piecepart usage control.

Configuration control.

Parts control board. Configuration control consists of those

actions and procedures necessary to ensure that no changes are made to the

hardened baseline design without proper review and approval; process and parts
selection controls are needed to ensure that hardness is not inadvertently

compromised during production; and, parts control procedures must be
implemented to ensure that the pieceparts are used in conformance with the
hardened design. A detailed description of the activities and
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responsibilities in each of these areas can be found in several references.
(See section 63 6.17, 6.33, and 6.37.) As an illustration, the activities in
the parts control area (often performed by a PCB) are depicted on figure 4.

It is such capabilities as those shown here that the contractor must establish
and coordinate either in-house or among his subcontractors.

5.7.2 Documentation of HA activities. The depiction of parts control plan
as a book on figure 4 is suggestive; there are many aspects of the HA program
which must be documented. Depending upon the system function or objective of
the HA procedure, the documents are identified by various names, depending
upon the developing organization. Required documentation must be a part of
the HA program plan from the beginning.

Parts Control Plan Ensures That Validation in
Piece-Part Radiation Response Will Not Jeopardize
Design Hardness

KEY ELEMENTS
¢ States Objectives
¢ Establishes Requirements for Characterization Data
¢ Details Derating Rules
o Deermines Design Margi i PAR
etermines Design Margins and Hardness Categories c oNTF:‘oL
PLA

Prepares Procurement Specifications

States HA Controls and Acceptance Test Requirements

Delineates Responsibilities

FIGURE 4. Elements of a parts control plan.
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5.7.3 Use of existing standards and guidelines. There are a number of
existing standards, guidelines, and handbooks available to assist in
establishing the HA program and to provide guidance in establishing test plans
and procedures. Often, many of these will be invoked contractually by the PM.
Many of the documents that are deemed applicable are listed in section 2 of
this document.

5.8 Program development: HA through EMD. By the time the system has
progressed to EMD, preliminary plans for the HA program should have been made.
During EMD the HA program plans should be completed, meaning that all of the
inspections, procedures, tests, and other controls must be finalized and all
facets of the HA program must be ready for implementation at the beginning of
the production phase. There are features common to the development of any HA
program: it begins with the radiation enviromment for the system, whether it
is from space radiation, from a nuclear detomation, or both; with these
nuclear environments and the mission of the system, the design specifications
are then derived to ensure system NH&S; the HA program must then be formulated
(as the system develops) to ensure that the system is produced in accordance
with the hardened design.

5.8.1 Helpful documents. For any system that must survive a hostile
environment (including nuclear and space radiation), guidelines exist to aid
in developing the necessary survivability program. Several such documents
are:

DoD-STD-1766: Nuclear Hardness And Survivability Program
Requirements For ICBM Weapon Systems.

HDL-CR-81-015-1: Design Guidelines For Transient Radiation
Effects On Tactical Army Systems.

NSWC TR-87-58: Nuclear Survivability For Navy Tactical Systems.

AFWL-TR-86-26: Guidelines to Hardness Assurance For Nuclear
Radiation, Blast, and Thermal Effects In Systems With Moderate
Requirements.

5.8.2 HA role in piecepart selection and gqualification. A key part of the
HA program is selecting, qualifying, and controlling pieceparts, especially
electronic devices. Because electrcnic devices play such a major role in
performing the necessary functions of the system, and because of their
sensitivity to radiation, they are usually the focus of the HA program. A
part of meeting the survivability specifications of the system is the
selection of electronic devices with the needed design margin. Two documents
that can be used in the selection process are MIL-HDBKs-8l4 and -815. These
documents discuss in detail the process of piecepart selection and
qualification, including design margins, categorization, and testing issues.
The development of specifications for radiation hardness assured devices is
covered in MIL-HDBK-816.
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5.8.2.1 Use of DMBP and PCC methods. Depending upon the requirements of
the system, either the DMBP or the PCC method or a combination of both methods
can be used to determine the RDM in the selection of electronic devices. The
DMBP method is usually considered most applicable to systems having low-to-
moderate survivability requirements. The PCC method is a fully statistical
approach that utilizes variables data (from radiation effects testing) that
leads to the categorization of each piecepart. It can provide a probability
of survival P,, with confidence, C. The PCC method can be used for systems
with relatively severe survivability requirements, or to analyze more closely
parts that are HCC-1, with the aim of moving them to HCC-2., The DMBP method
is an engineering approach that is relatively simple to utilize, basically
conservative, but fully adequate for many systems with low radiation
survivability requirements. The PCC method, which utilizes single-sided
cumulative distribution statistics relative to survivability requirements and
sample size, is slightly more difficult to use, but is applicable to any
system and provides a sound statistical basis for piecepart survivability
estimates. Each method can be applied separately or they can be used in
combination. It should be remembered that design hardening and hardness
assurance are related in the common goal of producing a system with a
specified probability of survival and confidence, P, + C. This being the
case, these activities must be incorporated with all other system reliability
considerations for an accurate assessment of the system. For example, the
DMBP and PCC methods provide a means for determining the piecepart RDM,
thereby allowing the categorization of these parts. It is not the intent of
this document to provide a detailed discussion of these methods; instead, it
is strongly recommended that MIL-HDBKs-814 and -815 be consulted for a full
discussion of these methods and their application. A typical flow chart of
the HA activities for pieceparts (or subsystems) is shown on figure 5.

5.8.2.2 Pilecepart derating. When pileceparts are eventually designed into
circuits and subsystems, one hardening technique that is widely used is the
uitilization of piecepart derating; i.e., design the circuit so that it still
performs its function while using piecepart parameters that assume some
degradation from radiation (as well as temperature and aging). While this
technique itself may not be an HA issue, the selection of the end-point values
allowed after degradation and the techniques required to determine these
values relative to the threat should be a part of the HA program plan. It is
important to remember that derating factors must be based upon device
radiation response data. One method that aids in determining the degree of
derating necessary is the use of overtesting. Statistical formulations are
available that will enable the determination of sample size required as a
function of the overtest factor and the degree of derating (see section 6;
6.32).

5.8.2.3 Test techniques and dosimetry methods. As the complexity of
pieceparts has increased with time, so has the challenge of correctly
evaluating them in a radiation enviromment. Take as an example the Integrated
Circuit (IC); the individual elements contained in a VLSIC now number into the
millions. To determine that such a device is operating properly and to
determine the degradation of its operating parameters as a function of the
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hostile radiation environment is a challenging task. Fortunately, there are
many organizations which have recognized this fact and are working to develop
test techniques and guidelines (see section 2). There are many factors which
must be considered when evaluating a VLSIC. Some of these include the
technology used, design and fabrication rules, circuit application, device
function, relevance of measurements made to usage of the device, and
conditions of the test. For some device types, the conditions of the test can
greatly influence the results. For example, should the device be irradiated
while powered or unpowered? Should functional measurements be made during
exposure or should parametric measurements be made following incremental
exposures? What is the influence of the operating conditions chosen? What
portion of the device is functioning for the measurements being made? While
considering all of the these factors, it is important to remember that the
primary objective is to develop the most cost-effective method of adequately
evaluating the complex integrated circuit of interest. Philosophically, it is
necessary to keap test methods as simple as possible. This approach may
increase the demands placed upon test planners and the automated testers by
inereasing the number of test vectors needed and the understanding of how the
IC functions so that the test data may be properly interpreted. As devices
become more complex, it becomes increasingly more important that the PM ensure
that contractors use the accepted test guidelines and standards as much as
possible. Utilization of existing guidelines not only makes it possible to
use existing data (taken by others), but it also provides a basis for
interpreting the data. With the increasing cost of testing, it is important
to utilize existing data whenever possible.

It is also important even when using existing guidelines and standards to
realize that some aspects of the philosophy of testing must also change as the
level of integration of ICs continues to increase. In the case of many
VLSICs, it is no longer possible to exercise every element of the device. The
cost would be prohibitive; the time to generate the necessary test program
(for each device type), the time to do the actual testing and to check and
interpret the data can each be very long. The fact that 100 percent of the
elements of the device are not tested implies that the level of failure for a
given device type has a statistical distribution (within the sample failure
distribution). The implications of possible undetected failures, should be a
part of the system Failure Mode and Effects Analysis (FMEA) or some similar
analysis.

In performing radiation effects tests, accurate dosimetry is very important.
The many different sets of nuclear and space radiation criteria sometimes
require the experimenter to obtain a complete description of the radiation
test environments, perhaps even to tailor it with shielding. There are also
times when the energy spectrum is of great importance. There now exist many
dosimetry standards that make it possible to have adequate dosimetry for many
test situations (see section 2).
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5.8.3 Nondevelopmental Items. It should be recognized that many program
procurement strategles include use of Nondevelopmental Items (NDI). These
nust be handled somewhat differently than contractor-developed hardware. The
Federal Acquisition Regulation (FAR) defines several types of NDI as follows:

a. Commercial Off-The-Shelf (COTS) - ILtem produced and placed in non-
Government stock prior to any sale or contract; the item may meet
federal or military specifications or description.

b. Commercial-Type Product - A product modified to meet a Government-
peculiar requirement or identified differently than its normal
commercial counterparts.

c. Commercial Product/Best Commercial Practice - The Government
controlled design includes commercial design practices and
commercial parts.

d. Commercial Product/MIL-SPEC Design - Evolved from
Government /military requirements, not necessarily still needed by
the Govermment, but readily available to the general public in
normal business operations.

e. Commercial Product/Militarized - Vendor-oriented commercial design
for which the military is the primary or only customer.

The use of COTS and Commercial-Type products are difficult to deal with in
hardness-required systems since the Government has little or no control over
details of the internal design and the manufacturer can change it at will.
Because of this, typical hardness assurance control mechanisms may be
difficult if not impossible to apply. The lack of control over the design of
the part certainly makes hardening and hardness assurance more difficult.
However, the pressure to reduce program costs is likely to create situations
where NDI will be used despite hardness requirements. Accordingly, the use of
COTS or similar parts must be carefully approached.

5.8.3.1 HA activities for NDI. HA choices are constrained if COTS or
commercial-type products are included in the system. Clearly, it is not
possible to choose components of a particular commercial design in an attempt
to increase margins. Products appear to require 100 percent test, inspection
or measurement because there are no configuration controls, parts and material
controls, no change controls or notices, and no manufacturing controls. Thus,
HA of NDI appears quite daunting at first glance. On closer inspection, it
may be found that HA strategies are still available for application to NDI.
In a commercial market there may be several competing products with different
designs. This situation holds out the possibility that there are significant
differences in hardness capabilities among the competing designs. If this
case does exist, an informed procurement choice is tantamount to developing a
harder design and thus providing more design margin.
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5.8.3.1.1 Choosing a commercial part. Once a commercial design is chosen,
a major concern surfaces: stability of the design and parts list. Critiecs
often point out that a vendor can change product design at will. While this
is true, it ignores the fact that commercial vendors do practice some
configuration controls for a variety of practical reasons including
manufacturing ease and future maintenance actions. Most vendors maintain
parts lists (which may be proprietary), schematics and drawings for each model
produced as an aid for manufacturing and for future repair. The vendors know
when changes are made and it may be possible to negotiate some type of
notification procedure for design changes as long as proprietary information
is not compromised. This is really no different than change notification
procedures that have been negotiated with semiconductor component vendors on
some military programs.

5.8.3.1.2 YVendor help. Vendors typically recognize that planning for
future customer support by maintaining technical data and spares is good
business. It may even provide increased profits through sales of spare parts
or technical services. While such data and parts are not maintained
permanently, vendors may be willing to part with proprietary information that
has become obsolete. Such an approach by the Government to capture a
manufacturer’s final stocks and design data for HA may be viewed by the vendor
as a means of retaining customer goodwill or even generating some final sales
of a discontinued model. Such issues and approaches may be negotiable with
manufacturers when the original buy is made. In a similar vein, it may be
possible to realize HA benefits from internal vendor statistical or process
controls. Vendors typically advertise some type of requirements which the
equipment will meet. Although a requirement for nuclear radiation hardness is
usually not found in commercial equipment, many others such as thermal, shock
and vibration specifications may be. In fact, it is not unusual for vendors
in some industries where the equipment must be quite rugged to essentially
duplicate MIL SPECs. These may necessitate use of high reliability
components. This, in turn, may impose requirements on components which are
helpful from a HA point of view. As an example, consider electronics which
are specified by the vendor to be high reliability hardware. To meet that
specification, the vendor may self-impose inspection of transistors for
minimum gain or derate nominal electrical parameters by 20 percent. If such
policies are in force, they are of benefit to HA. In short, many standard HA
practices may be fortuitously in use by commercial vendors. By carefully
investigating commercial hardware choices before procurement, some existing
HA-type controls that enhance survivability may be found.

5.8.3.1.3 Possible changes to commercial parts. In cases where the above
strategies provide no help, NDI will probably need to be modified to meet the
hardness requirements. In such cases the modifications will need to be
subject to HA controls in the same fashion as any other developmental
hardware. A rigorous testing, inspection or measurement program will probably
be needed. In these situations, the low cost of procuring NDI needs to be
carefully compared against the cost of system hardening (e.g., shielding or
more complex HA requirements) and then maintaining the equipment. As an
example, some COTS items may be circumvented for survival in a dose rate
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environment; if the circumvention circuit is added, this change might require
design modifications and qualification tests. Most vendors will supply a
parts list, circuit diagrams and other necessary information for performing
hardness analyses. Such analyses can provide a reasonable estimate of nuclear
survivability, and should be a part of the design selection procedures.

5.9 HA during production. The HA program during the production phase must
ensure that the hardness of the system that was developed during CD, D/V, and
EMD is retained when each system is produced. Hardness of the system could be
compromised by the variation in piecepart response or by changes to the
hardened design. It is important during the early part of production to check
all tests, inspection, and procedures to make certain that all are functioning
as intended.

5.9.1 HA controls and issues of concern. The following controls must be
in place at the start of the production phase: (1) the piecepart test data
and the survivability analyses that began in the CD phase are available for
reference if needed; (2) the Approved Parts List (APL) has been established;
(3) procurement procedures and acceptance tests are in place; and (4) all
hardness critical items and processes (HCIs and HCPs) have been appropriately
noted for whatever action is necessary. There are general categories of
controls and procedures which are utilized to ensure that such items and
concerns (as listed) are handled in accordance with the needs of the system.
These will be discussed in the following two subsectioms.

5.9.1.1 Configuration control. Configuration control is especially
important during the production phase because it is inevitable that changes
will occur. Controlling any change is important to system survivability since
seemingly insignificant changes in design, process or assembly procedures can
adversely affect system hardness.

5.9.1.1.1 Configuration control board. The organization or body that is
typically formed to assess the impact of any change is called the CCB. The
CCB is formed to ensure that all changes are subjected to careful examination
and receive proper approval prior to implementation. The CCB commonly has
approval authority regarding change to the baseline design. For any system
with a nuclear survivability requirement, the CCB must contain one or more
nuclear survivability specialists with the ability to judge whether a proposed
change may degrade the survivability of the system. A typical diagram of CCB
activities is depicted on figure 6, showing the organizations with which the
CCB should interface. Guidance concerning configuration change controls is
also available in MIL-STD-480. Depending upon the situation, there may be
other applicable guidance documents also (see section 2). Some aspects of the
CCB include: (1) A person or group involved with piecepart control; this
group may be called a piecepart control board, and (2) piecepart control which
will require as a minimum some type of procurement control. Depending upon
the requirements, these controls may range from procurement under established
specifications or it may involve stringent source control with lot acceptance
testing and possible screening of parts. This group serves an important
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function in light of the fact that electronic devices play a major role in all
systems.

Change Proposal

'

Configuration
Project Manager Control Board Implement .
Approval Approved Change "
S/V Member
&
{ v v
Quality S/v Parts
Assurance Engineering Control
Board HA Documentation Board
Change
Record
Other
. Technical
Sections

FIGURE 6. Typical configuration control board flow chart.

5.9.1.2 Engineering change proposal. This document--or its equivalent by
some other name--is the vehicle for initiating design changes to the system.
It is important because it necessitates the documentation of the proposed
change which then allows the CCB to act upon it.

5.9.2 Quality assurance. Some QA procedures are related to system nuclear
survivability. These survivability-related quality assurance (QA) procedures
are designed to ensure that production items conform to the hardened design.
Hardness-related QA should be the result of cooperative efforts by a number of
organizations including the survivability and production personnel. This
cooperative effort should produce documented procedures that specify the
required inspections and tests. The identification of HCI, processes, and
procedures is necessary., Hardness critical items and processes will be
identified as part of the HA program. This process is discussed in DoD-STD-
100. An important part of this process is the requirement that any HCI,
process, procedure or related work instruction not be changed in any way
without undergoing the specified review and approval procedure. The gathering
of cumulative statistics (on pieceparts) from sampling and testing provides
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needed data for reliability assessments and for improving the estimated
hardened capability of the system.

5.9.2.1 Procurement procedures. Procurement of pieceparts for a system
will involve a wide variety of procedures and must be coordinated for
production. Attention is immediately focused on hardness critical items and
the precautions that must be taken to ensure that their response remains
acceptable. Parts available on a Standard Military Drawing (SMD) are under
some degree of manufacturing control. Source or specification control
drawings may be required for some parts. Some variations in procurement
practices that may be necessary range from the "one-time buy" to that of
managing a "captive line" of the manufacturer of the piecepart of interest.
The availability of radiation hardness assured devices should be ascertained.
Long lead-time procurements have to be identified early enough to avoid
interruption of the production schedule.

5.9.2.2 Pieceparts categorization. Prior to the production phase, all
pieceparts should have been categorized. This categorization is necessary to
keep acceptance testing costs to a minimum. Through determination of the
Radiation Design Margin (RDM), all parts will fall into one of the broad
categories as follows:

a. Unacceptable: The RDM is so small that the parts are judged
unacceptable for use in the system.

b. HCC-1: The RDM for these parts is such that some sort of HA
control on every purchase is needed.

c. HCC-2: These parts have a relatively large RDM, but still require
periodic tests of each supplier to assure that the hardness has
not changed.

d. HNC: The RDM for these parts is sufficiently large that no
acceptance or periodic testing is needed.

Clearly, it is of benefit to the program to have as many of the parts as
possible in the HNC and HCC-2 categories.

5.9.2.3 Piecepart acceptance testing. Essentially every part in the
production process will have some sort of acceptance criterion as discussed
above. The acceptance requirements may range from simple visual inspections
to destructive lot sample testing. As mentioned previously, much attention
may be required by the electronic devices. Often some of these are in the HCI
category and may require special attention. Rigorous acceptance testing to
meet the radiation requirements for HCI is necessary. Such testing could
include lot acceptance tests for both ionizing dose and neutron exposure.
Some systems also implement 100 percent latch-up screening as well as dose
rate upset testing for parts associated with circumvention circuitry.
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5.9.2.4 Compatibility with furnished equipment. In the development of
some systems, it is possible that some of the parts will be furnished by the
developer; e.g., Government Furnished Equipment (GFE). This category could
also include NDI. 1In both instances, consideration must be given to the
acceptance procedures that are required whether it be inspection, extensive
check-out, or some form of testing and analysis. These considerations must be
a part of the HA/QA program so that the production flow is not disturbed.

5.9.3 How HA leads to HM/HS. Once a system has been produced with
assurance that it is hardened as specified, precautions must then be
established to ensure that this hardness capability is not jeopardized by
subsequent activities during the operational life of the system. As defined
in Section 1 of this document, it is the Hardness Maintenance (HM) and
Hardness Surveillance (HS) programs which have as their objectives the
prevention of compromise of the hardness of a system during its operational
life. There are two aspects of HM/HS that must be considered; operational
maintenance and balanced hardness. To illustrate, it is quite easy to
compromise the hardness to nuclear radiation during routine maintenance by
substituting soft electronic devices for those that are radiation resistant
(even though electrical characteristics might be the same). This type of
problem can be avoided with the development of proper maintenance procedures
stated in drawings and technical manuals. But there are other forms of
compromise that are perhaps more subtle; this involves compromise of the
system to threats such as SGEMP, IEMP, HPM or EMP while exercising great care
with respect to neutrons and gammas. For example, improper replacement of a
cover during routine maintenance could compromise the EM hardening of that
item. It is therefore seen from this illustration that with the concept of
balanced hardening, HA controls and procedures must be included in the HM/HS
programs throughout the entire operational life of a hardened system.

5.9.4 HA documentation. As noted throughout this document, many
references are made to the importance of documenting the HA program and those
data that result from the HA activities. The importance of such documentation
cannot be over stressed, but it should be noted that all systems do not
require the same documentation. For instance, a system with a relatively low
radiation requirement may utilize the Nuclear Survivability Design Parameters
Report (NSDPR), the Nuclear Survivability/Vulnerability Plan (NS/VP), the
HM/BS plan, or some combination of these documents as required. On the other
hand, for a system that is more complex or has more demanding radiation
survivability requirements, the development contract usually has as a
requirement the formation of a Hardness Assurance Program Plan (HAPP). The
format and perspective of the HAPP is covered in DID DI-NUOR-80926.

5.9.4.1 Data item desecriptions. A certain number of DIDs are essential in
developing a HA program. Table 2 shows a listing of current DIDs. These
documents are important because they describe the format and content of
various reports, plans, and listings which are CDRL deliverables for a
contract with nuclear hardness requirements. The statement of work must call
out GDRL items with these DIDs to ensure receipt of the proper data for
hardness documentation. When choosing a DID for CDRL definition, it is
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important to verify that the DID will identify the data needed and properly
serve the intended use. Several of the DIDs are program specific. For
example, DID-M-30412 refers to documents written expressly for the Minuteman
program. It may not be applicable for use by other programs. Most of the
other DIDs are more general, and, in fact, there is overlap between them. The
DI-ENVR series was written primarily for ICBM systems, but is general enough
in requirements and format that it could be used in other applications. The
DI-NUOR series is general enough to be used in all cases except where very
specific and unusual requirements exist. Two of the DIDs are so general that
the word "nuclear" does not occur in their titles. DID-R-21482 and DID-MISC-
80565 are written to cover any type of survivability effort, but the text of
these DIDs do explicitly call out nuclear survivability as possible
applications. DID-ILSS-81161 is unusual in that it is limited to simply
providing a Hardness Critical Item (HCL) list for insertion into Logistics
Support Analysis Data Records. Considering that HM is a key part of life
cycle hardness, this DID is very useful and important. A current listing of
DIDs is contained in DoD 5010.12-L, the Acquisition Management System and Data
Requirements Control List (AMSDL).

5.9.4.2 Hardness assurance design document. This document has been used
by the Air Force on several programs. It is a collection of HA related
information and is tailored somewhat to the system mission and requirements.
There is a suggested format (reference section 6; 6.17) that includes four
volumes. These are: Volume I - an introduction; Volume II - a listing of all
HCIs and HCPs; Volume III -the HA program plan, and Volume IV - all HA related
analyses.

5.9.4.2.1 Volume I, the introduction. This volume should include
descriptions of the operational features of the system. It should give a
configuration of the system, an identification of all subsystems, and the
hardening approach taken in meeting the survivability specifications. In
addition, it could include all special items that need to be remembered for
production, and identify the availability of classified material if it is
necessary.

5.9.4.2.2 Volume II, the HCI listing. This volume should provide a
listing of all HC parts and processes within the system. It should further
identify where these HC parts are used, their HC category, and why they are HC
parts. It should also contain any special information required for the proper
utilization of each of these parts.

5.9.4.2.3 Volume III, the HA plan. This volume presents the management
and organizational plan for implementing the HA objectives during the
production phase. Specific details should be included on the relationships
and responsibilities of all contractors and organizations that are involved.
Full details should be provided in this plan for production controls,
inspections, and tests. A contingency plan should also be formulated to
address potential production stoppages resulting from such events as design
changes, nonavailability of parts, or QC failures.
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TABLE 2. (Current data item description (DID)
Number Title Origi- Use
nating
agency

DI-NUOR-80156A Nuctear survivability program plan Army General
DI-NUOR-80926 Nuclear survivability assurance plan Army General
DI-NUOR~80927 Nuclear survivability design parameters report Army General
DI-NUOR-80928 Nuclear survivability test plan Army General
DI-NUOR-80929 Nuclear survivability test report Army General
DI-NUOR-81025 Nuclear survivability maintenance/Surveiltance plan | Army General
DI-ENVR-80262 Nuclear hardness and survivability program pan AF Primarily ICBM
DI-ENVR-80263 Hardness assurance plan AF Primarily ICBM
DI-ENVR-80264 Hardness maintenance plan AF Primarily ICBM
DI-ENVR-80265 Hardness surveillance plan AF Primarily ICBM
DI~ENVR-80266 Nuclear hardness and survivability design analysis AF Primarily ICBM

report
DI-ENVR-80267 Nuclear hardness and survivability trade study AF Primarily 1CBH

report
DI-ENVR-80387 Transient radiation effects on electronics AF General

hardening plan
DI-T-5317 Nuclear effects test plan NSA Primarily COMSEC
DI-T-5456 Hardness assurance program plan NSA. Primarily COMSEC
DI-T-5457 Survivability/Vulnerability program plan NSA Primarily COMSEC
DI-T-5459 Nuclear survivability final report NSA Primarily COMSEC
DI-MISC-80565 Survivability program plan AF General
DI-ILSS-81161 Nuclear hardness critical item summary Logistics support

analysis record

DI-R-21482A Vulnerability assessment report Navy General
DI-M-30412A Hardness data manual maintenance document AF Minuteman
DI-S-3630 Nuclear hardness maintenance and surveillance AF Minuteman MX

program plan
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5.9.4.2.4 Volume IV, analyses. This volume is intended to provide a known
location for all analyses pertinent to survivability and hardness assurance.
This information is considered to be significant to the hardened baseline
design and therefore a possible aid during production and the life cycle of
the system. Volume IV may contain many sections; e.g., one for TREE analyses,
one for thermal analyses, one for ionizing dose effects, and so on. Numbering
and control of these sections should allow easy identification and access to
all categories of information. It should be noted that these analyses, along
with all subsequent test data, become an important part of any HA program and
are essential for the proper evaluation of any proposed design changes as
input to the CCB.

5.10 Other hardness assurance considerations: Statistical. In previous
sections, we have alluded to the fact that any system with a survivability
requirement must be allocated a portion of the failure budget in computing the
probability of system survivability with confidence, P, + C. The system
HA/reliability model that is utilized to calculate P, + C can be used in other
important areas also; e.g., the impact of high risk items and the planning of
HA costs. Use of the HA model can be useful to both the PM and to the prime
contractor in examining and planning various aspects of the system throughout
ite entire life cycle. This model must consider failure probabilities at all
levels of integration; pieceparts through major subsystems.

5.10.1 Pilecepart or lower-tier elements. System level survivability
cannot be separated from the hardening and hardness assurance consideration of
pieceparts (devices) and lower-tier elements of the system. The statistical
consideration of pieceparts enters the HA/reliability model in two ways: 1)
the failure data gathered for pieceparts is statistically valid because a
sufficient quantity of parts can be tested at this low-tiered level; and, 2)
the influence of pieceparts on system-level survivability can be assessed for
high risk as well as parts with large design margins. Both aspects are
important since pieceparts (electronic devices) play a major role in the
operation of the system and knowledge of piecepart design margins helps in
planning a cost-effective HA program. The latter point is of special concern
to HA because it allows a focus of attention on "ecritical" items and a
relaxation of HA focus on items with large design margins.

5.10.2 Optimization of HA cost. Any HA program costs something, and it is
recognized that cost is of paramount importance in the development and
production of every system. The HA program is there for the purpose of
ensuring the production and deployment of a reliably and adequately hardened
system that meets all of the survivability requirements at a minimal cost.
The HA program should then be viewed as a tool that is used to develop and
produce a system in the most cost-effective manner. Once the HA program has
been described, it is appropriate to use every means available to assess the
cost as part of the system development cost. One aid in making this
assessment is use of the HA/reliability model already mentioned. Another
method to aid in minimizing HA cost is a selective allocation of hardness
assurance effort by means of a failure budget.
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5.10.2.1 Failure budget concerns. Failure budget is another of those
‘terms whose definition is not unanimously accepted throughout the HA
community. It is usually defined statistically as that part of the allowable
probability of system failure, P, (with P, = 1 - P.), that is assigned to
survivability. Once survivability has been allocated its portion of the
failure budget - say 25 percent, for example - then it must be determined how
this budget will be distributed among the various elements that influence
system survivability. One commonly used practice is to-divide the allowed
percentage among the system, subsystems, and components. Once this is done,
further allocations are made for specific portions of the radiation
environment. The radiation environments usually considered are ionizing dose,
neutron fluence, ionizing dose rate, and Single Event Effects (SEE). Once
these environments have been ranked in importance for the system, then an
allocation can be made. As an example, for a space system, most of the budget
would go to ionizing dose with the next largest allocation going to SEE.
Neutron fluence and prompt dose rate might be trivial in importance. For
tactical ground systems, the allocation would be split between ionizing dose,
neutron fluence, and dose rate with SEE getting none. Usually, MOS
technologies receive no allocation for neutron fluence. The
determination of these allocations may be an iterative process that occurs
during the early phases of system development. This process may be viewed as
one of the techniques that ensures that available HA funds are expended in
areas of high risk and uncertainty as opposed to areas dealing with much lower
failure probabilities. Careful consideration of the failure budget leads to a
better focused and more cost-effective HA program. To perform the formidable
task of establishing a survival failure budget early in the system development
program (as it should be) requires expertise in the survivability areas and
related analyses. The budget established by analysis and expert opinion
should be updated as the program develops.

5.10.2.2 Emphasis on hardness critical items. As we have discussed the
survivability failure budget above and hardness critical categories in Section
5.8.2.1, it should be obvious that a prime intent of the HA program is to
focus a large portion of the HA activities on the hardness-critical items and
processes within the system. This philosophy has been found to yield the most
effective results.

5.10.3 Design margin considerations. In previous sections, the terms
Design Margin (DM) and Radiation Design Margin (RDM) have been used both in
the context of circuit design rules and in the determination of hardness
critical categories. Often these terms - DM and RDM - have been used
synonymously, although it is the RDM which is meant. The RDM is defined as
the ratio of the mean radiation level at which the test sample of pieceparts
reaches a predetermined failure point, to the radiation specification level.
Expressed in equation form,

**%Possible exceptions are charge control devices, some classes of power
transistors, and BICMOS devices.
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RDM = d)MeanFaII.
¢spec,

It is commonly accepted that the failure distribution for devices in radiation
is log normal. This being the case, the mean failure would be a geometric
mean value. For further details on the RDM, including the definition and use
of the standard deviation of failure distributions, see MIL-HDBKs-8l4 and
-815. Because the DM concept is often interpreted and applied incorrectly, it
is incumbent upon the PM or SPO to make certain that the definition of DM is
clear and that its application to the system is clearly understood by the
prime contractor and all others involved.

5.10.3.1 Avoiding multiple design margins. As a system develops, various
organizations have the opportunity to invoke a DM to help ensure a
"conservative" approach to system survivability. This is a simplistic
approach to HA that could wind up being either costly or risky. Furthermore,
this approach can compound. An example of how multiple design margins could
occur might go as follows. For a system with a radiation survivability
requirements, a criteria organization has to define the radiation environments
that the system must survive. To cover the uncertainty or worst case for the
mission, this group may over-specify the threat, thereby invoking some safety
factor or design margin (DM;). When this requirement is passed on to the PM,
the PM may invoke another design margin with the rationale that this (DM;)
would ensure the survival of the system against the specified threat. Again,
the radiation specifications are effectively raised to a more difficult level.
When the PM (sponsoring agency) passes these radiation specifications on to
the system developer (prime contractor), this organization may impose yet
another design margin (DM;) and safety factor when they select the technology
to be used in the system. If this type of scenario is allowed to happen, it
can be seen that the system developer may well be working to a radiation
specification that could be an order of magnitude or more higher than is
really necessary. These inadvertent applications of DMs results in excessive
survivability criteria and a subsequent HA program that is excessively
demanding and therefore much more costly than necessary.

5.10.3.2 Precautions against over-specifying. As a precaution against
over-specifying and thereby making the system more difficult and more costly

to develop, the survivability specification should be well understood both in
origin and intent. It is never enough to simply accept specifications without
any consideration of whether or not they are realistic relative to the mission
of the system. An analysis of the environments and related specifications is
in order in the CD phase. Care must also be exercised regarding this analysis
to ensure that the person (or group) that performs it possesses the expertise
to evaluate the specifications against the mission of the system with full
consideration of the tactical employment. Once this fact is established to
the satisfaction of the PM, an appropriate hardening and hardness assurance
program can be implemented on a sound engineering basis.
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5.11 Summary. A system development program can be very complex, requiring
that many organizations interface and work together successfully. Careful
planning and execution are necessary from the beginning. The Hardness
Assurance program, that part of the overall development program that assures
the radiation survivability of each system produced, requires just such
careful consideration from the beginning of the program. For convenience,
some of the key items which must be remembered during the development of the
HA program are listed below.

a The HA program must be a consideration from the beginning of the
system development.

1]

The HA contractual requirements must be denoted from the beginning,
and CDRIL DIDs and other guidance are available.

]

The HA program depends upon such items as radiation survivability
requirements and mission.

a Flow-down of HA responsibilities to the prime contractor and to sub-
contractors must be clearly delineated and understood at all levels.

a HA is the part of the overall system development program that
addresses radiation survivability and must merge and flow with the
management structure of the entire program.

]

All activities of the HA program must be documented in some prescribed
manner because such documentation is important to other aspects of the
life cycle of the system.

»

While the HA program may focus on electronic devices, it must cover
all aspects of materials and components that could influence
survivability.

»

The HA plan must include procedures for controlling all changes during
the production phase. ’

a The HA plan, with its procedures, inspections, test techniques, test
apparatus, and all aspects of the necessary production controls must
be completed prior to the beginning of the production phase.

(]

The HA plan and program should be sufficiently well defined that it
can be properly applied by a second source (a different manufacturing
firm) for the production of the system. This is particularly true for
large volume tactical systems.

]

The HA program should flow into the HM/HS program.
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