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The Mission of AGARD

According to its Charter, the mission of AGARD is to bring together the leading personalities of the NATO nations in the
fields of science and technology relating to aerospace for the following purposes:

— Recommending effective ways for the member nations to use their research and development capabilities for the
common benefit of the NATO community;

— Providing scientific and technical advice and assistance to the Military Committee in the field of acrospace research
and development (with particular regard to its military application);

— Continuously stimulating advances in the aerospace sciences relevant to strengthening the common defence posture;
— Improving the co-operation among member nations in aerospace research and development;

— Exchange of scientific and technical information;

— Providing assistance to member nations for the purpose of increasing their scientific and technical potential;

-~ Rendering scientific and technical assistance, as requested, to other NATO bodies and to member nations in
connection with research and development problems in the acrospace field.

The highest autherity within AGARD is the National Delegates Board consisting of officially appointed senior
representatives from each member nation. The mission of AGARD is carried out through the Panels which are composed of
experts appointed by the National Delegates, the Consultant and Exchange Programme and the Aerospace Applications
Studies Programme. The results of AGARD work are reported to the member nations and the NATO Authorities through the
AGARD series of publications of which this is one.

Participation in AGARD activities is by invitation only and is normally limited to citizens of the NATO nations.

The content of this publication has been reproduced
directly from material supplied by AGARD or the authors.

Published April 1997

Copyright © AGARD 1997
All Rights Reserved

Printed by Canada Communication Group
45 Sacré-Ceeur Bivd., Hull (Québec), Canada K1A 087
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Foreword

Change is affecting every aspect of our lives, and the pace of change is accelerating. In an effort to forecast where the forces
of change will lead NATQ and its member Nations over the next quarter century, the NATO Advisory Group for Aerospace
Research and Development (AGARD) commissioned the Aerospace 2020 study.

The study attempts to strike a balance between possibility and promise. Some discussions are undoubtedly too conservative
while others too optimistic. In any case, Aerospace 2020 attempts to identify methods and processess that will help the

Alliance and the Nations benefit from the oppertunities, and prepare for the possible dangers, which change inevitably
creates.

The study involved virtually all of the AGARD organisation, capatalising, in particular, on the strengths of its seven
Technical Panels composed of experts in fields ranging from aerospace medicine to fluid dynamics. The study also tapped the
military expertise of representatives from AGARD's Aerospace Applications Studies Committee and the information
management skills of the Technical Information Committee. Consistent with the nature and philosophy of AGARD, each of

these participants expanded the network of professionals to include views and opinions of civilian and military experts from
industry, government and academia.

We wish to take this opportunity to thank all of the peopte who contributed to the Aerospace 2020 study and assisted in its
preparation and production. Special thanks are extended to Dr. Hywel Davies, rapporteur; to Lt. Col. John Wheatley, study
executive; and to Jirgen Wild, Director of AGARD, and his staff,

As AGARD evolves into NATO’s new Research and Technology Organisation, it will retain its spirit of service to the
Alliance, of international cooperation and of dedicated professionalism. It is in keeping with this spirit that Aerospace 2020 is

presented, and we hope the study will prove valuable to NATO and its members as plans, preparations, and decisions are
made for our entry into the 21st century.

%"“’74 Lam

Michael 1. Yarymovych Nils Holme
Chairman of AGARD Study Director

Acrospace 2020

La version francaise de ce volume paraitra ultérieurement
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1. Introduction

The challenge of change which NATO is facing has many dimensions, one of which is
the rapid advance of technology. The changes are such that their combined effects
have the potential to significantly affect the quality of military strength in the future.

The NATO Advisory Group on Aerospace Research and Development (AGARD)
recognised that these changes and their ramifications are of such importance that they
should be examined more thoroughly. In March 1995 AGARD's National Delegate
Board commissioned a study with the following objectives;

« To assess how emerging technologies may influence changes in aerospace
systems and concepts of operation.

« To alert decision makers to the advantages the emerging technologies may
have for NATO and NATO Nations, and to make them aware of the possible
threats that new and readily available technologies may pose when acquired by
potential adversaries.

e Torecommend to the Nations active pursuit, both individually and cooperatively,
of the most promising aerospace technologies and to offer advice, where
appropriate, on collective action.

To achieve these objectives, Aerospace 2020 explores the most advanced
technologies being researched and developed in laboratories today. Rather than
speculate on science and technology theories for the future, the study focuses on the
most promising current technologies and the organisational and tactical consegquences
they will have at the field and system levels over the course of the next 25 years.

The scope of the study - from 1995 to the year 2020 - supports the view, held by many,
that all major systems which will be deployed in 10 years exist today. After ten years,
however, new systems may lead to radically new concepts in the way military force, or
the threat of its use, is employed to influence the wills and actions of others.

It has been noted that “20/20” vision is the medical designation for unimpaired
eyesight, and it is often said that "hindsight is always 20/20". It is AGARD's hope that
this study of aerospace technology, and the effects it will have as we approach the
year 2020, will prove to have been a clear vision with 20/20 foresight.

Basic Assumptions

The primary purpose of the Alliance is to provide military security for its member
Nations. This and the following assumptions form the foundation upon which
discussions presented in this volume are based:

» NATO must remain prepared to act in direct defence of its member states.

o NATO must remain prepared to take action against threats to vital interests of
the Alliance outside the NATO area. Such operations may range from large-
scale war to low-intensity conflicts to counter-terrorist activity.
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¢ Ethical constraints that exist within NATO regarding the conduct of viclent
conflict and warfare will not diminish and, in fact, are likely to increase. Potential
opponents, however, may not respect or practice the same constraints.

¢ NATO membership will expand in the coming decades. This expansion will
require the integration of new national forces and infrastructures.

In addition to remaining a strong and independent alliance, NATO will continue to work
closely with the United Nations in its efforts to resolve international conflicts by
diplomatic and/or military means. The UN wilt continue to support military forces
involved in a number of operations around the world. As today, NATO may serve as
the primary contractor with operations conducted under full NATO command or as a
contributor to forces under UN command.

To meet its obligations, UN forces must be capable of rapid, flexible deployment.
NATO is the only organisation with the ability to efficiently run a multinational
operation. It is essential to world peace and stability that this ability be maintained and
improved. For NATO, however, conducting non-traditional missions, possibly with non-
NATO nations which do not necessarily share the same approach to technology,
organisation, or command and control methods, will pose a continuing challenge in the
years to come.

Approach

Aerospace 2020 is the result of joint efforts by the AGARD Technical Panels and the
Aerospace Applications Studies Committee (AASC). Beginning in 1895 and ending in
early 1997, a study group consisting of representatives from the AGARD Panels and
the AASC, a study director, a rapporteur, and a study executive coordinated the work,
selected the main topics of the study, and reviewed the results. This collaborative
approach permitted the study group to draw on the insights of the large number of
internationally established experts who form the membership of these bodies.
However, this approach aiso limited the scope of the study to the areas of expertise
covered by the AGARD bodies.

The first step of the study was a “bottom-up” survey conducted by the AGARD
Technical Panels to determine what their experts thought would be the most significant
changes in aerospace technology over the next 25 years. Following a review from the
military point of view by the AASC, a list of topics was defined. Two non-technical
discussions - “The Future of Defence Environments” and “Enduring Military Needs” -
were coordinated by the AASC. Discussions of other topics selected for inclusion were
coordinated by the appropriate AGARD Technical Panel, as shown in table 1-1.
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AGARD Technical Panel: Topic:
Aerospace Medical Panel (AMP): Human and machine interaction

Human implications of sustained operations

Flight Vehicle Integration Panel (FVP): Aircraft design integration

Synthetic environments

Fluid Dynamics Panel (FDP): Extreme long-range vehicles

Versatile access to space

Mission Systems Panel (MSP): Mission management

Unmanned tactical aircraft

Propulsion and Energetics Panel (PEP): | Hypersonic air-breathing missiles

Sensor and Propagation Panel (SPP): Communications electronic warfare
Progress in stealth versus anti-stealth

Real-time reconnaissance, surveillance, and target
acquisition (RSTA)

Structures and Materials Panel (SMP): Affordability

Table 1-1: Panel coniributions by topic.

Aerospace 2020 consists of three parts:

Volume One - a brief summary of the main results of the study, with
recommendations.

Volume Two - a detailed discussion reflecting the topics selected for study,
organised in a way that enables review of their interrelationships and impact.

Volume Three - a series of short technical papers, selected for their specialist
interest and carrying the signatures of their authors or the contributing AGARD
Technical Panel.

A list of study group members is provided in appendix A of this volume. A detailed list
of study participants and contributors is provided in Aerospace 2020, Volume 2,
appendix A.

From Technology to Operational Capabilities

As mentioned above, one of the aims of the Aerospace 2020 study is to assess the
way in which emerging technologies may influence changes in aerospace systems and
concepts of operation. Projections of technological capabilities are somewhat
uncertain, but most of these uncertainties are well understood. This is not always the
case when making projections of operational capabilities that result from advances in
technology, especially when such projections involve totally new systems and
operational concepts. New concepts sometimes encounter secondary limitations, for
example in methods or basic principles, which significantly affect their implementation.
These factors are discussed in some cases in the study, but limitations may also be
recognised in the future that are not understood today.
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It is also important to acknowledge that assessments of concepts of operation are
limited and, to a great extent, are based on qualitative analysis. The AGARD Technical
Panels are primarily technology oriented, dealing at the systems level only in the fields
of aircraft and aircraft missions. Systems considerations are more typically examined
by AGARD in ad hoc studies initiated by the AASC, generally two per year for selected
topics.

Relationship to Other Studies

Several surveys of emerging military technologies and assessments of their
consequences have been published in recent years; most notably New World Vistas,
produced by the U.S. Air Force Scientific Advisory Board in 1995. This study is of great
value, particularly with respect to its completeness and depth of coverage. Of course,
specialist judgements will sometimes differ in matters of the more distant future, and
there are a few such differences in Aerospace 2020.

More significantly, the studies differ in their basic points of reference. NATO's
perspective regarding military threats, opportunities and recommendations is
determined by the purposes and functions defined in the North Atlantic Charter. This
focus is different from that of the U.S. Air Force.

Thus, Aerospace 2020 discusses topics relevant to the Alliance or to individual Nations
as members of the Alliance. This means, for example, that the study makes no attempt
to examine topics from a global perspective. By its very nature, NATO provides a
framework for the establishment of common infrastructure systems and common
development projects. The Aerospace 2020 study examines activities which can be
undertaken by the Alliance or by member Nations working cooperatively through the
Alliance.
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2. A View of the World

Earlier in the 20th century, military actions focused on declared wars or countering
insurrections. Acceptance of defeat by the opponent was the ultimate goal. Today,
other motives may lead countries or groups to challenge the West. Rather than
seeking a well-defined victory, some adversaries may seek to inflict politically
intolerable damage in order to promote a social agenda or achieve political objectives.
it is a widely held view that the threat of large-scale global or nuclear war in coming
decades appears to have lessened, while less predictable types of conflict, more
limited in scope, may occur more frequently and may be prolonged. .

While this change in perspective and the impact it will have in planning and conducting
military operations in the next 25 years is commonly accepted, other elements of
change relevant to this study are less well known, and some are controversial. All are
significant, however, and the study will show that even though NATO and NATO
Nations have a strong advantage with respect to technological, organisational and
financial resources, it will be challenging to gain superiority against opponents who do
not necessarily play by our rules,

Proliferation of Technology

Today, a great deal of sophisticated technology that would once have been available
only to the most powerful military establishments, is available commercially and, quite
literally, “off-the-sheif”. The easy accessibility of such advanced technology
dramatically reduces the comparative advantage to developers. This is especially
significant in view of the trend that the cost of inflicting damage by precision weapons
is decreasing, while the cost and difficulty of protecting against the threat they pose is
increasing.

Typically, for example, in low-level conflicts the aim may be to inflict damage by high-
precision action against valuable targets and to avoid collateral damage, especially to
civilian populations. Though several varieties of “smart” weapons have been developed
to meet this requirement, their availability is currently limited by their high cost.
However, within the 25-year time frame of this study, these weapon technologies will
become widely available as the cost of purchasing such weapons declines. The cost of
protecting against them is expected to remain high.

Furthermore, the cost of causing arbitrary damage for political effect (for example by
technically advanced terror actions) is decreasing at an even greater rate. Adversaries
who contemplate achieving their aims by generating arbitrary damage will have an
increasing number of options, and such actions will be difficult to prevent.

Thus, if not countered, the harm caused by an enemy with second-rate capabilities
could negate the advantages offered to the West by its first-rate technologies. These
challenges to the West could manifest themselves in ways quite different from head-on
military assault. In direct batties, the West would continue to have an advantage and
continue to exercise significant strength. The outcome in less traditional confrontations
will be less certain.
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Asymmetries of Conscience

Differences in culturally embedded values and attitudes have always been an
important factor in warfare. While NATO policies are continuously adjusted to reflect
more restrictive definitions of tolerable risk-of-loss and unintended harm, it is becoming
increasingly apparent that such restraint is not universally supported or practised. In
fact, it is now reasonable to assume that future adversaries may try to maximise the
advantages they can gain through “asymmetries of conscience’; that is, the willingness
to pursue means which NATO Nations find unacceptable.

Some asymmetries of conscience are based on ethical standards; some include
practical considerations. For example, despite the great costs involved, NATO has
strict requirements for the safe storage and handling of the systems it develops and
accepts. Some opponents, however, may be more interested in less expensive
systems that can be used immediately, rather than in quality systems which are safe.

Other examples of constraints which the West finds necessary and imposes upon itself
range from environmental considerations to the use of chemical and biological
weapons. Although, in many cases, international treaties have been signed
acknowledging agreements to restraining principles, many countries have not joined in
these treaties, and even some that have signed do not appear to take them seriously.

Thus, NATQ is faced with defending itself against tactics and weapons which it finds
unacceptabie to use. To prevent such asymmetries of conscience from providing a
decisive military advantage against the Alliance, it becomes even more important to
fully exploit the advantages NATO has with respect to its financial resources,
technology, and its ability to organise effectively.

Engines of Change

In reviewing the potential impact of emerging technologies, Aerospace 2020 suggests
that the greatest advances will not be in “classic” areas of aerospace technology such
as material development or aircraft design. These areas will continue to evolve, but the
most significant innovations will be driven by the power of several other trends.

The Civilian Push

Historically, in most areas of technological research and development, the military has
led the way in finding solutions that eventually become the basis for civilian
applications. Although some of the most fundamental changes in military capabilities
will continue to be the result of military-specific research (especially in the areas of
electronics and electro-optics), an increasing number of military applications will be
based on existing civilian technology. Civilian “dual use” technologies are already
having an impact in areas such as information and communication technology, and
“virtual reality” concepts. In short, civilian market forces, not military needs, will drive
some of the technology needed by the military in the future.
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Synthetic Environments

Advances in information technology will profoundly change how simulation is used in
all aspects of commercial development, testing and production, and in military training
and operational decision making. Future users will have ready access to global,
constantly available “synthetic environments” of linked simulations, massive
databases, and models. Such an environment will be constantly and automatically
updated with reail-world data and be capable of immediate response to the user's
input. If fully realised, the synthetic environment concept will make powerful, highly
credible analytical capabilities accessible throughout the infermation networks of the
future.

Space Access

In the next 25 years, the number of satellites in orbit will continue to increase, perhaps
by tens of thousands. While access to space will still be expensive (launch costs
ranging from USD 10 000 to 20 000 per kilogram for expendable launchers), the value
provided to both the military and civilian sectors will justify the expense. Many civilian
communications networks are totally reliant on space-based assets. Competition is
increasing in the race to reduce the cost of space operations to meet this growing
market.

The European Space Agency (ESA) and the National Aeronautics and Space
Administration (NASA), as well as Russia and Japan, are currently developing the next
generation of reusable space launchers. The primary objective is to reduce launch
costs. Estimates for possible reductions in launch cost per kilogram of payload vary in
the range of factors from three to ten, depending on differing assumptions with respect
to launch operations.

Other benefits should include launch-almost-on-demand and the capability to retrieve
or service-in-orbit failed or aging satellites. The military can become customers of
these agencies, without incurring military development costs. The military may also
take advantage of technology “demonstrators” by converting them to military use after
their “proof of concept” role has been fulfilled. In either case, to achieve the maximum
benefit of this civilian technology, the requirements specifying military needs must be
defined in the early phases of development.

Miniaturisation

The need to increase mechanical and/or computational capability while reducing
system weight and volume will continue. Microtechnology will enable lightweight,
compact, adaptable modules based on micro-electromechanics and electronics,
and evolving nano-technologies. Applications under study include: inertial sensors,
electronic eyes, micro-radar, and guided bullets. In the medium- to long-term
perspective, biotechnological materials and processes such as protein-based
computers, and sensors using natural materials are expected to find practical
applications.
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Human and Machine Partnership

By the year 2020, an operator will interact with an electronic workspace as a
cooperative partner. Dialogue between the system and the operator will be based not
only on operator inputs, but also on the machine’s ability to accurately assess the
physical and mental state of the operator. Operator inputs may be communicated by
deliberate voice commands, gestures, or even subtle muscle movements. The
machine will sense the operator's state with signals from the brain measured by
electroencephalography (EEG) in conjunction with other biological readings.
Assessment will be based on artificial intelligence technologies and an improved
understanding of the relationships between electrical brain activity and the
performance of cognitive and motor tasks.

This human-machine partnership will reduce the number and intensity of tasks which
require uniquely human contributions. it will adapt itself to human biorhythms, and it
will make possible extended operations beyond today's limitations. The operator
remains fully conscious of the environment and maintains authoerity over system
functions.

The partnership will be made possible by advances in information assessment, artificial
intelligence, psychophysiological processing, and advanced models of human
performance and behaviour.
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3. Information Dominance

Achieving the ability to provide a more complete overview of a theatre of
operations to all command and control levels, whether in a high-intensity war
or a low-fevel conflict, is a primary goal for technology and force development.

Today's revolution in information management will continue. The nature of the fields of
information management and computer science is such that the changes which occur
today will accelerate the pace of tomorrow's changes. It appears that the maximum
rate of change will not be limited by technology, but by organisational limitations
affecting the rate with which new technology can be applied. Nevertheless, we can
predict that by the year 2020 an “information sphere” will surround military operations
and our daily lives, much as the atmosphere surrounds the planet.

The driving force of this accelerating rate of change will not be military research, but
rather the growth of the civilian market. International markets such as media and
entertainment, banking and investment, and travel and transportation will support the
development of cost-effective tools and procedures for managing worldwide networks
of communications and information.

Such tools and procedures will be available to NATO as a basis for specialised military
applications. They will also become available to future opponents. The notable
exception to this pattern might come from NATO’s access to space, but only if the
Nations follow a policy of achieving and maintaining technological superiority in space-
based military applications.

The expected improvements in allied reconnaissance and intelligence capabilities will
make it more difficult for opponents to avoid our detection and monitoring of their
military systems and activities. In response, many countries are already moving critical
facilities underground. Furthermore, it is conceivable that some opponents might
systematically seek protection against detection by hiding military activity in population
centres, creating “urban armies”, not just guerrillas. Should such tactics become
reality, they would change the nature of warfare in unpredictable ways.

The revolution in information management will have a significant impact on the
command and control process - from the command and control centre functions down
to the platform level - particularly in the following areas:

¢ Situation awareness

¢ Communication and information networks
s Decision making

¢ Plans and orders

Situation Awareness

Future systems will permif automated situation-monitoring (and information
fusing) of thousands of events in tens of minutes, they will be capable of
monitoring and/or managing the activities of more than a thousand targets and
assets per hour. This will resulf in a high level of confidence in our
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knowledge of our own operations, the enemy situation, the situation of third-
party forces, and the environment (weather, terrain, vegetation, etc.) of any
future battle space.

By the year 2020, NATO forces will near the state where they can precisely detect
many types of targets which are presently undetectable; for example, stealthy
platforms and well-camouftaged ground vehicles. These targets may be moving or
stationary. Using Moving Target Indication (MTI) and Automated Target Recognition
(ATR) technologies, targets will be accurately identified and located, even in adverse
terrain.

Systems will be established to track friendly forces. We can expect to have an
automated ability to locate and evaluate status down to the level of individual fighting
systems (aircraft, tanks, etc.). As an automated task, this will drastically reduce the
burden of requesting and transmitting myriad “situation reports” from every level of
command. The inherent accuracy of such systems will prove valuable in the prevention
of fratricide.

This vision of situation awareness will be realised through a combination of
evolutionary improvements in battlefield communications (discussed later in this
chapter) and revolutionary advances in the fields of sensors and data fusion.

Sensor Systems

Future sensor systems will combine improvements in sensing technology, signal
processing, and positioning to improve coverage, resolution, target discrimination and
location accuracy. Some examples include:

+ Synthetic Aperture Radar (SAR) for airborne and space-borne platforms that
allows day or night observation basically independent of weather. SAR systems
are presently limited by the need to transmit large amounts of data by line-of-
sight communication to ground stations for processing that is not real-time.
Real-time, onboard processing of photo-quality pictures will be operational by
the year 2000, and onboard processing for feature extraction is expected to be
available by 2015. This will reduce communication requirements and make SAR
information from satellites and aircraft directly available, also to lower-level
units.

Miniaturisation techniques are expected to reduce the mass and volume of SAR
systems by a factor of 100 by the year 2020. SAR will then be mounted on
small unmanned aerial vehicles (UAVs) and, possibly, individual munitions.
There will be trade-offs between coverage and resolution. Scenes taken from
satellites of areas 100x100 km may be processed in real-time to one metre
resolution. Smaller scenes from lower flying platforms will provide resolution in
the centimetre range, enabling classification of targets such as ground vehicles.
SAR technigues will also be applied at UHF frequencies to permit limited
penetration in dry soil and shallow water, although with reduced resolution.

¢ Microwave radiometry sensors used from aircraft or missiles will provide
passive, near-range imaging of metal surfaced objects, nearly independent of
the time of day and the weather. These sensors use low data-rates, so they will
be easily supported by future communications networks. Using the techniques
of aperture synthesis, they wilt provide near optical quality serial images
(“microwave movies”}.
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¢ Sensors employing hyperspectral sensing will use a large number of bands
from below to beyond the visible spectrum (in the range 0.3 to 15um) to scan a
scene or object, collect bits of information from each band, and fuse the
information to develop accurate target profiles. The coverage and other aspects
of performance will be comparable to present optical or infrared sensor
systems.

= By the year 2020, a much larger array of sensors is expected to be available.
These sensors will cover a larger portion of the electromagnetic spectrum than
today. Miniaturisation and the integration of such technological advances as the
combination of digital beam-forming to boost antenna performance with the use
of conformal phased-array design will make it possible to accommodate very
high-resolution antennas on extremely small platforms.

Since only a small amount of information may be available in any band of the
electromagnetic spectrum, the process of fusing the information and comparing it to
other intelligence and information sources becomes crucial.

Data Fusion

The new domain of data fusion will expand our present ability to integrate and analyse
data, and convert it into useful combat information for commanders. Data gathered
from multiple passes by multipie sensor systems, which today requires a full staff to
analyse, will, by 2020, be automatically analysed in seconds so the data can be
communicated, as appropriate, directly to the supported combatants.

Data fusion is the processing and combining of data and information from multiple
sources to the level of accuracy and completeness required for a given task. In
principle, data fusion is not a novel concept. Innovation lies in combining new types of
sensors with greatly improved methods of processing the data received from them.
When used together, the new sensors provide a much more complete and detailed
registration of the physical characteristics of a scene under survey than can be
provided by any single sensor. High-speed and high-capacity computers make it
possible to apply the advanced processing methods required to combine - or fuse - the
data. When needed, computers of adequate capacity can be made small enough to fit
into compact sensor systems, such as the target seekers of smail missiles.

Data fusion makes use of a variety of mathematical methods but, in general, the more
similar the data, the simpler the methods of fusion. Data considered “similar” includes
such information as pictures taken of the same scene at the same time but in different
frequency bands (different “colors”) by the same sensor system. More complex
methods, requiring associative or “artificial intelligence’-type processes, are used to
fuse data of different types; for example, data from radars, electronic intelligence, and
inconsistent eyewitness reports.

New sensory-system concepts will be developed that, for example, combine data from
multi-wavelength sensors at separate and diverse locations as an approach to counter
stealth. Sensor data may also be fused with archived data, such as earlier
observations, as a means of automatically detecting changes, as in damage
assessment.

In many applications data fusion would be used to extract all useful information at the
sensor, and thus reduce communication requirements. For example, if only the object
identification and location need to be transmitted - not the sensor images themselves -
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the volume of data to be communicated is greatly reduced. Similar techniques will be
used to fuse data beyond the sensor.

For distribution to users, the information will be combined to form “packets” of
information tailored to meet the needs of the recipient. For instance, multiple sensor
inputs of missile launchers and hostile radars might be reported to individual aircraft as
threats and include automatic overlays of their danger areas. The information would be
displayed to the theatre commander as an anti-aircraft missile battery, and to the force
artillery commander as a request for immediate suppressive fires as part of his “joint
suppression of enemy air-defence” mission. All of this communication would be done
concurrently in near real-time.

In addition to increasing our situation awareness, data fusion will reduce false alarm
rates and provide some protection against jamming and spoofing. However, real-time
data fusion from non-collocated sensors will require robust, high data-rate inter-sensor
communications.

All methods of data fusion are verified by checking against known objects and
phenomena. Machines, like humans, are sometimes misled when faced with situations
beyond their knowledge and experience. This fundamental limitation must be kept in
mind when using information that is processed and combined automatically.
Stratagems will remain an important part of warfare.

Communication and Information Networks

Information networks will consist of terrestrial, space, and airborne links. They
wilf connect command and control centres remote from the battlefield with
tactical (surface and airborne) centres physically on the battlefield. NATO will
be able to put such networks in place rapidly and flexibly to meet the needs of
a variety of major or minor regionaf conflicts, or of peacekeeping operations.

Commercial development of fibre optic technology provides gigabytes-per-second
terrestrial and undersea connections. Concepts such as global Theatre Broadcast
Services (TBSs) will provide both high-capacity multichannel (similar to 100-plus TV
channels) and two-way connectivity for selective “user pull” and “smart push” of
information.

TBS concepts using long-endurance UAVs will provide options for improving the
robustness of connections (for example resistance to electronic countermeasures).
Further enhancements should be enabled by developments in laser links, optical
switching, and modulation.

Although voice communications are practical, robust, and relatively easy, they are slow
and inefficient. They are also more vulnerable to active electronic warfare. It is
doubtful, however, that any system which totally eliminated voice would suffice. Voice
will remain a primary means of immediate communication between commanders and
their subordinates. It will be nearly impossible to protect all stations from jamming;
voice traffic, even more than digital links, will rely on system redundancy to ensure
communications. Although large-scale commercial development of satellite
communications is underway, these systems do not provide high levels of security or
survivability. Complete reliance on such commercial systems would increase NATO’s

vulnerability.
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The availability of reliable communications networks with high capacity will facilitate the
development of an “information infrastructure” for NATO command and control. This
infrastructure will consist of general information databases (containing, for example,
geographical, meteorological and mapping data), data fusion centres, intelligence
centres (including “artificial intelligence” systems to assist interpretation of information),
and support systems for the command and control functions described above.

Decision Making

Autormnation in the decision cycle will make it possible for NATO commanders
fo operate inside their opponent’s decision and action cycles.

The time spent gathering information will be minimised by the improvements in
intelligence collection and situation analysis described in the section “Situation
Awareness”. |In addition, the time required to develop and analyse courses of action
will also be reduced. This will be made possible by improved decision aids and
improved access to information provided by the application of synthetic environment
technology.

As synthetic environment technology matures, commanders will be provided the
means to test alternative courses of action by using simulations which integrate the
real-time situation of the current battlefield with stored data. The resulting simulation
will include details about the capabilities of own and enemy systems and units, as well
as dynamic models of the adversary's assets and the possible strategies and tactics.

Other improvements in support of the command function will be found in areas of more
traditional staff work. Computer systems, functioning as “automated staff assistants”,
will apply personalised screening and extraction criteria to automatically sort out
information most relevant to the receiver (similar to pilot's associates under
development today). Based on the commander's defined intent, this automated
assistant will be capable of:

» Assessing information about the mission and the mission environment.
+ Searching for and extracting critical items of information.
o Alerting the commander to priority information and possible errors.
e Monitoring the commander's fitness and warning of “overload” conditions.
¢ Adjusting data input to avoid overtaxing the commander.
Using these tools, NATO commanders will stay one step ahead of adversaries not so

equipped. Better information yields better decisions. Better decisions must then be
translated into combat plans and orders.
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Plans and Orders

The process of developing plans and producing orders - cycles currently
measured in days - will be measured in hours, and possibly minutes, by the

year 2020.

The speed of developing combat orders and plans, as well as the leve! of confidence in
their details, will be increased by the interaction of the foliowing:

» Systems capable of tasking tens of sensors and directing thousands of actions
per hour in peak periods.

» Automated development of plans and orders. For example, the ability to plan for
hundreds of targets per hour, and for tens of targets per minute in peak periods.

* New software for monitoring missions, including battle damage assessment,
identification of assets, etc.

» Future developments to permit increasing on-line collaboration and assessment
by intelligence and operations personnel using potential enhancements such as
dynamic holographic display interfaces and environmental modelling prediction.

The successful integration of these elements will significantly decrease the time
needed to develop and disseminate combat plans and orders.

Conclusions and Recommendations

Technologies for new sensor systems will make it possible to conduct surveillance and
reconnaissance at any level of detail or temporal precision required for military
purposes. High-resolution coverage of regions ranging from one to ten metres will be
performed on a routine basis by satellite-borne systems using primarily high-
performance synthetic aperture radar (SAR), hyperspectral passive detection, and
signal intelligence. The same sensor principles adapted for use from tactical and smaill
unmanned aircraft will provide coverage of tactical areas to an accuracy of decimetres,
nearly independent of weather and light conditions. Enemy forces and activities hidden
in population centres will remain the most difficult challenge for reconnaissance and

surveillance.

Improvements in performance will be achieved by improvements in the various sensor
and processing systems and by the fusion of data from geographically separate
sensors that may or may not be of the same type. Realising these improvements will
require considerable effort technically, operationally and, not least, organisationally.
Highly accurate position fixing, essential for the fusion of high-resolution data from
geographically separate sensors, is a critical requirement.

Communications will be improved as a result of:

» Increased use of civilian services for high-capacity connectivity between fixed
installations.

* Improved technology to meet military requirements, such as security and
authentication in civilian networks.

e New concepts for tactical communications.
It is expected that communications between fixed installations can be provided quite

economically to meet the foreseeable military demand. Though technology will be
available to meet requirements for greatly increased transmission capacities, the cost
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and operational considerations for tactical field communications may limit service at
the lower unit levels.

The command function may be supported by powerful simulation models working from
reai-time situation data on own and enemy forces, background information on terrain,
infrastructure, weather, and battle models to examine alternative pians of action and
enemy options. Staff work required for the preparation of situation reports, plans and
orders may be highly automated to facilitate prompt distribution and reduce staffing
levels. Realisation of these benefits will require long-term programs for step-by-step
development and implementation, taking advantage of civilian developments in areas
such as simulation techniques and virtual reality technology.

An increase in capacity and other improvements in communication offer great flexibility
with regard to the geographic location of various command functions and resource
centres of an integrated C°l structure. This flexibility will, in turn, facilitate the rapid
implementation of modifications or additions to NATO’s command structure.

NATO should:

* Support research for sensor technology and systems; in particular, advanced
synthetic aperture radar (SAR), hyperspectral sensing, and signal intelligence.

» Support research for sensor fusion methods and experimental verification,
including concepts and interoperability aspects of the fusion of data from
geographically separate sensors of the same kind or of different kinds.

e Support the development and implementation of high-precision global
positioning systems (GPSs) to decimetre accuracy as an aid to the fusion of
high-resoiution data and to the accurate determination of target positions
(position fixing).

+ Consider implementing common resources for data fusion in support of NATO
level commands.

» Support research and experimental verification of advanced applications for
planning and decision making, including simulation and virtual-reality based
technologies in support of NATO level commands.

» Support research and technology in advanced communication networking,
making maximum use of civilian concepts and services while implementing
necessary military requirements in areas such as reliability of connectivity,
cryptographic security and authentication.

 Study how geographically distributed resources for C* support - fusion centres,
simulation facilities and novel communication networking, etc. - can be used to
implement a more flexible command infrastructure for NATO. Such flexibility
should simplify the integration of new member Nations and facilitate, as
necessary, the customising (on short notice, if required) of command structures
for combined joint task force operations or other types of operations.
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4. Weapon Systems

By the year 2020, directed-energy weapons will become operational. Other
weapon systems will be characterised by improvements in:

» Remote operation - the ability to sense and strike without exposing friendly
forces to the risks of direct confrontation.

e Precision - the ability to strike with precision with circular error probabifities
measured in decimelres.

o Miniaturisation - to improve transportability while reducing signature.
e [ncreased speed - to shorten reaction times.

The Aerospace 2020 study highlights five weapon systems that will play crucial roles in
military aerospace during the next 25 years.

¢ Directed-energy weapons

¢ Unmanned tactical aircraft

+ Extreme long-range and long-endurance vehicles

s Hypersonic air-breathing missiles

¢ Manned combat aircraft

Directed-energy Weapons

The use of directed-energy weapons wilf become common within the next 25
years. They will be used for attacking sensors, materials, and, despite the best
intentions of international treaties, may be used by adversaries against human
beings.

There are many categories of directed-energy weapons but for this review we wili
focus on two:

o Laser weapons (ranging from low to high power systems)
» Electromagnetic weapons

Laser Directed-energy Weapons

The potential effectiveness of lasers as weapons is based on a very short “time of
flight” coupled with a high intensity, highly directional beam. Low and medium power
lasers exist today in many varieties. Most military development programs involve high-
power lasers suitable for military applications and “agile” lasers operating at several
wavelengths or changeable wavelengths to defeat protective filters.

Low power laser radiation can cause dazzling, or reversible or irreversible blinding of
personnel, windows, or sensors. The United Nations, including NATO member
Nations, is seeking to enact an International Ban on Blinding Lasers (Vienna, 1995-
1996). If an agreement is reached, it will still be necessary to ensure the availability of
protective measures and tactics to counter this threat, since it cannot be assumed that
all potential enemies will accept and/or respect the ban.

The expected development of laser weapons over the next 25 years is summarised in
Table 4-1.
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Type Primary effect Forecast
Low power Dazzle Readily achievable.
Low and medium power | Damage to sensors Presently in reach of many

countries; basic technologies exist.

High power Damage to vulnerable structures Will be achieved.

Aftack of theatre ballistic missiles Will be achieved.
(TBMs) in the boost phase

Active self-defence for aircraft Will be achieved.

Attack of space-based assets from Technically achievable in 25 years.
aircraft or ground

Air-to-air combat Probably achievable from large
aircraft in 25 years.

Air attack on ground-based military Not probable within 25 years.
targets

Table 4-1: Laser-weapon development prospects over the next 25 years.

The development of laser weapons will have profound implications for NATO. Indeed,
it is likely to change the entire concept of aerospace combat. This is an area which
must continue to receive priority in applied technology research and in studies of uses,
threats and countermeasures.

Electromagnetic Weapons

Evolving technologies will permit the attack and destruction of electronic components
through the use of high-power microwaves or related systems.

For long-range applications, a critical technology will be large phased-arrays with high
peak-power handling capability. It is likely that this technology will be limited to a few
countries and will be limited to large, relatively immobile weapon systems. Defensive
applications appear more realistic, but attack of low-earth-orbit satellites may be
possible.

For shorter ranges, simpler radio frequency (RF) munitions will be available. The ability
to replace the warhead of a missile or artillery shell by a high peak-power radio
frequency radiating device will be commonplace by the year 2020. These munitions will
be effective against high concentrations of critical electronic equipment, such as
command and control centres. Such munitions could be particularly devastating when
used against commercial off-the-shelf systems with no built in protection against RF
attack.

Unmanned Tactical Aircraft

The unmanned tactical aircraft (UTA) of the future are envisioned to be a class
of air combal systems with performance characteristics taifored to enhance
mission effectiveness, rather than to meet the physiological needs of the air
crew. The new systems will expand tactical aircraft mission options by
eliminating the risk of air crew casualties or capture and by performing many
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missions more efficiently than conventional piloted aircraft. During the next 25
years, UTAs will become an integral part of the air forces of many countries.

The UTA concept encompasses a broad class of controlled, recoverable vehicles
designed to conduct the full range of tactical missions using ordinary aircraft weapons,
onboard sensors, and tactics. A UTA can be designed with varying degrees of
autonomy and could be controlled from a ground, air, or sea-based station. The
operator will be able to use information from on-board sensors, off-board sensors, and
theatre databases.

UTAs will have the benefits inherent in both manned and unmanned operations. As an
unmanned system, a UTA can be utterly fearless, perform missions which are too
hazardous for pilots, and be expended as required by the situation and the value of the
tactical objectives involved. At the same time, the operator retains the latitude to make
decisions that may be required by the tactical situation. Depending on the mission, the
control exercised over UTA systems could range from total human control to total
machine autonomy.

The class of UTA vehicles extends from more flexible and capable versions of
currently deployed unmanned aerial vehicles (UAVSs) to a full spectrum of future
unmanned tactical combat aircraft. In order of increasing complexity, UTAs can be
developed for the types of missions shown in table 4-2:

Mission Comments
Reconnaissance, surveillance and target Extensions of missions currently being performed
acquisition (RSTA}, including battle damage by the UAV and RPV family of platforms.

assessment and target designation

Electronic warfare

Suppression of enemy air defence High performance results from eliminating pilot
. ) safety concerns. Requires advanced mission
Strike against fixed targets control.

Interdiction; strike against mobile targets

Air defence (against aircraft and cruise missiles) Enhanced capability to provide long-endurance
combat air patrol (CAP).

Close air support High performance results from eliminating pilot
safety concerns. Increases the requirement for
precision and reliability of mission control. Most
demanding mission.

Table 4-2: UTA mission characteristics.
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Perhaps most importantly, a UTA can offer a reduced cost option to supplement or
complement piloted aircraft. The greatest savings will be realised in peace time
support costs; operators will train at their stations using simulations. Actual flight will be
required only for verification of operability of the flight vehicle and the associated
systems. This could easily reduce the lifetime flying hours of the system by two-thirds,
as compared with a manned aircraft.

The successful construction of the UTA itself appears possible on the basis of
presently available technology. However, a number of issues must be resolved in cost-
effective ways before UTAs can be used in military operations. These issues include
normal air safety, reliable communications with capacities provided only by line-of-sight
systems, and challenging data processing and human operator interfaces at the
control centre.

The cost and complexity of these control centres could be the most significant
disadvantage of the UTA when compared with manned tactical aircraft. For example,
weapons carrying UTAs operating on long-range missions out of airfields may require
quite complex communications and control procedures. For NATO, a common
infrastructure and standardised procedures for UTA operations would undoubtedly
enhance the viability of the UTA concept.

Extreme Long-range and Long-endurance
Vehicles

Aircraft with considerably increased operating range and cargo capacity wilf
reduce the logistics burden of military air transport by reducing the need for air
refuelling and refuelling at destination. Advanced cargo handling systems will
make it possible to reduce the amount of handling equipment required at the
point of delivery. Design trade-offs will enable very long endurance for aircraft
with smaller payloads; for example airborne surveillance and control centres
and “‘mother ships” for unmanned aerial vehicles (UAVs) and remotely piloted
vehicles (RPVs).

The report New World Vistas', by the U.S. Air Force Scientific Advisory Board,
considers design trade-offs for transport aircraft and concludes that a design for a
payload of 150 000 pounds delivered at 12 000 nautical miles with return without
refuelling would be a realistic goal. The gross take-off weight would be one million
pounds. Realisation of this design, however, will require advances in all major fields of
aircraft technology including propulsion, materials, aerodynamics, and design and
manufacturing.

In the next few years, experimental systems with laser and microwave weapons will be
fitted onto existing transport aircraft. Within 25 years, the introduction of aircraft with
considerably extended range and endurance, together with the reduced weight of
directed-energy weapons, will lead to operationally flexible airborne systems. Such
aircraft will also be suitable for reconnaissance and/or surveillance. The new aircraft
could serve as a replacement for the current Airborne Warning and Control System
(AWACS) aircraft, as a future platform for Electronic Intelligence (ELINT) operations
and/or as a future carrier of Joint Surveillance and Target Attack Radar Systems
(JSTARS).

' New World Vistas - Air and Space Power for the 21st Century, Mobility Volume
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This aircraft could also be used as an aircraft or missile carrier. It could function as an
AWACS with its own offensive capability. Remotely piloted vehicles that are launched
and recovered from a large transport aircraft in friendly airspace could be used to
demonstrate Alliance presence and resolve.

The carrier concept could also be used to perform the air-to-air role, particularly in
no-fly zones and low intensity areas. This could be a cost-effective way to provide a
protected airspace when the frequency of intercepts is low. It could also be useful in
the initial conflict build-up stage to provide air cover for expeditionary forces.

Long-endurance aircraft performing multiple sorties before refuelling or servicing will
increase the effectiveness of airlifts and reduce the need for forward basing. Use of
precision air-drop systems will multiply that effectiveness.

While such large aircraft will offer a wide range of possibilities for the Alliance, they
must be developed with a strong emphasis on self-protection. It must be accepted that
many, if not most, of our future adversaries will wish to inflict the maximum
psychological damage to the Alliance without triggering an overwhelming military
response. Such a large, high-value asset, representative of the Alliance’s technological
superiority, would provide a perfect target for such an attack.

Long-range and Long-endurance UAVs and RPVs

This class of air vehicles could act in any role ranging from reconnaissance,
surveillance and target acquisition to a “micro-fighter”. Operating from a carrier aircraft,
such vehicles could fill several missions, including escort cover for the carrier aircraft. It
is well within reason to expect that these vehicles could carry weapons, could
designate the target for weapons, or couid, themselves, be the weapon. More
advanced versions couid be controlled entirely by personnel in the carrier aircraft. The
main benefit of this combination of air vehicles will be the ability to continuously
monitor an area without having personnel exposed to hostile actions, while retaining
the ability to react instantaneously, if required.

Hypersonic Air-breathing Missiles

By the year 2020 a hypersonic air-breathing missile which can fly at Mach 8
(2.4 km/sec.) will be available. Such a missile will be capable of being on
target within 10 to 15 minutes, at its maximum range of 1200 fo 1500
kilometres. It will have adequate payload capacity to carry a multispectral
reconnaissance sensor and information relay package, or a warhead and
fusing package suitable for attack on well-protected targets. It will be small
enough to be launched by an F-15 or F-16 size aircraft. The cost wilf be
comparable to that of a current cruise missile (between USD 1 and 1.5 million
per unit).

The key to a future high speed (Mach 6 to 8) air-breathing propulsion missile using
storable hydrocarbon fuels is the SCRAMJET engine. A hypersonic missile would fly
too fast to be shot down by existing methods, and it would take the development of
extremely high-performance antimissile systems to threaten it.



[ECHNICAL LIBRARY

22 Aerospace 2020 - Volume 1

Such a hypersonic missile could fulfill several mission requirements including:

« Extended air defence: A hypersonic air-breathing missile could be an effective
weapon against extremely high payoff aerial targets. Such a target set in the
future might include JSTARS, the airborne laser, AWACS, or any of the family
of carrier aircraft described earlier.

+ Strike against hardened or buried targets: The kinetic energy of a Mach 6 to
8 level strike system makes it uniquely suited for this mission. Deep or hard
point targets will require terminal seekers, given the low circular error probable
(CEP) needed to defeat these targets. The targeting data must be precise
enough to allow a transition from Global Positioning System (GPS) or inertial
navigation system (INS) navigation to terminal guidance.

 Strike against time-critical targets: Targets that may require rapid response
include tactical ballistic missiles (TBMs), aircraft, ground maneuver units,
artillery, and ships. Some of these targets, in particular TBMs that can be
relocated, may be situated hundreds of miles inside hostile territory and may
evade detection by mobility and countermeasures. Therefore, the targeting data
must be timely enough so that weapon launch can occur within seconds-to-
minutes of target detection. The data must be accurate enough to allow
weapons equipped with GPS receivers and INSs to achieve high probabilities of
kill. Additionally, moving targets will require either in-flight targeting updates, or
a seeker using Automated Target Recognition (ATR) for target detection and
terminal guidance.

Although the initial development of such a system may be beyond the means of most
countries, the cost of purchasing such systems, once they exist, wiil be well within the
means of most future adversaries.

Reusable Suborbital Launchers

By the year 2020 it will be possible to observe any point on earth from the
outer edge of the atmosphere, with very short notice (approximately one hour),
using a reusable suborbital observation vehicle. This operational flexibility wilf
allow observations at the time and place needed, independent of the orbital
limitations and predictability associated with satellite observation.

A reusable suborbital vehicle could be launched from the ground or from a large
aircraft, such as a Boeing 747, and could be recovered after landing at a friendly
runway. The primary technologies required to realise this capability are lightweight,
high-temperature materials and structures, and advanced rocket (or combined air-
breathing and rocket) propulsion. These technologies are expected to be available by
2010, with the possible exception of air-breathing propulsion. This may take another
ten years to be applied to fully reusable suborbital vehicles. The technologies may
become available as the result of civilian efforts towards commercial reusable
launchers.

Observations at altitudes as low as 150 kilometres could be made without entering an
opponents airspace. A reusable suborbital vehicle would follow a ballistic exo-
atmospheric trajectory for most of its flight. (Exo-atmospheric overflight is not
considered an aggressive act.) The trajectory of the vehicle would not positively
identify the vehicle's target area, or even the nature of the vehicle.
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It will also be difficult to discriminate its radar echo from satellites and other space
objects. Even if it were positively identified, the survivability of a suborbital vehicle
would be excellent. The vehicle’s near orbit velocity, and the very short time (a few
minutes) available to accurately determine its trajectory would make interception
outside of the atmosphere extremely difficult.

Future Manned Combat Aircraft

Combat aircraft will remain central to aerospace power in the next 25 years.
The manned combat aircraft will remain the primary platform for most missions
(strike, interception, reconnaissance, efc.).

No single power or combination of powers outside of NATO can match the Alliance’'s
technological ability to produce a new generation of manned combat aircraft. We must
maintain this qualitative edge, but the challenges are considerable. The main
challenge will probably not be limitations of technology, but finding necessary
compromises between military requirements, national priorities, industrial interests, and
economic issues, to arrive at a combat aircraft fleet which is effective in a worldwide
scenario and affordable to NATO Nations.

A critical issue of mission effectiveness will be survivability. Even a superior aircraft will
face new threats. Long-range air-to-air missiles, hypersonic missiles and, ultimately,
laser weapons will pose serious challenges. Situation awareness will enhance
survivability. Future aircraft must take full advantage of information and control
technologies, allowing for total flexibility - even within multi-aircraft formations - to deal
with changes in the mission environment.

In addition, the following areas will need emphasis: active self-defence, miniature
weapons, modular aircraft, high-volume stealth airframes, low-cost avionics, and
advanced electronic warfare systems. The development of agile and long-range air-to-
air missiles, high-speed long-range air-to-surface missiles, and advanced surface-to-
air missiles with high- and low-altitude intercept capability, will also be required.

To maximise effectiveness and survivability, the investment in weapons and aircraft
must be balanced. For NATO to retain the advantage in survivability will require
continuous development and improvement. The greatest difficulty will be in controlling
costs. Strategies for cost control are discussed in chapter 6.

Conclusions and Recommendations

The realisation of directed-energy weapons, in particular laser weapons, is expected to
be the most important development in military aerospace in the next 25 years. Laser
weapons will reach such levels of maturity during this period that they will change
warfare in fundamental ways. Laser-based self-protection systems for aircraft, and
offensive airborne weapons will offer decisive advantages to those who possess them
over those who do not.

Directed energy at radio and radar frequencies will be used at the tactical level to
damage electronic equipment. Protection or reduction of vulnerability is possible for
most types of equipment and installations, but cost-effective solutions require careful
implementation in the basic design.
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Unmanned tactical aircraft (UTAs) are expected to become competitive for some
missions presently performed by manned tactical aircraft. The basic technologies
required for design of the air vehicle exist. The limiting factors are found in the areas of
mission control; that is, communications, sensor fusion, operator-machine
environment, and control procedures. For NATO, a common infrastructure and
standardised procedures for UTA operations would enhance the UTA concepts.

The range x payload of transport aircraft will be increased, perhaps by a factor of 15.
This increase will lead to more economical and flexible air transport and airborne
surveillance and control centres, and to new concepts such as airborne laser and
microwave weapons. The increase may also lead to “mother ships” for UAVs and
RPVs which could be performing close-range reconnaissance and, possibly, attack
missions.

Hypersonic (Mach 8) air-breathing missiles will be available at unit costs comparable to
present cruise missiles. These hypersonic missiles could become effective weapons
against high-value aircraft, tactical ballistic missiles and hardened ground targets.

NATO should:

« Evaluate directed-energy technologies and their potential applications on a
broad basis, and consider programs supporting the development of the more
promising applications. The aim should be to maintain long-term superiority in
this evolving weapons area.

« Conduct system studies to establish how directed-energy weapons may effect
tactics and force structures in the long term. Since the changes can be
expected to be profound, an early understanding is essential for timely action.

¢ Develop improved and standardised solutions to achieve more cost-effective
protection of electronic equipment against the effects of electromagnetic pulse
(EMP) and radio frequency (RF) weapons. In particular, consideration should be
given to the protection of civilian off-the-shelf (COTS) units when used as parts
of military equipment or in military installations.

e Evaluate concepts for unmanned tactical aircraft, including mission definition
and associated infrastructure, and procedures for mission control. If found
promising, concepts should be developed through a cooperative program for
feasibility demonstration.

e Evaluate concepts for “mother ship” operation of unmanned aerial vehicles
(UAVs) and remotely piloted vehicles (RPVs). If found promising, concepts
should be developed through a cooperative program for feasibility
demonstration.

o Evaluate concepts for the use of hypersonic, air-breathing propulsion weapons.

» Evaluate the possible application of civilian reusable launcher technology for the
development of suborbital observation vehicles.

» Encourage programs for the development of affordable manned tactical aircraft,
with emphasis on the critical aspects of maintaining aircraft survivability in
combat and coordinating national resources.
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5. Vulnerabilities and Threats

NATO and its member Nations will not be the only beneficiaries of future high-
technology development. The global availability of both the technologies and
the expertise of those who create them will pose new threats to our military
effectiveness and new challenges in the way we protect civilians as well as the
military.

In a large-scale war, maintaining the essential functions of the government, public
services, and the economic sector is a primary concern. This is necessary to ensure
the supply of the goods and services essential for the military effort and for the survival
of civilian populations. The vulnerability of the Alliance in this regard is beyond the
scope of the study. Instead, Aerospace 2020 explores the nature of evolving threats
and vulnerabilities that may result from new technologies and inflict unacceptable
damage even in lower-level conflicts.

Information Systems

It is widely assumed that information systems and, in particular, large distributed
systems, are vuinerable to intended and unintended interference. Such information
systems are now indispensable in nearly all functions of society, including the military.
Although we are very dependent on these systems, the local calamities that have been
experienced as a result of breakdowns have not yet resulted in total failure of the
integrated functions of government, public service or industry. There are several well-
known cases of large-scale failures of electric power grids, but these have been the
result of past electrical engineering practices, not the failure of an information system.

Considering the large number of extensive information systems in use, this experience
suggests that there is an inherent reliability and fault tolerance in the designs of the
systems. It also suggests that functionality is no longer necessarily dependent on
individual pieces of equipment. As a result, any assessment of vulnerability must
consider the risks posed to the functions a system performs, rather than the risks to
system components.

Survivability of functions in a large, distributed information system can be secured by
architecture that enables the system to reorganise and redistribute its functions.
Systems are already designed to be redundant and self-organising, so that failure of
one part leads to adjustments that make the best use of the resources still available.
Designed redundancies build in the capacity to allow the system to immediately
compensate for damage or faults. This ability to self-organise also enables “graceful
degradation”; that is, the ability to automatically divert resources from lower priority
tasks in order to maintain essential functions. Incorporating these and other creative
methods of distributing functionality will become even more important in system
designs of the future.
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To reduce the vulnerability of military information systems, priority must be given to the
development of new technologies that provide three basic elements of protection:

+ Protection of individual pieces of the system against the physical
destruction of electronics by high-power microwave (HPM) weapons.

As discussed in chapter 4, a variety of weapons that can damage or destroy
unprotected electronic equipment by strong electromagnetic radiation at radio
frequencies will be widely availabie. All radio receivers, whether in handsets or
satellites, are vulnerable to such weapons. Protective measures include careful
design, but redundancies at the system level are also essential. Other types of
electronic and electrical equipment can be protected more easily. But effective,
low-cost protection of systems and individual components must, in most cases,
be implemented at the design stage.

¢ Protection of the integrity of information.

Information systems can be vulnerable to many forms of “attack” including the
disruption of operating systems to cause system malfunctions, theft of
information, destruction or false modification of information, and the introducticon
of false information. Most forms of such data attacks require unauthorised
access. Protective measures include encryption techniques, authorisation
techniques to verify the identity of the user, and multilevel security that isolates
internal information based on levels of security and authorisation of access. The
technological challenge is to find solutions that are also acceptable from a
practical point of view. It is expected that such solutions are achievable - with
the probable exception of those that would provide adequate protection against
“unfaithful servants” and enemy use of captured equipment and personnel.

+ Protection of capabilities essential to the performance of the entire
system.

Although protective measures will be applied to individual installations and
equipment, efforts to preserve the integrity and performance of integrated
information systems are expected to be handled in designs at the systems level.
Among other things, these designs will include: communications by self-
organising networks of different transmission and switching systems,
distribution and multiplication of databases, and barriers against viruses and
other fault conditions.

Laser Weapons

Both the human eye and electro-optic sensors are sensitive to visible laser energy and
can be permanently damaged even by low intensity lasers. Low and medium power
lasers are commercially available for a number of applications. Despite current efforts
to achieve an international ban on weapons intended for blinding, the threat from these
lasers if used as weapons cannot be ignored. The loss of eyesight is, of course, a very
serious threat for any individual, but the effect of lasers used against aircraft,
especially low-flying (landing) aircraft or helicopters, could prove disastrous.
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Protective measures against lasers used for blinding include optical filters against the
most common laser wavelengths, complete protection of one eye, or a spare optical
sensor. Although important, these measures are not considered to be adequate
against repeated attacks, or against the multifrequency and variable frequency lasers
which will be common in the future.

Low-cost Missiles

Perhaps more than any other weapon system, the cost of defending against low-cost
missiles is far greater than the cost to the attacker. Ballistic missiles and cruise
missiles with ranges of several hundred kilometres and warheads of as much as 100
kilograms are expected to be available at prices within the reach of most potential
enemies. NATO requirements for quality and precision will not be met by such low-cost
missiles based on commercially available technology. However, they may be used by
adversaries to inflict intolerable damage on popuiation centres, industrial resources,
communication centres, or other high-value targets.

The threat is increased if low-cost missiles are used to carry weapons of mass
destruction. Earlier NATO studies have shown that countering these threats will be
technically feasible but will demand considerable resources, especially if long-duration
early warning systems against surprise attack become a requirement. Vigilant
survelllance and intelligence for detecting and monitoring situations, and for
determining the need for pre-emptive measures, military or otherwise, will be essential.

Unmanned Aerial Vehicles

When requirements for accuracy are not high (for example terrorist activities or low-
level conflicts), a low-cost version of an unmanned aerial vehicle (UAV) will be suitable
for the delivery of weapons of a few tens of kilograms over distances of, at least, tens
of kilometres. Defence against such systems has not been studied extensively but, as
with low-cost missiles, pre-emptive actions based on surveillance and intelligence are
expected to be the best means of countering this threat.

Hypersonic Missiles

While the cost of developing a hypersonic missile will be beyond the means of most
countries, the purchase price will not. The simplest version of a Mach 6 to 8 missile
could present a significant threat as a surface-to-air or surface-to-surface missile
against high-value targets. There is no existing effective countermeasure to such a
weapon once it is launched.
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Recommendations

NATO shouid:
+ Support the development and evaluation of principles and methods to

minimise the foreseeable threats to integrated military information systems.
Develop system-level design rules that can be applied to NATO's information

systems.

¢ Evaluate the threat posed by low and medium power lasers to aircraft and
helicopter pilots. Study protective measures such as concepts for “closed
cockpit” operation (non-visual flight).

e Continue evaluation of concepts of extended air defence against ballistic
missiles and cruise missites. Expand the scope to include hypersonic
missiles. Evaluate threats from weapons-carrying, unmanned aerial vehicles
and remotely piloted vehicles.
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6. Affordability

Military production and procurement is gradually adopting the philosophy that
dominates civilian production - improvements must be made at nearly a
constant cost. The obvious approach to this new challenge is to apply civilian
industrial practices in the development and production of military systems. This
will happen, but some factors remain unique to the military.

Since the end of World War |l, advances in technology that have been applied for
military purposes have focused primarily on improving performance. Improvements in
military systems have been made to ensure superiority over potential adversaries and
to counter potential threats, with little regard to cost. However, the cost-per-unit of
these improvements has increased dramatically. {n contrast, in civilian production, new
technologies have been implemented only when they simultaneously improve
performance and maintain or reduce costs. This is possible (and occasionally quite
necessary) because the cost of civilian products is dependent upon the prosperity and
preferences of the consuming public.

The cost of military systems has not been matched by increases in military budgets,
and the number of units of major systems has been reduced. Until now, this has not
been a major problem. The more advanced systems, although fewer in number, have
contributed more, often much more, to the total force strength than the larger number
of systems they have replaced.

The algebra of cost versus performance versus number may still work to the
advantage of maximum performance at the unit level, but two factors intervene to
change the overview of costs at the total force level. First, the number of units is
becoming so small that units are not necessarily available when and where they are
needed. Second, combat losses could cause a rapid decline in overall strength and
combat effectiveness. These effects are considered potentially critical, and reductions
in military budgets make the problem worse.

This means that new systems cannot cost much more to acquire, own and operate
than the systems they replace. it also means that new systems designed to combat
new threats will be compared in value to systems handling already existing priorities.

In order to afford the minimum level of essential military capabilities, future advances in
technology will be achieved by applying new philosophies of design and
manufacturing. In particular, these philosophies will focus on reducing life-cycle costs.
The following approaches merit consideration.

Define cost as the primary design parameter. Total life-cycle cost, specifically
development, procurement and operating cost, must be taken fully into account at the
design stage. Performance goals must be clearly defined at a high level with regard to
the function of the system, rather than at the level of detailed technical performance.
Success in meeting cost specifications and reaching performance goals will invariably
be the result of a large number of decisions affecting the entire design. Thus, it is
essential that the design effort be organised to allow trade-offs across the complete
system.

Introduce new technologies only when they “buy” their way in. The tangible
benefits - improved performance and/or reliability - must not be accepted at additional
cost. Mission requirements should be restricted to what is actually needed, and no
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elaboration of the requirement should be accepted without thorough trade-off studies
of the costs and the benefits. In addition, the portfolio of mission requirements should
be negotiable and changeable as the costs of meeting the various requirements
become better known.

Facilitate system integration and later modification by using “open”
architectures. The implementation of integrated modular avionics as “open systems”
(based, for example, on generally recognised interface standards), will not only reduce
acquisition costs, but also life-cycle costs since system upgrades will be less
expensive. Additional cost benefits can be expected from the development of
exchangeable hardware and software for automatic processing. This will also facilitate
system upgrades over the life of the system. The implementation of modular, object-
oriented software techniques will further reduce costs. The greatest savings will come
from standardising the development of software; for example formally structured codes
produced with high-level architectural tools.

Exploit commonalities with the civilian market. Many of tomorrow's technologies
will evolve for the civilian market. Economies of scale and competition for market share
will help limit costs. This trend should produce new, affordable capabilities which the
military must be prepared to exploit.

Using civilian technology and, in many cases, civilian off-the-shelf (COTS) systems in
ways specialised to meet military needs offers great potential for cost reduction, but it
is often not as straightforward as it seems. There are several ramifications for NATO
and the Nations that should not be underestimated or overlooked.

First, it is often assumed that military development costs will decrease significantly as
more civilian technology is available. However, applying and adapting this technology
for military purposes can be a demanding task, requiring as much, if not more, time
and effort that is not without cost.

Second, in the civilian market the economic life of an off-the-shelf system, such as a
portable computer, is dictated by competition. While for many consumers today this life
is considered to be three to six years, for many manufacturers it is only three to six
months. For the military, however, the economic life of equipment and systems is
much longer - perhaps 30 years - because costs are organisational and related to such
things as logistics and training.

Extend modular design to families of related systems. A strategic approach to cost
reduction is to review the composition of fleets of related systems. A fleet of tactical
aircraft, for example, composed primarily of one family of multi-role aircraft would be
less expensive to own and operate due to the commonality in manufacturing, logistical
support, and training. This family of aircraft would perform a wide range of tactical
missions. The aircraft would require a modular airframe, able to incorporate several
options and variations:

* A single-seat design, or a two-seat design, with the second crew member taking
the space of internal fuel.

e A single-seat short take-off, vertical landing (STOVL) version with the lift
package in place of a second crew member.

¢ A carrier-borne fighter with a larger wing span (obtained by replacing outer wing
panels only).

¢ Replaceable wing panels to improve payload range and allow long-range
interdiction missions.
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o Conformal packs to augment internal weapons, to provide extra fuel, and to
carry additional avionics and antennas for electronic support measures (ESM)
and suppression of enemy air defence (SEAD) missions.

The basic airframe, together with all possible combinations of conformal packs, could
be designed for stealth.

Use concurrent engineering methods. Concurrent engineering {the integrated
production team) and virtual manufacturing have made the “paperless airplane”
process achievable and applicable to any aerospace system. Access to the same
digital description and databases has integrated design tools with advanced
simulations of both the product and the manufacturing process. Physical models can
be replaced with digital pre-assembly models, eliminating most post-design changes
and reducing time-to-market by 50%. These pre-assembly, or “virtual”, prototypes,
simulate both the performance and the topology of the structure, controls, systems,
and so forth. This provides credible analysis for determining non-interference,
accessibility for service and repair, cost, and other factors. Partially replacing physical
testing, such as structural and wind-tunnel testing of air vehicles, by analysis allied to
virtual manufacturing and virtual processing {the simulation of manufacturing
processes for metal, polymers, and other materials) will result in further cost savings.

Conclusions and Recommendations

Radically new systems will result from combining the military and civilian technologies
that evolve in the next 25 years. Systems related, for example, to laser weapons,
unmanned tactical aircraft and highly integrated support of command and contro! will
be developed. Affordability of these systems will depend on the implementation of new
approaches for controlling costs.

NATO should:

s Support cooperation in developing and promulgating “best practices” in the
control of life-cycle costs.

+ Develop analytical standards and simulation toois to measure intended
upgrades and new systems against needs on the basis of performance and
cost.

¢ Concentrate technology support in areas which are most promising for cost
reduction on a total system basis and which are not supported by the civilian
market.
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7. NATO Research and Technology

The recommendations presented in Aerospace 2020 regarding research and
technology priorities for NATO invite reflection on NATQ's policy to support these
recommendations.

in the early days of NATO and AGARD, technology was in a phase of such explosive
growth that virtually all successful developments could he usefully applied. As a result,
the policy supporting research and technology focused more on securing a stimulating
research environment than on the selection of the areas of research.

This policy was consistent with the nature of science. A “genuine” innovation, a
creative idea breaking new ground, cannot be planned or predicted. The foresight of
such innovation is the territory of a few selected visionaries, who are often not widely
believed. Such research is still vital, however, and it continues to be unwise to attempt
to make such innovative basic technology prove its usefulness in advance to justify
expenditures. It takes time before the impact of a genuine innovation, or the scope of
its potential, can be fully understood. The laser is just one of many examples
supporting this fact.

While only a small fraction of research and development efforts can be classified as
genuinely innovative, there are many decisions which must be made with regard to the
bulk of research and development efforts devoted to advanced technology and its
applications. The range of these technologies and the cost of high-quality research has
grown, and will continue to grow, so significantly that establishing priorities for NATO
support is both critical and urgent.

While it is beyond the scope of this study to make recommendations regarding the
organisation of NATO research and technology, some observations have emerged as
a result of the study that might warrant consideration.

Observation 1: The rate of technical development and the consequences of the
developments vary considerably from one technology area to another. NATO
research and technology support should be adjusted accordingly, emphasising
those areas of development which simultanecusly have the greatest potential for
strong growth and have the most important military consequences.

At one time, aircraft design met these criteria. Twenty-five years ago, in the period
from 1968 to 1977, many of the aircraft still in use today made their first flights,
including such well-known models as the Anglo-French Concorde, Boeing’s 747,
the F-14, F-15, and F-16 fighter aircraft by Grumman, McDonnell Douglas, and
General Dynamics respectively, and the NASA Space Shuttle. Current versions of
these aircraft have been improved and updated, but conceptually, at the
applications ievel, they have not changed. Expectations are that some of these
aircraft will still be flying, and perhaps even produced, in the year 2020.

Today, several new technologies have emerged which better meet the criterion of
a strong development growth-rate in combination with great practical importance to
warrant research support. Stealth technology, for example, is a major innovation
which can be expected to influence all future combat aircraft designs, despite the
fact that it has not yet been widely applied. Similarly, the development of detection
or “‘counter-stealth” technologies to defeat it also meets the criterion. Other
examples include electro-optics, laser technology, and specialised military
information technology.
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Observation 2: In view of the shift from military to civilian leadership in some
areas of technology, NATO should maintain a policy that provides research
support in areas where progress is to NATO'’s benefit, but seems unlikely to be
served by civilian initiatives.

Observation 3: NATO should make systematic efforts to examine new system
concepls at an early stage in order to acquire a better understanding of their
potential operational and economic benefits and limitations.

Such analysis would help generate guidelines for development and facilitate, as
well as motivate, cooperative efforts between Nations and between industries. In
addition, NATO should increase its use of systems-oriented analysis, simulation,
and feasibility demonstrations when determining the areas and level of support it
will provide.

Observation 4: NATO should support a recurring, informal military and scientific
forum on innovative approaches to future defence.

The Aerospace 2020 study has revealed a spectrum of research and technology areas
which deserve careful consideration when determining the future focus of NATO
support. Whether considered individually or collectively, they offer possibilities that will
help strengthen NATO’s ability to ensure the security of its member Nations in an
unpredictable future.

In order to realise these possibilities, or even some of them, we must negotiate
technological and economic challenges beyond the means of most Nations. The
research and technology framework of the Alliance offers opportunities to meet these
challenges with a common effort.
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Prof. Richard T. Potfter
Business Manager
Structural Materials Centre
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Chief Engineer
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Mr. R. Paul Ryan
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United States
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AASC: Col. M. Shoemaker, USAF
AMP: Maj. R. Poisson, CAF
FVP: Lt Col. J. Wheatley, USA
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MSP: Lt Col. P. Fortabat, FAF
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SPP: Lt Col. G. Del Duca, IAF
SMP: Dr. J. Carballal, Spain
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